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Abstract: Open-source intelligence (OS-
INT) is a key aspect of contemporary cyber-
security, allowing the collection and analysis
of publicly available data to discover poten-
tial threats and vulnerabilities within organi-
zations. The increased availability of open
data—everything from social media usage to
hacked credentials—has made OSINT a must-
have for both cyber defence and offence. How-
ever, one of the most significant challenges
comes from the unregulated nature of open-
source data. While existing cybersecurity so-
lutions rely on OSINT for threat intelligence,
they are often marred by information overload,
dubious data sources, and legal or ethical con-
cerns. Furthermore, the same OSINT meth-
ods are leveraged by cybercriminals to gather
intelligence on prospective victims to make it
easy for them to conduct advanced attacks
like spear phishing and reconnaissance-driven
intrusions. This paper examines how OSINT
can effectively enhance cybersecurity without
its drawbacks. By learning from various OSINT
tools, techniques, and practical applications,
we propose a structured approach to filtering
and verifying intelligence to improve threat de-
tection efficiency. Unlike existing solutions, this
approach includes leveraging automated pro-
cesses and contextual verification to limit false
positives and stay ethical.

Index Terms: cybersecurity, open-source in-
telligence, OSINT techniques, OSINT tools

1. Introduction

Cybersecurity is a constant battle between de-
fenders and attackers. Organizations face new
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threats daily, and cybercriminals improve their
attack techniques. One key tool that can tip
the scales in favour of defence is Open-Source
Intelligence (OSINT)—the analysis of publicly
available data, which allows for identifying
threats and discovering vulnerabilities before
unauthorized persons use them [14, 57, 15, 35].

OSINT is about collecting information and
allowing it to be filtered and interpreted. In
a world where a huge part of our lives oc-
curs online, publicly available data can reveal a
surprising amount—from an organization’s in-
ternal structures through information about its
employees to potential entry points for attack-
ers. Cybercriminals also use OSINT to pre-
pare phishing attacks, analyse victim systems,
or search for accidentally disclosed confidential
information. This is why the conscious and ef-
fective use of OSINT in cybersecurity is more
important than ever today [33, 20, 19, 55].

In this article, we will examine OSINT
methods used in cybersecurity—both defensive
and offensive actions. We’ll discuss the tools
used to collect and analyze data, the challenges
of ethics and disinformation, and the legality of
using these techniques. OSINT is a powerful
weapon—the question is, can we use it wisely?

Our work is based on a review of open data
sets, OSINT automated tools, and an analysis
of cyber attacks in which the OSINT played a
key role. We analyze the effectiveness of dif-
ferent OSINT techniques in detecting security
risks and discuss their application’s effect on
detectors and attackers.

The report acknowledges OSINT’s two-
sided nature as a benefit and a risk in cyberse-
curity. Although it has a considerable positive
impact on threat intelligence, malicious actors’
use indicates that the area needs additional ver-
ification mechanisms and ethical data handling.
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With artificial intelligence and big data analyt-
ics being developed in the evolving field of OS-
INT, future use of OSINT in cybersecurity will
only increase, necessitating a specific OSINT
approach with the organization to keep up with
emerging threats.

This paper is a revisited and extended ver-
sion of the conference paper [58]. The rest
of this paper is organized as follows. Section
2 provides an overview of OSINT, discussing
its key principles, applications, and significance
in various domains. Section 3 explores OSINT
methods used in cybersecurity, including data
collection techniques, tools, and their role in
identifying threats and vulnerabilities. In Sec-
tion 4, we examine the challenges and threats
associated with OSINT, such as privacy con-
cerns, misinformation, and the potential for
misuse by cyber criminals. Section 5 discusses
the future of OSINT in cybersecurity, empha-
sizing advancements in AI, automation, and in-
tegration with emerging technologies. Finally,
Section 6 summarizes our study’s key findings
and implications, highlighting the need for a
balanced and ethical approach to OSINT in cy-
bersecurity.

2. Open-Source Intelligence

An OSINT practitioner gathers legally and
morally sound information from publicly avail-
able sources such as social media, govern-
ment records, commercial databases, and on-
line scanning utilities. Illegitimate practices
like these are precluded from OSINT, password
cracking, or manipulation [34, 7, 9, 43].

OSINT methods are used in business, law
enforcement, and national security. Business
firms use them to check the credibility of their
partners by studying the legal, financial, and
economic factors, etc. Government agencies,
meanwhile, use OSINT to evaluate political
dynamics and formulate state policy. OSINT
assists in the reconnaissance phase, particu-
larly cybersecurity, through target analysis and
anomaly identification throughout penetration
testing [32, 28, 8].

Attacks carried out by hackers and other of-
fenders sometimes utilize OSINT techniques to
collect information made in social media, en-

abling them to perform tailored attacks, like
spear phishing. Spear phishing is phishing de-
signed to target a particular person or organiza-
tion. The attacks depend on public records, like
birthdays or project information, to validate the
messages. Such attacks can lead to data theft,
identity theft, or the introduction of malware
[23, 65].

Within OSINT, several categories can be
distinguished, each focusing on publicly avail-
able information sources. SOCMINT (So-
cial Media Intelligence) involves X, Facebook,
LinkedIn, Instagram, and TikTok data. Course-
work undertaken will allow students to trans-
form geospatial data into actionable insights
with practical applications in a variety of fields
of interest, including defence, spatial epidemiol-
ogy, urban planning, environmental monitoring,
and many more. Users of this category collect
information on the movements of armed forces,
critical infrastructure, and natural catastrophes
and geo-locate them. Much of the human intel-
ligence (HUMINT) data is published for public
consumption, from blogs and forums to inter-
views and podcasts. You will have access to in-
formation covering a more excellent geograph-
ical range. This will allow for a more complete
view of the global situation [27, 50, 22, 21].

3. OSINT Methods in Cybersecurity

OSINT is highly important in cybersecurity
because it enables organisations to identify
threats, analyse risks, and monitor cybercrimi-
nal activities. Using public data, an organisa-
tion can prepare for eventual attacks and re-
duce the chances of data breaches or leakage.
Sources on hacker forums, blogs, or even so-
cial media may be monitored for a fast indica-
tion about new attack methods, cybercriminal
tools, and software vulnerabilities that will al-
low a faster reaction to new emerging threats
[45, 47].

A significant way to do this is by investigat-
ing the disclosure of a company’s information,
which includes employees or customers, on the
surface, deep or dark web. This way, the leaks
can be detected before they are used for phish-
ing or infrastructure compromise. They also
watch for new vulnerabilities from repositories
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like the National Vulnerability Database or from
sites like GitHub [27, 64].

OSINT is also used to watch cybercriminal
groups, including APTs, by analysing publicly
available information, usually obtained from
dark web forums. We can use this informa-
tion to predict the likelihood of various tar-
gets and helps organisations to get ready for
future attacks. Furthermore, OSINT assists
in managing the organisation’s reputation by
identifying and responding to potential crises
through monitoring social media, blogs, and fo-
rums [67, 19, 63, 46].

Image search is another form of OSINT that
can be used to confirm the authenticity of an
image, detect tampering, or identify a person
or an event. These tools are helpful in the fight
against fake news and the verification of im-
ages, especially in cases of social manipulation
or cyberattack misinformation. Farhangian et
al. in [17] compared the effectiveness of reverse
image search engines Google, Bing and Yandex
and identified their effectiveness and challenges
in different situations.

Cybercriminals’ use of fake news presents
a significant challenge in the form of wrong
directions of public opinion or creating chaos.
Graph Attention Neural Event Embedding and
Convolutional Neural Networks are AI methods
that effectively identify and refute fake news.
These tools enable organisations to distinguish
between real threats and risks from misinforma-
tion and address them [39, 12, 26, 42].

In the end, OSINT methods assist in iden-
tifying the traffic that is produced by Domain
Generation Algorithms, which are used in mal-
ware campaigns to avoid detection. Explain-
able AI combined with OSINT, as introduced
by Suryotrisongko et al., enhances the detec-
tion of DGA-based traffic and produces effec-
tive and explainable solutions for this cyberse-
curity problem [56].

In cybersecurity, many OSINT tools help
gather and analyze information from pub-
lic sources to identify vulnerabilities, evaluate
risks, and determine possible attack points.
Amass is a tool that assists in domain enumera-
tion and infrastructure mapping to find subdo-
mains, DNS records, IP addresses and network
data from various sources. This tool is most

useful for penetration testers when carrying out
a pre-attack survey of large networks. Another
popular option is Censys. It is also a search en-
gine like Shodan but is specific to understand-
ing the Internet’s physical structure. It collects
data on SSL certificates, network services and
device configurations and helps identify miscon-
figured or vulnerable assets [25, 3].

Moreover, Metagoofil is a tool used to
gather metadata from public documents (for
example, PDF, DOC) on websites. It can re-
veal information such as users, paths to files,
or versions of the used software. Datasploit is
one more OSINT tool that provides tools for
unified data collection from email, social me-
dia, domains and IP addresses and for creating
threat intelligence reports. Finally, IVRE (In-
teractive Visual Reconnaissance Environment)
provides extra capabilities for network scanning
and data visualization, which makes it a per-
fect choice for mapping the infrastructure and
potential risks in an enterprise network [31, 19]

Other OSINT tools in cybersecurity are
Maltego, theHarvester, SpiderFoot, OSINT
Framework, and Recon-ng [58].

4. OSINT Challenges and Threats

We can identify several key challenges and
threats associated with OSINT. OSINT is based
on collecting information on individuals or com-
panies from publicly available sources. How-
ever, gathering and analysing in mass can vi-
olate people’s privacy. Social media posts, fo-
rum discussions, photos, and application data
are sources of information that can be used to
build a detailed user profile. It can lead to cases
where this data is abused, for example, in phish-
ing campaigns, identity theft or harassment. In
addition, if the material gathered from the pub-
lic domain is combined with proprietary infor-
mation (for instance, data leaks), it can paint a
comprehensive picture of a person’s life or the
works of an organisation.

Table 1 summarizes the key challenges and
threats identified in OSINT and their potential
to cause harm. Although OSINT is the pro-
cess of deriving information from the collection
of publicly available information, it poses a se-
vere privacy risk, especially if combined with
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Table 1: Key challenges and threats related to OSINT based on the literature
Challenge/Threat Description Ref.
Privacy Violations OSINT enables mass collection and analysis of pub-

licly available data, leading to detailed profiles of indi-
viduals or organizations. This data can be misused for
phishing, identity theft, or harassment. When com-
bined with private information (e.g., data leaks), it
provides a comprehensive picture of a person’s life or
organizational structure.

[66]

Legal and Ethical Is-
sues

OSINT poses legal and ethical challenges, such as
GDPR violations and jurisdictional differences. Mis-
use of illegally shared data, e.g., from forums contain-
ing stolen information, raises questions about legality.
Subtle boundaries exist between legal data collection
and illegal activities like password cracking.

[59, 29, 54]

Credibility of Informa-
tion

Open-source intelligence can contain false, outdated,
or manipulated data. Cybercriminals or nation-states
may spread disinformation, leading to incorrect cyber-
security decisions. Public sources alone may provide
insufficient or misleading analyses without integration
with other forms of intelligence.

[68]

Challenges of Automa-
tion

Automation increases efficiency but introduces risks,
such as information overload, difficulty in filtering crit-
ical data, and the potential misuse of automated tools
by cybercriminals for attacks like mass phishing cam-
paigns.

[30]

Resource Intensity Effective OSINT requires significant resources, includ-
ing specialized tools and experts. Automation cannot
fully replace human analysis. Tools require updates,
management, and training, incurring hidden costs.

[13]

Escalation of Cyber
Conflicts

Misuse of OSINT, such as monitoring competitors,
can lead to unintended consequences like increased
cybercrime or surveillance races.

[66]

Misuse by Cybercrimi-
nals

Cybercriminals exploit OSINT to gather information
about potential targets, identify vulnerabilities, and
understand organizational technologies and strategies
for malicious purposes.

[30]

private or leaked data. The use of its legal and
ethical issues is further complicated by jurisdic-
tional variations and regulations such as GDPR
[18] as barriers. However, the information from
the open source is also relatively untrustworthy
and may be ancient, fake or otherwise manipu-
lated. Cybercriminals can misuse the efficiency
gain acquired through automation in OSINT,
but that comes at the price of overwhelming
amounts of information. Using OSINT also en-
tails a significant resource investment, requiring

unique tools and skilled personnel to analyze
them, which may entail hidden costs. In addi-
tion, OSINT can be misused to escalate cyber
wars or for evil use, thus highlighting the need
to use OSINT prudently and moderately.

It should also be noted that the misuse of
OSINT can worsen cyber wars. For instance, a
corporation can gain knowledge of its competi-
tor’s actions through OSINT, which may have
unforeseen consequences such as an increase in
cybercrime or a competitive surveillance race.
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OSINT techniques are not just employed by cy-
bersecurity entities or for lawful objectives. Cy-
bercriminals employ identical techniques to col-
lect intelligence on prospective targets, includ-
ing corporations and their personnel, identify
publicly accessible vulnerabilities within an or-
ganization’s systems and infrastructure, or ac-
quire information regarding technologies and
strategies utilized by rival companies or nations.

Cyber threats have changed dramatically,
and OSINT has had to adapt alongside them.
How attackers and defenders have used open-
source intelligence over time gives us a better
idea of where the field is headed. Here, we can
point out some significant periods connected
with OSINT evolution.

The Early Days (Pre-2010). OSINT was
mostly manual—security researchers and hack-
ers had to handly sift through public records,
forums, and websites. Social engineering was
rudimentary, and phishing relied on generic
email scams rather than personalized attacks.

Automation Takes Over (2010-2020).
This period saw a major shift as OSINT tools
like Shodan, Maltego, and Censys became
widely available. Organizations began using au-
tomated scanning to find security gaps, while
attackers improved their reconnaissance, craft-
ing targeted phishing campaigns based on social
media data.

AI and Disinformation (2020-Present).
AI-driven OSINT tools now process vast
amounts of data in real-time, helping analysts
detect threats faster. However, cybercriminals
have also stepped up their game, using deep-
fake technology and large-scale misinformation
campaigns to manipulate public perception and
bypass traditional security measures.

The Next Phase (Beyond 2025). Fu-
ture OSINT will likely involve AI-powered in-
telligence continuously monitoring emerging
threats. Blockchain analytics will play a bigger
role in tracking cybercrime, and IoT devices will
create new attack surfaces that require smarter
OSINT methodologies. The line between OS-
INT, SIGINT, and CYBINT will blur as intelli-
gence sources become more interconnected.

The challenge now is ensuring that OSINT
remains effective in this rapidly changing land-
scape without becoming just another tool that

attackers can manipulate to their advantage.

4.1 OSINT and Disinformation and Informa-
tion Operations

Modern information operations use OSINT to
both analyze and counter disinformation cam-
paigns. Cybercriminals, APT (Advanced Per-
sistent Threats) groups and state actors use
open sources of information to manipulate pub-
lic opinion, conduct social engineering attacks,
and destabilize politics. OSINT enables the
identification and investigation of disinforma-
tion operations. OSINT investigations, aimed
at confirming or denying information, use the
previously mentioned OSINT categories.

The first group of OSINT methods used in
such situations is social network analysis. This
method helps investigators identify bots [61],
troll farms [41], or patterns of spreading false
content [38]. Rao et al. in [44] proposed
a machine learning-based approach to distin-
guishing real tweets from fake ones. Thus, Il-
ias et al. in [24] proposed two methods that
improve these processes. The authors extract
features that identify accounts that post auto-
mated messages in the first method. In the sec-
ond method, the authors present a deep learn-
ing architecture that aims to determine whether
tweets were posted by real users or generated
by bots. Other solutions were proposed in
[60, 5, 40]. Shet et al. in [52] proposed mod-
elling trolling as a graph where user interactions
and their content on social media are repre-
sented as a heterogeneous graph, allowing for
better capture of troll behaviour patterns. The
authors used Graph Neural Networks (GNN) to
identify trolls based on their behavior and pub-
lished content.

Fake news detection is a broadly anal-
ysed theme in cybersecurity, especially in the
case of military operations, politics, or global
tragedies and events (for example, [2]). De-
tecting fake news increases society’s resilience
to cyber threats and protects against informa-
tion manipulation, which is crucial for cyber-
security. It is worth integrating such systems
with real-time content analysis tools to counter
threats effectively.

Soga et al. in [53] used the similarity of
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opinions between users to detect fake news
based on graph analysis, where users and their
interactions are nodes and edges of the graph.
Their method analyzes users’ attitudes towards
news articles and interactions between posts.
This allows for detecting fake news and infor-
mation manipulation based on how users react
to the content. Brinda et al. in [10] proposed a
heterogeneous deep learning model that incor-
porates richer information beyond text, particu-
larly the features of the dissemination structure
from social networks (facets, user interactions,
sharing patterns, and network topology). With
these features, the authors can derive insights
into the dissemination of information. Abuali-
gah et al. in [1] used a convolutional neural
network, deep neural network, and long short-
term memory for fake news detection. Esteban
et al. in [16] focused on the methodology of
predicting the virality of fake news based on its
content.

Other methods used to prevent disinforma-
tion are as follows:

• linguistic and stylometric analysis, which
allows detecting recurring patterns in fake
news narratives,

• geolocation and visual analysis, which al-
lows verifying the authenticity of photos
and video recordings,

• link analysis, which allows identifying
sources of disinformation.

We can use earlier tools, such as Google
Reverse Image Search, Maltego, or SpiderFoot,
to use these methods.

Fake news campaigns are mainly carried out
as disinformation operations to influence elec-
tions. In addition, they can be used to at-
tack the reputation of companies. Spreading
false information about organizations is aimed
at destabilizing the market. These campaigns
use deepfakes [62] and social engineering. Here,
one method is to make a fake video of the
company’s CEO giving false statements. In the
fight against disinformation, identifying sources
and verifying content are essential parts of the
process, which is accomplished, more often
than not, by using OSINT tools to analyze the
source and detect fake accounts. You can also

use AI methods to detect disinformation auto-
matically.

OSINT is a key tool in the fight against dis-
information. Analyzing content, sources, and
social networks effectively identifies and com-
bats manipulative campaigns. In the future,
the development of artificial intelligence and
the improved integration of OSINT with cyber-
security tools will facilitate even more effective
combating of false information.

4.2 OSINT Automation – AI and LLM in Cy-
bersecurity

OSINT automation using large language mod-
els (LLM) [6] opens up new possibilities in
analysing open information sources. Their abil-
ity to process vast amounts of text data allows
for lightning-fast searches of forums, social me-
dia, and the dark web for significant threats.
Traditional methods required manual content
filtering, which was time-consuming and prone
to human error. LLMs such as GPT-4 [51]
or Claude [48] allow for automatic information
classification, identification of key threads, and
generating precise summaries that help analysts
make quick decisions.

One of the key applications of AI in OSINT
is detecting disinformation and manipulation in
the media space. Language models can analyse
text structure and detect characteristic propa-
ganda patterns, such as the repetition of false
narratives or emotional overtones of the mes-
sage. Moreover, advanced algorithms can com-
pare analysed content with credible sources, as-
sessing its probability of falsehood. In the face
of the growing number of deepfakes and ma-
nipulated video materials, AI is becoming a key
tool in the fight against digital fraud. Models
based on neural networks can detect subtle ir-
regularities in images and recordings that are
invisible to the human eye [4, 37].

Equally important is the automatic genera-
tion of reports, which allows for effective infor-
mation management in cybersecurity. Thanks
to the integration of AI with SIEM (Security
Information and Event Management) systems,
anomalies can be detected in real-time, and
threats can be prioritised based on their po-
tential impact. Automating this process speeds
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up incident analysis and reduces the number of
false alarms, which are often a significant prob-
lem in operational environments [49, 36, 36].

Though AI is beneficial in utilising OSINT,
it also has its dangers. Among them is that
high-quality models can create more realistic
deepfakes or tailored narratives, making them
more complex and more challenging to spot.
Additionally, over-reliance on automated proce-
dures for analysis leads to blind acceptance by
decision-makers of conclusions generated by al-
gorithms, robbing them of their ability to think
critically about what they are presented with
for information. Thus, one of the main chal-
lenges in the upcoming years will be achieving
a balance between AI and human verification to
ensure that OSINT continues to be an efficient
and trustworthy tool in cybersecurity.

5. The Future of OSINT in
Cybersecurity

Future growth of OSINT techniques will revolu-
tionize cybersecurity as the online threat land-
scape changes, the data volume expands, and
technology evolves. The complexity and variety
of expanding data sources require automated
data gathering and analysis by sophisticated al-
gorithms. Automation facilitates fast process-
ing and threat detection of high-priority threats
and enhances response quality and speed [11].

The use of artificial intelligence and ma-
chine learning will enhance OSINT capabili-
ties. They can recognize anomalies and pat-
terns and, accordingly, identify false news, mon-
itor your social media activities for suspicious
behaviour, and find out the patterns of phish-
ing attacks. In practice, AI-powered chatbots
that monitor social media and forums in real
time and escalate emerging threats to security
teams around the clock are becoming popular.

The growth of IoT devices will revolutionize
OSINT. IoT-enabled smart homes, cars, cities,
and other platforms will generate a never-
before-seen amount of public data. This data
type from surveillance and networked sensors
will be helpful in threat assessment and mon-
itoring. With the recent advancement in big
data technologies, data availability will expo-
nentially increase, enabling in-depth and practi-

cal analysis of big data sets such as social media
posts, news stories, and domain name registra-
tions.

Another critical focus is the creation of bet-
ter tools that can collect information from sev-
eral sources and analyze them in more detail
to find correlations and dependencies in large
data sets. OSINT will be combined with other
intelligence sources, such as HUMINT, SIGINT,
and CYBINT, which will give a more accurate
picture of the threats and help make better de-
cisions.

OSINT will change from being a passive in-
dicator of threats to an active one. This will
enable organisations to create new forms of
surveillance that can continuously monitor open
sources and give an early sign of the evolution of
threats with AI and automation. These systems
can provide specific threat intelligence to orga-
nizations or industries—say, informing banks of
credit card fraud threats. Hence, the statement
is true because AI enhances the efficiency of
OSINT in both ways mentioned earlier. Thus,
we can state that OSINT integrated with AI
increases the chances of success in both ways:
during investigation and prevention. The future
of OSINT lies in greater automation, integra-
tion with AI and IoT, more advanced analytical
platforms, and more proactive and personalized
threat detection and prevention.

Even though they are decentralized and
anonymous, Blockchain technologies are in-
creasingly becoming the focus of great scrutiny
in OSINT and cybersecurity contexts. Cryp-
tocurrency transactions are easier to track on
blockchains, but the latter also help identify
cybercriminal activities, terrorist financing, and
money laundering. OSINT analysts are, there-
fore, able to spot suspicious patterns, map out
wallet connections, and even follow the move-
ment of funds across different exchanges be-
cause all transactions on public blockchains like
Bitcoin or Ethereum are solidified forever. Un-
like traditional financial systems, where banks
can block access to information, blockchain
provides an open, transparent source of data
that, when properly analyzed, can provide key
evidence in digital investigations.

Using OSINT tools to analyze blockchains
is already conventional in the work of law en-
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forcement and cybersecurity teams. Platforms
such as Chainalysis, Elliptic, and CipherTrace
assist in identifying suspicious addresses, real-
time analysis of transactions and tracking wal-
let interactions with cryptocurrency exchanges.
These tools employ AI and machine learning to
identify links between illegal transactions, even
if the funds have been tumbled through a se-
ries of wallets to hide their origin. When com-
bined with other forms of OSINT, for exam-
ple, data from the darknet forums, analysts can
link blockchain addresses to particular entities
or persons, thus enhancing the effectiveness of
cybercrime operations.

In the Web3 era, OSINT is becoming a
key tool in combating the growing number
of frauds, rug pulls, and attacks on decen-
tralized finance platforms. Hackers increas-
ingly use smart contracts to carry out com-
plex fraud schemes that leave traces only on
the blockchain. Using tools to visualize trans-
actions and monitor blockchain networks in
real-time, OSINT analysts can identify crimi-
nal groups’ patterns and warn users about sus-
picious projects. In the future, integrating OS-
INT with blockchain technology could also help
create more tamper-proof digital identification
systems and increase transparency in the cryp-
tocurrency sector.

As OSINT continues to evolve, certain el-
ements will be critical in determining its effec-
tiveness in cybersecurity:

• There is too much data for humans to an-
alyze alone. AI will help process and filter
intelligence, but analysts must remain in-
volved to catch false positives and biased
outputs.

• Attackers are improving at spreading false
information, and OSINT needs to adapt.
AI-powered verification tools will be cru-
cial for identifying fake social media pro-
files, manipulated videos, and misleading
narratives.

• Cryptocurrencies are a double-edged
sword. While they enable financial pri-
vacy, they also facilitate cybercrime. OS-
INT tools capable of analyzing blockchain
transactions will be vital for tracking il-
licit activities.

• With smart cities, connected cars, and in-
dustrial IoT devices becoming the norm,
OSINT must expand its focus beyond tra-
ditional networks. This means develop-
ing tools to identify vulnerabilities in IoT
ecosystems before attackers exploit them.

OSINT offers enormous opportunities but
has many challenges that must be addressed to
remain an effective and responsible tool. One
of the main concerns is ethical and legal is-
sues. Although data is publicly available, it
should not always be used without considera-
tion. There is a fine line between legally collect-
ing information and violating privacy, especially
in the context of personal data protection. Reg-
ulations such as GDPR are increasingly influ-
encing how OSINT can be used, meaning that
organizations must balance security and respect
for privacy.

Another big problem is disinformation. Cy-
bercriminals and state-sponsored groups in-
creasingly use OSINT techniques to manipu-
late public opinion and spread false narratives.
Without proper verification mechanisms, OS-
INT can become a tool for amplifying fake news
instead of combating it. Therefore, developing
tools to recognize deepfakes, detect social me-
dia bots, and assess information sources’ cred-
ibility is crucial.

Automating OSINT is a big step forward
but carries certain risks. More and more analy-
ses are being performed by AI algorithms, which
can make mistakes or be susceptible to manipu-
lation. If organizations blindly trust automated
reports, they may miss essential threats or –
even worse – make decisions based on incor-
rect data. Therefore, the balance between au-
tomation and human analysis will be crucial in
the OSINT process. Machines can help filter
huge amounts of information, but the conclu-
sions should always be left to the experts.

OSINT is used not only by security special-
ists but also by cybercriminals. Hackers use the
same techniques to gather information about
potential attack targets, identify vulnerabilities
in company systems, and match phishing cam-
paigns to their victims. Organizations should
know how much information about them is pub-
licly available and conduct regular security au-
dits. Limiting the network’s available data can
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significantly hinder attackers’ actions.
OSINT will increasingly need to integrate

with other intelligence disciplines, such as SIG-
INT and HUMINT. Combining different data
sources will give a more complete picture of
threats and better decision-making.

The next step should be developing AI sys-
tems that collect information and help distin-
guish real threats from disinformation. In an
era of deepfakes and increasingly sophisticated
manipulation campaigns, quickly verifying con-
tent will be crucial.

The role of education should also not be
forgotten. Even the best OSINT tools will not
be practical if people do not know how to use
them. Organizations should invest in training
that helps analysts recognize new threats, avoid
the pitfalls of automation, and apply best prac-
tices in ethics and law.

The future of OSINT also involves moving
from a reactive approach to a proactive one. In-
stead of analyzing incidents after the fact, the
goal should be to detect and neutralise threats
before they become a real problem. The de-
velopment of real-time threat monitoring tools
and AI to predict cyberattacks can make OS-
INT an even more powerful tool in the fight
against cybercrime.

In summary, OSINT must evolve to keep up
with the changing landscape of cyber threats.
The key will be to combine automation with
human analysis wisely, develop tools to com-
bat disinformation and increase awareness of
threats. If we can achieve these goals, OSINT
will remain an indispensable element of a cy-
bersecurity strategy.

6. Conclusion

This study shows how OSINT will be inevitable
in cybersecurity. In recent years, collecting and
analyzing information from the public domain
has become essential in identifying potential
risks, tracking cybercriminal activities and en-
hancing cyber defence. The study’s outcomes
mentioned in this paper show that when OSINT
techniques are correctly implemented, they can
significantly improve the effectiveness of secu-
rity operations by offering real-time and rele-
vant information.

On the other hand, OSINT comes with
its challenges. Although it is a valuable in-
strument in the hands of security specialists,
criminals also use it to gather information and
launch social engineering attacks. Automation
and AI in OSINT have been improved to con-
duct searches faster and discover threats faster.
However, as with any tool, they create new
risks, such as the possibility of incorrect or in-
tentionally wrong data provided by the adver-
sary. Hence, experts should check the use of au-
tomated tools to avoid wrong information being
used as intelligence from open sources.

Another critical topic is the ethical and le-
gal aspects of OSINT. Issues regarding collect-
ing and analysing publicly available informa-
tion, such as privacy, data protection laws, and
the correct intake of intelligence collection, ex-
ist. Security professionals will face these chal-
lenges as the field grows while using OSINT
correctly to help people and organizations and
not violate people’s rights or ethical principles.

OSINT is expected to become even more
significant in the future of cybersecurity. Ap-
plying AI, big data, and blockchain forensics
will enhance the potential of OSINT, leading
to better and faster analysis of threats. How-
ever, as cyber threats increase, including deep-
fakes and AI-generated misinformation, OSINT
techniques must follow the trend. The further
development of tools for intelligent analysis and
the right approach to intelligence gathering will
guarantee the further importance of OSINT in
cybersecurity.
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Rubido, and Jose M. Vidal-Sanz. Predicting the
virality of fake news at the early stage of dis-
semination. Expert Systems with Applications,
248:123390, 2024.

[17] Faramarz Farhangian, Rafael MO Cruz, and
George DC Cavalcanti. Fake news detection: Tax-
onomy and comparative study. Information Fusion,
103:102140, 2024.

[18] General Data Protection Regulation GDPR. Gen-
eral data protection regulation. Regulation (EU)
2016/679 of the European Parliament and of the
Council of 27 April 2016 on the protection of nat-
ural persons with regard to the processing of per-
sonal data and on the free movement of such data,
and repealing Directive 95/46/EC, 2016.

[19] Devu Govardhan, Grandhi Guna Sai Hari Krishna,
V Charan, Sribhashyam Venkata Anantha Sai, and
Radhika Rani Chintala. Key challenges and limita-
tions of the osint framework in the context of cy-
bersecurity. In 2023 2nd International Conference
on Edge Computing and Applications (ICECAA),
pages 236–243. IEEE, 2023.

[20] Jarod Govers, Philip Feldman, Aaron Dant, and
Panos Patros. Down the rabbit hole: Detecting on-
line extremism, radicalisation, and politicised hate
speech. ACM Comput. Surv., feb 2023.

[21] Tony H Grubesic, Jake R Nelson, and Ran Wei.
Drones and their future applications. In UAVs for
Spatial Modelling and Urban Informatics, pages
149–167. Springer, 2024.

[22] Susan Henrico and Dries Putter. Intelligence col-
lection disciplines—a systematic review. Journal of
Applied Security Research, pages 1–25, 2024.

[23] Jhon Francined Herrera-Cubides, Paulo Alonso
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