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An approach to creating an
adaptive on-line course
Svetlana Jevremović
Abstract – Previous research has shown that the application
of the «one size fits all» concept, whereby all students are
presented with the same static content, brought about failure
of numerous electronic courses, as well as ill-motivation and
discontent of the students. This paper presents a solution for
the development of an adaptive on-line course in the
personalized environment LMS Moodle. The primary objective
of this research is the personalization of electronic learning
system in accordance with the ascertained capabilities, needs
and preferences of each student, allowing also for the
circumscribed styles of learning. Students are classified in
three characteristic groups and a model of an adaptive system
of distance learning is presented.

Without any modifications Moodle can be run on Unix,
Linux, Windows, MAC OS X, Netware and all other
systems supporting PHP, including the majority of
Internet providers [6]. The data are kept in only one
database: MySQL and PostgreSQL, but Oracle, Access,
Interbase, ODBC and others can also be used [6].
Simple installation and operation make this product a
very acceptable solution both for students and teachers, as
well as people charged with maintaining the application.
The Moodle platforme’s modular architecture and its
being open code have made it a very popular solution for
improving electronic education, while broadening of the
basic package’s functionality is very easy. Also, the online community using this technology is highly disposed
in favor of sharing its experiences and functionalities
developed for own purposes.
The basic properties marking this software package out
as a contribution to distance learning can be divided into
several categories, such as:
High accessibility – ability to serve thousands of
users at the same time
Scalability – ability to endure increasing number
of users without fall in performances
Easy usability – ability of the user (student or
teacher) to very quickly master using the system
Interoperability – ability to integrate with existing
software
Stabilility – Moodle’s stable version enables
continuous service to the student and teacher
populations
Safety – property not to pose a safety risk greater
than other components of the information system
The system mentioned was used for managing the
process of learning in this work just because of the
properties stated.

Index terms – adaptive e-learning, personalization, learning
styles

1. PERSONALIZED LEARNING

P

ersonalization, in the context of electronic learning,
means to create and/or adapt the learning process to
the person (student) on the basis of analysis of his
or hers learning goals, current knowledge/skills level and
preferences regarding learning style [1]. Adaptive system
of electronic learning may be described as a personalized
system which is, beside creating personalized content,
able to assure adaptive “shipment“ of the course,
interaction, teamwork and support [2][3].
Personalization can assume various outer forms, since it
can imply the customization of: content, navigation,
activity, and/or way of presentation [4], all so the better to
respond to the needs, goals and preferences of the student.
There is a need for systems capable of being adapted to
students with mutually entirely different characteristics,
current knowledge levels and learning styles. In this work,
Learning Management System (LMS) Moodle was used.
Moodle otherwise is not an adaptive LMS, so here it was
customized methodologywise only, without any software
changes.

2. METHODOLOGICAL PROCEDURES OF
CREATING AN ADAPTIVE ENVIRONMENT

1.1. THE MOODLE SOFTWARE PACKAGE

The first step in the research was to conduct a survey of
students in order to establish their previous education,
learning preferences, as well as working experiences with
Moodle learning system. Besides, the goal was to
ascertain each student’s learning style.
Learning styles are descriptions of attitudes and
behaviors that constitute one's affinities in learning [7].
Felder-Silverman Learning Styles Model (FSLSM)
circumscribes the following learning styles [8]:
the active (those who like teamwork) and the
reflexive (the thinking ones; those who like to
work singly),
the sensitive (those who tend towards facts, details
and practical work) and the intuitive (those who

Moodle is a free, open source platform for electronic
learning [5]. It has also been described as Course
Management System (CMS), Learning Management
System (LMS) or Virtual Learning Environment (VLE)
[6]. Complying with educational principles, it was created
so that teachers are enabled to facilely create on-line
courses and organize effective and efficient communities
of electronic learning systems’ users; students can easily
access the courses content regardless of their location and
the time of access.
Manuscript received December 13, 2010.
Svetlana Jevremović, College of Technological Sciences, Šabac,
Serbia (e-mail: kacaj@sezampro.rs). Contact person is Svetlana
Jevremović.
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like abstract material, innovations, and discovering
connections and possibilities),
the visual (those who memorize what they see:
pictures, diagrams etc.) and the verbal (those using
words spoken or written),
the sequential (those who approach the problem in
linear stages) and the global (those who learn by
leapfrogging within the subject matter, who are
able to make connections between objects while
the details still remain unclear to them).
Table 1 shows the relationship of individual learning
styles’ characteristics to activities enabled by Moodle
[9][10].
The student’s cognitive characteristics de facto
influence the learning process itself [11]. However, very
few adaptive systems allow for those cognitive properties,
above all because it is very cumbersome to collect this
type of data on students and then design adaptive rules
afterwards on their basis.
Pursuant to statistical analysis of the results of the
survey which was carried out, the students were divided
into three clusters or groups, thus gaining results that are
more consistent, reasonable and of better quality. Each
student was categorized as a beginner (group 1), middlelevel student (group 2) or an advanced student (group
3).
An undividedly positive students’ reaction was noted.
Through survey questions they accepted and, as a
motivational factor of e-learning, appraised the use of
LMS Moodle.
By clicking on the corresponding link (the name of the
course) and entering the appropriate access password, the
student applies for the chosen course, Fig. 1.

Figure 1. The page with the subjects offered
2.1. CONTENT CUSTOMIZATION AND ADAPTIVE
NAVIGATION BY CATEGORY
Adaptivity can be implemented on the content level
(content-adaptation) and the link level (link-adaptation)
[12][13].
Using content-adaptation, information on certain subject
matters was presented to students in different ways,
depending on their previous knowledge. For the most
part, the beginners were presented with more introductory
or additional explanations, while more experienced
students were offered more complex information on the
same subject matter.
The basic content-adaptation methods used in this work
were:
additional explanations – only for the users who
can understand them
prerequisite explanations – repeating the concepts
for which user’s previous knowledge does not
suffice
sorting – the same information arranged according
to personal criteria.
comparative explanations – to explain new
concepts similar to those already adopted.

Active

Reflexive

Visual

Verbal

Sequential

Global

Sensitive

Intuitive

Concrete
problems

Topics for
thinking

No

Yes

Yes

Global
topics

Facts,
examples

Abstract
topics

Yes

No

No

Yes

Frequent

No

Yes

No

Glossary

Many terms

Concepts

No

Yes

Yes

No

Yes

No

Workshop

Experiment

Unexplored
topics

Yes

Yes

Yes

Yes

Practical
examples

Unexplored
topics

Survey

No

Yes

Yes

Yes

No

Yes

Yes

Yes

Choice

Yes

Yes

Yes

Yes

Yes

Rarely

Yes

No

Lesson

Problems,
examples

Provided
topics

Illustration

Written,
multimedia

Yes

Rarely

Facts,
algorithm

Rarely

Comm.

Face-to-face

E-mail

Combined

Combined

Combined

Combined

Combined

Combined

Forum
Chat

Table 1. Relations between learning styles and activities in the Moodle system
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As a technique for implementing the content-adaptation
methods mentioned, mostly strechtext was used, meaning
that by selecting a key word a new explanatory fragment
is put onto the same page.
Link-adaptation was used in order to reduce
disorientation in hyperspace, but also to retain free
navigation. The navigation path most often suggested to
the student is the one on the level of the whole application
or the next step that suits him or her the most – global,
local guidance. Direct guidance, provided by the “Next”
button, was the elementary technique perpetrated in this
work to guide students with a beginner knowledge level.
Links to already learned, recommended or forbidden
pages were differently marked.
Of elementary link-adaptation techniques also were
used:
link hiding, removal - links leading to irrelevant
pages are omitted
link annotation - relevancy of a concept was
assessed for students of respective groups; the
means used for annotation were different colors,
font types and sizes, as well as particular icons (for
instance, the "semaphore metaphor": the most
relevant links are green, while the forbidden or
unrecommended ones are red)
link sorting – links on top of the list are usually the
most relevant ones for the student
Characteristics of the adaptive on-line course for the
beginner students (students with a beginner’s knowledge
level) – group 1:
All lessons have corresponding priorities and are
grouped within modules. Each learning module
contains three important stages:
a) acquainting the student with the objectives
b) presenting the information
c) rehearsing the knowledge and skills
acquired
Lessons are linked by a prerequisite relation
circumscribing lessons to be learned before
passing to learning the next one, Fig. 2.

Figure 3. A one week’s portion of the content
The titles of lessons within a module are presented
to the student through content, Fig. 3.
It is important for the beginner students to be given
as many examples as possible, Fig. 3.
Each example contains bracketed comments with
short explanations of each line of the program
code, helping beginner students to understand the
program, Fig. 4.
As for the time schedule and limits, students were
not constrained in any way.

1. modules Mk; 2. lessons Li ; 3. tests Tj ;
Figure 2. Graph of the group 1 modules
Beginner students follow a linear path while
mastering lessons, Fig. 2.
Each module includes a preliminary test and the
final knowledge check-out test, Fig. 2.
Navigation is induced depending on the results of
the final test.
Concrete examples are given after each lesson,
because they facilitate understanding of the
syllabus content and stimulate learning, Fig. 3.

Figure 4. A page with a lesson
Group 1 students take a multipart exam, preferring
to be tested in shorter intervals
For beginner students, links to additional content
were hidden in order to make the course more
4

traditional-like. Also, multimedia objects can be
hidden so as not to overload or overwhelm
students with the sheer bulk of various contents.
The characteristics of the adaptive on-line course for the
students at the middle knowledge level – group 2:
Lessons were grouped within modules along with
the corresponding priority.
Middle-knowledge-level students can arbitrarily
access lessons within each module, while arbitrary
hopping between modules is not permitted.

Characteristics of the adaptive on-line course for
advanced students – group 3:
To students with a higher level of previous
knowledge, additional literature is suggested and
their switching between modules is not
restricted, Fig. 8.
M2

C1
T1

C0

M1

C3

T2

M4

C2

C1
C5

C1
C0

C2

T1

T2

C0

T2
C2

L1

M8

C3

C4
T1
C0

M0

M7

L0

T1

T2

M9

M3

C3
T2

C2
C1

C4

1. modules Mk; 2. lessons Li ; 3. tests Tj ;
Figure 8: Graph of the group 3 modules

L2

1. modules Mk; 2. lessons Li ; 3. tests Tj ;
Figure 5: Graph of the group 2 modules

Group 3 has the schedule (time limits) for all
exam commitments set down by the teacher.
Students sit for all parts of the exam at once.
Instead of theoretical seminar assignments, here
students are allowed to do practical projects.
Communication is important, especially for the students
of groups 2 and 3, providing them with a chance to work
together, discuss and ask for explanations, so the course
includes forums and chat-rooms. The specific forum/chatroom is for students to discuss specific course topics,
while the general f/c-r serves for the more general topics.
Also, a session of virtual cabinet can be built-in into the
course, where the students can ask questions while
chatting with their teachers at predefined times.

Each module includes a preliminary test and a final
knowledge check-out test.
Switching over to the next module is possible only
after passing the final knowledge check-out test of
the previous module.
Group 2 students were presented with expansions
of thematic units – for instance, “Writing an
Applet – Framework“, with additional information
on tools for applet writing, Fig. 6. Sights were
suggested on which more was to be found on the
tools for applet writing, Fig. 7. Selecting the
recommended link automatically opens the Web
location whose content is recommended by the
teacher.
Group 2 students decide themselves when to sit for
each part of the exam.
These students prefer practical to theoretical work.
The teacher sets down the time limits for fulfilling
the exam commitments.
The teacher stipulates the topic for each student’s
seminar assignment.

Figure 9: Communication in the e-learning process
3. RESULTS AND DISCUSSION
Figure 6: A view of 8th week’s resources for group 2

Considering growing interests in the development of
adaptive e-learning systems, this paper nominates a model
that supports adaptivity and at the same time provides for
the simplicity of the course managing process. On the
strength of analysis of the results achieved, the following
conclusion was reached:
Using some methods and techniques of
adaptation, adaptivity was implemented on the
level of content and that of links.
The model is simple to implement on the existing
open-source on-line learning systems.
For each group, an appropriate course was
carried out, customized to the students’ needs.

Figure 7: Additional info for the Framework
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Student should be guided in such a way as to:
Keep his or hers interest in the content presented.
Adopt the requisite knowledge at a speed that
suits them the best.
Get feedback on his or hers achievements timely.
The feedback must be relevant to the student and
positive.

The mood and motivation for learning have
substantially risen with students of all three
groups, while nothing similar was noted with
control group students.
92% students alleged that learning in the
adaptive environment, at self-chosen tempo,
increased their scores both on the preliminary
and the final tests.
At the end of the course, 82% students responded
that Moodle was clear and easy to use.
Groups

Characteristics

Group 1

Multimedia
material
Piecewise fulfillment
of exam
commitments
Teamwork

Group 2

Group 3

Students choose
topics
Practical work
No strictly defined
time limits
Multimedia
material
Teamwork

Identified
learning styles
Visual
Sequential
Active
Intuitive
Active
Global

Figure 12. Comparative review of scores in adaptive
and non-adaptive conditions of electronic education

Visual
Active

Table 2. Groups and learning styles

Figure 13. An analysis of the scores obtained
Figure 10: Non-adaptive course test scores

4.

CONCLUSION

In this work, adaptive methods and techniques were
implemented for the personalization of the instruction
process in electronic education.
By using the concept of adaptivity in the field of
electronic education, the efficiency of the instruction
process can be improved through carrying out a system
for personalized learning, as well as the efficiency of the
e-education system as a whole.
Further research will be directed towards finishing up
the existing courses. Data on efficiency and effectiveness
of the adaptation activities applied to the existing courses
will be very important for further research. The research
will be broadened by gathering new data on students’
traits.
Figure 11: Adaptive course test scores
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Integral Characteristics of the Nakagami-m
Distribution of Signal Envelope
Stefanovic, Z., Hana; and Savic, M., Ana
providing more flexibility and higher accuracy in
matching some experimental data in comparison
with the commonly adopted distributions [4,5].
In the case of all distributions considered in the
statistical theory of telecommunications, the pdfs
of the received signal envelope are functions of
several variables [6,7]. In the process of
determination
and
analysis
of
integral
characteristics, one of the variables is treated as
a parameter, while the others are set to certain
constant values of interest in practice. In this way,
one obtains a family of signal envelope pdfs. The
analysis of the position of the maximums for
curves family can be performed analytically, using
the first derivative of function, and also
numerically. In such a case the same procedure
is repeated for the situation where the second
variable is treated as a parameter, and the others
are set to constant values. This process gives a
new family of curves, while the maximum position
is determined by a new envelope. In this paper
the position of maximums and the analytical
expression for the integral characteristic of the
Nakagami-m distribution of received signal
envelope are determined.
In order to improve the performance of the
wireless communication systems, the diversity
techniques are used, which ensures that the
receiver gets multiple copies of the radio signal
transmitted by independent fading channels [8].
Increasing the number of independent paths for
the signal transmission significantly decreases
the probability of a fading signal occurring
simultaneously in all independent channels . The
main problem in designing diversity systems is
the choice of the optimal method for determining
the final signal out of the received replicas of the
transmitted signal [9]. For this purpose, the
diversity systems use different techniques to
combine signals: Selection Combining (SC),
Maximum Ratio Combining (MRC), Equal Gain
Combining (EGC), Switch and Stay Combining
(SSC), Switch and Examine Combining (SEC).
the determination of system performance in case
of application of these techniques is widely
discussed in the respective literature [10,11].
For most of these techniques, the choice of
branch with the best signal-noise ratio is very
important, because it is directly related to the
value of signal envelope in the branch. Since in
this paper the behavior of the maximum of signal

Abstract— In this paper the Nakagami fading
channel model is described and some integral
characteristics of Nakagami-m distribution are
analyzed. For an analytical and numerical
evaluation of system performance, the Nakagami
probability density functions are analyzed as
particular solutions to the corresponding
differential equation, while the existence of a
singular solution is considered and analyzed
under different conditions. The envelope of
probability density function curve family is also
proven to be a straight line, for all values of
varying parameters. This new expression can be
used during the mobile system designing.
Index
Terms—
Nakagami-m
distribution,
probability density function (pdf), singular
solutions, the Nakagami-m fading channel model

1. INTRODUCTION

I

N the statistical theory of telecommunications,
the probabilistic models used in the process of
designing of complex systems for the
transmission of signals through the media with
variable parameters are continuously analyzed
and improved. With the development of wireless
communications which became dominant at the
beginning of this century, the probabilistic
approach becomes inevitable in the execution of
effective transmission, because both the useful
signal and noise are stochastic processes [1,2].
For the wireless communications in general,
and the mobile communications in particular, no
unique model for the statistical distribution of the
signal reception is found. The rapid fluctuations of
the instantaneous received power due to
multipath effects are usually described by the
Rayleigh, Rician, Nakagami-m or Weibull models
[3].
This paper is an attempt to discuss the case of
Nakagami-m distribution of the received signal
envelope, which models the radio transmission in
urban areas [1] where the random fluctuations of
the instantaneous received signal power are very
frequent and fast. Such Nakagami-m distribution
can model different propagation conditions,

Manuscript received November 8, 2010.
Stefanovic Z. Hana, College of Electrical Engineering and
Computer Science, Vojvode Stepe 283, 11000 Belgrade, Serbia (email: hanap@eunet.rs). Contact person is Savic M. Ana, College of
Electrical Engineering and Computer Science, Vojvode Stepe 283,
11000 Belgrade, Serbia (e-mail: anas@viser.edu.rs).
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envelope pdf is analyzed in detail, it could be
applied to optimize the calculation of signal
envelope at the combiner output.

pz z,
z 0, m

2. THE PROCEDURE OF DETERMINING INTEGRAL
CHARACTERISTICS OF DISTRIBUTION

2
m

m

m

z 2m 1exp

m

z2 ,

1
(1)
2

where z is the received signal level, Γ(.) is the
gamma function, m is the parameter of fading
depth (fading figure), defined as:

The previous analysis of probabilistic models
for the description of the received signal
envelope, depending on the individual relevant
parameters of the transmission fading channel,
resulted in the idea to focus the subject of
research at the request of the integral description
of phenomena that affect the radio signal
transmission. We seek to determine analytical
expressions for the description of the boundary
receiving conditions that could be useful in the
design of radio receiving systems.
For the considered Nakagami-m model, for a
fixed value of the fading depth parameter m, the
pdf of signal envelope, depending on the received
signal level, is analyzed for different values of
average signal power [12]. Then the average
signal power is treated as a parameter, while the
values of the received signal level are varied. In
such a way, two series of families of curves are
obtained and for each of them an equation of the
envelope of curves maximums is constructed. In
both cases these envelopes are straight lines, in
the logarithmic scale, whose direction coefficients
and values on ordinate-axis are determined
analytically and numerically. Then the same
procedure is repeated for different values of the
fading depth parameter. The obtained series of
envelopes are found to have the same direction
coefficient.
The obtained numerical, graphical and
analytical results indicate the existence of
differential equation whose particular solution is
but the pdf of the observed distribution. The
envelope of maximums of the family of pdf curves
represents the singular solution to a differential
equation [13] describing the dynamics of the
process of signal transmission in the fading
channel.

m

E 2[ z]
(2)
Var[ z 2 ]

E[z2 ] (3) .
In the case where the parameter of fading
depth is m=1, the Nakagami-m distribution is
reduced to the familiar Rayleigh distribution [1],
while the case m=0.5 corresponds to the
unilateral Gauss distribution. The case m
describes the channel without fading. With certain
restrictions the Nakagami-m distribution can
approximate the Rice distribution [14]. In an
analytical sense, the Nakagami-m channel model
is simpler than Rice’s, in which the Bessel
function is sused, so that using the above
approximation
calculation
of
statistical
characteristics is significantly simplified. We
choose to analyze the Nakagami-m channel
model for reasons of generality, and because the
other models can be described by the Nakagamim distribution by an appropriate choice of relevant
parameters.
The graphic presentation of the dependence of
Nakagami-m pdfs versus the received signal
level, for a fixed value of the fading depth
parameter and different values of average signal
power, in logarithmic scale, is shown in Fig. 1.

3. INTEGRAL CHARACTERISTICS OF NAKAGAMI- m
DISTRIBUTION

The Nakagami-m distribution is suitable for
describing statistics of mobile radio transmission
in complex media such as the urban environment
[14]. In practice, it has proved very useful due to
an easy manipulation and a wide range of
applicability of various approximations. Since the
Nakagami-m random process is defined as an
envelope of the sum of 2m independent Gauss
random processes, the Nakagami-m distribution
is described by the pdf [14,15]:

Figure 1. The Nakagami-m pdf versus z, in a
logarithmic scale, for the m=2 case, with taking
values from 1 to 15
The analysis of this dependence shows that the
increase of average signal power of the pdf
maximums results in smaller values reached for
higher values of received signal level, as shown
9
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in Fig. 1. All the maximums can also be
concluded to lie along a straight line, and the
envelope of maximums is also a straight line, in a
logarithmic scale. In order to determine the
values of the received signal level when the
maximums are reached, as well as the values of
maximums and a direction coefficient of the
envelope, the first derivative of (1) relative to
received signal level is determined. Equalization
with zero obtains:

1 2m
2m

z p max

(4)

Substituting (4) into (1) yields:
1

2

pzz max

1 2m
2

m

m

2m 1
m

m

2m 1
2

exp

1 2m
(5)
2

From (5) we get:

k1 log

n1 (6)

m 0.5 log

2m
m

m 0.5 log

pz z

2mz 2m 1
z

max

2mm
exp m
z m

(10)

k2 log z n2 (11)

where the direction coefficient and the value on
the ordinate axis are:

2m 1
(7).
2m

k2

The direction coefficient of envelope has the
value -0.5, regardless of the value of the fading
depth parameter, while the value on the ordinate
axis depends on this parameter. The envelope
determines a certain singular solution of
differential equations which can describe the
dynamics of this process, while the pdf is its
particular solution:

pz z

Substituting (9) into (1) yields:

log max pz z

0.5,
m

z2 (9)

From (10) we get:

where the direction coefficient and the value on
the ordinate axis are:

n1

p max

pz

log max pz
k1

The analysis of this dependence shows that
with an increase of a received signal level the pdf
maximums achieve lower values for higher values
of the average signal power, as shown in Fig. 2. It
can also be concluded that all the maximums lie
on a straight line, and that the envelope of
maximums are also a straight line, on a
logarithmic scale. In order to determine the
values of the average signal power where the
maximums are reached, and the values of
maximums and the direction coefficient of the
envelope, the first derivative of (1) relative to
average signal power is determined. After the
equalization with zero it follows:

1, n2

2mm
log
m

m (12).

The direction coefficient of the envelope has
the value -1, regardless of the value of the fading
depth parameter, while the value on the ordinate
axis depends on this parameter. The envelope
determines a certain singular solution of a
differential equation which can describe the
dynamics of this process, while the pdf is its
particular solution:

0 (8).

pz

The graphic presentation of the dependence of
the Nakagami-m pdfs versus the average signal
power, for a fixed value of the fading depth
parameter and different values of the received
signal level, in logarithmic scale, is shown in Fig.
2.

pz

1

z2

m

0 (13).

The previously described analysis was
repeated for different values of the fading depth
parameter, to discuss how this parameter affects
the shape of the envelope of the pdf curves
maximums. In the case m=0.7, the obtained
results are shown in Fig. 3 and Fig. 4,
respectively.

Figure 2. The Nakagami-m pdf versus , in a
logarithmic scale, for the m=2 case, with z taking
values from 0.5 to 2

Figure 3. The Nakagami-m pdf versus z, in a
logarithmic scale, for the m=0.7 case, with
taking values from 0.5 to 2
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max(p z( ))

10

1

0.1

m=0.7
m=1
m=2
m=3
m=4
m=5
0.1

Figure 4. The Nakagami-m pdf versus , in a
logarithmic scale, for the m=2 case, with z taking
values from 0.5 to 2

1

Figure 6. The maximums of the Nakagami-m
pdfs versus
, in the logarithmic scale, for
different values of the fading depth parameter
Analyzing the dependence of the Nakagami-m
pdfs envelopes versus the received signal level,
for different values of fading depth parameter,
one concludes that all the envelopes have the
same direction coefficient, regardless of the value
of the fading depth parameter, while their values
on the ordinate axis increase with the increase in
the fading depth parameter, as shown in Fig. 5.
When analyzing the dependence of the
Nakagami-m pdfs envelopes versus the average
signal power, for different values of the fading
depth parameter, it can be concluded that all
envelopes have the same direction coefficient,
regardless of the value of the fading depth
parameter, while their values on the ordinate axis
increase with the increase in the fading depth
parameter, as shown in Fig. 6.

It can be concluded that the envelopes of pdf
maximums in both cases are straight lines in a
logarithmic scale. The direction coefficients of the
obtained envelopes are the same as in the m=2
case, only the value on the ordinate axis
changes. In the analysis of the dependence of the
Nakagami-m pdfs versus the average signal
power, as in the analysis of the Nakagami-m pdfs
dependence versus the received signal level, the
values on the ordinate axis are lower.
The envelopes of the pdf maximums for
different values of th efading depth parameter
when the received signal level is taken as a
parameter, as well as in the case when the
average signal power is taken as a parameter,
are graphically presented in Fig. 5 and Fig. 6., in
a logarithmic scale.

4. CONCLUSION
In order to determine the first-order and the
second-order statistics of multipath fading
channel models, it is necessary to know the
characteristics of the pdf and its envelope. This
paper presents the results of testing properties of
the envelope of the pdf curves family, which until
now were not dealt with in the literature.
The analytical expression for the envelope of
the pdf curves family maximums is determined
depending on the relevant parameters. The
obtained results show that the position of the
maximums of these functions is uniquely
determined by the envelope’s equation,
regardless of the values of the other parameters.
In such a way, the boundary conditions for radio
transmission, with given propagation conditions,
can be defined.
For the considered multipath fading channel
model, a differential equation describing the
complete dynamics of the signal transmission
process is determined, whereby the envelope of
the pdf curves family represents its singular
solution.
The derived analytical expressions could be

max(p z(z))

10

1

0.1

0.1

m=0.7
m=1
m=2
m=3
m=4
m=5
z

1

Figure 5: The maximums of the Nakagami-m
pdfs versus z, in the ogarithmic scale,for different
values of the fading depth parameter
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used during the process of radio links modeling
and evaluation of system performance, since
almost all indicators of the system performance
are related to the pdf.
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The game as a component of
e-education in e-learning system Moodle
Despotović-Zrakić, S., Marijana; Bogdanović, M., Zorica; Labus, B., Aleksandra;
Savic, M., Ana and Stefanovic, Z., Hana
„E-education is an interactive process between
teachers and students through electronic media
with emphasis on learning as the media is just an
additional tool that complements the process
[20].”
E-education is presented as variation and often
as combination of the following concepts [1]:
• Online learning without personal contacts
with teachers
• Blended Learning - combination of online
and personal contact with teachers
• Synchronous communication
• Asynchronous communication
• Self-study
• Self-study with the help of experts in the
relevant matter
• Web based e-learning software.
E-learning is done through the World Wide
Web or via CD-ROM.
Content delivery methods used in e-education
are presented in Figure 1 [21].

Abstract: Main subject of this paper are
educational computer games in higher education.
The first part of the paper describes e-education
through basic concepts and terminology. Game
as a component of e-education system is
described through classification of computer
games, methods and tools for game based
learning. A method for integration of game based
learning into Moodle system is proposed.
Suggested method is based on a new methodical
approach of teachers who create online course, as
well as on applications of additional software tools
and Moodle modules. Creation of educational
gaming activities is described through software
Hot Potatoes. In practical part of this paper,
described model for blending game based learning
into e-learning system is implemented in eeducation system of Laboratory for e-business at
Faculty of organizational sciences, University of
Belgrade. Edutainment activities have been
conducted as a part of educational blend for two
school years. Gathered data is analyzed for each
generation of students, and comparatively for both
generations. Results show that application of
edutainment activities increases students' results
at final exam.

Content delivery
methods in eeducation
E-text

Index Terms — e-education, edutainment,

Printed materials

E-magazines

Video materials

Satellite
transmission

Books

Moodle

Video
Streaming

1. INTRODUCTION
here are several different definitions of eeducation, and they usually depend on the
profession and experiences of people who use
them. They usually can be classified into one of
two groups:
The first group of "technical" definitions puts
emphasis on technology (the "e" part of the
name). An example of one "technical" definition
is:
„Electronic education is any form of learning,
training or education that is supported by the use
of computer technology, especially computer
networks based on Internet technologies [20].”
The emphasis in the second group of
"pedagogical" definitions is on education, that is,
on teaching and learning ("learning" part of the
name). One such definition is:

T

Video
tapes
Audio
Streaming

Cable
transmission
Audio materials

Audio tapes
Interactive

E-form
Asynchronous:
-е-mail
-Weblogs
-forums

Review and
exams

Communication

Paper form
Synchronous:
-chat
-video conferences
-teleconferencing

Figure 1 Content delivery methods in e-education
1.1. SIGNIFICANCE OF DEVELOPMENT OF EEDUCATION

The development of e-education for learning is
important [2] from the following reasons:
Improving the quality of teaching. The learning
process is not only the process of knowledge
acquisition, but also the complex psychological
process which includes emotions and will.
Modern education has been increasing emphasis
on the role of emotions in the process of
education. The teaching contents presented by e-

Manuscript received December 13, 2010.
Labus, B., Aleksandra, Faculty of Organizational Sciences,
Jove Ilića 154, 11000 Belgrade, Serbia (e-mail:
aleksandra@myelab.net). Contact person is Labus, B.,
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education are very lively, and full of appeal. The
teaching methods of e-education are convenient
and flexible, and students can feel relaxed and
happy to learn. That reduces the burden on
students, enhances the mental and physical
health of students, so the students get full
development.
Improving the efficiency of teaching. Eeducation reproduces objects vividly using
modern technology, so that students acquire
perceptual knowledge which focuses the attention
of students. With e-education, the teachers
change the traditional teaching mode, thus save
the teaching time, increase the teaching content
and improve the teaching efficiency.
Expanding the scale of teaching. With the
permanent development of modern technology,
the traditional teaching methods could not meet
the needs of learning. E-education uses the
modern multimedia to disseminate information.
That enriches the content of teaching, expands
the scale of teaching and promotes the
modernization of education.
There are several levels of e-education: as a
completely self-contained activity, but also as an
integral part of or supplement to traditional
education. The classification is usually made
based on the degree of differentiation from
traditional teaching methods, and the usual
reference to two approaches:
1. Hybrid education (hybrid learning, blended
learning, mix-mode) - combination of
traditional classroom instruction and teaching
through technology (ICT) and
2. ''Pure" e- education - a form of teaching in
which students learn independently and
online.
The concept of e-education which usually leads
to a correlation of distance learning in
combination with the traditional approach to
teaching is called blended learning [18]. Blended
learning gives teachers and students more
effective environment for teaching and learning.
Within the online courses, students are allowed
to select activities and to adjust them to their own
pace, learning style, time and place. In this way,
students can be independent and gain selfconfidence during learning. Within the blended
learning system, students are encouraged to
make decisions, to think creatively and critically
and to explore. On the other hand, teacher has
the role of supervisor, organizer and gives
support the learning trough different materials in
different formats. Blended learning increases the
quality of human interaction in the learning
environment. It also provides students the
opportunity to be "together and separate" in the
same time.
The most important characteristics of eeducation in relation to the traditional method of
studying are:
From technical perspective, e-education
consists of Internet infrastructure, digital learning
content and management platform.

E-learning is a brand-new way of study that is
being developed together with the development of
information
technologies,
which
indicates
inseparable relationship between e-education and
new technological applications.
E-education has to be based on a certain
network. Knowledge can be updated in time by
the network. This is the most important feature of
e-education. Due to the technical background, it
enables information updating, data sharing and
convenient communication between students.
E-education is personalized. Students learn
using computers or mobile phones, so they can
be anywhere at the moment of learning. Students
can arrange their progress in study according to
their own time. They can also choose the learning
content according to their needs, background,
personal preferences and learning styles.
The process of e-education can be tracked. All
the learning activities of the students can be
recorded, as the assessment of learning results
and the evident of analysis of learning. For the
implementation of the learning process, eeducation should have a learning management
system to manage the learning process.
E-education is not limited for adding of
information and skills.
E-education is collaborative.
E-education is interactive, and the learning
resources are shared by all learners.
E-education is repetitive and represents online
learning, without any restriction of time. That can
strengthen the results of learning, avoid
classroom learning without effect to normal work.
The process of e-education is creative.
E-learning is a form of interactive learning
where course materials are available on the
Internet and feedback of students’ activities is
automatically provided [2]. In this context, term
VLE (Virtual Learning Environment) represents
the online interaction between students and
professors [4], [5], [6].
Learning Management System (LMS) is a set of
standardized components for learning, which are
designed to integrate learning with existing
information systems within an organization or
through the web portal for learning.
Moodle learning management system is one of
the most frequently used open source products
that is flexible and adaptable to users and is
designed to help teachers to create quality online
courses [7], [8]. It is well documented, it has
strong support for security and management, and
is evolving towards Information Management System /
Shareable Content Object Reference Model standards
(IMS/SCORM) [9], [9], [11].
Edutainment is a term related to multimedia. It
is used to denote software that also has an
educational and entertaining character [12].
The research field of edutainment may reveal
new methods and tools to improve existing online
courses in the system for e-education. When
selecting methods and tools for edutainment
problems concerning integration with the existing
14
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system for distance learning may appear.
Therefore, in addition to creating the
methodological
procedure
for
introducing
edutainment a special attention shoud be payed
to integration with existing LMS and blending with
e-education system.

Purpose of edutainment can be acquisition of
knowledge in one or more specialized areas, or
behavioral modification by assimilation of different
socio-cultural norms of behavior.
2.1. OVERVIEW OF EXISTING PROJECTS AND
RESEARCH

The survey of literature shows various
possibilities of learning and teaching through play
and the possibilities of integration of the concept
of edutainment in the LMS.
On the Faculty of Informatics at the University
Complutense of Madrid [16], a research on the
integration of games into the educational process
and specific learning management system was
carried out. Educational games are distributed by
e-Adventure platform and over the Internet using
Java™ technology [17]. Integration of eAdventure games in existing LMS was tested.
The efficiency of delivery of games over the LMS
was compared with other methods of delivery,
such as CD-ROM sharing among students in a
group or organization of game sessions. The
possibilities of delivery of games in different
LMS's were examined. Two LMSs were used,
BlackBoard and WebCT. The results of case
study showed that using games caused
increased usage of LMS. One of conclusions is
that this can be useful for creating mixed courses
(combining games and other content) [17].
Furthermore, it was concluded that educational
institutions don't need to install specific software,
but they can take advantage of existing LMS
infrastructure.
According to research conducted at the same
university [19], there is a need for the merger of
two important growth trend in online education,
and these are adaptation and application of video
games in educational purposes. The study
showed that traditional content shouldn't be
completely replaced, and that solutions entirely
based on games are not the good for all students.
One of the conclusions was that both approaches
need to coexist in a virtual learning environment,
where advantages of both approaches can be
used. This research considered integration of
different existing content forms with edutainment
concepts. It was concluded that books as a form
of content are not suitable for edutainment.

2. EDUTAINMENT
Edutainment (educational entertainment or
entertainment-education) or education through
the game is kind of fun designed to both educate
and entertain. Edutainment is often the basis for
more efficient and faster way of learning.
Success of edutainment is proven by a fact
that learning becomes fun, and professors and
lecturers have the opportunity to transfer
knowledge in a way that is both interactive and
interesting.
Game-based learning represents a new
approach in the field of university education and
training throughout life. Playing becomes a new
form of interactive content that should be
explored [13]. Serious game is a game in which
education is a primary goal, and fun secondary
[14].
The survey of literature shows a strong
correlation between different types of games and
improvements certain skills. Particularly are
interesting those that have influence on the
intellectual ability. Marc Prensky states the
following classification [15].

Imitation,
Practicing with
increasing
difficulty level
Cases, answers
on questions,
exercise of
choices to be
repeating

Styles
Games
Competitions,
Card games,
Mnemonic game,
Sports Games
Adventures,
Detective games,
Role-playing,
game
Adventures,
Detective games,
Role-playing,
game, Strategy,
Multi-user games

Monitoring, selfcontrol, examples
from the
environment

Exercise to be
repeating

Role-playing
game

Тheory

Principles of
Marketing,how
people learn

Logical
experiments and
questionnaires

Simulation,
Games with
building and
construction

Conclusion

Strategical and
tactical thinking,
analysis

Examples of
problems

Puzzles

Processes
Procedures

Audits, ATM, law

System
analysis,
decomposition
of imitation

Strategic Games,
Adventures
Reflex and time
Games

Game

Creative puzzles

Repeating
exercises trough
practice

Role-playing ,
Reflex games
Card Games

Content

Examples

Activities

Facts

Laws, policies,
Product
Specifications

Memory issues
Exercise
association

Skills

Interviewing,lecture,
sales, project
management

Decisionmaking

Management
decisions,
Ethics and
Employment

Behavior

Creativity

Language

Systems

Observation

Comm.

Innovation, product
design
Acronyms, foreign
languages, business
or professional
jargon
Health, market,
refinery
Mood, morale,
inefficiency,
problems
Appropriate
language,
Time,involvement

Understanding
of the principles,
Tasks in micro
world
Observation of
response
systems
Exercise
through
repetition

3. DEFINING THE OBJECTIVES OF RESEARCH
The main goal of this research is to improve the
system for distance learning by using concepts of
edutainment. The possibility of integrating the
concept of edutainment with existing LMS
depends on effectiveness of learning, student's
satisfaction and motivation.
The research was conducted in the Laboratory
for E-business at the Faculty of Organizational
Sciences. Distance learning system is based on
Moodle LMS. Each school year, more than 700
students use this system on all the study levels
(undergraduate, master and PhD studies).

Simulation
Games of
concentration,
Adventures
Role-playing
Reflex games

Table 1 Classification of educational games by
Marc Prensky
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The opportunities to improve existing activities
by implemeting edutainment were examined. The
research has resulted in defining the
methodological
procedure
for
integrating
edutainment activities into Moodle LMS by using
existing Moodle activites, plug-ins and additional
software tools.
In order to integrate the concept of edutainment
into existing LMS, it is necessary that teachers
develop a method of introducing the concept. The
method must be accessible and adapted to the
student's preferences [22].
Edutainment in Moodle LMS can be introduced
by using one of the following approaches (Figure
2):
1) Methodological
adjustiment
of
existing
Moodle's activities so they fit into the concept of
edutainment. Activities that can be used as
edutainment activities are:
• Lessons
• Workshops
• Wikis
• Tests
• Assignments
2) Realisation of edutainment activities by using
additional Moodle modules. Games module is
an example of an additional module that can
easily be integrated with Moodle.
3) Realisation of edutainment activities using third
part software packages that support SCORM
standards. An example of a software package
that can be integrated with Moodle and that
includes SCORM standard is Hot Potatoes.

3.1. ADJUSTING EXISTING MOODLE ACTIVITIES
Moodle LMS Activities such as lessons,
workshops, wikis, tests and assignments, are not
edutainment by themselves, but they have the
ability to adapt. In this research, the concept of
edutainment was applied to the lessons.
Figure 3 shows an example of edutainment
lesson designed using branch table. Student
reads texts presented in the lesson and chooses
one of given answers. Depending on the chosen
answer, student is presented a new text page. In
this way, every student creates his/her own
lesson that differs from lessons of other student.
In order to make an edutainment lesson, it is
important that teacher creates entertaining text
that incorporate some of learning materials. This
can be done in the form of a story with multiple
endings.
Designed edutainment lesson has two aims:
The first is that students through a specific
business situation learn to make the right
decision, ie. to make the best possible choice.
The lesson is designed as a case study. Students
are allowed to solve the case study in several
attempts and learn which solutions are
acceptable and which are not.
The second goal of the lesson is to introduce
basic concepts of the studied matter to students.
Shown example is realized within the course
Internet marketing, where the goal of the lesson
was to introduce different Internet makreting
techniques, such as e-mail marketing, affiliate
marketing, refferal marketing and other.
Students had 20 minutes to solve the case
study presented within lesson.

The method of
introducing
Edutainment activities
in Moodle LMS

Methodological
adjusting to the existing
activities of Moodle to
the concept of
edutainment

Realisation
Edutainment activities
using additional Moodle
module

Realisation Edutainment
activities trough using
software packages that
support SCORM standards

Realisation of created
activities and results
analysis

Figure 2 The method of introducing Edutainment
activities in Moodle LMS
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Beginning of
lesson

Problem
formulation

Choice of
solutions I

Choice of
solutions II

Choice of
solutions III

The formulation of new
problem for the chosen
solution I

The formulation of new
problem for the chosen
solution II

The formulation of new
problem for the chosen
solution III

Choice of
strategy А

Choice of
strategy B

Final solution
for strategy А

Final solution
for strategy B

Choice of
strategy C

Choice of
strategy D

Choice of
strategy E

Final solution For
strategies C and D

Choice of
strategy F

Final solution For
strategies E and F

Choice of
strategy G

Choice of
strategy H

Final solution
for strategy G

Final solution
for strategy H

End of lesson

Figure 3 Example of edutainment lesson flow

3.2. APPLICATION OF ADDITIONAL MODULES
Games module is an additional module that can
easily be installed and used within Moodle LMS.
Module consists of several games: „Hangman”,
„Millionair“, „Snake and leathers“, „Hidden
picture“, „Sudoku“ and „Crosswords“.
When using games from the Game module, it
is not necessary to create new questions. Existing
questions from database or glossary can be
used. This is useful because enables students to
prepare for final tests by using edutainment
activities.
Figure 4 shows an example of hidden picture
game. When creating the game, teacher chooses
the main question with picture from the database.
Teacher also chooses other questions for each
field on the picture. When student chooses the
field and gives correct answer to the question, a
part of the image is revealed. When a student
recognizes what is in the picture, he/she can try
to answer the main question. If the answer is
correct, student wins the game and gains defined
number of points.

Figure 4 Preview of game "Hidden picture"
The biggest disadvantage when using
additional modules for Moodle LMS is that these
modules are not standardized, and they may not
be compatible with all Moodle versions. Problems
might also appear when updating or upgrading
version of Moodle LMS.
3.3. APPLICATION OF ADDITIONAL SOFTWARE
TOOLS

During this research, Hot potatoes software has
been applied for creating edutainment activities.
Hot potatoes is software for creating different
edutainment activities that can be integrated in
Moodle LMS. Hot potatoes supports SCORM
standard.
Using Hot potatoes software we have created a
crossword. Crossword contained concepts
studied within the subject E-business. E-business
is subject on third year of undergraduate studies
in the fields of management and information
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systems and technologies on Faculty of
organizational sciences, University of Belgrade.
The course is organized using blended learning
concept, where traditional teaching methods are
combined with activities and resources presented
through Moodle LMS.
Crossword consisted of 21 words. Students had
20 minutes to solve the crossword. Experiment
was conducted in two phases, during two school
years in 2008. and 2009.

Figure 6 Comparative analysis of grades
Figure 7 shows comparative analysis of time
that students spent for solving the crossword.
Most of the students solved the crossword for 5-6
minutes. In 2008. 55.84% of students solved the
crossword for less than 5 minutes.

Figure 5 Crossword created in Hot Potatoes
software
In the 2008. students were assigned to solve a
crossword as a preparation activity for the final
test. Students solved the crossword at the end of
semester, only a few days before the final exam.
Thje goal of the experiment was to determine if
edutainment activies can be used as preparation
for final exam.
In the 2009. students were assigned to solve a
crossword as an elective activity during the
semester. The goal of the experiment was to
determine how students accept edutainment
activies as integral part of learning process.

Figure 7 Comparative analysis of time spent for
solving the crossword
Students were very interested in described form
of assessment. After completing the crossword,
students were asked to write a post on the course
forum, describing their attitude towords this type
of activities. Most of the comments stated that
this type of activity is interesing , entertaining and
should be used more often.
Although students had positive impessions
about edutainmanet activities and achieved good
results, authors of this paper have noticed several
disadvantages:
Hot potatoes software cannot be used for
creating dynamic crosswords. Crossword created
using this software is same for all students and
always contain same words with same clues. It
would be better if crossword could be created in
the same way as questions in the Games
module, and dynamically extracted from the
question database.
If the number of words in a crossword is too
big, students might get tired. If the number of
words is too small, the activity does not have
influence on students’ knowledge. In further
research, it would be interesting to determine
optimal size of crossword.

4. ANALYSIS OF RESULTS
After realization of experiment, we have
analyzed results, and compared resultes
achieved in two school years.
Figure 6 shows comparison of grades that
students achieved on crossword activity in 2008
and 2009. Results show that students achieved
better results in the year 2008. In school year
2008. most of the students (86.58%) achieved
highest grade, while in 2009. 28.57% of students
achieved highest grade.
Analysis shows that students were more
motivated and achieved better results when
solving crosswords while preparing for the final
test.

5. CONCLUSION
Special emphasis in this paper is placed on the
edutainment in learning management system
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Learning Models for the Integration of Adaptive
Educational Games in Virtual Learning Environments.
Proceedings of the 3rd International Conference on Elearning and Games (Edutainment 2008), Nanjing,
China. Lecture Notes in Computer Science 5093, pp.
463–474. 2008
[20] Labus, B. A., „Game as a component of e-education in
e-learning system Moodle“, Master thesis, Faculty of
organizational sciences, Belgrade 2010.
[21] Despotovic, S. M., Savic, M. A., Development of
Methodology for E-materials Making and Integration as
Support to E-education, The IPSI BgD Transactions on
Advanced Research, Vol 2 No 2, pp. 45-50., 2006
[22] Despotović, S. M., Bogdanović, M. Z., Barać, M. D.,
Methodology for Creating Adaptive Online Courses
Using Business Intelligence, The IPSI BgD Transactions
on Advanced Research, Vol 5 No 2, pp. 27-35., 2009

Moodle. Diferent aspects of edutainment were
examined through the Moodle's activities, such as
crosswords, lessons and additional modules for
creating educational games. A preview of method
for integration of game based learning into
Moodle system is given, and its application to the
Moodle lesson activity. In this paper the
application of additional modules is shown. The
software Hot Potatoes is used. Crossword was
made as a fun form of testing students'
knowledge, and an opportunity for solving was
given to students. The results showed that a large
number of students were interested in this type of
testing. Furthermore, results showed that this
kind of test is very interesting to students, and it is
suitable for preparing students for the final exam.
Further research should be investigation of
possibilities of integration other edutainment
activities with Moodle LMS and the integration of
mobile edutainment activities in the system for
distance education.
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Abstract – This paper presents up-to-date sidechannel attacks and their countermeasures. A novel
transistor-level countermeasure approach, threephase dual-rail pre-charge logic (TDPL), against
side-channel attacks based on analysis of crypto
core’s leakage currents is explained. Algorithms
and models to predict the input vector for maximum
and minimum leakage current in CMOS and TDPL
gates are reviewed. Extensive transistor level
simulations on basic gates implemented in 65 nm
CMOS technology are presented and a methodology
to analyze this data and compare CMOS vs. TDPL
as a possible countermeasures. The results of this
study show that leakage current can be easily
exploited as a side channel by an attacker to extract
information about the secret key in cryptographic
hardware in CMOS crypto-design, while TDPL
shows as a reliable countermeasure to use in future
designs.

information, which is collected by measuring some
physical quantity [2] (Fig. 1). Especially one of
these side-channel attacks has attracted much
attention since it has been announced and it is called
Power Analysis Attack [3]. This attack exploits the
dependence of the dynamic or static power
consumption on the inputs of a cryptographic
algorithm, i.e. the input ciphertext (plaintext) that is
to be decrypted (encrypted) and the secret key.

I. INTRODUCTION
Smart cards are perhaps some of the most widely
used electronic devices today, and in many cases
these devices are in the front-line, defending citizens
and systems against attacks on information security
[1]. The implementation of secure applications on
smart cards is different to the development on other
platforms. Smart cards have limited computing
power, comparatively small amounts of memory and
are reliant on a smart card reader to provide power
and a clock. However, there are security
considerations that are specific to smart cards that
need to be taken into account when developing a
secure smart card-based application.
The interest in secure devices has led to a great
numbers of research works on new attacks, on one
side, and new countermeasures on the other side.
Where cryptosystems are being used in real
applications not only mathematical attacks have to
be taken into account. Software and hardware
implementations themselves present a vast field of
attacks. The latter are based on weaknesses in the
implementation and can be passive or active.
Passive attacks are also called side-channel attacks
(SCA) as they benefit from side channel

Figure 1. Side-channel attack types

Nowadays, CMOS is by far the most commonly
used technology to implement digital integrated
circuits. However, in sub-100 nm technologies
dynamic power is no longer the dominant
contribution to the chip power budget because of the
much faster increase of leakage (i.e., static) power at
each technology generation [4]. That is the reason
why dependence of leakage current on input and
other data in CMOS logic and new countermeasure
logic will be analyzed in this paper.
The remainder of this paper is organized as follows.
Section II will examine all available countermeasure
styles for side-channel attacks. In Section III leakage
current and its data dependence has been studied on
basic l-type gates [5] of CMOS and TDPL
technology, using a 65-nm CMOS cell library from
STMicroelectronics in the Cadence environment.
Section IV shows the results of measured resistances
of CMOS and TDPL technologies against sidechannel attacks based on analysis of leakage current.
Conclusions are reported in Section V.
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II. COUNTERMEASURE STYLES
To analyze the leakage current and show its
dependence on input and other data, standard
CMOS logic is used [6]. But, with new
characteristics of leakage current in new
technologies in the recent years, a wide extent of
countermeasures working at different abstraction
levels of the design flow have been proposed in the
technical literature.
On the algorithmic (software) level, random process
interrupts [7] and random masking of intermediate
variables [8] are widely exploited techniques. These
are platform-dependent countermeasures and,
usually, a substantial processing-time overhead is
needed.

during the first phase (pre-charge), the output lines
of a generic logic gate are both charged to VDD,
then (evaluation phase) the proper line is discharged
to ground in Fig. 2 according to the input data, thus
generating a new output data. Finally, during the last
phase (discharge), the other line is discharged too
(Fig. 2).
With reference to the timing diagram shown in
Figure 3, the circuit operation is the following:
charge - at the beginning of each cycle, signal
discharge goes low, thus closing P1 (signal charge
goes low too and both output lines are precharged to
VDD, during this phase new input data are presented
to the circuit),
evaluation - on the raising edge of signal eval, N7 is
closed thus discharging one of the output lines
according to the input data,
discharge - at the end of each operating cycle, input
discharge is activated in order to pull down the
output line which has not been discharged during
the evaluation phase.

Figure 2. An example of a TDPL circuit – TDPL inverter

Hardware countermeasures can be classified
according to the involved abstraction level during
the design flow. So, system-level techniques include
adding noise to the device power consumption [9],
duplicating logics with complementary operations
[10], active supply current filtering with power
consumption compensation, passive filtering, battery
on chip and detachable power supply, etc. Observe
that some of mentioned techniques have a pure
theoretical interest since, due to technological and
cost constraints, they cannot be employed to design
tamper
resistant
chip
cards.
Gate-level
countermeasures include circuital techniques which
can be implemented using logic gates available in a
standard-cell library, e.g. random masking [11],
random pre-charging, state transitions and Hamming
weights balancing. At last, the transistor-level
approach to prevent attacks based on analysis of
leakage current consists of the adoption of a logic
family whose power consumption is independent of
the processed data. One of recently proposed
transistor-level approaches is the TDPL [12] where,

Figure 3. Timing diagram of the TDPL inverter

The proposed approach has already been tested by
others, but mostly as a logic style against attacks
based on analysis of dynamic currents of a cryptocore. It has to be noted that leakage current can be
measured in a similar way as the dynamic current is
measured in traditional PA attacks and that leakage
power measurements are in principle simpler to
carry out [13].
In this study, l-type model Mosfets both for CMOS
and TDPL logic circuits are used, using a 65-nm
CMOS cell library from STMicroelectronics in the
Cadence environment.
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III. LEAKAGE CURRENT AND ITS DATA
DEPENDENCE

The results of the experiments carried out on basic ltype CMOS gates showing the sensitivity of the
leakage current of these gates to input data
variations are reported in Table I. It has to be noted
that if we sort leakage currents associated to their
logic levels in ascending order, the same order is
preserved with temperature variations. It means, for
example, that in a 2-input XOR gate, logic input 01
is able to generate the maximum leakage current for
all temperature values.
Table II reports leakage current simulations on
standard TDPL gates. For NOT and XOR TDPL
gates, whose structures are symmetric, leakage
currents are independent on the input value. For
NAND TDPL gate slight differences in leakage
current values can be seen, but not enough evident
to be precisely connected to the input data. With
temperature rise, leakage current order is preserved
for TDPL NAND gate, and leakage current values
grow for the others. Both in Table I and II presented
leakages are in Amperes and temperatures in Celsius
degrees.
A
0
1
A
0
0
1
1
A
0
0
1
1

NOT Gate CMOS065
T=0°
T=25°
T=50°
T=75°
T=100°
23.148n
37.561n
58.893n
88.319n
126.7n
40.99p
92.92n
183.933n
327.11n
533.9n
NAND Gate CMOS065
B
T=0°
T=25°
T=50°
T=75°
T=100°
14.33n
16.47n
19.83n
24.99n
32.58n
0
23.13n
37.5n
58.75n
87.99n
126.03n
1
19.16n
30.86n
48.48n
73.16n
105.82n
0
81.96n
185.73n 367.42n
652.8n
1.06u
1
XOR Gate CMOS065
B
T=0°
T=25°
T=50°
T=75°
T=100°
110.2n
210.49n 381.36n 647.34n 1.03u
0
164.66n 294.85n 501.27n 802.64n 1.21u
1
134.97n 245.56n 422.66n 684.02n 1.04u
0
140.62n 309.36n 608.78n 1.08n
1.76u
1

IV. ANALYSED MEASURED RESISTANCES
OF CMOS AND TDPL TECHNOLOGIES
In order to show the difference between use of
CMOS and TDPL technology as a countermeasure
against side-channel attacks based on analysis of
leakage currents, a simple study is done. The
obtained results for the three analyzed gates at the
temperature 25° are summarized in Table III.
Comparison of these technologies has been analyzed
through two factors: NED (Normalized Energy
Deviation) and NSD (Normalized Standard
Deviation). The energy per cycle
T

E VDD I DD t dt

is adopted as figure of merit to measure the
resistance against leakage current analysis attacks.
NED is defined as
Max energy/ cycle Min energy/ cycle
Max(energy/ cycle)

NOT Gate TDPL065
T=25°
T=50°
T=75°
235.887n
437.36n
745.162n
235.887n
437.36n
745.162n
NAND Gate TDPL065
T=0°
T=25°
T=50°
T=75°
116.84n
234.77n
435.17n
741.38n
117.33n
235.88n
437.35n
745.14n
116.45n
234.36n
435.52n
743.2n
118n
237.42n
440.4n
750.46n
XOR Gate TDPL065
T=0°
T=25°
T=50°
T=75°
116.97n
236.74n
440.88n
752.81n
116.97n
236.74n
440.88n
752.81n
116.97n
236.74n
440.88n
752.81n
116.97n
236.74n
440.88n
752.81n

T=0°
117.338n
117.338n

A
0
0
1
1

B
0
1
0
1

SD
mean energy/ cycle

A
0
0
1
1

B
0
1
0
1

Table II. Leakage currents of basic TDPL gates.

T=100°
1.18u
1.18u
1.18u
1.18u

(3).

As expected, TDPL gates show extremely balanced
energy consumption, and they are independent to
input data values.
CMOS
NOT

TDPL
NOT

CMOS
NAND

TDPL
NAND

CMOS
XOR

TDPL
XOR

111.5

283

222.8

284.9

371.2

284

45.07

283

19.7

281.2

252.5

284

NED

59.5%

0%

91.1%

1.2%

31.9%

0%

E nJ

78.28

283

81.1

282.7

318.0

284

σE
nJ

33.2

0

82.3

1.4

47.2

0

NSD

42.4%

0%

101%

0.5%

14.8%

0%

maxE
nJ
minE
nJ

T=100°
1.176u
1.176u
T=100°
1.17u
1.176u
1.174u
1.184u

(2)

while NSD is defined as

Table I. Leakage currents of basic CMOS gates.

A
0
1

(1)

0

Table III. Compared NED and NSD factors for CMOS and
TDPL l-type gates.

V. CONCLUSION
Since leakage current can become a problem to take
into account during crypto-core design, especially
for crypto-cores implemented in technologies with
gate length under 0,1 m which exhibit a high
leakage power consumption, through a simple case
study we have shown that TDPL 65nm technology
is better as a countermeasure in comparison to
CMOS 65nm technology.
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Abstract — The adoption of cloud computing has
accelerated in 2010, and this trend will remain in
2011. As cloud-computing technologies and
vendors mature, more enterprises will adopt the
Internet-based computing style. Large enterprises
will adopt cloud computing at different paces,
depending on their risk profiles. Even more riskaverse enterprises will start to exploit cloud
computing through the rest of 2010 and into 2011
for: website and video hosting, collaboration
activities, auxiliary storage and processing, testing
and software as a service (SaaS). Organizations
will use cloud computing to reduce the cost of email, IT infrastructure, data centers and storage,
and business applications. And not only that:
operating expenditures (OpEx) were “spiritus
movens” in IT area in the period 2008-2010, and
still will remain in 2011 and 2012.

Parallel with this deluge of data flowing through
the world network. Information has gone from
being scarce to superabundant. That brings huge
new benefits. Results from the surveys are
shown in The Economist special report.[4]
The underlying concept of cloud computing
dates back to the 1960s, when John McCarthy of
MIT predicted that "computation may someday
be organized as a public utility." Almost all the
modern-day characteristics of cloud computing
(elastic provision, provided as a utility, online,
illusion of infinite supply), the comparison to the
electricity industry and the use of public, private,
government and community forms was
thoroughly explored in Douglas Parkhill's 1966
book, The Challenge of the Computer Utility. [5]
The first academic use of term Cloud
Computing appears to be by Prof. Ramnath K.
Chellappa [6] (currently at Goizueta Business
School, Emory University) who originally
suggested that this would be a new “computing
paradigm where the boundaries of computing will
be determined by economic rationale rather than
technical limits alone”.

Index Terms—CapEx-OpEx analysis, Cloud
Computing, e-Government, Private Cloud, Public
Cloud,

1. INTRODUCTION
2010 computers will disappear. They’ll be
so small, they’ll be embedded in our
clothing, in our environment. Images will be
written directly to our retina, providing fullimmersion virtual reality, augmented real reality.
We’ll be interacting with virtual personalities.”this was words of futurologist Ray Kurzweil on
TED conference in February 2005. [1]
Of course, Kurzweil did not mean to say that all
computers would actually disappear. Rather,
embedded microprocessors would allow many of
the functions once uniquely served by computers
to disseminate to phones, tablet computers, and
even cars, clothes, and key chains. And in that
sense, 2010 might indeed be seen as a ringing
vindication of Kurzweil’s prophecy, because
smart phones and iPads are everywhere. [2]
The World Bank estimates that in 1990 only
about 2 million people in the World had Internet
access. By 2000 that number had grown to 124
million with the transformative and all-consuming
rise of the World Wide Web.
Technically
speaking, the Internet is a matter that has impact
on our life development. In only 8 years, between
2000 and 2008, The Internet grows up from
approximately 361 million users to 1.46 billion
users. The Percentage of penetration was, in
2008, 21.6 percent. The rate of growth was, in
the same period, 2000-2008, incredible 305.5
percent. [3]
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2. DEFINITION OF CLOUD COMPUTING
"What is cloud computing?" is the question
that never seems to go away. No matter how
much people try, a universally agreed-on
definition remains elusive. Gartner's definition of
cloud computing remains the most consistently
unchanged and explainable definition we have
seen. But what we find to be most confusing for
those approaching the subject of cloud
computing is not, in fact, the definition. It is,
instead, the words people use to describe the
phenomenon. However, a further challenge to a
common understanding around the concept of
cloud computing comes from the fact that
different constituencies view the cloud from
different perspectives [7].
The Classical definition is: “Cloud computing
is a style of computing in which dynamically
scalable and often virtualized resources are
provided as a service over the Internet.”
Gartner definition is: “The set of disciplines,
technologies, and business models used to
deliver IT capabilities (software, platforms,
hardware) as an on-demand, scalable, elastic
service.” [8]

Manuscript received March 3, 2011.
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Cloud computing is characterized by five
essential characteristics:
It uses shared infrastructure.
It provides on-demand self-service.
It is elastic and scalable.
It is priced by consumption.
It is dynamic and virtualized.

A) Microsoft's cloud computing system is growing
up (Philadelphia Inquirer - Nov 17 2009).
B) Google looks to be 'cloud-computing'
rainmaker for other online business services
(Winnipeg Free Press - Mar 10 2010).
C) Cloud computing and the economy (CNET Apr 13 2010).
D) Globalisation, cloud computing spark change
in “future of work” (The Hindu - Oct 6 2010).
E) Microsoft's Top Software Architect, a Cloud
Computing Advocate, Quits (New York Times Oct 19 2010).
F) Cloud computing 'could give EU 763bn-euro
boost' (BBC News - Dec 7 2010).

The cloud offers the four categories of services
shown in Figure 1.

3.1 MARKET-ORIENTED CLOUD ARCHITECTURE
As consumers rely on Cloud providers to
supply all their computing needs, they will require
specific “Quality of service” (QoS) to be
maintained by their providers in order to meet
their objectives and sustain their operations.
Cloud providers will need to consider and meet
different QoS parameters of each individual
consumer as negotiated in specific “Service Level
Agreements” (SLAs). To achieve this, Cloud
providers can no longer continue to deploy
traditional system-centric resource management
architectures that do not provide incentives for
them to share their resources and still regard all
service requests to be of equal importance.
Instead, market-oriented resource management
is necessary to regulate the supply and demand
of Cloud resources at market equilibrium, provide
feedback in terms of economic incentives for both
Cloud consumers and providers, and promote
QoS-based resource allocation mechanisms that
differentiate service requests based on their utility
[9].

Figure 1 Characteristics of Cloud Computing
(Courtesy: Gartner, 2010)
As will be discussed in more detail in section 4
below, Cloud computing is deployed using one or
more of five models:
A public cloud offers IT capabilities as a
service to any consumer over the public
Internet.
A private cloud offers IT capabilities as a
service to a select group of consumers.
An internal cloud is a private cloud by
which an IT organization offers an IT
capability as a service to its own business.
An external cloud is an IT capability
offered by a service provider to a thirdparty business.
A hybrid cloud is an IT capability offered
as a service using both internal and
external IT resources.
3. TRENDS IN CLOUD COMPUTING
The popularity of different paradigms varies
with time. The Web search popularity, as
measured by the Google search trends for 2004,
for terms “cluster computing”, “Grid computing”,
and “Cloud computing” is shown in Figure 2. It
can be observed that cluster computing was a
popular term during 1990s, from early 2000 Grid
computing become popular, and recently Cloud
computing started gaining popularity.
Spot points in Figure 2 indicate the release of
news related to Cloud computing as follows:

Figure 2 Google search trends from 2004-2011
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3.2 CLOUD COMPUTING CHANGE CLASSICAL
ECONOMY PATTERN

by service level agreements (SLAs) with financial
penalties, see Figure 3.
To be considered a cloud service, a solution
should adhere to some combination of the
attributes defined below. The degree to which the
service exhibits all these characteristics indicates
how much it adheres to the cloud computing
model. One must examine a combination of
these attributes to evaluate cloud services.
Focusing on one attribute in isolation is not
recommended. The degree to which a service
adheres to these attributes is an indicator of how
well the expected consumer outcomes will match
the promise of cloud computing. [10]

Cloud computing customers do not generally
own the physical infrastructure serving as host to
the software platform in question. Instead, they
avoid capital expenditure by renting hardware
usage from a third-party provider. They consume
resources as a service and pay only for hardware
resources that they use. Many cloud-computing
offerings employ the utility computing model,
which is analogous to how traditional utility
services (such as electricity) are consumed, while
others bill on a subscription basis. Sharing
"perishable and intangible" computing power
among multiple tenants can improve utilization
rates, as servers are not unnecessarily left idle
(which can reduce costs significantly while
increasing
the
speed
of
application
development). A side effect of this approach is
that overall computer usage rises dramatically, as
customers do not have to engineer for peak load
limits. Additionally, increased “high speed
bandwidth" makes it possible to receive the same
response times from centralized infrastructure at
other sites.
Cloud computing users can avoid capital
expenditure (CapEx) on hardware, software, and
services when they pay a provider only for what
they use. Consumption is usually billed on a
utility (e.g. resources consumed, like electricity)
or subscription (e.g. time based, like a
newspaper) basis with little or no upfront cost. A
few cloud providers are now beginning to offer
the service for a flat monthly fee as opposed to
on a utility billing basis. Other benefits of this time
sharing style approach are low barriers to entry,
shared infrastructure and costs, low management

4. COMMON CHARACTERISTICS OF CLOUD
COMPUTING
Listing common characteristics found in many
cloud computing services will provide scope to
the definition and aid in comprehension.
Common characteristics include [11]:
Shared infrastructure: As a part of doing
business, cloud providers invest in and
build the infrastructure necessary to offer
software, platforms or infrastructure as a
service to multiple consumers. The
infrastructure
and
environment
necessary to house it - represents a large
capital expense and ongoing operational
expense that the provider must recoup
before making a profit. As a result,
consumers should be aware that service
providers have a financial incentive to
leverage the infrastructure across as
many consumers as possible.
On-demand self-service: On-demand selfservice is the cloud customer's (i.e.,
consumer) ability to purchase and use
cloud services as the need arises. In
some cases, cloud vendors provide an
application programming interface (API)
that enables the consumer to program
automatically (or automatically through a
management application) consume a
service.
Elastic and scalable: From a consumer
point of view, cloud computing ability to
quickly provide and withdraw IT services
creates an elastic, scalable IT resource.
Consumers pay for only the IT services
they use. Although no IT service is
infinitely scalable, the cloud service
provider's ability to meet the consumer's
IT needs creates the perception that the
service is infinitely scalable and increases
its value.
Consumption-based
pricing
model:
Providers charge the consumer per “unit
of service” consumed. For example, cloud
vendors may charge for the service by the
hour or gigabytes, stored per month.
Dynamic and virtualized: The need to
leverage the infrastructure across as
many consumers as possible typically

Figure 3. Cloud Computing Economics r
expenditures (OpEx) were “spiting aing
technologylow, will remain in 2011 and
2012.26262626262626262626262626262626
overhead,
and immediate access to a broad
262626262626262626262626262626262626
range
of applications. Users can generally
terminate the 2626262626262626
contract at any time (thereby
avoiding return on investment risk and
uncertainty) and the services are often covered
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drives cloud vendors to create a more
agile and efficient infrastructure that can
move
consumer
workloads,
lower
overheads and increase service quality.
Many vendors choose server virtualization
to create this dynamic infrastructure.
In addition, there are supplementary terms that
are typically associated with cloud computing.
These include:
Public cloud: An IT capability as a service
that cloud providers offer to any consumer
over the public Internet. Examples:
Saleforce.com, Google App Engine,
Microsoft Azure, and Amazon EC2.
Private cloud: An IT capability as a service
that cloud providers offer to a select group
of consumers. The cloud service provider
may be an internal IT organization (i.e.,
the same organization as the consumer)
or a third party. The network used to offer
the service may be the public Internet or a
private network, but service access is
restricted to authorized consumers.
Example: hospitals or universities can
band together to purchase infrastructure
and build cloud services for their private
consumption.
Internal cloud: A subset of a private cloud
type, an internal cloud is an IT capability
offered as a service by an IT organization
to its business. For example, IT
organizations building highly virtualized
environments can become infrastructure
providers
to
internal
application
developers. In a typical IT organization,
application developers are required to
work through the IT infrastructure
operations team to procure and provision
the
development
and
production
application platform (e.g., hardware, OS,
and middleware) necessary to house a
new application. In this model, the
infrastructure team provides a cloud-like
IT infrastructure to the application
development team (or any other IT team)
thereby allowing it to provision its own
application platform.
External cloud: An IT capability offered as
a service to a business that is not hosted
by its own IT organization. An external
cloud can be public or private, but must be
implemented by a third party.

necessarily on-premises, insourced or
based on virtual machines.
Technology is often the easiest part of
private cloud computing — culture,
politics, process and funding are all much
harder.
Many enterprises will build partial, but
"good enough," private cloud solutions
based on their requirements.
The private cloud market will be very
dynamic and notable for acquisitions
during the next few years.
It is expected that by 2014, IT organizations
will spend more money on private-cloudcomputing investments than on offerings from
public cloud providers. By 2015, the majority of
private-cloud-computing services will evolve to
transform public cloud services in a hybrid model.
By 2015, the majority of virtualized deployments
will evolve to support some private-cloudcomputing capabilities, but fewer than 20% will
be complete private cloud deployments [12].
There is a number of security issues
associated with cloud computing but these issues
fall into two broad categories: Security issues
faced by cloud providers (organizations providing
Software-, Platform-, or Infrastructure-as-aService via the cloud) and security issues faced
by their customers. In most cases, the provider
must ensure that their infrastructure is secure
and that their clients’ data and applications are
protected while the customer must ensure that
the provider has taken the proper security
measures to protect their information.
4.1.1 FORMS OF PRIVATE CLOUD COMPUTING
Cloud computing is a style of computing in
which scalable and elastic IT-enabled capabilities
are delivered as a service to customers using
Internet technologies. Cloud-computing services
can be delivered by an internal IT organization
(insourced) or by an external service provider
(outsourced). The underlying infrastructure can
be hosted within an organization's data center or
in an external data center. That underlying
infrastructure can be dedicated to a single
customer ("private cloud"), shared between
consortiums of customers ("community cloud") or
shared with a service provider's customer base in
general ("public cloud").
Private cloud computing can come in many
forms:
A private cloud will usually be insourced
and run on-premises using equipment
owned by the enterprise, but not always.
Private
cloud
computing
can
be
outsourced and externally hosted (this is
often called "a virtual private cloud," but
that term is used to describe a broad
spectrum from dedicated equipment to
virtual private networks). It can also be
outsourced,
but
internally
hosted
(managed by a third party).

4.1 PRIVATE CLOUD
Private cloud computing requires strong
leadership and a strategic plan to navigate the
hype, a dynamic vendor landscape, and difficult
organizational and cultural changes. We discuss
the forms of private cloud computing, the benefits
and challenges, the architecture of the private
cloud and the vendor landscape. Characteristics
of Private Cloud are [12]:
Private cloud computing can come in
many different forms, and is not
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the purpose where not all of those five
characteristics are required. Therefore, despite
vendor
hype
and
whole-of-government
encouragement to adopt cloud-based services,
an individual assessment is required to ensure
that cloud-based services are needed or most
appropriate.

Private cloud services will usually be
“Infrastructure as a Service” (IaaS), but
not always. For example, some “Platforms
as a service” (PaaS) offerings will be
available for private cloud services (e.g.,
Microsoft's Windows Azure Platform
Appliance), and likewise with software-asa-service (SaaS) offerings.
A private cloud that is IaaS will usually
leverage virtual machines, but not always.
Private cloud solutions that growing fast
(e.g., IBM's CloudBurst) will be available
to support physical and virtual devices.

4.2.2 PROVIDER
Usually, large government departments with a
substantial IT organization, as well as shared and
centralized government service providers, fall into
this category. Their aim is to provide
infrastructure, platform or software services for
their own and other government agencies.
In most cases, government internal providers
take a cloud-based approach to the natural
evolution of their data center consolidation and
virtualization program. While this looks like a
sensible path, the providers should reflect about
the implications of evolving toward a fully fledged
cloud computing model. In fact, the actual need
for scalability and elasticity could be very modest
if the business is relatively stable and predictable.
Moreover,
sophisticated
metering
and
provisioning capabilities may be defeated by the
inability of user organizations to accept them due
to internal administrative constraints as well as
immaturity in managing relationships with
providers.
The fundamental questions for actual or
prospective internal providers of cloud-based
services are the following: Is it worth it? Is the
provision of cloud-based IT services in line with
the mission and strategic objectives of the
organization? Do we have the right skills and
capabilities in place? Can we provide services
with better quality and costs than market players?

Figure 4 Five Roles for Government in Cloud
Computing
4.2 GOVERNMENT USE OF CLOUD
COMPUTING
As a consequence of tightening budgets and
increasing
uncertainties,
government
organizations are looking with interest at how to
accept cloud computing as a model to ensure
greater flexibility, lower costs, more-rapid
provisioning and greater focus on areas that are
more domain-specific. Their attitude often
depends on the organizational culture, the level
of maturity in dealing with vendors and the
presence of one or more government sharedservice organizations that act as preferred
suppliers of services. Some organizations are
interested in purely using cloud-based services,
as a complement or an alternative to services
they currently source in-house or through other,
more traditional sourcing options. Other
organizations, more-mature or more-confident
about their internal delivery capabilities, look at
cloud-based services as an opportunity to
restructure and modernize the IT services they
already provide. Others look at a hybrid
approach, where internal and external cloudbased services coexist to manage different
workloads, and to face rapidly changing capacity
requirements.
To help clients articulate their options and
decide which roles are most appropriate, Gartner
has identified five different roles [13] (Figure 4).

4.2.3 BROKER
An alternative role for internal service providers
is to act as brokers of services, some of which
are provided by their own organizations (such as
those resulting from a consolidation effort), and
others sourced externally. This requires the
organization to go through a detailed assessment
of benefits, costs and risks for different service
requirements, and to be able to source them
almost transparently to its users.
4.2.4 STOREFRONT
The broker is still a service provider that
sources part of its services from external
providers in a way that is transparent to users, so
it does play an operational role. An alternative
role is to focus on the procurement of cloudbased services, providing user organizations with
a complete catalog of services available from
market players and government providers,
categorized according to type of service
(integration as a service [IaaS], platform as a
service [PaaS] or software as a service [SaaS]),
deployment model (private versus community

4.2.1 USER
This is the most obvious role that every
government organization should play at its best.
First, the entity should determine if it really needs
a cloud-based service. In certain situations,
different, more-traditional services can better fit
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versus public) and compliance with security,
privacy, availability and other “non-functional”
requirements.

[3]
[4]

4.2.5 REGULATOR AND SUPERVISOR

[6]

The last role that government can play
concerns the evolution as well as the issuing of
new regulations that minimize the risks for
government organizations of using cloud-based
services, together with the necessary supervisory
function to make sure that those that are
regulated
(users
and
vendors)
comply.
Depending on the jurisdiction and the reach of
this activity, this role may be carried out by
issuing recommendations or by constraining the
procurement
process,
hence
possibly
overlapping with the storefront role.
Areas where government regulations or
intervention are required are: (1) security, (2)
data location, and (3) standardization and
portability.

[7]

5. CONCLUSIONS AND FURTHER
DEVELOPMENTS

[14]

[5]

[8]
[9]

[10]
[11]

[12]
[13]

[15]

Cloud computing is coming! A revolutionary
style of computing, cloud computing is emerging
from evolutionary change. Cloud computing sets
the stage for a new approach to IT that enables
individuals and businesses to choose how they'll
acquire or deliver IT services, with reduced
emphasis on the constraints of traditional
software and hardware licensing models.
The emergence of cloud and other Web
platforms enables composite applications and
composite businesses, and has the potential to
have a profound impact on IT and business. IT is
finally catching up with the rest of the Internet by
extending the enterprise outside of the traditional
data center walls. Although cloud computing is
transforming traditional IT, it is still immature [14]
,[15].
Like any technology, creating competitive
advantage through cloud computing is contingent
on comprehension: knowing what the cloud is,
the strengths and weaknesses, potential risks,
and the usage and pricing models. The best
organizations will use cloud computing's unique elastic and scalable - business model to
streamline IT operations, offload lower valued IT
processes and focus on driving core business
value.
Higher-value, business-oriented services will
take longer to reach the cloud as they require a
high degree of trust between providers and
customers; they also require a degree of security
and robustness that is just now becoming viable
for Internet-based computing.
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Effective Selection of a Testing
Environment using Combinatorial
Testing and Virtualization
Snežana Popović
cases. To obtain an overall effective
configuration testing process, it is necessary to
Abstract: Configuration testing of complex multiuser application requires appropriate testing
environments,
which
involves
various
combinations of hardware, operating systems and
other software. This paper analyzes combinatorial
testing method using Orthogonal Array Testing
Strategy to generate a reduced number of
necessary combinations, which possess the
quality to cover almost all possible testing
environments' configurations. Obtained effects
are creation of concise test sets, shorter testing
cycle time and reduction testers' efforts.
Configuration testing was performed in a virtual
application
environment.
The
application
environment had been simulated by raising
multiple virtual machines on limited, realistic
computing resources. The results are reduction in
costs required for testing hardware and effectively
managing the process of testing. Together,
combinatorial testing and virtualization could be a
practical approach to make testing effective, by
balancing quality, cost and time.

manage configuration testing and to get a
suitable testing environment.
To solve the problem of great number of test
cases, and to force the configuration testing to be
effective, combinatorial testing is proposed, using
an Orthogonal Array Testing Strategy (OATS) as
a systematic, statistical way of testing pair-wise
interactions. This combinatorial approach to
software testing uses models to generate a
minimal number of test inputs so that selected
combinations of input values are covered.
One approach to get a suitable testing
environment is use virtual machines. Virtual
machines allow better using hardware while, at
the same time, simply and quickly set the
required software configuration.
The paper presents that the configuration
testing, based on combinatorial test cases
generation and virtualization together can
significantly improve the process of testing.
Proposed suggestions were implemented in a
case of the configuration testing a tourist
agency's Web Site. An objective of testing was a
newly added multimedia gallery, especially the
running multimedia contents on clients' sides.
The example points the way how to use
virtualization to cover a wide range of test
environments and how to obtain the configuration
testing to be more effective.
On the basis of acquired experience and
obtained test results, it can be stated that the
environment's virtualization together with the
combinatorial testing could be a good choice in a
case of the configuration testing.

Terms
—
testing
environment,
combinatorial testing, configuration testing,
environment virtualization
Index

1. INTRODUCTION
pplications usually run in very complex
environments, consisted of: client and server
systems, different operating systems, large
number of applications written in different
programming languages, different databases, as
well as networks that connect all these
components.
Software
testing
in
such
environments requires significant testing efforts
and test resources, such as: costs for the
purchase of hardware and software, the cost of
raising the hardware configuration, the cost of
creating the appropriate software configuration,
operation and the time required for the tests [2].
Configuration testing means testing a
software system on different combinations of
hardware and software. Traditional way of
configuration testing execution often led to
"impossible mission", due to a huge set of test

A

2. COMBINATORIAL TESTING
Testing a software system requires the
creation of test cases, which contain values for
input parameters and expected results.
Exhaustive testing for all of the possible
combinations of parameters, in most cases it is
not possible, it is not feasible, or the cost is out of
the available budget. The main goal of using
different methods and techniques of testing is to
create a smaller number of combinations of
parameters and their values, which will be tested.
The Orthogonal Array Testing Strategy (OATS)
provides representative, uniformly distributed
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coverage of all variable pair combinations.
Orthogonal arrays are two dimensional arrays of
numbers which possess the quality that by
choosing any two columns in the array you
receive an even distribution of all the pair-wise
combinations
of
values
in
the
array.
Constructions of such arrays are based on the
theory of combinatory. Terminology used with
orthogonal arrays is:
• Runs - ρ: the number of rows in the array.
This directly translates to the number of test
cases that will be generated by the OATS
technique.
• Factors - k: the number of columns in an
array. This directly translates to the
maximum number of variables that can be
handled by this array.
• Levels - n: the maximum number of values
that can be taken on by any single factor.
An orthogonal array will contain values from
0 to Levels-1.
• Strength - d: the number of columns it takes
to see each of the LevelsStength
possibilities equally often.
• Orthogonal arrays are most often named
following the pattern LRuns(LevelsFactors).
An example array is presented in the Table 1
[2,10].

It is appropriate that the combinatorial testing
uses orthogonal arrays and all-pairs algorithm for
providing the following advantages [2]:
• Significantly reducing the cost and raises
the quality of testing is achieved by
intelligent generating test cases,
• Reduction of the overall number of test
cases compared to exhaustive testing,
• Detects all faults due to a single
parameter input domain,
• Detects all faults due to interaction of two
parameter input domains,
• Detects many faults due to interaction of
multiple parameter input domains
At this time, combinatorial testing is a very
mature technique of testing, supported by a large
number of tools to generate test cases [4].
Combinatorial approach can be applied to
configuration testing as outlined below [2]:
• Testing of complex systems with multiple
configurations,
• Interoperability testing,
• Web testing.
A combinatorial test design process generally
is to be performed within three steps:
1. Model the input space and / or configuration
space. The result of modeling is expressed by
factors and corresponding levels of those factors.
2. An obtained model represents the entrance
to the procedure of the combinatorial design,
where the combinatorial object is to be
generated. The combinatorial object often is
called "the design factor" and it is represented by
a set of factors and levels.
3. Generated combinatorial object can be used
to design a test set or a test configuration. What
will be designed depends on the demands.
Within the combinatorial test design, it is
possible to automate the second and the third
step. A combinatorial test process designing is
shown on the figure 1.

Factors

Runs
0

0

0

1

1

1

2

2

2

0

1

2

0

1

2

0

1

2

0

1

2

1

2

0

2

0

1

0 2 1 1 0 2 2 1 0
Table 1An L9(34) orthogonal array with 9 runs, 4
factors, 3 levels, and strength of 2
For example, to do an exhaustive testing of the
system with four three-value variables (3x3x3x3),
it is necessary to execute 81 test cases.
Otherwise, using OATS, the number of test
cases is reduced to 9, which cover all variable
pair combinations. The reduction ratio is 89%
((81-9)/81).
The implementation of the OATS technique is
straightforward and includes following steps:
1. Decide how many independent variables
will be tested for interaction. This will map
to the Factors of the array.
2. Decide the maximum number of values that
each independent variable will take on.
This will map to the Levels of the array.
3. Find a suitable orthogonal array with the
smallest number of Runs. A suitable array
is one that has at least as many Factors as
needed from Step 1 and has at least as
many levels for each of those factors as
decided in Step 2.
4. Map the Factors and values onto the array.
5. Choose values for any "left over" Levels.
6. Transcribe the Runs into test cases, adding
any particularly suspicious combinations
that aren't generated.

Figure 1 Combinatorial test design process [8]
3. ENVIRONMENT VIRTUALIZATION
Virtualization allows that more of the software
environments, which in this case are called
virtual machines (VMs), could be physically
executed at the same time, at only one physical
computer (host), sharing the same hardware
resources among them. Communication between
host and virtual machine is provided by the
dedicated software, which can be run directly on
the physical computer, or may be a layer
between the host operating system and virtual
machines. There are several virtualization
31

32
approaches. It is considered that the native
virtualization and the paravirtualization are the
best for software testing [5, 6].
Virtual machine can simulate very realistic
software configurations. Applications, which are
tested on the virtual machine, can be assigned to
different hardware and software resources,
where the test can be done at the same time.
The most important advantages of using virtual
machines are: reduction of costs; isolation of
applications, easier testing, standardization of
testing and portability.
Virtualization reduces cost of possession,
exploitation and maintenance of computer
systems, in the following ways [7]:
• Increase system utilization (existing
servers are used less than 10% of the
capacity)
• Reduces the necessary hardware (about
25%)
• Contributes in preserving the environment,
reduces energy consumption and reduces
the required level of air conditioning
(operating costs are reduced by about
50%).
Virtual machines allow isolation of individual, or
application groups, in their own environment,
which can be run on the same physical machine.
Besides, except for reducing the required
hardware
resources,
simplifies
hardware
management. In addition, tested software
accepts them as separate machines. Also, in the
case of the crash of some of the virtual machine,
due to applicable error or OS error, other virtual
machines will continue to run, keeping the
functionality of other parts of the system, as
shown in Figure 2.

generations of hardware. Despite of this,
behavior of the virtual machines still is the same.
Individual virtual machines can be easily
moved from one physical machine to another.
The most virtual machines software puts theirs
drive within the host environment in the form of
only one file. Therefore, in the case of the virtual
machine relocation from one to another host
machine, it is enough, instead of virtual machine
install, to copy the virtual disk file to the new host
machine's drive.
Besides the advantages, virtual machines have
two main drawbacks: they share physical
resources with the host and any other running
virtual machines, and they carry some
processing overhead. So it could not be expected
the same performance from a virtual machine as
do from a physical one. Because of that, the
following are not good uses of virtual machines:
• Performance and stress testing. Results
may not be accurate because the amount
of resources available for a given
operation can fluctuate.
• Running multiple resource-intensive virtual
environments on the same physical
computer. Performance will be suboptimal unless tester's computer is sized
adequately. Tester's host computer must
have the sum of all of the physical
resources required by the running virtual
machines, plus what the host system
needs, plus about another 10% for
overhead.
4. EXECUTION OF THE CONFIGURATION TESTING IN
VIRTUAL ENVIRONMENT
The main characteristics of test configurations
depend on the software applications and
hardware and software environments:
• Software applications are intended for use
in different environments. Characteristics
of the environment, or environment
factors, which should be considered, are:
system software, network connections
and hardware platform.
• Particular environment is defined by a
combination of hardware and software.
• Each individual surrounding matches a set
of values for each of these factors. Test
configuration is a single combination of
environmental factors.
• To reach the high reliability of the planned
environment, the application must be
tested in a large number of test
configurations, or environments.
The number of possible combinations, which
are supplied as a Cartesian product, often is too
big to be tested out for every single combination.
For example, Web applications testing could be
covered by a huge number of possible
combinations of: OS version, browser, Web
server, etc. In the case of 8 different versions of
OS, 7 different versions of browsers, 6 different
web servers, and 10 plug-ins, the number of
different configuration is: 8x7x6x10 = 3360.

Figure 2 Typical VMs test configuration
Virtual machines make test plans easy to be
executed. This means that it is possible to stop
the virtual machine, record the current state, and
return back, as often as necessary. Also, it is
possible to run a new test in a "clean" machine,
without affecting the previous installation of the
already tested software.
Standardization of systems allows that different
virtual machines, as an OS guest, run on the
same, standardized hardware. In practice,
different host machines often belong to different
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Adding different software components the
number of possible combinations exceeds all
objective testing that can be done. However, if
orthogonal arrays are applied, in this case (4
factors, i.e. with parameter 8, 7, 6, and 10-level
variations, respectively) there are only 100
combinations to test on O(24,104).
In the case when the number of combinations
is very large, it is practically impossible to carry
out testing within the available time, budget and
within other resources. One of the possible
approaches to software configuration testing is
the use of virtual machines, together with
combinatorial testing.
Case study
Tourist agency plans to extend their existing
Web application by adding a new module:
Travelers' multimedia gallery.
The subject of the configuration testing is to
check if any client have necessary environment
to play some of the previously uploaded
multimedia files.
In the testing process, parameters for the test
cases creation are: OS, Web browser,
multimedia player, support for JavaScript,
cookies and plug-in.
The process includes the following steps:
1. Parameters that will be tested are identified:
a. Client OS, multimedia player, web
browser, support for JavaScript, cookies,
multimedia plug-in
2. Certain values are possible - selected for
each parameter (parameter values for the
selected browser on the basis of reports
NetApplications Corporation in January
2011. The [9]):
a. Client OS: Windows XP, Windows vista,
Mac OS X 10, Windows 7, Linux
b. Browser: Internet Explorer 6, Internet
Explorer 7, Internet Explorer 8, Mozilla
Firefox 3, Apple Safari 3, Opera 11
c. Multimedia player: Windows Media
Player, QuickTime, RealPlayer, VLC,
WinAmp, Media Player Classic
d. JavaScript: allowed, not allowed
e. Cookies: allowed, not allowed
f.Multimedia plug-in: installed, not installed
3. Limits are defined:
a. In order to avoid the risk of loss of valid
pairs, there are not allowed to create
certain combinations (Browser Apple
Safari 3 can be tested only on Mac OS X
10. At the same time, this OS will not be
tested in combination with other
browsers).
b. There are defined values (seeds), which
must appear as a test case, within the
generated set of test cases, because
they are expected as most likely
combination of values of parameters
(Windows XP, Internet Explorer 8,
JavaScript allowed, allowed cookies,
installed multimedia plug-in).
c. Weight factors, i.e. specific values for
parameters
are
estimated
(more

emphasis is given to the following
parameters values: client OS - Windows
XP, browser - Internet Explorer 8,
JavaScript - allowed, Cookies - allowed,
plug-in installed).
4. The total number of test cases, regarding
the defined variables and their values for all
combinations, were 1440. Using PICT tool
[4], there were created only 38 needed test
cases, which cover all pairs of parameters.
It should be emphasized that the tool does
not use weight factors in such cases when
there exist two, potentially contradictory
requirements: the coverage of the
combination with the lowest number of test
cases and the selection of values in
accordance to their defined weight.
5. Virtual machines are created under defined
configurations for testing.
Generated test cases are shown in Table 2.
Table 2 Subset of generated test cases
Brow
s
IE7
IE6
IE7
Opera
Opera
IE8

OS

Player

JS

Cook

WinXP
WinXP
Vista
Linux
Win 7
Vista

Y
Y
N
N
Y
Y

Y
Y
N
Y
N
N

FF3

WinXP

Y

Y

Y

Safari
Opera
...

MacOS
Win 7

VLC
VLC
WinAmp
VLC
WinAmp
Win Media
RealPlaye
r
QuickTime
WinAmp

plug
-in
Y
Y
N
N
Y
Y

Y
Y

Y
Y

Y
Y

Using combinatorial testing, all pairs of
combinations were defined and they are used to
prepare testing environments. Testing the final
set of selected test configurations was done by
applying virtual machines.
The number of initial configurations in the test
case was 1440. Applying the all-pairs algorithm,
to extract the unique combination of pairs, the
initial number of the necessary configurations,
starting from 1440, was reduced to 38. Thus, the
2.6% of total number of the theoretically possible
configurations covered all variables' pairs.
Due to the fast settings and quick access to
different test configurations, at only one physical
host machine, testing environments were
prepared much faster, sparing costs for the
provision additional hardware required for the
physical settings.
5. CONCLUSION
The aim of this paper is to point out an
effective selection of a testing environment. Initial
idea was that the use of the software
virtualization in the testing process will reduce the
requirements for necessary hardware and
software resources. At the same time,
virtualization is to be used together with the
combinatorial testing, in order to reduce the
number of test cases that need to test, while it
does not impair the accuracy and reliability
testing software.
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This paper presents the example of the
configuration testing aimed to check if any client
have necessary environment to play some of the
previously uploaded multimedia files.
In the testing process of the Web application
configuration, parameters for the test cases
creation were: OS, selected player, Web
browser, support for JavaScript, plug-ins,
cookies. But, at glance, it is clear that there were
a number of test configurations on the client side,
which were necessary to provide to carry out
exhaustive testing.
Using combinatorial testing, all pairs of
combinations and the reduced set of test cases
for testing the configuration were defined.
Testing was realized by means of virtualization.
The total number of test cases, regarding the
defined variables and their values for all
combinations, were 1440. Using PICT tool [4],
there were created only 38 needed test cases,
which covered all pairs of parameters.
The execution of the planned tests
experienced that the used virtual machine
software solutions ran stable. Test process was
relatively easy to manage, and time required for
test configuration, execution and repetition of test
cases and reset the state of the system, was
acceptable.
On the basis of acquired experience and
obtained test results, it can be noted that the
virtualization of the environment and the
combinatorial testing could be a good choice.
This is especially true in the case of configuration
testing, where was necessary to contribute to the
reduction of the test resources, such as time,
required hardware and software configurations.
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