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Abstract—Exception handling is a beneficial language con-
struct in modern programming languages. However, C++’s type
system does not really conform to these elements. As a con-
sequence, developers have to pay attention to avoid mistakes
because of the missing compiler support. Moreover, C++11
provides an approach in which exceptions appear in the func-
tion’s signature in an inverse manner compared to the earlier
standards.

Static analysis is an approach in which we reason about a
program based on the source with no execution of the analyzed
code. It can be used for many purposes, for instance, finding
bugs, refactoring the code, or measuring code complexity.

In this paper, we analyze how the older style exception
specifications can be rejuvenated for modern idioms. Explicitly
marking the functions as having a guaranteed exception-free
execution is the primary way since C++11. We develop a static
analyzer tool for providing hints for these specifications. We
evaluate our method with the analysis of open-source projects.

Based on the previous evaluation, not using the strictest
possible exception-specification is a problem that occurred in
every analyzed project. We would like to assist developers in
identifying instances of this problem by providing an integrated
comprehension tool, that enables them to make use of the
exception analysis results in an interactive way in their IDEs.

Index Terms—C++, exception handling, static analysis, Clang,
Microsoft Monaco

I. INTRODUCTION

Exceptions as an error handling mechanism appear in many
languages; some of the most notable examples of widely
used languages, with exceptions are Java, Python, and C++.
Exceptions are an alternative to exhaustive precondition check-
ing and error code handling [1]. One of the main benefits
of using exceptions is that there exists exception handling
implementation, which incurs no runtime overhead in case the
exceptional path is not taken [2]. Checked exception thrown
by functions is part of the signature in the case of Java, but
for example, in the case of Python, exceptions do not appear
in the type signatures of functions and callable language
structures. Exceptions introduce an alternative control flow in
the codebase they appear in, so the post-conditions of functions
and methods have to be carefully examined if exceptions are
in-use [3]. In Object Oriented Programming (OOP), a method
of a class can be reasoned about from the point of view of the

invariant properties that the data of an object has during the
lifetime of the object.

The alternative control, thanks to exceptions, can alter the
guarantees of method, and for example in the case C++
Standard Library (STL) using the generic containers with types
that can throw exceptions during their lifetime, can lead to
less robust or less performant code being generated, just to
keep the implementation correct. The exception guarantees
of containers in this case depend on whether the contained
type can throw exceptions or not. In C++ standards, C++11
is a more recent (which is referred to as “modern C++” in
this paper) in which exceptions appear in the signature of the
function in an inverse manner [4]. In modern C++, the en-
couraged way telling a compiler about a function’s or callable
language structure’s behavior regarding exceptions is specify
when they are guaranteed to not throw an exception [5]. This
information can be explicitly written, but is not inferred by the
C++ compiler automatically [6]. Also if the binary consists
of multiple libraries linked together, the specific structure of
the compilation units can happen to avoid throwing exceptions
even when the individual function calls are prepared to handle
exceptions. A static analyzer tool can explore the possible
execution paths, to determine which functions or callables can
throw which exceptions. Subtle language constructs require
software support to model the semantics of programming
language [7].

Our previous work was designed for highlighting exception-
related pieces of information in the source code with the
intent of aiding code comprehension. We took adventage of
the Microsoft’s Monaco IDE for the display of contextual
information. We defined some algorithms in connection with
the explaration of the source code’s exception-structure [3].
Our research went further with the problems of exception
specification [8]. We concluded that the developers require
more sophisticated approaches in the recognition of some
shortages because code comprehension plays in an important
role in improved code quality [9].

Clang is a C++ compiler that supports the modularized
development of static analyzer tools [10]. Clang has a li-
brary (LibTooling) for implementing custom tools that use
the AST for extracting information about source code. We
have developed a solution using Clang’s LibTooling library
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to extract exception information about a C++ project. This
information can be used to generate descriptions for IDEs
to help developers understand their source code easier, and
based on our previous work, we propose a solution to mark a
function as non-throwing. The comprehension of the exception
structure of the source code, and identifying the possible
improvement points are aided by a tool, that we implemented
in the Monaco code editor framework. The tool integrates
the results of the analysis so that developers can interactively
respond to suggestions for functions possibly having stricter
exception specifications, than before. This could then lead
to more extensive use of move semantics in the case of
STL containers, remove unnecessary try blocks, and more
possibilities for optimization [11].

The rest of this paper is organized as follows. In Section
II, we show related work. In Section III, we briefly present
how the exceptions worked earlier and recently. After, our
work is discussed. Section IV presents how the proposed static
analysis method collects information from the source code.
The execution of scanning algorithm is detailed in Section
V. Section VI presents our approach which takes advantage
of the processed exception information and prepares it for the
evaluation. We test our tool on open source projects, the result
of the analysis is discussed in Section VII. We demonstrate
our Monaco-based approach in Section VIII. Finally, this paper
concludes in Section IX.

II. RELATED WORK

The Clang compiler offers warnings for using deprecated
exception specification in C++, and identifies if one uses
exception handling language constructs in an unintended way
[12]. Other than those warnings the compiler frontend do not
provide any feedback on the exception-related behavior of the
program.

The LLVM optimizer tool opt has a pass named
prune-eh that can remove unused exceptions in the inter-
mediate language representation [13]. This, however, does not
affect the C++ language specific overload resolution differ-
ences. The optimization possibilities coming from this can not
be exploited unless the programmer injects this information in
the C++ parsing stage. The infrastructure proposed can help
generate this information for the programmer to use.

Clang Tidy is a static analysis tool implemented as
part of the LLVM. Clang Tidy has checks, which en-
force style guides, identify possible bugs in programs, and
for some of these, offer automatic fixes. Clang Tidy has
2 exception-related checks, modernize-use-noexcept
[14] and bugprone-exception-escape [15].

Ada has a similar construct for exception handling. How-
ever, Ada does not support user-defined exception types. A
static analysis method for exception analysis is presented [16].
Because of the older construct of Ada exception handling, the
approach is oversimplified for the modern C++ realm.

Prabhu et al. presented an interprocedural exception analysis
approach for C++ [17]. This approach utilizes the control-flow
induced by exceptions and transforms it into an exception-free

void f()
{

throw "Exception";
}

void g() throw(double) {
throw "Exception";

}

Fig. 1. Dynamic exception specification

counterpart. The proposed lowering transformations do not
affect the precision and accuracy of any subsequent program
analysis. However, this method does not support effective
rejuvenation which is a rather new way in static analysis
that enables the modification of code for utilizing the newer
standards of the programming language [18].

A detailed evaluation of the effects of exception handling in
C++ is discussed [19]. Many subtle details are evaluated, but
the exception specifications are only slightly mentioned. The
major point in exception specification belongs to the improved
documentation.

III. ELEMENTS OF EXCEPTION HANDLING IN C++

Exception handling is an essential control structure in
modern programming languages [20]. However, C++ has a
strong relation to the C programming language that does not
support exception handling with specific control structures.
This relation makes C++’s exception handling hard. It has a
long history of evolution in this programming language [21].

C++ enables exception handling with try blocks that indicate
a block is inspected at runtime whether an exception is
occured. After a try block, catch clauses are intended to
handle the problems. Exception can be raised with the throw
construct.

Any type of object or variable can be thrown in C++.
However, there is a polymorphic base class in the standard
library that should be a base class for raised exception.
According to the C++ Core Guidelines, throw of built-in and
std::exception should be avoided.

Since the missing constructs of exception handling in C and
the C++’s backward compatibility to C, it is not required to
express in the function signature if a function may throw an
exception. Ada has a similar construct [16]. On one hand, the
type of an exception can be specified which can be raised
during the execution of the function. On the other hand,
this information is not validated at compilation time, only at
runtime, so it is called dynamic exception specification that
can be considered in the code snippets in Fig. 1.

Nevertheless, it is not advised to throw string literals as
exception. However, this is valid in C++. Both functions do
compile. Moreover, the call of g results in the invocation of
std::unexpected function that terminates the execution.
Runtime validation of exception specification is not a sophis-
ticated approach and not advised comprehensively [22].
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int id( int i )
{
return i;

}

int id_exc( int i ) throw(float)
{
return i;

}

Fig. 2. Exception-free functions

void f() noexcept
{
throw "Exception";

}

Fig. 3. Noexcept specifier

Compilers allow functions that never throws exception with
various declarations. Fig. 2 presents functions that are compi-
lable.

C++11 improves the constructs of exception handling. One
of most significant constructs is the noexcept specifier
that states that the associated function does not throw any
exceptions. Unfortunately, this behavior is also checked at
runtime. Therefore, the code snippet in Fig. 3 can be compiled.

To be more perplexing, a function which does not emit
any exception can be compiled without noexcept specifier. For
instance, the code snippet in Fig. 4 also compiles without any
warning message.

int f( int i )
{
return i;

}

Fig. 4. Valid code with missing no exception specifier at an exception-free
function

As one can see, the precise static analysis cannot rely on
the declaration because declarations are able to mislead an
exception analysis. However, the declarations are most basic
element of the cross translation unit information, therefore we
need to implement an entire cross translation unit analysis
[23].

IV. GENERATING EXCEPTION INFORMATION FOR
PROJECTS

Clang LibTooling is a community-developed open-source
software that operates on compilation databases. A compila-
tion database is a standard JSON formatted encoding of the
projects structure, listing every compiler action needed to build
the project. Each compiler action specifies a main C++ file,
which with all its included headers constitutes a translation
unit (TU), and possibly linker flags for specifying where is

Fig. 5. Workflow of the proposed approach

the implementation of functions, that have no definition in the
current TU. We improved our algorithms for retrieving the
exception-structure that was presented in [3]. In this paper, we
present a new a static analysis tool that uses Clang LibTooling
as a source level library and takes a compilation database as
input and a C++ file for which there is a corresponding entry
in the compilation database [24]. The tool then generates the
abstract syntax tree (AST) of the TU, and traverses the AST
to generate the exception-handling-related information of the
functions. The information at this stage is on only local, and
does not take the interprocedural connections into considera-
tion. After the local exception information is calculated, the
tool determines the possible caller-callee relations that exist in
the translation unit. The interprocedural exception information
is serialized into an indexfile, and can be used to generate the
project specific exception information [25]. Fig. 5 presents this
workflow.

A. Local Exception Information

The tool traverses the translation unit with a recursive
visitation strategy to identify every callable function or callable
language structure. These include free functions, class meth-
ods, constructors (referred to as callables). In the first stage,
the tool takes advantage of the AST to traverse the TU, using
a recursive descent in the declaration structure of the TU.
Clang’s AST representation uses nested declarations (called
Declaration Contexts) to represent C++ namespaces, class and
function bodies. First all the top-level function declarations are
detected, and put in a worklist data structure for processing.
During the exploration of the functions, the Clang-internal
identifier (Unified Symbol Resolution, USR) is used to match
to disambiguate functions. USR can be used to identify
functions across TUs.
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For each function, it is noted whether there is a definition
for the function in the current TU. If the function has a body,
then it is traversed, and all try, throw expressions and
catch statements are extracted. For each of these, the source
location and the type information of the related subexpressions
(e.g.: what type of exceptions a try block handles through its
catch statements) is collected. Additionally, the containment
relations are also extracted from the source, meaning there is
an ordering relation between each try expression, between any
catch or throw expression and a try block.

A throw expression or a catch statement is also contained
within one or more try blocks. During the analysis of a
callable’s body, call- and constructor expressions are also
detected, and they are also added to worklist of functions to
be explored. This means that analysis will take declaration
of non-top level callables also into account. The relation of
expressions that transfers control to another lexical scope (call
expression) and the try blocks are also computed by this stage
of the analysis. For call expressions, a placeholder entry is
generated, which can be used to mark a function noexcept
on the condition that a particular function does not throw
exceptions. The containment and direct containment relations
are computed for pairs of try blocks, for the throw expressions
and the try blocks and the call expressions and the try
blocks. This stage of the analysis results in the intraprocedural
exception-related information of a TU’s callables, and this
computation can be executed on every single translation unit
independently.

B. Algorithm for Computing Possibly Thrown Exceptions

After computing the intraprocedural exception-related infor-
mation of a TU’s callables, it can be used to create the interpro-
cedural relations of the same callables. The computation uses
fixed-point algorithm to generate the intraprocedural results.
At the beginning of the algorithm, all callables are added to a
worklist. The computation ends when there are no more items
in the worklist. The worklist items are processed in an arbitrary
order, but the logic of this step is similar to exception pruning
done by the LLVM optimizer pass, so a preorder visitation of
the inverse callgraph would be most fitting [13].

However, Clang’s current callgraph implementation for C++
code which also contains exception-handling nodes is cur-
rently insufficient for the current tool. And this visitation
strategy would only be usable if there were no cycles in the
inverse callgraph, which is the same property in callgraph,
which in turn indicates recursive calls. To handle recursion,
strongly connected components (SCC) could be used as a
partitioning technique but the current problem is solvable with
the fixed-point iteration and a union operator on the closed set
all possible exception types.

The inverse of the call relation is used to get the possible
callers of a callable. In each iteration, a callable is taken from
the worklist. The current callable is then used to possibly
extend the exception information of all of its predecessors.
If a predecessor information is changed, the predecessor is
put back in the worklist. The update of the predecessor

is done by identifying the callsite’s containment relations
with other exception-related language structures. If the newly
calculated set of the possible exceptions changes the exception
specification of the callable that contains the callsite, that
means that callsite’s callable can in turn affect its callers,
therefore it has to put back into the worklist.

C. Propagating Exceptions for Project-specific Results

By the time the interprocedural stage of the algorithm
finishes, we have a refined set of relations, but if the definition
of a function is inside another TU, the analysis can further be
enhanced by taking those into account. There exists a Clang
tool which can generate a mapping from function declarations
and the source files they are defined in. This information and
the build system’s information encoded in the compilation
database can be used to generate exception information that
is project-specific. Library code cannot always assume that a
function will not throw, because that would violate generality.
Using project-specific build information, however, the details
of the called functions become available in case of static
linkage.

For project-specific exception information, all the compiler
arguments that are necessary to build a specific binary are
collected. Knowing all the related compiler arguments, the in-
terprocedural algorithm is run for each TU, then the exception
information is extracted from them. It is assumed that there is
no definition for the same callable declaration in two different
TUs, as that would mean there is a One Definition Rule (ODR)
violation. If there is an ODR violation, the algorithm can detect
it at this point. Then the callables are all processed with the
same worklist algorithm as in the interprocedural stage. This
method gives a third level of refinement for the exception
information, and can then finally be used to detect callables
that have less strict exception specification than it is indicated
by the algorithm.

V. EXECUTION OF THE EXCEPTION-SCAN ALGORITHM

Our tool takes only one TU of the project into consideration.
To have a project-wide result, we need to execute the tool with
every TU of the project. To achieve this, we develop a script
that ensures the traversal of the projects’ build description. To
run the exception-scan algorithm to detect whether any of the
functions in the source files can throw any exception, we need
to have our own project directory located on our machine.

We also can execute the algorithm in freshly cloned reposi-
tory from git remote server. When we have the aforementioned
project the following steps must be performed:

• Under Unix OS a terminal window, on Microsoft Win-
dows machine a PowerShell window needs to be opened.
The current working directory must be the projects root
folder where we want to run the script.

• Check for file named CMakeLists.txt. In case of
it does not exist, unfortunately, we are not able to run
the detection algorithm because this file defines how the
cmake command needs to be executed.
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• Create a folder inside the project’s root directory where
the cmake build command will be executed and the build
files will be located. Any name can be given to this
folder. It is a good practice to give some unique name
because there are projects on git which already have a
build folder. In this particular case, we will name our
folder as pane-build.

• Make sure that the current working directory is the newly
created pane-build folder then from terminal window
run the command in Fig. 6:

$ cmake .. -D CMAKE_EXPORT_COMPILE_COMMANDS=ON

Fig. 6. CMake invocation for generating compilation database

This will create the necessary files to run the
exception-scan script. There will be a file called
compile_commands.json in the pane-build
folder after the previous command successfully finished.
This file defines how to execute the source files, with
which command for example and where the source files
are located within the file system. Its content is a list
which holds JSON (JavaScript-Object-Notation) objects,
as many source files are in the project. Every one of these
objects has three keys:

– directory: path to the pane-build folder
– command: the execution command, how to execute

the source file
– file: path to the source file

• The next step is to copy this
compile_commands.json file from pane-folder into
the root directory.

• The last step is to run the algorithm for the files we want
to scan. So we need to open the previously mentioned
compile_commands.json and copy the files path
from it then run the command.

As it seems, there are lot of steps need to be done to be
able to run the exception-scan algorithm. In case of the project
contains a lot of files, we must execute the algorithm for every
single file which can be very time consuming. Because of
this, to facilitate a more convenient usage we made a script
which will do all the steps above and run the exception-
scan algorithm for every available source file listed in the
compile_commands.json.

The script must be placed next to the project folder. It has
a class named ExceptionScan which can be instantiated
without any constructor parameter. On the instance object, we
have to call the new_repo_scan() method which takes a
list of strings as input parameter. It will iterate on list items and
execute the previously described steps. If there is no repository
link in the list or in case the last link is consumed, the script
will terminate. It also performs an extra step because it creates
a folder in the project’s root directory called outputs and it
will place all the output txt files there.

The problem with previously defined script is that in every
case we have to clone a new repository from remote server

c:@N@tinyxml2@S@XMLUnknown@F@Accept#*$@N@tinyxml2@S@XMLVisitor#1:
calls:
c:@N@tinyxml2@S@XMLVisitor@F@Visit#&1$@N@tinyxml2@S@XMLUnknown#@
</Users/user/exc-scan/tinyxml2/tinyxml2.cpp:1403:12, col:34>

tries:
throws:
catches:

Fig. 7. Output of the exception-scan tool

even if it was already cloned before. To solve this problem,
we also implemented another method in ExceptionScan
class which is called run_exception_scan(). It takes
one optional input parameter. If this parameter is not provided,
it will default to none. In case of the user does not provide
any input parameter, the method will detect all folders in the
main folder where the script is located and it will iterate over
on every detected folder and execute the necessary steps to
run the exception-scan algorithm. If the algorithm was
already executed before in the repository, it will delete the old
files and will regenerate them. If the user decides to pass a
parameter to the function, it must be a list of strings where
every list item must refer to a folder name for which the user
wants to run the algorithm. In this case, a check will be made
to make sure the given folder if exists. If the last folder is
scanned, the algorithm will terminate.

VI. PARSING THE OUTPUT OF THE EXCEPTION-SCAN
TOOL

After the exception-scan algorithm generated the output
files, we need to parse them to extract the information that
is important to us. We currently care about function calls
and whether they can throw any exceptions. This parser is
written with the help of Python programming language and
its output is a Python list which holds dictionaries. A part of
the generated file which is relevant to us can be seen in Fig. 7.
The highlights of this figure are the calls, tries, throws
and catches keys.

• calls – refer to a function call and give information
about the calls location within the file. The necessary
part is after the last slash: tinyxml2.cpp:1403:12,
col:34. We can interpret this part in the following way:
in tinyxml2.cpp in row 1403 is a function call and
to be more precise it starts from column 12 and ends
at column not 34 but 35. This is because column 34
is before the closing bracket and 35 is after the closing
bracket which indicates the function call.

• tries, throws, catches - these parts indicate
whether there is a try-catch block in the function and
if yes, then it can throw any exception and what type of
exception.

To get the required information from the files, we have
developed a script which parses the files line-by-line and,
with the help of a regular expression filters out only those
lines which hold a function call and transforms them. So from
the previously mentioned part tinyxml2.cpp:1403:12,
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TABLE I
RESULT OF THE ANALYSIS OF ASYNC++

Number of function Number of missing
declarations noexcept specifier

5210 21
5156 20

TABLE II
RESULT OF THE ANALYSIS OF SPDLOG

Number of function Number of missing
declarations noexcept specifier

5432 5
5352 5
6146 0
7724 0
5394 4
5558 0
6020 0

col:34 it will create the following object: { row: 1403
}.

The final output of the parsed files will be a list of objects
where every object will have the same shape with row key
as shown above. Currently, we do not care about the start
and end columns, because we want to highlight the full row
where the function was called. The output file’s extension will
be a .json for compatibility reasons between Python and
JavaScript and because it has a user-friendly data visualization
and it is easily comprehensible.

VII. EVALUATION

In the evaluation, we analyzed two open-source projects
available on GitHub. We checked whether the exception
specification of functions can be improved. We evaluate how
many functions could be better from the view of exception
specification.

First, we analyzed Async++ project1 that is a concurrency
framework for C++11.

We analyzed spdlog project2 that is a fast, logging library
for C++.

Table I and II present the results of the analysis. The rows
in the tables belong to separate translation units. The number
of function declarations specifies how many declarations of
the called functions can be visited during the evaluation of
the analyzed translation unit. The number of missing noexcept
specifiers indicates how many function specifications could be
improved with noexcept.

There is room for improvement in every project regarding
the exception specification. However, there are not a significant
number of missing noexcept specifiers measured, therefore our
tool is useful but not in a daily manner, but during the release
process, our tool should be in use and the result should be
evaluated. Our tool highlights the name of the function which

1https://github.com/Amanieu/asyncplusplus/
2https://github.com/gabime/spdlog

Fig. 8. Result of the analysis in Monaco Editor

should define a more elegant specification. However, further
measurements are needed for a comprehensive evaluation.

As the result set of interesting function declarations is
infeasible to exhaustively test by hand, we have inserted free-
standing throw statements in function definitions of the project
examined. This resulted in the reduction of function candidates
for amending with the noexcept specifier.

VIII. MONACO SUPPORT

Developers need a comfortable tool for exploring the source
code regarding the exception handling constructs. We consid-
ered the Monaco Editor to display the result of the analysis
which is a modern code editor framework.

The result provided by the implemented Clang tool can be
seen in Fig. 8. The Monaco Editor highlights the function def-
initions and declarations that can be improved with exception
specification.

Monaco Editor comprehends the hint for the missing noex-
cept specifier in Fig. 9. The developers can easily realize the
shortage and improve the code indeed. Automatic fix-it hints
are currently not available, but our future work includes the
mechanism.
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Fig. 9. Hint displayed in Monaco Editor

The Clang tool, which analyzes the project for exception
specification additions in the source code explores the whole
project and generates the usage information of every function
that appears in the result set of the analysis. The function
definitions and all declarations must be identified, as the
exception specification must match at every mention, as per
language standards. The source ranges of relevant spots, the
diagnostic message in the editor, and the concrete noexcept
specification are included in the resulting JSON file, that is
consumed by the Monaco tool.

IX. CONCLUSION

Exception handling is a beneficial language element in C++.
However, the compiler cannot handle many serious bits of
exception-related information in the source code. Moreover,
the main idea of exception specification has changed. In
this paper, we analyzed what are the major problems and
defined a comprehensive framework for assistance for im-
proved exception handling. Our framework takes advantage
of the Clang compiler for improved exception specification.
We evaluate our tool on open-source projects and found
problems with the exception specifications in every software

artifact. For increasing the developer experience (DX), we
utilized the Monaco code editor framework for highlighting
the improvable exception specifications. These straightforward
hints are appeared in a handy tool for an easier recognition of
the shortage. However, an automatic fix-it functionality should
be improved.
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