
 

 

Abstract: The constant increase in the energy 
used by humanity is an extremely big problem. The 
introduction of efficient energy solutions will help 
alleviate the energy hunger caused by the 
problems. Examining energy balance can show 
systemically important factors influencing the 
system. Disruption of the system is also one of the 
factors influencing the energy balance. Social 
Engineering is a form of system disturbance that is 
covert and conscious system control. The present 
study examines the harmful energy effects of 
Social Engineering. The study is based on the 
combined model of cybernetic loop and social 
engineering, and the energy balance model of the 
systems. The energetic impact of social 
engineering is another reason to emphasize the 
importance of cyber defense. 
 

Index Terms: additional information, cybernetic 
loop, sampling method, energy model, energy 
importance, energy balance  

1. INTRODUCTION 

Examining systems can serve several 
purposes. One such goal may be to ensure 
sustainability. One of the problems with 
sustainability is the depletion of fossil fuels. This 
problem is due to the continuous development of 
the industry. It is therefore understandable that 
the use of climate-neutral resources is a priority 
in modern systems. Increasing efficiency helps 
mitigate the effects of problems. Among other 
things, the smart city concept is a product of the 
need for sustainability and livability, which puts 
energy efficiency first [1-6]. 

 

One possible way to examine efficiency is to 
test the energy balance of the system in terms of 
efficiency. The study also includes the 
examination of the system's own energy balance 
and the examination of the energy effect of the 
factors interfering with the system [7-9]. Both 
random impacts and controlled impacts hit the 
system. Controlled impacts occur to achieve a  
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specific goal. Social Engineering is one of the 
controlled disruptive effects [10-12]. 
 
The threat of cyberspace can be grouped 
according to two main aspects: threats of natural 
and technological origin and threats to the human 
mind. Efforts to increase IT security induce 
protection against natural and technological 
threats. The topic of cyber defense deals with the 
reduction of threats from the human mind. Both 
the device of the system, the process of the 
system, and the human mind in the system can 
be the target of an attack from the human mind. 
Thus, the cyber defense also addresses the 
psychological threat to humans and the 
deliberate causing of technological failure. 
Because of the above, Social Engineering is a 
very important topic in cyber defense. 
 

The present study examines the impact of 
Social Engineering on the energy balance of the 
system. The operating model of Social 
Engineering and control theory cybernetic loop is 
the same [10,12]. Thus, the two models can be 
combined. This unified model can be an 
appropriate basis for examining energy balance. 
The study uses the unified model and the energy 
balance model of the systems to model the 
impact of Social Engineering [8-10]. 

 

At the same time, the investigation may 
support the importance of cyber defense. This is 
because the negative impact of the result may 
show the importance of protection against Social 
Engineering. Negative effects would increase 
energy consumption. In addition to efficiency, this 
would further impair information security [13-19]. 

 
In today's systems, information security is as 

important as the functionality itself. Functionality 
is perfect when the structure and interface of the 
system can be changed with maximum flexibility. 
However, the security of a system can be most 
effectively organized if its structure is static. Also, 
it is safest for a system to have no interface. 
Although the system does not make much sense 
in this case. It follows from all this that the pursuit 
of perfect functionality and perfect security is 
completely contradictory. Therefore, any effect 
that reduces energy efficiency at the same time 
worsens long-term sustainability. This  
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1. Figure: Parallel between the Cybernetic loop and Social Engineering [12] 

 
 
is the reason why the present study may also 

show the importance of protection against Social 
Engineering from an energy point of view. 

2. SOCIAL ENGINEERING – THE HIDDEN CONTROL 

Social Engineering is the same age as 
humanity. Throughout history, there has been a 
constant need to be able to intervene in systems 
without the knowledge of the actors in the 
systems. This kind of influence can be directed 
directly at a person, but it can also have an effect 
indirectly through the means of the system. In all 
cases, the effect is controlled. 

 
The basic element of regulation in control 

theory is the cybernetic loop. The function of the 
cybernetic loop is to create the possibility of 
controlled intervention in the system. Intervention 
mechanisms based on this principle allow system 
operators to operate the system properly [20-28]. 

 

There are a number of disruptions to the 
system during operation. The origin of the 
disturbance can be both natural and initiated by 
the human mind. The disturbance initiated by the 
human mind is usually hidden and is not intended 
to sustain the system in the long run. Such 
covertly directed disturbance serves an unknown 
purpose for system maintainers by exploiting 
system resources. This phenomenon is called 
Social Engineering [10,12]. 

 

The mechanism of action of Social Engineering 
can be paralleled with the process model of the 
cybernetic loop. The process of Social 
Engineering also has three phases, as does the 
cybernetic loop. These three phases are 
information gathering, processing, and 
intervention [12]. Figure 1 shows the parallels 
between the two processes. 

 

Based on the parallel, Social Engineering can 
be considered as a hidden control process. A 
combined operating model of Social Engineering 
and the cybernetic loop can be developed. In this 
unified model Social engineering is a part of the 
cybernetic loop that is independent of the internal 
regulation of the system and is enforced through 
system disturbance [12]. Figure 2 shows the 
unified model. 

3. ENERGY MODEL 

The problem of searching for completeness is 
present in the design of any complex model. 
Therefore, it is worth placing the model on an 
aspect system that provides a solid foundation in 
human thinking. Because philosophy is the 
ancestor of all sciences, there is less chance of 
creating an incomplete model. Thus, the 
modeling of the energy balance of systems 
should also be placed on a philosophical basis. 
Like all models, this model contains a theoretical 
abstraction of reality. The model is based on 
abstract categories of human thinking. The 
elements of reality are categorized accordingly. 

 

Man classifies everything into one of three 
categories during the abstraction of reality. The 
following are the three categories [8,9]: 

 Thing: an expression of functionality. The 
energy equivalent is transformation. 

 Property: parameters for the operation of 
the functionality. The energy equivalent 
is stored. 

 Relation: the relation of the functions to 
each other. The energy equivalent is the 
transmission. 
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2. Figure: unified model [12] 
 
 

These three categories are used in the 
modeling. The elements of reality fall into one of 
these three categories. Accordingly, the systems 
are composed of combinations of energy transfer 
components, energy processing components, 
and energy storage components. The result of 
the energy modeling is the following equation:  

E (in) = ∆E (store) + E (out).  

This equation describes that the energy 
reaching the system covers the energy stored in 
the system and energy leaving the system [8,9]. 

The result of modeling is the same as that 
expected by logical thinking. Figure 3 shows the 
theory of modeling. The logical process of 
modeling: 

- The first step is to model closed systems. 
This is modeling systems that do not have an 
interface. 

- The second step is to model empty objects. 
This is the modeling of systems that do not 
contain anything within the interface. 

- The third step is to model the real operating 
time. This can be used to model the phenomenon 
that systems do not run at infinite speeds. 
 

 

- The fourth step is to synthesize the simplest 
energy flow structure in this model. 

4. ENERGY EFFICIENCY 

The previously developed unified model is a 
unified process model of Social Engineering and 
the cybernetic loop. The energy impact of social 
engineering can be modeled using the said 
unified model and the energy equilibrium model. 

 

Using the traditional model of disturbance in 
the system, the energy equilibrium of the system 
is described by the previous equation: E(in) = 
∆E(store) + E(out). That is, the amount of energy 
reaching the system is equal to the sum of the 
change in the stored energy and the amount of 
radiated energy [7-10]. Using the unified model, 
the equation E(in)’ = ∆E(store)’ + E(out) + 
E(SocEng) can be written.  Combining the two 
equations E(SocEng) = [E(in)’ - E(in)] - 
[∆E(store)’ - ∆E(store)]. From this equation, it can 
be read that the energy entering and stored in the 
system must balance the impact of Social 
Engineering. 

 

3. Figure: Energy modeling [8] 
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It follows from a comparison of the two effects 
that in the presence of Social Engineering, more 
energy must be invested to have the useful 
operational effect and/or the energy reserve of 
the system must cover the negative equilibrium 
effect of Social Engineering. These effects can 
significantly reduce efficiency. Therefore, cyber 
protection of the system is also extremely 
important from an energy point of view [29-35]. 

5. EFFECTS ON THE IT SYSTEM 

The energy impact of general systems can also 
be specialized in IT systems. For IT systems, it is 
worth using a model of the general architecture of 
IT systems to analyze the impact [3,6,20-22]. The 
structure of the model is shown in Figure 4. 

 
The model shows a two-dimensional structure. 

The vertical dimension of the model follows the 
general layer structure of IT infrastructures. 
These layers correspond to the levels of 
abstraction of human thinking [3]: 

 energy layer: this layer corresponds to a 
material-free natural environment, 

 physical layer or hardware layer: this layer 
can correspond to the material, 

 virtualization layer: this layer corresponds 
to the creation of the model in the human 
mind, 

 operation layer: this layer corresponds to 
the operational level of the model, 

 management layer: this layer ensures the 
long-term sustainability of the operation 
of the model. 

 
 

4. Figure: Layers of the IT system [3] 
 
The horizontal dimension of the model 

expresses the main functional aspects of IT and 

the temporal operation of the system [3]. The 
horizontal elements are: 

 storag: data storage, 
 transformation: data processing, 
 transmission: data communication, 
 statogenesis: system operation, 
 morphogenesis: change management 

6. CONCLUSION 

The history of energy use has reached a new 
chapter. Current energy use methods cannot be 
sustained due to the depletion of the old energy 
resources and waste. Current systems prioritize 
long-term sustainability to solve problems. New 
energy concepts are being made with this in 
mind. Such concepts include industry 4.0 and the 
smart city concept. The production, 
implementation and maintenance of concepts all 
require the identification of sustainability 
problems. Efficient energy management is also 
part of solving these problems. 

 
Perfectly closed systems do not exist. Thus, 

the system is constantly affected by disturbing 
effects. The effects on the system can be random 
or controlled. Social Engineering is one of the 
controlled disruptive effects. Social Engineering 
can be paralleled with the cybernetic loop 
because of the similarity in their operation. This is 
how the unified process model of the cybernetic 
loop and Social Engineering was created. 
However, one way to examine energy 
management is to examine the energy balance of 
the system.  

 

The general protection of systems consists of 
two important protection subsystems. One of the 
protection subsystems is the protection 
subsystem against threats of natural and 
technological origin. System disturbances of this 
origin usually occur randomly. The other 
protection subsystem is designed to protect 
against threats of human origin. Attacks of this 
nature no longer appear stochastically but are 
targeted or campaign-like. There are overlaps 
between the two types of protection. Social 
Engineering is one of the threats of human origin. 
An attack or even continuous disruption is hidden 
in the system during the disruption. The effects 
occur in all layers of the system  

 

A general model of the energy balance of the 
systems can be used to perform the study. The 
present study examines the impact of Social 
Engineering on the energy balance of the 
system. A combined model of Social Engineering 
and cybernetic loop is used for the study. The 
energy balance of the systems loaded with Social 
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Engineering was derived according to the 
processes and effect mechanisms of the unified 
model to demonstrate the energy effect. The 
study concludes that the energetic effect of this 
self-serving, hidden external regulation can be 
large. According to the modeling, the energy 
stored in the system and/or the energy entering 
the system must cover the negative effects of 
Social Engineering. This finding further confirms 
the importance of cyber defense. 
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