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Abstract: This paper concerns a difficult multi-
disciplinary problem of data-enabled sustainable and
resilient electric energy service. Taking the view of
the changing electric energy systems as the social
ecological systems (SES) helps with new techno-
logical problem formulations, resulting in a social-
ecological-technical-system (SETS) at the same
time. Starting from first principles and using uni-
fied technology-agnostic multi-layered modelling, it
is shown that data-enabled ability of SES subsystems
to implement their input-output (I-O) specifications
in a flexible way is determined by a complex com-
bination of technology-specific processes, and their
local control and decision-making algorithms. Also,
the integration of flexible SES subsystems further
calls for fundamental innovation in governance rules;
this is needed to support the evolution of today’s
hierarchical control practice into a Dynamic Mon-
itoring and Decision System (DyMonDS) platform
for orderly participation of diverse resources, end
users and governance. Three basic principles are
proposed as the basis for governance that supports
multi-layered interactive information exchange ac-
cording to autonomous plug-and-play protocols. Im-
plementing these protocols requires innovation in lo-
cal control and decision-making tools; data-enabled
computing, ML and AI, and software for transparent
information exchange and processing.

Index Terms: Applied Machine Learning, Com-
puting for Electric Energy Systems, Energy tran-
sition, Sustainable and Resilient Service, Social-
Ecological-Technological Systems (SETS), Wicked
multi-disciplinary problems
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1 Introduction

This paper takes a multi-disciplinary look at the
problem of electric energy services. While there has
been significant interest and work in model-based
approaches to energy systems, researchers in differ-
ent disciplines have studied aspects of these systems
from their own angles only. In particular, different
modelling granularity has been used [1, 2]. Because
of this, there exists generally a lack of holistic look
at these systems which are fundamentally, at the
same time, social, ecological, and technological sys-
tems (SETS); consequently, it is becoming hard to
integrate innovation and value [3]. Electric power
system engineering literature is focused on specific
technologies, operating and planning problems and
computer applications for analysing these problems
under often implied assumptions. Also, up until very
recently, modelling for solving these problems has
assumed that the only controllable parts of the sys-
tem are large-scale conventional power plants. Tak-
ing the view of the changing electric energy sys-
tems as the social ecological systems (SES) com-
prising resources, users and governance system helps
with new technological problem formulations [4]. As
these systems evolve, it has become essential to in-
tegrate small distributed energy resources (DERs),
users and the governance system (regulatory bod-
ies) as pro-active members and decision makers for
enhanced system performance. Man-made electric
power grid and its control that includes schedul-
ing of resources and users is needed to implement
supply-demand power balancing and power delivery
from energy resources to users. A multi-disciplinary
view of an electric energy system as an SES en-
abled by its man-made electrical power grid leads
to a SETS. The Dynamic Monitoring and Decision
Systems (DyMonDS) framework represents the next
generation supervisory control and data acquisition
(SCADA) embedded within SETS.

This system in which SES interacts with man-
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made grid through both power- and information-
processing quickly becomes an overwhelmingly com-
plex dynamical system. Moreover, depending on
the governance system in place, establishing rules,
rights and responsibilities [5] and the correspond-
ing implementation protocols quickly becomes what
is known in institutional organisation fields as the
wicked problem [6].

This paper is organised as follows: In Section 2
SES formulation of electric energy service is given.
In Section 3 a summary of today’s hierarchical mod-
elling, operation and control of electric power sys-
tems is provided. This is needed to identify typi-
cal assumptions made which required further relax-
ation on the way to flexible utilisation of diverse
SES subsystems. In Section 4 a unified modelling
in energy space is proposed as the basis for relaxing
critical assumptions, and for providing the founda-
tions for minimal information that should be pro-
cessed and exchanged in order to make an elec-
tric energy system as sustainable as possible. In
Section 5 a mapping from SES attribute charac-
terisation of its members, into their I-O interac-
tion variables, as well as the interactive dynamical
model of the SES system are conceptualised and
formulated mathematically. This utilizes the uni-
fied multi-layered modelling approach to capturing
dynamic interactions in a technology-agnoostic way.
In Section 6 abstraction of data-enabled interactions
is formalised as a Dynamic Monitoring and Decision
Systems (DyMoNDS) in support of next generation
SCADA platform. In Section 7 the same framework
is used to describe how PL and RL can be used
for enabling core attributes of the SES members
most favourable to sustainability of the system as
a whole. The multi-layered unified model in energy
space is used to define the layers of DL algorithm.
In Section 8 we illustrate potential benefits from
the proposed multi-disciplinary approach to electric
energy service and the key role of learning in sup-
port of integration of renewable generation and de-
mand response, both during normal operations and
the extreme events. In the closing Section 9 we
summarise basic ideas on using unified multi-layered
modelling as a means of systematic integration of
advanced computing methods for pragmatic use in
future electric energy services. Some open questions
are highlighted.

2 Electric Energy Service: The
Problem of Sustainable SES

Electric energy service is an essential good which is
not universally available. The ecological energy re-
sources are many and have highly diverse attributes
when it comes to their ability to contribute to sus-
tainable performance of this SES. Accounting for

their diverse attributes requires long-term planning,
shorter-term operations planning and near-real time
decisions/automation if they are to be utilised in
both flexible and robust manner. Also, since re-
sources and end users are not co-located, a man-
made electric power grid is used for power delivery.
The energy users have diverse attributes, and there
are many deep questions concerning social and hu-
manistic aspects of electricity services, all beyond
the scope of this paper [7]. The resources and users
interact according to governance system rules and
protocols in place, and the physical power deliv-
ery is generally via electric power networks [5, 8].
All these core subsystems (resources, users, gover-
nance system) are currently undergoing major tech-
nological and organisational changes. Large pollut-
ing resources are being decommissioned and grad-
ually replaced by the intermittent green distributed
energy resources (DERs), and users are becoming
more aware of social and humanistic problems, such
as the need for universal electric energy service, and
the threat of climate change. Governance systems
are transforming from once fully integrated utilities
into electricity markets. Consequently, there exists
at present a major lack of systematic protocols for
aligning the sub-objectives of the SES subsystems
with the societal objectives. Also, new technical
solutions are needed to enable physical implemen-
tation in such multi-layered systems by establishing
basic principles for characterising potential of the
SES subsystems to participate in sustainable elec-
tric energy services at value.

2.1 Azores Islands: a Small-scale SES

Shown in Figure 1 is a sketch of the small elec-
tric energy system of Flores an island in the Azores
Archipelago, Portugal [9]. Resources are a combi-
nation of expensive polluting fossil fuel power plant
and small hydro plant, and intermittent geother-
mal and wind power. The question of sustainable
and resilient electric energy service is whether and
how these resources can be dispatched to supply
end users electric energy needs. The needs of en-
ergy users themselves can be adjusted by building
solar photovoltaic rooftops (solar PVs), using ther-
mal storage for water heating and even electric ve-
hicles for storing local solar power when not needed.
The more users supply their own needs the less are
the requirements on using expensive polluting fos-
sil fuel. An important question concerns service
provision during extreme events, such as hurricanes
which may disable equipment contributing to the
service.

Our view of electric energy systems as an SES
has been greatly inspired by the work of late Elinor
Ostrom who proposed a generalised framework for
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Figure 1: Resources, end users, and the power grid, Azores
Islands, Portugal [9].

assessing how sustainable is a given SES going to be
by establishing ten core attributes of the SES sub-
systems. She identified key attributes determining
how sustainable an SES to be: size of resource; pre-
dictability of system dynamics; resource unit mobil-
ity; number of users; leadership; norms/social capi-
tal; knowledge of the SES; importance of resources
to users; and collective choice rules.

2.2 Implementation Challenges and Opportunities

We observe for purposes of this paper that the inter-
actions among subsystems play a major role in opti-
mising these core attributes. One of the main points
of this paper is that their attributes can evolve over
time and can, in particular, be enhanced through the
data-enabled decision-making. There has been rela-
tively little R&D on how to use these attributes for
assessing sustainability of electric energy systems,
but this is where the SES view helps streamline the
technical objectives of innovations. An interesting
and important finding from interviewing customers
regarding their valuation of sustainability is that
their willingness to pay for clean power is not sig-
nificant. Given this, it is important to enable users,
resources and the delivery system to support sus-
tainable utilisation of what is available, in some ways
which are not necessarily responses to economic sig-
nals. The very idea of managing “tragedy of the
commons” in complex systems by making core at-
tributes more sustainable should and can be im-
plemented with their data-enabled self-adaptation.
This is where computer science and social sciences
jointly have a potential for contributing in major
ways. Notably, if core attributes do not have desired
features, the data-enabled automation can help en-
hance these. Examples of these opportunities are

vast. To mention a few, vehicle electrification where
EVs have flexible data-enabled charging logic could
go a very long way to serving as storage for intermit-
tent energy resources, like wind power and solar. It
is not well understood that the same hardware and
users’ needs can be met in qualitatively different
ways depending on whether the EVs have a model-
predictive control (MPC)) [10] to best align with the
system needs. Similarly, mobility of EVs could offset
needs for large transmission and distribution (T& D)
infrastructure [11, 12]. Users themselves could par-
ticipate in adaptive load management (ALM) and
reduce the need for highly varying fast resources
[13, 14], [15]. The social science and institutional
organisation work has demonstrated the potential
of self-adaptation by many small users in water sys-
tems even in the poor villages of Nepal [16]. Due to
space limitations it is not possible to describe elec-
tric energy service challenges in SES systems of dif-
ferent type and scale, such as: 1) Puerto Rico [17];
2) commercial and industrial complexes; 3) neigh-
bourhoods with large number of households which
have solar PVs [18, 19]; 4) end-to-end continen-
tal systems with large conventional power plants,
many large intermittent utility-scale resources in-
terconnected to lower level systems serving small
customers with their own DERs [20]. Common to
all these systems is the observation that their core
attributes determining how sustainable electric en-
ergy service is can significantly be enhanced by data-
enabled embedded automation and minimal coordi-
nation [3].

In the remainder of this paper we formalise the
evolution of today’s hierarchical modelling and con-
trol of electric energy systems into a Dynamic Moni-
toring and Decision System (DyMonDS) fundamen-
tally based on distributed decision-making by the
SES subsystems, including self-adaptation and col-
laboration based of information exchange with the
others.

3 Today’s Hierarchical Modelling,
Operations and Control

Most of social ecological systems, such as water
systems, and gas/oil systems, have sufficient inven-
tories and because of this it is generally not criti-
cal to produce and consume simultaneously. How-
ever, electric energy services up until very recently
have not relied on large-scale storage and, conse-
quently, the temporal (power balancing) and spatial
(power delivery) alignment of power produced by
the resources and power consumed by the users had
to be implemented almost instantaneously, result-
ing in high quality alternating current (AC) power.
As innovations are made in storage technologies, it
becomes necessary to implement right amounts of
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storage at the right locations; the cost of storage
will remain high for a very long time in the future,
and another major point in this paper is that data-
enabled flexible management can greatly off-set the
need for large scale storage [20]. The T&D elec-
tric power network equipped with supervisory con-
trol and data acquisition (SCADA) plays a major
role in achieving such savings through flexible tem-
poral and spatial alignments of the SES subsystems.

3.1 Hierarchical Operations and Control

To briefly summarise the principles of today’s indus-
try practice for implementing electric energy ser-
vice, consider in Figure 2 a typical wind power
pattern; if not controllable, wind power deviations
will contribute to the net system demand devia-
tions. For variety of reasons, technical and eco-
nomic, providing power by resources to balance this
demand is decomposed typically into three differ-
ent sub-processes: 1) Scheduling hourly supply for
predictable component of demand, say minimum ex-
pected demand for the day ahead. 2) Closer to real
time, hour ahead, bounds on hard-to-predict slow
quasi-stationary deviations in power demand away
from the predicted are used to change the set points
for fast controllable generation so that frequency is
brought back to within the acceptable tight limits
specified by the QoS standards. 3) Finally, primary
controller, local embedded automation, stabilises
frequency to the set points scheduled in 1) and 2).
Shown in Figure 3 is a sketch of these three differ-
ent control layers and the top-down commands for
changing set points of controllable equipment, given
from the tertiary level to the secondary level, and,
at the faster rate, from the secondary to the pri-
mary level controllers. In today’s industry set points
from the tertiary level are schedules for real power,
and secondary layer maps these into set points for
variables controlled by the primary control. For ex-
ample, command for real power is mapped using
quasi-static mapping, “droop”, from the set point
for real power increments to the frequency set point
increments seen by the governor of the power plant.
This secondary level droops are fundamentally based
on the assumption that local automation stabilises
frequency to its set point. These droops are needed
for the actual control implementation since they re-
late power imbalances to the set points of physical
controllers. Similar process takes place with map-
ping reactive power schedules obtained at the ter-
tiary level to the set points of automatic voltage
regulators (AVRs) of the power plants.

We observe that the hierarchical voltage control is not
fully standardised in the US power grids, quite important
fact when attempting to support use of large amounts of
intermittent resources [3].

Figure 2: Temporal composition of wind power [9].

Figure 3: Hierarchical tertiary, dispatch, and secondary, intra-
dispatch [9].

3.2 Mathematical Modelling and Underlying
Assumptions

The dynamics of subsystems comprises: 1) physical
energy/power conversion processes; 2) automated
primary controllers embedded in sub-components
whose function has been to stabilise and regulate
local voltage and frequency as the main QoS at-
tributes; 3) embedded decision-making for schedul-
ing set points of local controllers to reflect various
constraints resulting from core attributes and opti-
mise expected benefits, generally a combination of
economic and environmental costs.

Mathematical modelling of controllable re-
sources participating in this hierarchical control re-
quires models of different granularity for the three
levels. It has been viewed by today’s industry as nec-
essary for data-enabled implementation of supply-
demand balancing. A sketch of models used is
shown in Figure 4. At the lowest level are com-
plex dynamical models of heterogeneous technolo-
gies whose state variables are denoted as x(t), with
local primary control u(t), responding to the devia-
tions in output variables of interest y(t) away from
the set point of the variable yref (t). Local distur-
bances are denoted as m(t). Shown in the middle
of the same multi-layered sketch is the generalised
droop mapping of increments in power produced
by the controllable resources in response to the in-
crements in output variable deviations (frequency,
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voltage) controlled by the local fast primary control
u(t). These mappings between models of different
granularity have been used for automatic generation
control (AGC) by the power plants, and recently
have been generalised as synthetic droops of con-
trollable HVACs and EVs [21], as well as even droops
of inverter-based solar photo voltaic resources (PVs)
[18]. A major remaining R&D problem concerns de-
sign of nonlinear controllers capable of fast switch-
ing so that the droops can be implemented [22, 23].
Without such controllers the validity of the droop
becomes questionable.

3.3 Testing of I-O Specifications

Controllable subsystems, in particular large power
plants, are expected to get tested for their I-O per-
formance prior to connecting to the electric power
grid. These tests are typically intended to verify how
fast the power plant can stabilise/regulate voltage
and frequency to nominal when connected to the
system. We observe here that the performance typ-
ically depends on the system to which the subsystem
is being connected, and, because of this, the indus-
try standards have been to perform tests against
static network topology which corresponds to the
worst case equipment failure defined by the system.
Notably, these tests miss the dynamics of interac-
tions between the sub-systems because only the sub-
system tested is modelled as a dynamic component.
Typically, the secondary level control has not been
evaluated economically, it has, instead, been used to
ensure QoS. Only the tertiary level control is done
according to cost performance such as total fuel
cost, subject to physical constraints such as gen-
eration capacity to produce power at certain rate.
The inter-temporal constraints are accounted for by
using the ramp rate proxy limit defining the incre-
ments in power assumed to be implementable by
certain technology.

3.4 The Need for Relaxing Temporal, Spatial and
Physical Decoupling Assumptions

Typical assumptions made when designing control
logic for local automation as well as for schedul-
ing their set points are: 1) stabilisation, regulation
and scheduling are temporally and spatially hierar-
chical and are done using reduced-order models that
capture only specific time horizons of interest. As
reviewed above, stabilisation assumes given equilib-
rium of component outputs; regulation assumes sta-
ble fast dynamics settled and fully controllable elec-
tric power; and power scheduling assumes nominal
frequency and voltage [24].

These assumptions have been valid in systems
whose demand can be decomposed into highly pre-

Figure 4: Unified modular model of an SETS subsystem [25].

dictable longer-term component, slow deviations
around the predictions, and near-zero mean fast
fluctuations [26]. However, systems with high pen-
etration of intermittent persistently-varying power
outputs make this temporal decoupling harder
and the inter-temporal dependencies may become
significant [27]. This then requires modelling
continuously-varying interaction dynamics between
the ports of subsystems hard to decompose as a
single continuous dynamic process.

Second, most of the electric power system mod-
els used in today’s industry assume that real power-
frequency electro- mechanical phenomena can be
decoupled from the voltage dynamics caused by
electromagnetic phenomena. We have recently pro-
posed that when a subsystem perturbed by fast vari-
ations in power can no longer be modelled assum-
ing such decoupling [25]. Fundamentally, fast per-
turbation require both power conservation and rate
of change of reactive power to be captured during
fast transients, as they directly affect each other.
This second observation can be interpreted in many
different ways, in the past it was tackled by assess-
ing fundamental limits to using phasor dynamics to
model states of lumped parameter representations
of electric power components [28].

The industry is coping with these observations
and challenges to the currently used models by re-
quiring new equipment, such as large scale wind
power plants and solar power plants to first be
modelled using electromagnetic transient stability
(EMTP) models as partial differential equations
(PDEs) and to validate their lumped parameter
models currently used for transient stability anal-
ysis [29]. As a matter of fact, some forward looking
electric energy systems, which are in the process of
deploying large amounts of wind power, are work-
ing closely with the manufacturers of wind power
plants to ensure that they meet interconnection
standards and do not create dynamic problems when
connected to the grid [30, 31]. Critical for com-
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municating main novelty of this paper is the fact
that today’s testing fails to overcome major mod-
elling deficiencies of currently used models. First,
a power plant tested is conceptualised as having
“effective inertia” which determines time constant
at which frequency changes because of real power
imbalances. This low-order model actually fails to
represent fast electro-magnetic dynamics which re-
sults in fluctuating voltages at the sub-system ports.
Instead, dynamical models are needed to represent
effects of fast inverter-based controlling dynamics
of stored electromagnetic energy in reactive com-
ponents in these subsystems. This is needed in ad-
dition to modelling the real storage dynamics. Also,
the dynamics of electromagnetic power interactions
must be modelled to capture the interplay between
rates of change of stored electromagnetic energy in
different subsystems.

4 Unified Multi-layered Modelling in
Energy Space

In this section we summarise a unified multi-layered
modelling that helps abstract I-O specifications of
subsystems and their dynamical interactions us-
ing common technology-agnostic physical variables.
Once this is done, it becomes possible to assess
performance of vastly different SES subsystems for
their ability to align their core attributes with the
core attributes of other subsystems, and, conse-
quently, support sustainable electric energy services.
Having such unified characterisation for the first
time sets the basis for integration of diverse sub-
systems with an understanding of conditions that
should be met for having robust and stable ser-
vice, see [32]. Based on our research on enhancing
currently-used models we have arrived at an aggre-
gate model relevant for capturing both conservation
of instantaneous power and conservation of instan-
taneous rate of change of reactive power, closely
related to the second derivative of stored energy
with respect to time. This aggregate model has
two state variables, stored energy E(t) and rate of
change of stored energy p(t) = Ė(t). As indicated
in Figure 4, the dynamics of these aggregate vari-
ables are defined by stating conservation of instan-
taneous power and conservation of rate of change
of reactive power.

Ė(t) = P out(t) − E(t)
τ

= p(t) (1)

ṗ(t) = 4Et(t) − Q̇out(t) (2)
Equation (1) states that portion of power pro-

duced by changing stored energy in the subsystem is
sent out to the rest of the system, and portion goes

to thermal dissipation. Notably, equation (2) states
that rate of power produced through energy con-
version goes in part to the rate at which real work
4Et(t) is produced and part to the rate at which
power is not used for real work Q̇out(t).

4.1 Unified Modelling of Complex Dynamic
Interactions

As it can be seen in Figure 5, subsystems inter-
act through both physical grid connections and
through local automation and embedded decision-
making. Given highly heterogeneous subsystems in
the changing electric energy systems, the complexity
of detailed physics-based models quickly becomes
difficult to manage when attempting to simulate
system response. Important for ensuring sustainable
service is that the automation and decision making
must be such that the interconnected system is dy-
namically stable and robust with respect to uncer-
tainties.

Present state-of-the-art in control of complex
dynamical systems does not offer ready to use meth-
ods for ensuring such performance. Because of this,
the industry practice in control centres is conserva-
tive and it results in sub-optimal scheduling of clean
intermittent resources because of hard constraints
imposed on the ranges of power that is allowed to be
delivered. Notably, historic wide-spread blackouts
provide ample evidence that this conservative ap-
proach does not ensure uninterrupted service. More
recently, there have been reports concerning fast
oscillations created by uncoordinated automation
responding to fast power imbalances in real-world
electric energy systems [33, 34]. One way to model

Figure 5: Interacting intelligent Balancing Authorities

and control these dynamic interactions is to have
a unified interactive model of the interconnected
system which explicitly represents how are subsys-
tems affected by the dynamics of interaction vari-
ables [33, 34]. In other words, modelling needs to
capture energy and power dynamics, instead of ap-
proximating internal dynamics using Newton’s law
which requires knowledge of inertia. This observa-
tion is fundamentally important as explained some
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time ago in the context of modelling aircraft sys-
tems [35].

In the context of modelling electric energy sys-
tems, it was recently argued that it is not suffi-
cient to think of subsystems as generators whose
dynamics of frequency is determined by the inertia
in response to torque imbalances. These models
are overly simplified since they only model electro-
mechanical dynamics, and the electromagnetic fluc-
tuations affecting voltage magnitude are not mod-
elled. It was argued that modelling of systems with
time-varying disturbances requires that subsystem
dynamics be subject to both to conservation of (in-
stantaneous) power and rate of change of instanta-
neous reactive power [25]. The second constraint is
essential for capturing the effects of voltage devia-
tions on the dynamics of the interconnected system.
It is also important in capturing the fact that not
the entire instantaneous power produced as a result
of change in stored energy of a subsystem can be
absorbed by the neighbouring subsystem because
of inherent entropy increase [36]. In other words,
fast dynamic oscillations in interconnected subsys-
tems of an energy system are fundamentally result
of the fact that not all power produced from the rate
of change of stored energy gets absorbed instanta-
neously by the the rest of the system; the second
derivative of stored energy contributes to both real
work (exergy), and to the oscillations of reactive
power because of dis-alignment of effort and flow
variables at the ports of the subsystems.

To capture this complex power processing with-
out getting into internal specifics of subsystems,
dynamic interactions between subsystems are mod-
elled by subjecting all their dynamical models to
conservation of power and conservation of rate of
change of reactive power as follows

P out
i (t) = ΣP in

ji (t) (3)

Q̇out
i (t) = ΣQ̇in

ji (t) (4)
Observe that this model of interconnected sub-

systems is fundamentally interactive: The rate of
change of reactive power in one subsystem depends
on the rate of change of the neighbouring subsys-
tems. This model defined minimal information that
must be exchanged between subsystems so that they
can interactively check feasibility and stability con-
ditions in a distributed autonomous way [37]. An
open research question concerns self-adaptation for
optimising system objectives in a distributed way.
This result should follow from the fact that the mod-
elling in energy space is linear and that the efficiency
objectives can formulated as a linear convex opti-
misation problem, yet more research is required to
formalise it [32].

5 Mapping an SES Subsystem into its
I-O Implementable Model

An SES subsystem may have vastly different com-
bination of sub-objectives which ultimately deter-
mine its willingness to contribute to sustainability
of the system. Shown in Figure 6 is a sketch of a
general data-enabled subsystem which receives in-
put data about the environment, models its own
dynamics and automation, and computes ranges of
power and ranges of rate of change of power which
the subsystem can implement in a stable and ro-
bust way. Depending on the governance system in
place and protocols for scheduling, typically the as-
sociated O&M cost (or price, when participating in
markets) is given. Ranges of instantaneous power
and the rate of reactive power of any given subsys-
tem can be used by their designers to embed more
data-enabled processing and enable their I-O char-
acteristics to have more sustainable core attributes
[32]. This interactive data-enabled mapping be-
tween the actual subsystems, the characterisation of
their core attributes and data-enabled mathemati-
cal representations are essential for their integration
within the system, discussed next. Instead of hav-

Figure 6: General representation of data-enabled SES sub-
system

ing non-standardised I-O characterisation, a recently
introduced unified modelling in terms of power and
rate of change of reactive power for any specific
time horizon of interest is required, Equations (1)–
(4) above; these are referred to as the interaction
variables of the subsystem with the environment.
Depending on the specific technology and its em-
bedded data-enabled decision and automation the
values of these variables will generally be differ-
ent and will vary over time as system conditions
seen by the subsystem and its own ability to pro-
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duce/consume vary. Recall from the discussion of
multi-layered model of a subsystem shown in Figure
4 that each dynamical subsystem has internal com-
plex technology-specific attributes. These are mod-
elled as a set of coupled differential equations; the
dynamics of states denoted as ẋ(t) is generally func-
tion of the states x(t), local control u(t) typically
a fast feedback responding to deviations of output
variables, voltage and frequency, from the set points
determined at the slower rate by the higher layer
aggregating entities. Embedded in each SES sub-
system is rich feedback automaton and distributed
decision-making algorithms aimed at optimising lo-
cal sub-objectives, for examples see [15, 13, 14, 38].

Shown in Figure 7 is the process of mapping
qualitative attributes of subsystems into mathemat-
ical models of their input-output (I-O) representa-
tion. Recall from the above discussion that system
level optimisation is done to compute optimal power
schedules in a feed-forward way. At present this is
done by the system operator. In this paper we stress
that modelling subsystems comprising an SETS with
highly diverse core attributes would be almost im-
possible to do in an entirely centralised way by the
system operator. Instead, we have proposed that
these core attributes be internalised by the subsys-
tems themselves: Embedded within the sub-system
is model predictive control (MPC) distributed opti-
misation according to the sub-objectives of subsys-
tems (profit,value at risk, time interval over which
decisions are being made) subject to their own droop
constraints defining incremental model which re-
lates the QoS variable of interest (HVAC would have
temperature; generator would have frequency and
voltage deviations; solar PV would have voltage de-
viations as a function of real and reactive power de-
viations, etc). This internalised valuation results in
bid functions for power and rate of change of power
as two attributes of electricity service which can be
further used by the system operator or market when
coordinating utilisation of diverse resources accord-
ing to the system-level objective.

6 Dynamic Monitoring and Decision
Systems (DyMoNDS) Framework for

Interactive Computing Platform

One of the most challenging implementation prob-
lems in the changing electric energy systems con-
cerns the trade off between fully centralised, top-
down coordination of dynamic interactions by the
subsystems, at one extreme, and, the entirely dis-
tributed, self-adapting autonomous electric energy
service, at the other extreme. Fundamentally, the
granularity of modelling required for enabling most
sustainable I-O attributes of components, is in sharp

contrast with the granularity of modelling required
to represent dynamic interactions between the sub-
systems and to control them for best inter-temporal
and inter-spatial alignment within the complex dy-
namical system. In particular designers and man-
ufacturers of subsystems and their local automa-
tion need very detailed technology-specific zoomed-
in modelling and highly granular data. On the other
hand, modelling of higher-level dynamical interac-
tions between subsystems for ensuring feasible, ro-
bust and efficient implementation of high-quality
electric energy service has been shown to only re-
quire minimal information about interaction vari-
ables, characterising in a unified way zoomed out
dynamics of the complex system.

This multi-layered modelling defines the funda-
mentals of our Dynamic Monitoring and Decision
Systems (DyMonDS) framework in support of sus-
tainable electric energy services [8]. Shown in Fig-
ure 5 is a sketch of information exchange between
different layers of an electric energy system compris-
ing highly diverse subsystems. In complex systems,
users often get aggregated into groups of users co-
operating with a portfolia of resources with com-
mon objectives. We name these intelligent Balanc-
ing Authorities (iBAs) and they also provide the net
I-O characterisation of interactions with the other
iBAs and/or with the coordinating higher level con-
trol centres [8]. This interactive minimally coordi-
nated framework which lends itself to empowering
subsystems to control and value their contribution
to system level performance by accounting for their
unique preferences and attributes forms the basis for
designing an end-to-end event-driven SCADA plat-
form [18]. Shown in Figure 7 are such mappings
from the SES subsystems to the I-O specifications
with assigned value. These bids can be used by
the system operator responsible for the least cost
operations and in electricity markets [15, 13, 14].
In Section 7 we discuss further qualitatively differ-
ent computational challenges depending on how are
inter-temporal and inter-spatial dependencies man-
aged.

6.1 Relevance of DyMonDS as a next-generation
end-to-end SCADA

In the past this scheduling of power plants con-
trol set points have been carried out under the
assumptions of quasi-stationary highly predictable
net users’ demand for power, and assuming fully
controllable power produced by the plant. These
assumptions have provided the basis for computer
applications used in utility’s control centres which
have not been extremely challenging. This is chang-
ing with the penetration of many intermittent small
resources and users willing to adjust their con-
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Figure 7: Mapping SES core attributes to the I-O characterisation in an SETS system

sumption to system conditions, and, therefore being
harder to predict. Moreover, the ranges of genera-
tion and demand variations, as well as the rates of
these variations, have become such that much more
data-enabled learning of these changes is generally
needed to ensure reliable service. Today’s indus-
try practice of scheduling sufficient stand-by gener-
ation and having spare delivery capacity just in case
large equipment fails, is becoming very costly. In
short, instead of using coarse capacity-based mod-
els to produce and deliver power, it is necessary to
establish different levels of model granularity and
capture inter-temporal and inter-spatial effects sys-
tematically.

Back to system sustainability objectives, both
core attributes of subsystems and their dynamic in-
teractions must be modelled and controlled. The
growing literature concerning future SCADA archi-
tectures for the changing electric energy systems
recognises the need for more granularity, temporal,
spatial and functional and the industry has pursued
major efforts in that direction [39]. The main indus-
try concern has been regarding “inter-operability”
generally understood as ensuring that different sub-
systems/components can communicate seamlessly
[40]. The notable distinction with DyMonDS ar-
chitecture is the rigorous definition of minimal in-
formation necessary for the subsystems to operate
in a robust and stable manner. This is achievable
by having protocols in terms of unified I-O spec-
ifications and conditions for these interaction vari-
ables that need to be met in order for previously un-
explored interconnections of technologically diverse
subsystems to operate as a single dynamical sys-
tem [25]. We are not aware of any other concepts
which propose such information exchange. The ac-
tual adoption of such protocols could be a natural
extension of today’s AGC standards, as described
next.

6.2 Spatial aggregation in energy space

Finally, we observe that this DyMonDS-based
framework is a natural outgrowth of today’s electric
energy system organisation into utilities as Balanc-
ing Authorities (BAs). The proposed DyMonDS-

Figure 8: Granual spatial aggregation into iBAs

enabled organisation is needed for further temporal
and spatial granularity and for enabling integration
of utility-owned system with embedded non-utility
owned subsystems, named intelligent Balancing Au-
thorities (iBAs). Shown in Figure 8 is a sketch of
an electric energy system comprising diverse tech-
nologies, and combined into three iBAs [41].

Notably, while these iBAs generally comprise
very diverse agents and subsystems, their interfaces
are defined using unified interaction variables. For
theoretical underpinnings of defining the interaction
variables as sufficient information that should be ex-
changed for orderly delivery of electric energy ser-
vice in the changing industry, see [24], [25]. Typi-
cally minimal coordination for scheduling of diverse
technologies with different O&M cost is done by the
system operators in control centres.

Depending on the governance system in place,
the aggregating entities may be the same for reg-
ulating QoS, and for optimising economic and en-
vironmental system-level objectives. In island sys-
tems, for example, the same utility performs both
functions. Automatic generation control (AGC) is
responsible for regulating frequency to near nomi-
nal by sending signals to fast power plants to ad-
just their set points of governors so that the total
fast power imbalance is compensated, say every 10
minutes. The utility also performs economic dis-
patch which at the slower hourly basis schedules set
points of governors so that the total fuel cost is op-
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timised when supplying predictable slow system de-
mand. Typically the set points of automatic voltage
regulators (AVRs) nor the set points of controllable
grid equipment (transformers, capacitors, FACTS)
are not scheduled in an on-line operation, except
by a handful of systems. Shown in Figure 4 is a
mapping from physical system model into the model
defining the dynamics of interaction variables deter-
mining performance of the interconnected system.
Assuming that the fast primary automation sta-
bilises internal frequency dynamics, it becomes pos-
sible to relate quasi-stationary increments in power
to the increments in frequency, known as generator-
turbine-governor (G-T-G) droop. As it becomes
necessary to capture dynamic interactions between
the components, a unified model of aggregate state
variables being the energy stored in the subsystem
Ei(t) and the rate of change of reactive power Q̇i(t)
is used to define information exchange over several
temporal and spatial scales. Important, any given
subsystem can participate in more than one func-
tion comprising the electricity service, this ranges
over being used for energy/power dispatch to bal-
ance predictable demand; AGC and AVC for fre-
quency regulation needed to compensate hard-to-
predict deviations around the predictions; and flex-
ible reserve for reliable and resilient service. Sub-
systems are assumed to ensure fast stabilisation of
their own dynamics for the ranges of I-O specifi-
cations committed to these system-level functions.
Very few, so-called special protection schemes are
utilised for system-level stabilisation [42].

7 The Role of Advanced Computing in
an SETS

The DyMonDS platform in support of data pro-
cessing lends itself well to advanced computing
at different layers and, moreover, for the informa-
tion exchange according to protocols needed to re-
integrate highly distributed subsystems of an elec-
tric energy system. Recently three basic principles
for enabling sustainable electric energy systems were
proposed as follows [3]:

• iBAs are basic units responsible for distributed
autonomous electricity service by collaborat-
ing internally, and coordinating with the rest
of the system multi-laterally or hierarchically.
They are generally embedded withing already
existing BAs.

• Next generation SCADA, we named Dy-
MonDS, processes interactive information ex-
change between the layers, and within the lay-
ers themselves.

• Minimal information exchange needed for re-
integration should be in terms of interaction
variables comprising a triplet of energy, power,
rate of change of reactive power.

Local iBAs are most complex. They require fast
sensing of local output variables, and processing of
information about their constantly-varying I-O vari-
ables into fast physical control signal. Their mod-
els and parameters are challenging to validate, yet
the controllers are quite sensitive to their accurate
knowledge. A closer look into the mathematical
foundations of computing interaction variables re-
veals that they are complex algebraic functions of
state variables x(t) as well as of the derivatives of
these variables [25]. An exciting idea to pursue is
computing of these derivatives using deep learning
(DL) through back propagation and automated dif-
ferentiation (AD) [43].

Our experience with possible numerical integra-
tion algorithms which are distributed and interactive
has been that in order to meet conservation of power
(3) and rate of change of reactive power (4), the in-
teraction variables exchanged between the subsys-
tems are quite challenging. Here, again, derivatives
of port variables and, in particular, rate of change
of reactive power must be computed accurately and
fast. Much R&D is needed on such numerical inte-
gration methods.

Finally, what used to be one tertiary level cen-
tralised optimisation, is now transformed into a
data-intensive ML, and distributed optimisation by
the iBAs and components themselves. There are
many examples of already using approximate dy-
namic programming [38] for optimising participa-
tion of EVs in electric energy service, demand side
response [12], and other DERs [21]. A comprehen-
sive survey of the growing literature of ML/AI ap-
plications in hierarchical control of electric energy
systems is left for future papers.

8 Proof-of-Concept Case Studies:
Stable Microgrids and Large-Scale

Integration of Renewable Resources

Here only a short summary of typical outcome de-
pendence on the ways SES subsystems participate
in electric energy services is given. Probably the
most comprehensive end-to-end proof-of-concept is
provided for two Azores Islands, Portugal [9]. It
was shown early on that minimal coordination of
controllable demand, wind power, clusters of EVs
enables 100% use of clean power without increasing
long-term cost of electricity service. The role of AC
Optimal power flow (ACOPF) for optimising voltage
dispatch, as well as DyMonDS-enabled participation
of SES subsystems requires very little storage in the

90



form of flywheels and/or EVs, to achieve this goal.
In the islands this innovation is very cost-effective
because it displaces the need for high-cost imported
fuel, and ensures clean environment. The second ex-
ample concerns distribution feeders supplying com-
mercial and business complexes, such as the mi-
crogrids [19]. A summary of challenge problems
and possible ways of overcoming these by means
of DyMonDS-enabled operations can be found in
[44].The third example concerns the ability to de-
liver large amounts of wind power in Germany [3].
Finally, an illustration of the effects of DyMonDS-
enabled system coordination for reliability and eco-
nomics in electricity markets is described in [20].
A notable study of DyMonDS-enabled architectures
for ensuring resilient gradual degradation of service
during natural disasters documents major potential
benefits [17]. At present there is very little docu-
mentation as to whether today’s primary control can
ensure stability of these systems when operated by
the utility control centres. The typical solution is to
add significant amounts of storage, which, in turn,
results in a roadblock to cost-effective deployment
of clean DERs. Much research remains to be done
for this fastest time scale to ensure that SES subsys-
tems can be implemented and operated in a stable
and robust way when participating in system-level
dispatch and ancillary services.

9 Conclusions

In this paper we build on our earlier-introduced
multi-layered modelling in energy space to: 1)
manage this complexity without having to make
strong simplifying assumptions; and, 2) communi-
cate multi-disciplinary signals using the same com-
mon interaction variables. This paper establishes a
unified technology-agnostic multi-layered modelling
understandable by all disciplines. The input-output
(I-O) specifications of highly diverse SES mem-
bers, including their energy humanistic behaviour,
are characterised using multi-layered abstraction of
complex technology-specific physics, data-enabled
automation and decision making as a triplet of en-
ergy, power, rate of change of generalised reactive
power named interaction variable. It is explained
how this triplet can be interpreted/understood in
SES, engineering, economics and computing. These
specifications are then used to design and operate
the SETS by means of data, and its interactive
processing. The major conclusion is that flexible
utilisation of SES subsystems can only be achieved
effectively by having protocols for multi-temporal,
multi-spatial and multi-functional cooperative en-
hancements of core attributes essential for sustain-
able electric energy services. Once this is under-
stood, it becomes possible to assess fundamental

shortcomings of today’s solutions, and potential of
overcoming these otherwise unsolvable problems.
The ideas are illustrated on two challenging prob-
lems facing the World, energy transition to clean
sustainable use and resilient, gradual degradation
of service during extreme events. Finally, for the
first time it becomes possible to relate the emerg-
ing AI and ML tools to the needs of the electric
energy services. Future R&D is needed to relate
the ideas concerning use of deep learning (DL), par-
allel learning (PL), reinforcement learning (RL) by
different levels of the complex system to the clear
objectives of these tools in enabling sustainable and
resilient services. In particular, levels of abstraction
for PL, and layers for DL, are defined using model-
based unified approach. This both overcomes the
complexity and processes the necessary information
for applying advanced computing in practice. Fi-
nally, given that the modelling is interactive, it re-
quires accurate and efficient information exchange
and computing of derivatives comprising the inter-
action variables between different modules. It was
pointed out recently that this opens yet another re-
search opportunity for AI, in particular automated
differentiation, to support implementation of sus-
tainable electric energy services.

Acknowledgment

The author greatly appreciates many years of collab-
oration with colleagues and graduate students based
on which this paper is written. In particular, recent
collaborations with Professor Donald Lessard, and
former graudate students Rupmathi Jaddivada and
Xia Miao are greatly appreciated.

References

[1] “Nems-the national energy modeling system: An
overview,” EIA DOE, 2007.

[2] S. Kypreos, “The markal-macro model and the climate
change,” tech. rep., Paul Scherrer Inst.(PSI), 1996.

[3] M. D. Ilic and D. R. Lessard, “Distributed coordinated
architecture of electrical energy systems for sustainabil-
ity.” Under submission to Nature Energy, 2020.

[4] E. Ostrom, “A general framework for analyzing sustain-
ability of social-ecological systems,” Science, vol. 325,
no. 5939, pp. 419–422, 2009.

[5] M. A. Crew and P. R. Kleindorfer, The economics of
public utility regulation. Springer, 1986.

[6] E. Conklin, Jeffrey, and W. Weil, “Wicked problems:
naming the pain in organisations.,” (1997):2001.

[7] D.-X. Zhao, B.-J. He, C. Johnson, and B. Mou, “So-
cial problems of green buildings: From the humanistic
needs to social acceptance,” Renewable and Sustainable
Energy Reviews, vol. 51, pp. 1594–1609, 2015.
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