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Abstract - Digital technologies have become an 
integral part of modern society. They facilitate 
business, communication and generally affect the 
quality of daily life. However, the other side of the 
story is that cyberspace is also a suitable 
environment for various types of criminal activity. 
These activities are becoming a major problem, 
facing ordinary people, small and large business 
systems, but also the states themselves. Cyber 
criminals can make great material and emotional 
damage to digital users. This issue is widely 
discussed internationally, but it seems that cyber 
criminals are always finding new creative 
solutions to circumvent all security protections in 
order to carry out their criminal activities. The 
impression is that much more determination and 
commitment are needed, as well as adequate 
education of digital technology users to recognize 
and prevent these threats from the online 
environment. Many studies have shown that 
criminal activities in the digital environment harm 
both individuals and organizations, causing great 
financial losses, but also damaging the 
reputation. The damage inflicted is very often 
irreparable. This research seeks to identify the 
challenges that digital users face in online 
environment, and to define how criminal activities 
in a digital environment, affect human lives and 
their business. The aim of this paper is to gather 
and analyze information about various types of 
criminal activity in a digital environment. 
Thorough research of the literature in this area, 
this paper is offering solutions to ordinary people, 
but also to organizations that use digital 
technologies, how to recognize these criminal 
activities and how to adequately protect 
themselves. 
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1. INTRODUCTION 

Technology is driving modern society, and it has 
influenced everything: governments and market 
economies, global trade, travel, and 
communications. Digital technologies have a 
revolutionary impact on the world, and, since the 
advent of the Internet and the worldwide web, 
the social community has become more 
respected and advanced (Graham & Dutton, 
2014).  

However, despite all the benefits available to 
humanity, digital technologies are also being 
used for criminal purposes. Compared to 
traditional crime, the percentage of cyber fraud 
has been increasing in recent years. It is much 
more difficult for competent institutions to fight 
against this type of crime for several reasons: 
criminals in the digital world are hiding behind 
anonymity, but also the naivety and low level of 
information literacy of users, combined with non-
harmonized legislation. All this supports such 
criminal activities.  

The digital devices are used as a target in 
attacks on computers or any other similar 
devices, through viruses, as weapons for 
committing crimes, or as accessories for storing 
illegal information. Cybercrime is not only 
affecting ordinary computer users, but also 
businesses, as companies lose billions of dollars 
every year, while these criminal activities may 
damage their reputation, causing them to lose 
future business. In today's world, cyber systems 
provide enough flexibility leading to their illegal 
use. The Internet enables economic activities 
such as buying, selling, online transactions, and 
social networks, but it also brings many threats. 
Hacking tools are available on the Internet and 
they do not require highly skilled people to use 
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them. Therefore, criminals are encouraged to do 
inappropriate actions in an online environment. 
Cyberspace has made users vulnerable, so it is 
important to take necessary steps to protect 
them and avoid exposure to such acts. Highly 
populated countries, such as Asian countries, 
depend on web resources, which creates a 
possibility of such crimes to occur However, in 
such a wide online environment, detecting and 
preventing crimes on the Internet is very difficult 
(Choi et al., 2007). This paper attempts to 
identify the challenges that digital users face in 
the digital environment and to define how this 
kind of criminal activities affect people’s lives 
and their business. The aim of this paper is to 
collect and analyze information on various types 
of criminal activities in the digital environment. 
By thoroughly researching the literature in this 
area, this paper offers solutions to ordinary 
people, but also to organizations that use digital 
technologies how to recognize these criminal 
activities and how to adequately protect 
themselves. 

 

2. NEGATIVE IMPACT OF DIGITAL TECHNOLOGY 

ON PEOPLE 

There is an impression that with the 
development of new tools and techniques, the 
number of online attacks is increasing, as well 
as the level of damage to victims. By developing 
new techniques, cyber criminals gain 
unauthorized access to networks, programs, and 
data, with the desire to access, and harm, 
confidential information. In some cases, even 
the states themselves are threatened. Many of 
these attacks threaten security, which affects 
information security, business continuity and 
ultimately results in loss of consumer 
confidence. Cybercrime does not have to have 
information systems as its target, by definition, it 
involves attacks that simply use the information 
system as a tool. The current definition used by 
the Computer Crime Research Center defines 
cybercrime as a crime committed online using a 
computer as a tool or as a targeted victim 
(Aghatise E. Joseph, 2006). 

Wall (2007) argues that in order to define 
cybercrime, we need to understand the impact 
of information and communication technologies 
on our society and how these technologies have 
transformed our world. Cybercrime creates new 
opportunities for criminals to commit crimes 
through its unique characteristics. 

Wall (2005) added that he sees these 
characteristics as "transformative keys," and that 
they may represent the following: Globalization 
(which gives perpetrators new opportunities to 
cross conventional borders); Distributed 
networks (which create new opportunities for 
victimization); "Synopticism and panopticism" 
(which allow monitoring of victim involvement 
from a distance); and "Data traces" (that create 
new opportunities for criminals to commit identity 
theft). 

The nature of computer crimes and how to fight 
against these activities has been discussed a lot 
in recent years. There is a confusion about the 
extent of this type of crime, but the extent and 
severity of this problem is being discussed and 
an active solution is being sought to tackle this 
phenomenon (Jahankhani & Al-Nemrat, 2011). 

The importance of cybercrime can be seen in 
increasing prevalence. In the UK, for example, 
as the Office for National Statistics shows, 3.8 
million cybercrime cases were reported in 2018. 
The total number of offenses recorded in other 
areas (e.g., burglary, theft, violence) is 6.5 
million. Thus, cybercrimes account for more than 
half of all crimes (techUK, 2018). 

Yar (2006) divided cybercrime into four areas of 
harmful activity and illustrated a range of 
activities and behaviors, without focusing on 
specific offenses. The four categories are as 
follows: 

Cyber-intrusion: crossing cyber borders and 
intrusion into someone else's computer systems 
and spaces where people have ownership rights 
and where damage is caused (e.g., hacking and 
virus distribution). 
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Cyber Deception and Cyber Theft: different 
types of harm that can happen inside 
cyberspace. At one level lie traditional patterns 
of theft, such as fraudulent use of credit cards 
and (cyber) money. There is a particular concern 
that in the near future this type of crime will 
become a big problem due to increase in the 
number of online bank accounts, as e-banking 
becomes more and more popular. 

Cyber-pornography: a violation of the law of 
debauchery and indecency. Cyberbullying: the 
violent influence of the cyber activities of others 
on individual, social or political grouping. 
Although such activities do not have a direct 
manifestation, the victim still feels violence and 
can experience long-term psychological 
consequences. The cyber activities listed here 
range from cyber-persecution and hate speech 
to technology talks.  

 
3. MANIFESTATIONS OF CYBERCRIME IN CYBER 

SPACE 

An increasing number of people are beginning to 
see crime as an addiction. Recently, there has 
been an increase in organizations modeled after 
Alcoholics Anonymous but dealing with criminal 
addiction. Group of authors in Canada, is 
committed to the controversial assumption that 
criminal activity can be a disease as resistant as 
alcohol or drug addiction. Although some 
experts are reluctant to label this activity 
“addictive,” many acknowledge that crime can 
be caused by psychological need, and 
psychologists have labeled criminals as 
compulsive people (MacQueen, 2004). 

At the beginning, in the 1990s, a number of 
formal definitions of cyberspace were offered by 
theorists, civil organizations, and government 
agencies, However, none of these definitions 
were accepted as permanent or widely 
accepted. A look at each step in the evolutionary 
path of this term offers insights into the 
development of domains, both from academic 
and political standpoints. Daniel Kuehl provides 
a comprehensive overview of these definitions in 
his contribution to cyber power and national 

security. This brief summary of Kuel's detailed 
reviews illustrates that, despite the various 
levels of sophistication, as the definition of 
cyberspace evolved, common themes within 
those definitions included electronics, 
telecommunications, infrastructure, and 
information systems, where all of them represent 
a part of a larger organized communication 
structure (Kuehl, 2009). 

Although many types of cybercrime require a 
high degree of organization and specialization, 
there is insufficient empirical evidence to 
determine whether cybercrime is now dominated 
by organized crime groups and what form or 
structure such groups may take (Lusthaus, 
2013). The available empirical data suggests 
that criminals who operate online or in the field, 
are more likely to be involved in loosely 
connected illegal networks rather than formal 
organizations (Décary-Hétu & Dupont, 2012). 

Perhaps one of the best examples of crime of 
this kind is the case of Aaron Swartz. However, 
it is highly debatable whether Schwartz's 
activities can be understood as criminal activities 
or activities for the benefit of the academic 
community and society as a whole. That 
question is likely to remain open for discussion 
by some future generations. 

In 2011, Aaron Swartz, a Harvard University 
faculty member in the field of ethics downloaded 
more than 4 million academic articles through 
the Massachusetts Institute of Technology (MIT) 
- JSTOR (Online Academic Warehouse). MIT 
and JSTOR have tried to stop the massive 
download of copyrighted material by denying 
access to their database channel from the entire 
MIT network. Schwartz then went to campus, 
plugged the laptop directly into the MIT 
network's IT infrastructure and left it hidden to 
retrieve more content. However, the IT 
administrator reported the laptop to the 
authorities. A hidden webcam was installed and 
when Schwartz came back to take his laptop, he 
was identified and arrested. He did not steal any 
confidential information, so JSTOR did not want 
to bring legal proceedings against him. 
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However, federal prosecutors charged Schwartz 
with 13 counts. Schwartz was known as a 
freedom of information activist who called for 
civil disobedience to copyright laws, especially in 
connection with the expansion of publicly funded 
research. Schwartz said he was protesting 
against JSTOR, and he planned to make the 
articles he had downloaded free for wide publicly 
and freely available for public use. 
Unfortunately, in the end, Schwartz, committed 
suicide, albeit under suspicious circumstances. 
His family has accused the government of being 
responsible for his death by prosecuting 
something they described as a nonviolent, 
victimless crime. In March 2013, he was 
posthumously awarded the James Madison 
Award by the American Library Association. This 
award is being given in recognition of those who 
advocate public access to information (Bort, 
2013). 

Alter (2017) and Newport (2019), along with 
other academics, claim that digital media 
devices and social media applications are 
harmful and addictive. 

As the social web expanded, so did the "dark 
web", an acronym for content that was not 
indexed on the Internet and therefore not 
searchable by standard search engines, also not 
protected by encryption layers and other security 
mechanisms (Bergman, 2001). Not all content 
on a dark web is illegal by definition. Yet, 
concealing such an underground network 
provides an ideal environment for illegal content, 
criminal organizing, such as the terrorist or 
organized crime, black markets, malware, or 
illicit drug trafficking (Weimann, 2016). 
Therefore, the growing focus of cybercrime 
research has sought to identify and understand 
the nature and patterns of such online criminal 
social networks (Holt, 2013). 

 
4. CYBERBULLYING IN A DIGITAL ENVIRONMENT 

Digital media have spurred material, social, 
technical, and cultural change, and, as scholars 
have found, has broadly influenced youth 
development and civic practices. Also, all these 

changes have caused a greater correlation 
between authentic and meaningful youth 
activities and traditional civic engagement 
approaches (von Gillern & Gallagher, 2016). 

Security is defined as the process of protecting 
an object from physical damage, unauthorized 
access, theft or loss, by maintaining the high 
confidentiality and integrity of object information 
and by making information about that object 
available whenever necessary (Koien & 
Oleshchuk, 2013). However, there is no such 
thing as the secure condition of any object, 
whether tangible or not, since no such object 
can be at the sometime in a completely safe 
state and being useful on the other hand. An 
object is safe, if the process can maintain its 
maximum interactive value under different 
conditions (Kizza, 2013). 

Cyberbullying is defined as electronic posting of 
vicious messages about a person (such as a 
student) that is often done anonymously 
(Merriam-Webster, 2017). Literature suggests 
that victims of cyberbullying generally manifest 
psychological problems such as depression, 
loneliness, low self-esteem, school phobias, and 
social anxiety (Grene, 2003). Moreover, 
research findings have shown that cyberbullying 
causes emotional and physiological harm to 
helpless victims (Akbulut & Eristi, 2011), as well 
as psychosocial difficulties, including behavioral 
problems (Ybarra, Mitchell, 2007), smoking, 
depression or poor commitment to academic 
activities (Ybarra & Mitchell, 2007), and alcohol 
consumption (Selkie et al, 2015). Cyber violence 
is not easy to define and operationalized 
(Tokunaga, 2010). Similar to offline violence, 
research finds that online abuse is a "deliberate 
and repeated harm" to another person, which 
involves an imbalance of power (Hinduja & 
Patchin, 2009). 

Watts et al. (2017) described several types of 
cyberbullying: flaming, cyberbullying, cyber 
stalking, disparaging, masking, tricking, and 
rejection (exclusion). In terms of the types of 
individuals targeted for cyberbullying, research 
has shown that both men and women are 
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equally represented and likely to face online 
harassment, but a wide variety of abuses have 
been increasing lately. Individuals who are more 
likely to experience cyberbullying include young 
users, black users, or those who identify as 
LGBT (Pew Research Center, 2014). Countless 
examples of this crime can be found in the 
media and unfortunately, in many cases, they 
result in suicides among young people (The 
Telegraph, 2017). 

Cyberbullying is can be understood as the 
manifestation of the malicious activities online. It 
affects children, teens, and adults as well. Like 
violence, it essentially involves repeated 
aggression (direct or indirect) imposed by a 
group or an individual against a victim who often 
cannot easily defend himself. However, this 
aggression is now happening through modern 
technological devices such as the internet or 
smartphones (Slonje & Smith, 2008). Some 
researchers found that SMS and social media 
are two common places for bullying young 
students (Whitty & Buchanan, 2016). It is 
interesting to note that despite a large number of 
such cases and the significant emotional impact 
of cyberbullying, many victims do not seek help 
(Price & Dalgleish, 2010). 

However, cyberbullying is also present in adult 
population (e.g., social networks and the 
workplace), although adults are expected to be 
better informed and more cognitively aware of 
their actions than young people are (Privitera & 
Campbell, 2009).  

Recent research shows that girls engage in 
cyber violence more often than boys (Kowalski 
et al., 2007). This is in line with available 
research showing that girls more often than boys 
rely on indirect forms of aggression. Hiding 
behind cyber walls can be very powerful 
because it allows the individual to express their 
thoughts and ideas in such a manner in which 
he/she cannot communicate face-to-face with 
peers. Cyber bullies see themselves as 
anonymous entities and can therefore engage in 
behaviors because they think their identities will 
not be revealed, there are no tangible 

consequences, and there are no limits to what 
their peers can say and pose (Keith & Martin, 
2005). 

Not only are the identities of cyber bullies 
hidden, but also the effects of their actions on 
victims. Because cyberbullies do not see the 
impact of their behavior on the victim (e.g., 
crying, shame, anger, emotional hurt), they are 
more likely to continue abusing an individual 
without empathy, regret, compassion, or 
remorse for the victim (Strom & Strom, 2005). 

 

5.  CONCLUSION 

While there is good will to reduce and solve 
criminal activity in the digital environment 
globally, it seems that this problem is not taken 
seriously enough. The damage done by this type 
of crime is huge in every sense. Of particular 
concern is the fact that this type of crime has 
taken precedence over traditional crime 
methods. International standardization of laws in 
this field, education of users of digital 
technologies, but also the development of better 
computer software for early detection and 
prevention of such occurrences are a necessity. 
Cyberbullying, as the manifestation of the 
malicious activities online, affects children, 
teens, and adults This type of aggression is very 
often directed towards individuals, who are not 
able to adequately protect themselves from 
attacks. Although the digital environment is still 
not the safest place for many Internet and social 
media users, in terms of security, from various 
types of cybercrime activities, however, there 
has been a positive shift in recent years in this 
area in countries which are at a higher 
technological level. Particular attention is 
focused on investigating criminal activities on 
social networks that Newport (2019), claims can 
be very harmful. According to Holt (2013) the 
growing focus of cybercrime research has 
sought to identify and understand the nature and 
patterns of such online criminal social networks. 
It is obvious that security in cyberspace is 
becoming a burning issue. Whether ordinary 
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people, but also organizations, will feel safe in 
cyberspace, the years ahead will show. 
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