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Special Issue: 

Impact of Digitalization on Economy  
and Society 

 

Guest Editor: 

Mirjana Radović-Marković 

 

Selected topic in digitalization and its impact on economy is of special importance because countries that 
have achieved advanced levels of digitalization and ICT applications have realized significant economic 
benefits. In other words, digitalization is a pathway to prosperity and has a measurable effect on growth. 
In line with this, we have collected information from scholars world-wide with the aim to identify how 
digitalization’s impact is different across economies in different stages of development.  

All papers included in this special issue, considered the different topic approaches. Although they 
analyzed the topic from multiple theoretical lenses, the authors identified a new economic trends and 
social consequences emerging in the digital economy. 

Paper no. 1, ”Industry 4.0 And Society 5.0: Challenges and Opportunities: The Case Study of Russia” (by 
Salimova, Tatiana, Vuković, Natalia, Guskova, Nadezhda and Krakovskaya, Irina) is devoted to Industry 
4.0 and the Fourth industrial revolution. Society 5.0 develops the concept of Industry 4.0 considering 
current social and technological challenges in the direction of its humanization and expansion beyond the 
technological, organizational, and economic transformation of industrial production based on cutting-edge 
scientific and technical developments.  Based on the results of an empirical study, this paper concluded 
that the economy of the Russian Federation in the face of its business community is on the way to 
transition to a digital society of the future faced the same problems and restrictions as most countries of 
the world. 

In paper no. 2, “ICT and Smart Cities: Case Studies of Moscow and Saint-Petersburg” (by Radović-
Marković, Mirjana; Vuković, Natalia; and Mityagin, Sergey) is discussed implementation of green 
technologies in the context of smart and green cities. In the conclusion remarks, authors pointed out that 
the effectiveness of introducing green technologies and ensuring the sustainable development of modern 
cities depends on the level of participation of citizens.  

“Job Satisfaction in IT Department of Mellat Bank: Does Employer Brand Matter?” (by Tajpour, Mehdi, 
Salamzadeh, Aidin and Hosseini, Elahe) is the paper no. 3. It investigates whether the employer brand 
affects the job satisfaction of IT department staff in Mellat bank, or not. Authors used Smart PLS 3 
software for analysis of data. Finally, the results indicated that reputation, organizational culture, 
corporate social responsibility, training, and development have all positive effects on job satisfaction of 
employees and that they have a negative effect on diversity and work-life balance. 

In paper No.4, “Work-Related Health Disorders and Work Ability among Computer-Operating Workers“ 
(by Jovanović, Jovica; Šarac, Ivana; Jovanović, J. Jovana; and Jovanović, Stefan), authors explore the 
prevalence of health disorders in order to estimate the work ability index among computer operating 
workers. The factors associated with a degree of working ability reduction were the current-employment 
length, every day computer usage, inappropriate ergonomics conditions, and the presence of health 
disorders. An important finding of this study is that those who had the work-related health symptoms and 
disorders and reduced working ability were those who used computers for more than four hours per day. 
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Paper no. 5, “Digital Transformation and Evolution of Business Models” (by Vučeković, Miloš and 
Gavrilović, Kristina) addressed the changes that are taking place within the digital transformation projects. 
They have resulted in substantial paradigm shifts in the ways of conducting business and executing 
processes in organizations. Digital transformation encompasses all business segments of organizations, 
their strategies, business models, organizational structures, and the activities they carry out. This paper 
presents the effects of successfully and unsuccessfully implemented digital transformations of 
Blockbuster and Netflix companies, and the consequences that these companies' digitalization approach 
had on their businesses. 

“Knowledge Share Supported by New Technologies” (by Baltezarević, Borivoje; Baltezarević, Vesna; and 
Milutinović, Olivera) is the paper no 6. This article explored the process of knowledge accumulation within 
the organizational system. It is concluded that the new technologies significantly facilitate access to 
knowledge and its constant exchange. 

In paper no.7, “IT Approach to Integrated Local Development Planning” (by Vukonjanski, Ivan; 
Baltezarevic, Borivoje; and Vučeković, Miloš) is considered the constitutive theory of integrated local 
development planning. This concept is partial (public-state) and integrated (private-public) systems. In the 
transition to an integrated local planning system, the question of designing suitable practical software with 
the input of developmental information has been raised, which makes it an urgent problem that needs to 
be addressed. This is the reason why this scientific paper has been prepared, with the purpose to further 
elaborate the developmental information for such software, since the quality of the local community 
development plans using an integrated model depends on it. 

Paper titled “The Dangers and Threats That Digital Users Face in Cyberspace” (no. 8) (by Baltezarevic, 
Ivana and Baltezarevic, Radoslav), focus on the digital technologies that have become an integral part of 
modern society. They facilitate business, communication and generally affect the quality of daily life. 
However, the other side of the story is that cyberspace is also a suitable environment for various types of 
criminal activity. These activities are becoming a major problem, facing ordinary people, small and large 
business systems, and the countries themselves, concluded authors. 

The aim of the paper no. 9, “Management of Security Processes in Information Technologies” (by 
Djokovic, Goran; Pavičević, Aleksandra; Vučinić, Dragan; and Vanka, Gajo) was to investigate how the 
Information Technology can strengthen the cyber culture and security through continuous innovation and 
adjustment of the regulatory framework. Authors recommend possibility to establish a balance between 
available opportunities and the capacity for proactive performance on one hand, and dynamic, complex 
and hard-to-predict cyber threats and risks, on the other. 

Paper no 10, “Internet Addiction, Online Activities, and Conflict with Parents among Young People” (by 
Vujović, Tatjana) shows that internet addiction positively correlates with frequent conflicts with parents. 
These results are of particular importance for the development of Internet addiction prevention programs.  

We hope that this special issue will provide a contemporary resource for researchers and other readers 
who are interested in effectively supporting economy and society with digital transformation. 

 

Prof. Mirjana Radović-Marković, PhD, MAE 

Institute of Economic Sciences, Belgrade 
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Abstract: The article is devoted to Industry 4.0 
and the Fourth industrial revolution. Society 5.0 
develops the concept of Industry 4.0 taking into 
account current social and technological 
challenges in the direction of its humanization and 
expansion beyond the technological, 
organizational, and economic transformation of 
industrial production based on cutting-edge 
scientific and technical developments. So, the task 
of identifying challenges and opportunities for 
implementing the concepts of Industry 4.0 and 
Society 5.0 for Russia is updated. To try to find 
answers to these questions, the authors of this 
article developed a questionnaire and conducted a 
survey of representatives of the Russian business 
community (mainly industrial enterprises). The 
results of the survey below provide information 
about the opportunities and risks of Russian 
enterprises in connection with the implementation 
of the concepts of Industry 4.0 and Society 5.0. 
According to the survey analysis in the 
implementation of the concept of Society 5.0 in 
Russia it should be set not only as priorities of 
technological development at the national level 
Also mechanisms for motivating the business 
community should be developed in the field of 
socially-oriented technologies. Based on the 
results of an empirical study, it can be concluded 
that the economy of the Russian Federation on the 
way to transition to a digital society faced the 
same problems and restrictions as most countries 
of the world. 
 

Index Terms: Industry 4.0, Society 5.0, 
sustainability, manufacturing, business 
intelligence systems. 
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1. INTRODUCTION 

he XXI century was marked by significant 
changes in both the external and internal 

environments of modern organizations, 
commercial and non-commercial. Radical 
changes in production and sales technologies, 
consumer behavior, and globalization. The 
emergence of new concepts in production 
management are developing in the world such as 
"Industry 4.0" in Germany, "Made in China" in 
China, "Connected Factory" and Society 5.0 in 
Japan, "Industrial Internet" in the United States 
etc. 

Industry 4.0 is associated with the Fourth 
Industrial Revolution. The concept of the Fourth 
industrial revolution was formulated by Klaus 
Schwab and announced at the World Economic 
Forum in Davos (2011) [1]. Germany is the 
leader in the implementation of this concept. 
Industry 4.0. It aims to significantly reduce 
production costs due to the mass introduction of 
cyber-physical systems in production. 

According to research results in USA from 
more than 2000 respondents from 26 countries, 
the creation of digital enterprises has already 
generated annual revenue from digital solutions 
in the amount of $ 493 billion [2]. The annual 
profit was $ 421 billion. The amount of 
investment in digital technologies is $ 907 billion.  

The concept of Industry 4.0 is defined by 
characteristics such as digitalization and 
integration of vertical and horizontal value chains, 
digitalization of products and services, digital 
business models, and customer access. 

At the same time, the implementation of this 
concept mainly covers the sphere of production, 
while it is necessary to solve problems like 
demographic situation in developed countries, 
reduction of personnel from digital enterprises, 
need for their retraining and employment, and 
ensuring security and socio-ecological and 
economic stability of the modern world. 

The concept of Industry 4.0 and Society 5.0 
are closely connected with each other because 
many technologies that have already changed 
industry have an important role to play in 
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transforming the society, also. Therefore, 
Industry 4.0 is developing beyond to the concept 
of Society 5. 
Society 5.0 takes into account current social and 
technological challenges in the direction of its 
humanization. Society 5.0 is a socio-economic 
and cultural system that is steadily developing in 
an optimal direction for humanity based on the 
processing of Big Data Results.  The concept of 
Society 5.0 is focused on achieving UN 
sustainable development goals until 2030, such 
as responsible consumption and production, 
sustainable cities and human settlements, 
industrialization, innovation of infrastructure, low-
cost and clean energy, good health and well-
being, partnership for sustainable development, 
etc. 

Therefore, the main task of this article is to 
identify challenges and opportunities for 
implementing the concepts of Industry 4.0 and 
Society 5.0 for sustainable development in 
Russia. 

2. LITERATURE REVIEW 

The concept of Society 5.0 is developing 
beyond the concept of Industry 4.0. The term 
"Industry 4.0" appeared in 2011 in the high-tech 
Strategy-2020 of the German government and 
originally referred to the project to computerize 
production within this Strategy [3]. Members of 
the Industry 4.0 working group (Henning 
Kagermann, Siegfried Deiss) are recognized as 
the founding fathers of this concept as it is in 
Industry 5.0 definition. 

The ideas of the development of Industry 4.0 
served as the basis for the development of 
national and interstate initiatives like strategies or 
programs for the digitalization of the economy 
and of particular industries. In Austria, Italy, 
Portugal, Sweden, and other EU countries by the 
research of Medovnikov et al. (2017) [4] these 
initiatives are most often called Industry 4.0 or 
Smart Industry. 

The concept of the Fourth Industrial revolution 
was formulated by the President of the World 
Economic Forum in Davos, Karl Schwab (2017) 
[5]: "…by Spreading the technology of "smart 
factories", the fourth industrial revolution creates 
a world in which virtual and physical production 
systems flexibly interact with each other on a 
global level. This ensures complete adaptation of 
products and the creation of new operating 
models." 

The problems with digitalization of the 
economy, particularly in industrial sector, 
stimulate research interest of different scientists. 
For example, Ahmad, S. et al. investigated the 
role of business intelligence systems within 
Industry 4.0 [6].  García-Muiñaet al. search the 

problem of sustainability transition in smart 
manufacturing and Industry 4.0 [7]. Yongxin Liao, 
et al. investigate past, present, and future of 
Industry 4.0 in EU [8]. 

The total number of published articles on 
Industry 4.0 from 2012 till 2018 in international 
scientific Scopus database increased from a few 
publications to 1.5 thousand articles per year. In 
scientific journals indexed in the databases 
Scopus and Web of Science this number is more 
than 7.8 thousand articles, including 4.6 
thousand articles about Industry 4.0 and more 
than 1.2 thousand articles about the Fourth 
industrial revolution, the rest are publications 
about smart manufacturing, smart factories, and 
smart industry. The main part of these 
publications is written by scientists from 
Germany, China, the United States, Italy, and 
South Korea. 

The terms Industry 4.0, Fourth industrial 
revolution, and Digital transformation are now 
considered synonymous by many researchers [7, 
8, 9]. This approach is found, in particular, in the 
publications of the German research center for 
artificial intelligence Deutsche Forschungs-
zentrum für Künstliche Intelligenz [10]. But there 
is still a big discussion. First of all, because of the 
use of a wide range of technologies (from 3D 
printing to drones, robotics, etc.). Secondly, due 
to the obvious impact of this phenomenon not 
only on the development of technologies in 
industry, but also on other areas of the economy 
and society as a whole [11]. 

Therefore, an alternative view is that Industry 
4.0 is one of the elements of the Fourth industrial 
revolution aimed to industrial development, while 
the term "Fourth industrial revolution" also covers 
changes taking place in public life. 

In recent years the research has developed on 
three more aspects of the problem of digital 
transformation such as social, economic and 
environmental. All this is important for 
Sustainable Development because it influences 
directly to 3 basic spheres of sustainable 
development and green economy such as 
economy, ecology and society [12, 13].  

The term Industry 5.0 was first introduced in 
December 2015 in the article "From Virtual to 
Physical" [14] implemented by Michael Rada. 
Industry 5.0 in comparison with Industry 4.0 is 
more of a systemic transformation affecting civil 
society, governance structures, and human 
identity in addition to solely economic/industrial 
consequences. Researchers in the topic of 
Industry 5.0 prefer to talk about the next step in 
evolution. Industry 5.0 is a future but pervasive 
trend of changing processes aimed at closer 
collaboration between man and machine, and 
systematic prevention of waste and loss, 
including industrial up cycling [6].  
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The leitmotif of Industry 4.0, which many 
authors already consider to have come today, is 
digitalization, which involves the introduction of 
connected devices, data analysis technologies, 
and artificial intelligence for further automation of 
processes (introduction of connected devices, 
data analytics and artificial intelligence 
technologies to automate processes further). The 
priority of Industry 5.0 is an efficient use of 
machine and human labor in a synergistic 
environment. Industry 5.0 takes the concept of 
personalization to a new level. The fifth industrial 
revolution (Industry 5.0) will focus on human-
machine collaboration, where human intelligence 
works in harmony with cognitive computing.  

The idea of "Society 5.0" was formulated in the 
Fifth Basic Plan of Scientific and Technological 
development of Japan (the 5th Science and 
Technology Basic Plan) [15] in December 2015 
as a response to the challenges to the Japanese 
economy. The biggest of these challenges are a 
declining working population and its aging, 
increased international competition requiring 
infrastructure upgrades, natural disasters, 
terrorism, environmental problems, and lack of 
natural resources. This approach is implemented 
in the researches of Granrath (2017) [16] about 
Japan’s Society 5.0 and going beyond Industry 
4.0.  

They position the concept of society 5.0 as a 
universal model of sustainable development. 
"Although this concept is written for Japan, it and 
its elements can be adapted for any other 
country. For Russia, the problem of economic 
diversification and development of the 
manufacturing sector is urgent. Accordingly, 
within the framework of adapting the concept, it is 
necessary to focus on those elements of it that 
are related to the development of industry. The 
Germans have long used the "industry 4.0" 
strategy, but it is aimed only at production. 
"Society 5.0", in contrast, also works with the 
social sphere. Therefore, Germany could use 
precisely those parts of the Japanese concept 
that are aimed at modernizing other social 
processes that are not related to the industrial 
sector" [17]. 

Many researchers from other countries agree 
with them. K. Schwab and N. Davies in the work 
"Technologies of the Fourth industrial revolution" 
on behalf of 200 leading world experts in the field 
of technology, Economics and sociologists who 
took part in the work on this book, note: "To take 
advantage of the Fourth industrial revolution, we 
should not consider promising technologies as 
simple tools that are completely under our 
conscious control, or as external forces that 
cannot be controlled. Instead, we should try to 
understand how and where human values are 
embedded in new technologies and how 

technologies can be applied for the common 
good, environmental protection and human 
rights" (Technologies of the Fourth industrial 
revolution). According to Ozgür Onday [17], 
although Society 5.0 is a Japanese development 
system, it is not limited to Japan, since its goals 
are equivalent to the Sustainable Development 
Goals [18]. 

There are also alternative points of view on the 
universality about the idea of Society 5.0 and the 
unconditionality of the benefits of its construction. 
Professor Bruno Salgues, in his voluminous work 
"Society 5.0: Industry of the Future, 
Technologies, Methods and Tools", considered 
the logic and design of this new social formation, 
its benefits, risks, promising tasks, and new 
approaches to management from the positions of 
politics, governments, business at the level of 
industry and firm, urban life, transport 
infrastructure, mobility, and the environment. He 
notes the danger of underestimating and 
misunderstanding the consequences of 
upcoming social changes and their 
unpredictability [19]. 

According to M. D. Shchelkunov and A. R. 
Karimov "The construction of society 5.0 
corresponds to the ideas of trans-humanistic 
evolution of humanity, aimed ultimately at 
replacing the bodily-vital basis of being homo 
sapiens with an inanimate artificial substrate. 
This can only be avoided by building an 
anthropocentric type of civilization" [20]. 

Professor of Niigata University of management, 
Ivan Tselishchev, considering the socio-
economic and cross-cultural problems of 
spreading the ideas of Society 5.0, notes the lack 
of points of contact between Russia and Japan 
[21]. 

According to the authors of the monograph 
"Development of the digital economy in Russia as 
a key factor in economic growth and improving 
the quality of life of the population", "awareness 
of the need for digital transformation at both the 
company and state levels will definitely come. But 
this will happen when most of the new digital 
markets have already been formed, and new 
technologies have been developed and patented 
by foreign companies. And it will be very difficult 
for Russian businesses to integrate into the 
digital ecosystem" [22]. 

This approach, on the one hand, allows for a 
deep, concentrated study of existing problems in 
each direction, but, on the other hand, does not 
allow for their coordinated solution" [23].  

3. RESEARCH HYPOTHESES 

Research hypotheses are proposed as follows: 
H1: Russia is ready to implement the concept 

of "industry 4.0" and form Society 4.0.  
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H2: Russian regions and businesses are ready 
to implement the ideas of Society 5.0. 

In addition, we were searching the answer on 
the following questions: 

1. What positive and negative effects can 
different transformation scenarios have? 

2. What risks have the strongest influence on 
the development of concepts Industry 4.0 
and Society 5.0 in Russia? 

To try to find answers to these questions, the 
authors of this article developed a questionnaire 
and conducted a survey of representatives of the 
Russian business community (mainly industrial 
enterprises).  

4. RESEARCH METHOD 

Aware of the complexity of the problems of 
transforming business models in the digital 
economy, in January-March 2020, this study 
conducted a survey of representatives of Russian 
enterprises and organizations in order to identify 
their level of awareness and vision of the 
prospects and limitations of applying the 
provisions of the concepts of Industry 4.0 and 

Society 5.0. in domestic management practice. 
The study, performed using the Google Docs 

service, was attended by 308 experts 
representing enterprises and organizations of 
various industry areas, including: mechanical 
engineering (42%); chemical industry (12%); food 
and agriculture (12%); IT and 
telecommunications (11%); energy (7%); 
metallurgy (4%); design and construction (3%), 
as well as services, including conformity 
assessment and consulting, logistics and cargo 
transportation etc. 

The study included respondents from the 
following regions of the Russian Federation: 
Republic of Mordovia, Republic of Tatarstan, 
Tambov oblast, Voronezh oblast, Kaluga oblast, 
Sverdlovsk oblast, Perm Krai, Nizhny Novgorod 
oblast, Ulyanovsk oblast, Penza oblast, Samara 
oblast and the cities of Moscow and St. 
Petersburg. 
 

 

 

Figure 1: Answers to the question: “What concepts are presented  
in the strategy of the company where you are working?”  

 
5. FINDINGS  

 
The results of the study showed that the risks 

faced by Russian enterprises and organizations 
are becoming more complex. 

The application of the provisions of the 
concepts of Industry 4.0 and Society 5.0 in 
domestic management practice is limited and 
fragmentary. Only 18.4 % and 5.3 % of the 
survey participants are familiar with these  
 

concepts, but only a few of them stated that they 
are integrated into their business development 
strategies. The vector of corporate development 
of most of the respondents ' enterprises is still 
associated with past experience and the existing 
technological structure and more than a quarter 
of respondents (26.3 %) could not compare their 
business strategy with the provisions of any of 
the known concepts or basic documents of socio-
economic and scientific-technological 
development of society (Fig. 1 and 2). 
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Figure 2: Answers to the question: “Is Russian businesses ready 
to implement the ideas of Society 5.0?” 

 
However, the actual level of involvement of 
domestic enterprises in the fourth industrial 
revolution and the practical application of its key 
technologies remains extremely low. More than 
half of the respondents consider the storage and 
statistical processing of data (36.8 %), as well as  
the use of new materials and technologies for 
additive manufacturing (14.5%) as evidence of 
the digital transformation of their work. At the 
same time, 35.5% of respondents could not 
implement the concept of Industry 4.0 and found 
it difficult to identify Industry 4.0 technologies, 
which they used. 
 It is interesting that top management assesses 
the level of use of digital technologies in the work 
of their companies significantly higher than 
middle managers and ordinary specialists. In our 
opinion, this may indicate an unreasonable 
optimism of senior managers about Industry 4.0 
technologies, or a low level of staff awareness of 
digital projects and strategies implemented in 
companies. 

According to representatives of Russian 
enterprises in innovative sectors of the economy, 
the success of their digital leap will depend not 
only on the optimization of processes and  
technologies used, but also on the integrity and 
authenticity of the corporate culture that ensures 
the harmonization of personnel actions and 
technologies used by them. The survey 
participants believe that the development of 
corporate culture in this way, as well as the 
removal of administrative, social, and other 
barriers to human self-realization, can be 
achieved by integrating the provisions of the 
concept of Society 5.0 into management 
practices at the level of individual enterprises and 
organizations, as well as at the industry and state 
levels. At the same time, the majority of 
respondents (71.1 %) believe that the concepts) 

of Industry 4.0 and Society 5.0 consistently 
complement each other (Fig. 2). 

Moving from one concept to another should 
promote for Russia the followings: 
 the country will be able to ensure the 

widespread use of digital technologies not 
only in the industrial sector, but also to meet 
social needs and requests (50.0 % of 
respondents); 

 it will contribute to the growth of the quality of 
life of citizens (40.7 %); 

 it will create a basis for implementing the 
provisions of the sustainable development 
strategy until 2030 (34.2 %); 

 it will allow changing the raw material vector of 
the Russian economy to the industrial one 
(32.9 %). 

However, according to the respondents, to 
include Russian enterprises and organizations in 
the implementation of the provisions of the 
concept of Society 5.0 at the state level should 
be set not only as priorities for technological 
development, but also as mechanisms for 
motivating the business community to create 
socially-oriented technologies and improve the 
quality of life of people. 

6. CONCLUSION 

Based on the results of an empirical study, it 
can be concluded that the economy of Russia, 
according to its business community, is in 
transition to a digital society of the future facing 
the same problems and restrictions as most 
countries of the world.  

These are: the lack of investment necessary 
for technological re-equipment and digitalization 
of production, the lack of personnel ready to work 
with Smart systems, the lack promptly changing 
the legislation regulating social and economic 
relations in the conditions of universal 
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digitalization, and Society's unwillingness to 
accept and actively participate in the promotion of 
this doctrine. All this will influence positively the 
sustainable development of Russia. It's the same 
Five Companies 5.0 “Walls” (ministries and 
agencies, legal systems, technology, human 
resources, and wall-making society) that were 
identified in the Fifth Basic Plan for Scientific and 
Technological Development in Japan (The 5th 
Science and Technology Basic Plan). 

At the same time, it is assumed that the 
"Society 5.0" program will speed up the 
resolution of issues that arose in the context of 
the fourth industrial revolution. A very important 
result of the implementation of the concept 
"Society 5.0" is the formation of conditions for 
achieving the sustainable development goals 
(SDGs, including: the creation of global 
innovation systems; development of smart 
production systems in industry, smart agriculture 
and the possibility of expanding food market with 
the help of smart food; smart cities; regulating 
climate change; creating a prevention system 
against infectious diseases; modern e-learning 
technologies, etc. 

This experience will be useful for Russia, which 
is taking the first steps to overcome them, largely 
due to the strong position of the state in 
promoting The National Program "Digital 
Economy of the Russia" and the National 
Technology Initiative. The further success of the 
digital and socio-economic transformation of the 
state will directly depend on the effectiveness 
and consistency of joint efforts of government 
structures, the business community and social 
institutions in addressing the challenges of 
sustainable development of the national 
economy.   
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Abstract: The article is devoted to integration of 

the concepts of smart city and green city. Many 
business experts present smart city idea as 
digitalization of urban infrastructure. By other side, 
many researchers prove that these two concepts 
influence strongly on each other and we can meet 
in international science such definitions as smart 
greens and green infrastructure of smart cities. 
This conflict in definition of smart cities can be 
solving by the review of cities residents. In 
addition, it is proved in many researches that the 
effectiveness of green technologies and their 
sustainable development depends on the level of 
participation of citizens. People are active 
participants in the life processes of cities and have 
a direct impact on the urban environment. The 
introduction of green technologies can be 
ensuring in harmony with the well-established 
behavioral attitudes of city residents. In this article, 
the authors investigate the definition of smart city 
by residents’ point of view and their priorities in 
the development of smart cities on the cases of 
Russian business and cultural capitals, Moscow 
and St. Petersburg. To obtain the results of the 
study, the authors interviewed more than 375 
citizens in Moscow and St. Petersburg. As the 
results of the research, the authors concluded that 
for the citizens of Moscow and Saint Petersburg, 
the development of a green city is included in the 
concept of a smart city. Another important result of 
the study, is the fact that residents of both cities 
are ready to participate in the development of 
smart and green cities, which gives an argument to 
make positive forecast for implementation of the 
concept of smart city in this agglomeration, 
because smart residents are the key factor and 
deriver for the development of both green and 
smart city.  
 

Index Terms: city, smart city, digital city, 
sustainable development, urban development  
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1. INTRODUCTION 

ore than 70% of the world's population lives 
in cities. The problem of safety and comfort 

living together for so many people at the same 
territory allows us to predict the growing interest 
to smart cities. Also, according to McKinesey 
Global Research, by 2020 the number of smart 
cities will exceed the threshold of 600 units [1]. 
Also, the term “smart city” has appeared in world 
science relatively recently, and its definition still 
varies. 

In business the terms smart city and digital city 
are often interpreted by scientist as equal.   
Dameri Cocchia [2] shows that “smart city and 
digital city” are often changing each other. These 
two terminologies are used to indicate an 
innovative urban strategy, aiming at improving 
the quality of life in urban areas, especially in 
large cities. However, a deeper analysis of their 
meanings and their contents reveals that smart 
city and digital city define different development 
paths for cities, with different instruments and 
different goals, even if smart city and digital city 
have several overlaps and common strategies.  
Similarities and differences of smart city and 
digital city have been evident and they are useful 
to both. They drive local and central governments 
to orient their policies for urban innovation, and to 
measure and evaluate reached results for 
municipal administration and citizens in improving 
the quality of life in even larger and more 
complex cities. 

2. LITERATURE REVIEW 

Modern smart cities usually include projects of 
smart city management, smart economy, smart 
finance, smart infrastructure, smart technology, 
smart environment, and smart citizens as in the 
research of Kummitha Crutzen [3]. Smart citizen 
is the most important element of the smart city. It 
is the driver of the smart city development as 
presented researches of Nam Pardo [4] and 
Oliveira Campolargo [5]. It is clearly formulated in 
the research of Chan [6]: “more importantly, an 
understanding of the similarities and 
discrepancies of value influence the sustainability 
of urban development on the long run”. The right 
to the city is far more than a right of individual 
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access to the resources that the city embodies: it 
is the right to change ourselves by changing the 
city more according to our heart’s desire [7].  

For policy and decision makers at urban level it 
is important to look at the overlapped attributes of 
the potential themes, particularly the attributes 
that catch the attention and exhibit attractiveness 
to most stakeholder groups. The locals’ views 
and residents’ valuable perceptions must 
therefore deserve higher level of attention.  

The concept of a smart city and the concept of 
a green city have a lot in common in their bases 
and influence each other mutually in their 
progress. Table 1 is presents that almost all parts 
of these two concepts cross each other. 
 

Table 1: Common Units of Smart City  
and Green City Concepts 

 
After making strategy of urban development 

and future vision, citizens start to implement 
digitals technologies and smart city solutions.  
Many modern scientists like Chourabi, Nam, 
Walker, Gil-Garcia, Mellouli, Nahon, Scholl [10] 
conclude that “technology may be considered as 
a meta-factor in smart city initiatives, since it 
could heavily influence each of the other seven 

factors.” 
Due to the fact, that many smart city initiatives 

depend on citizens behavior, it could be seen as 
a factor influencing all other success factors in 
this framework. At the same time, it is noted, that 
the implementation of smart city projects can be 
effective only if a number of the following 
conditions are implemented: 

1. taking into account real behavioral habits 
and practices of citizens in making and 
implementing urban decisions; 

2. taking into account real needs of citizens and 
prospects of the urban environment in forming 
plans for new smart city projects; 

3. the reasonable structure of projects, 
ensuring their orderliness, interaction, and 
interoperability. 
 Among all elements of the smart city concept, 
we evaluate the element of “smart citizens” as 
the key element. It is the main driver of the smart 
city concept presented in Table 2. 
 

Table 2: important Role of Smart Citizens  
in implementation of Smart City Concept 

 
№ 

 
Smart City Elements [9] 

 

Direct 
Influence 
of Smart 
Citizens 

1 Funding and investments 
 

 

2 Partnerships + 

3 Dedicated organizations + 

4 E-governance  

5 Public services  

6 Decision-making + 
7 Strategic plan  
8 Quadruple-helix approach  

9 Actions/initiatives/projects + 
10 Urban design + 
11 Innovation districts  
12 Living Labs Delimited   
13 Mobility + 
14 Amenities and facilities  
15 Natural resources + 
16 Spirit of community + 
17 Smart citizens + 
18 Social and cultural plurality + 
19 Rule of law  
20 Land use + 
21 Economic activities  
22 Human capital and 

entrepreneurship 
+ 

23 Research, education, and 
technology 

+ 

24 Collaborative spaces + 

25 Global business networks/ 
internationalization 

+ 
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Renewable 
energy 
 

Adaptation to climatic changes 
transition on the base of 
intelligent security systems 

Green 
buildings 
 

Improving the quality and 
reliability of environmental 
assessment by using digital 
technologies 

Sustainable 
transport 

Improving the environmental 
situation by using digital 
technologies 

Water 
management 

Improving the efficiency of 
natural resources using digital 
technologies 

Waste 
management 
 

Adaptation to climatic changes 
transition on the base of 
intelligent security systems 

Land 
management 
 

Reducing the dynamics and 
response time in emergency 
situations by using digital 
technologies 
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Usually for citizens it is very important to live in 
a green infrastructure as it is presented in the 
researches of Bibri Krogstie [11]. That’s why 
there are many researchers who consider that 
smart city concept is integrated with green city.  

In many cases, researchers show how the 
evolution of smart and green technologies 
mutually stimulate each other, as indicated by 
Jong Martin, Joss Simon, Schraven Daan, Zhan 
Changjie, Weijnena Margot, Soumya, Alok, 
Polzonetti, Sagratella [12] and Artmann, Kohler, 
Meinel, Gan, Ioj [13]. 

3. RESEARCH HYPOTHESES 

Research hypotheses are proposed as follows: 
H: The concept of a smart city and the concept 

of a green city are integrated and their common 
driver of development are smart citizens.  

H1: The concept of a smart city should include 
elements of the green infrastructure.  

H2: Smart residents are the driver of 
development of both smart city and green city 
concepts.  

4. RESEARCH METHOD 

The following survey was conducted in 2019 
among the citizens in Saint Petersburg and 
Moscow with total number of participants 
exceeding 375 people (Table 3). The research 
questionnaire was oriented on understanding 
priorities of the development of smart and green 
cities by city residents. In the research, we 
interviewed more than 107 citizens of Saint-
Petersburg and more than 266 citizens of 
Moscow. We choose people between 19 and 50 
years of age, because they will live in the cities of 
future and they are motivated to implement smart 
and green city concept in their agglomerations. 

 
Table 3: survey characteristics 

Characteristics 
Cities 

Saint-
Petersburg 

Moscow 

Population 
2019 

5 383 968 12 615 882 

Survey 
participants 

 
107 266 

5. FINDINGS  
In the framework of this study, we consider the 

prospects of implementing solutions in the 
implementation of the concept of a smart and 
green city for two cities, St. Petersburg and 
Moscow, in the Russian Federation. Both cities 
are cities of federal significance and have similar 
city laws and living standards. The study was 
carried out using an online survey of 
respondents. In Fig.1. it is presented that ecology 

and green technologies are the most important 
for urban development items for citizens of the 
both cities. This fact is confirmed by the 
researches of other scientists too, more details 
are in the publication of Polzonetti, Sagratella, 
Soumya, Alok etc. [14,15]. 
 

 

Figure 1: Answers to the question “What do you think 
is most important in smart city development?” 

The results of the answer presented in Figure 2 
shows that the problem of waste management in 
these cities is most important for citizens within 
the green infrastructure of the smart city. Many 
researchers have the same conclusions in their 
articles [16,17.18]. We are sure that these 
research results can be useful for all world cities. 

The results in Figure 1 and Figure 2 show that 
the concepts of smart city and green city are 
developing together by society vision. As we can 
see from the data on Figure 3, the percentage of 
actively-minded citizens in Moscow and St. 
Petersburg is more than 50%. These results 
show the willingness of citizens to take part in 
mass events to develop the concepts of smart 
city and green city on the territory of their 
municipalities. It is definitely a positive trend. 
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Figure 2: Answers to the question “What do you think 
is most important in smart city solutions?” 

 

Figure 3: Answers to the question “Are you ready to 
personally participate in the events of a smart city?” 

Thus, as the result of the pilot study, we can 
conclude that there are positive expectations 
among the respondents toward the introduction 
of the smart city concept, the associations of the 
smart city as a whole with a green and 
comfortable city, and that there is willingness to 
personally participate in these events. 

 
 

Figure 4: Answers to the question “Under what 
conditions would you be ready to participate in the 
events of a smart city?” 

 

 

Figure 5: Answers to the question “What is the main 
source for the development of green and smart cities?” 

Figures 4 and 5 show that, despite the fact that 
citizens in Moscow and Saint-Petersburg have an 
active desire to participate in the development of 
smart and green technologies in the city, there 
are two constraining and limiting aspects. Firstly, 
about half of them see their active participation in 
the development of smart and green city 
infrastructure is possible only on the commercial 
basis, Figure 4. Secondly, there is a stereotype 
that the development of smart and green cities 
occurs mainly from financial resources, Figure 5, 
and as Russian and world practice shows, this is 
not always the case. 

6. CONCLUSION 

Research hypotheses about smart-green 
integration in urban development were proved by 
implemented review in Moscow and S. 
Petersburg.  
  Figure 1 presents that, for main part of 
residents in Moscow and S. Peterburg, main 
priorities in smart city development are in the field 
of green infrastructure: more than 66% citizens 
said that for them the most important direction 
within smart city development is green urban 
infrastructure. Figure 2 points to concrete 
elements of green infrastructure for development 
of smart city in Moscow and S. Peterburg and we 
can conclude that Waste Management is the 
leader with 39%. 
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The concept of smart city and concept of green 
city are integrated and their common driver of 
development is society of smart citizens as it is 
presented in Table 1 and Table 2. All smart city 
elements influence on each other. 

Due to the fact that the residents have driving 
role in a smart city development, it is a positive 
result that in both investigated cities citizens are 
motivated to participate in projects of smart city 
development. And their effective involvement 
should be counted in municipal budgeting, urban 
management [19,] and measuring system [20]. 

Besides that, it is important to use 
agglomeration approach in investigation of smart 
cities, especially in estimation and forecasting 
[21,22], because in smart city integration and 
facilitation process the agglomeration effect is 
especially strong [23]. 
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Abstract: Nowadays, because of the competitive 

labor market, employment and retention of talented 
and skilled workers has become a crucial 
challenge for most organizations. The exceptional 
value of the employer brand can create a 
competitive advantage for any organization. The 
present study aims to examine whether the 
employer brand affects the job satisfaction of IT 
department staff in Mellat bank, or not. This 
research is applied in terms of purpose and 
descriptive-correlational in terms of quantitative 
approach. The statistical society of this research 
includes all of the IT department staff of Mellat 
Bank; the population of this unit is 367 people.  
The sample size calculated by Cochran's formula 
was 188. For collecting data, we used a standard 
questionnaire. Experts confirmed the validity of 
this questionnaire, and Cronbach’s alpha 
confirmed its reliability. We used Smart PLS 3 
software for analysis of data. Finally, the results 
indicated that reputation, organizational culture, 
corporate social responsibility, training and 
development have a positive effect on job 
satisfaction of employees and that they have a 
negative effect on diversity and work-life balance.  
 

Index Terms: Employer brand, Social 
responsibility, Training and development, Job 
satisfaction, Mellat Bank  
 

1. INTRODUCTION 

APID environmental changes are among the 
most critical challenges for firms. Also, 

tremendous and ever-increasing competition has 
forced them to innovate constantly in order to 
succeed [1]. Nowadays, organizations need 
competitive advantages for success. It is 
considered that human capital is one of the 
essential resources for reaching sustainable 
competitive advantages [2]. Organizations must 
have an exact vision about how to make a 
difference between own productions and services 
and those of other competitors to their 
consumers [3]. As the consumer brand  tries to 
attract consumers to the company’s products, the 
employer brand tries to compete in labor market  
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to attract the potential applicants to the 
organization and to employ them, and later, to 
use strategies for retention of employees [4]. The 
employer acts as an official representative for the 
creation and rise of effectiveness and success of 
an organization and achieving its goals [5]. The 
employer brand differentiates the organization 
from its competitors and results in improved 
employee communication in the organization [6]. 

Moreover, branding is the best solution for 
organizations, which are facing lack of adroit and 
talented employees [7]. Nevertheless, there are 
some minor differences among companies 
regarding how they engage in branding activities 
in special situations such as high-risk situations, 
or when they lack enough facilities, or experience 
mismanagement [8]. A powerful employer brand 
has a diversity of intra-organization and extra-
organization advantages [9]. The job satisfaction 
is a construct, which is connected to 
organizational outcomes. The organizational 
outcomes include employee’s financial turnover, 
motivation, commitment, and benefits [10]. 
Tanwar & Prasad [11] present employer brand 
dimensions, including training and development, 
diversity, fame, social responsibility, work-life 
balance, organizational culture. It shows that 
upgrading of each criterion enables an 
organization to employ better human resources 
and creates a commitment for present employees 
[11]. Job satisfaction is considered as an 
emotional state which is obtained through 
evaluating the actions of a person in order to 
reach or simplify reaching goals at his/her job 
[10]. Also, entrepreneurship can be considered a 
process of increasing wealth through innovation 
and identifying opportunities [12].  

Backhaus & Tikoo [13] observed that an 
employer brand could raise job satisfaction 
through a strong organizational culture. Job 
performance could result in improved services 
and company’s production. Unfortunately, a few 
empirical pieces of research were done about 
effects of employer brand on job satisfaction [14, 
15, 16]. The Mellat Bank, as a well-known 
financial institute in Iran, needs specialized 
employees and their willing cooperation and 
participation for satisfying consumers and 
retaining its competitive position among other 
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banks. For achieving this goal, the bank must 
have a distinct value in order to make employees 
consider it the best place for work. Based on the 
mentioned points, it seems that there are no 
relevant enough researches in this regard. Thus, 
the main question is this: Does employer brand 
have a positive effect on employers’ job 
satisfaction in Mellat Bank?   

2. LITERATURE REVIEW 

2.1 The Employer Brand  

Companies are required to pay special 
attention to strategy development and 
management issues. This includes a company’s 
perspectives, values, image, character, and 
synergistic factors between different parts of a 
company, and all of these should be in line with 
goals and business strategies [17]. Branding 
creates an organizational identity that can 
connect stakeholders and the organization [18]. 

The employer brand is a collection of 
performance and economical and psychological 
advantages that affect employees’ mind. Some 
scholars believe that the improvement of 
employee’s commitment has the most crucial role 
in an organization’s success [19]. 

The employer brand seems like a long-term 
strategy for managing the awareness and 
perception of current and potential stakeholders. 
It includes direct and indirect experiences of 
interaction with an organization. Employer 
branding is an effective strategy, based on which 
one can compete in labor markets [20]. As a 
consumer brand, an employer brand creates an 
emotional relationship between an employer and 
employees [21]. 

The employer brand portraits organization as 
the best place for working, and it differentiates 
the organization from the other ones [22]. An 
organization improves its internal and external 
image by establishing an employer brand, and it 
uses the brand for encouraging and satisfying 
current and potential employees to cooperate 
with the organization [17]. 

It is an attractive image of the organization, 
and it is related to the attractivity of the employer 
[23]. An attractive employer is able to attract 
skilled workers [24]. Without good employees, 
the organization cannot get competitive 
advantages in the business arena [25]. 
Therefore, employer branding is one of the best 
ways to access human resources. It is used for 
increasing employer attractiveness and for 
improvement of the reputation of an organization 
[26]. The organization, as an employer, must 
attract applicants, and it must have the power to 
retain employees [27]. 

2.2 Dimensions of Employer Brand 

Improving employer brand claimed as a 
method for realizing employees’ high turnover 
rate, creating an attractive organizational image 
and managing qualified human resource [28]. 
Therefore, firms must employ potential world 
class employees and determine if it is better to 
use an organizational strategy or adjust their 
employer brands based on the cultural 
differences of different countries [29]. Recently, 
organizations use work-life balance in employer 
brand actions in respecting the employees. This 
strategy helps promoting the organization, and it 
can raise the employee’s desire to stay [4]. Work-
life balance is an essential element for creating a 
compelling employer brand [30]. This aspect 
includes work-life balancing projects such as job 
sharing, flexible working hours, parental leave, 
telecommute, and nursing home in the 
organization [31]. Rising balance between 
personal life and work brings higher job 
satisfaction to employees [32]. 

On the other hand, reputation is the most 
valuable asset of an organization in geting a 
competitive advantage over other competitors, 
and it helps an organization to become a better 
choice for potential employees [33]. A mixture of 
reputation and employer brand of an organization 
helps the stability of its reputation [34].  Although 
previous studies mostly focus on the effect of the 
reputation of an organization on consumer 
satisfaction and employment, there are a few 
studies about the effect of reputation on 
employee satisfaction [14, 35]. 

The value of a brand is created by meeting the 
absolute satisfaction of all stakeholders. 
Stakeholders expect an organization with a good 
reputation. A good reputation is an essential 
indicator for achieving sustainable competitive 
advantage. 

Schlager et al. [14], introduces the value of 
diversity as an essential indicator for the 
employer brand. Many researchers consider 
diversity as a vital factor for job satisfaction [36, 
37, 38]. Diversity is related to the existence of 
employers with different culture and social fields 
in an organization.  

Barrow & Mosley [4] argue that every 
organization has its unique culture, and it could 
be used to separate it from its competitors. 
Raising an innovative culture leads to the 
improvement of perspective and employee’s 
behavior [39]. 

Moreover, a company can create a positive 
image for current and potential employees by 
fulfilling its social responsibility. Also, social 
responsibility is introduced as a new dimension of 
employer brand [30]. When employees are 
observing the organization’s commitment to 
ethical responsibility toward society, they feel 
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more satisfied [40].  
Training and creating developmental 

opportunities in order to improve the quality of the 
working environment for potential employees lets 
them have a better evaluation of the organization 
[41]. This dimension includes variables such as 
development as well as training plans and 
professional development opportunities. Most of 
the studies show that there is a direct relationship 
between job satisfaction and training and 
development opportunities, which are offered by 
an organization [42, 43, 44].  

Martin & Roodt, [45] believed that job 
satisfaction positively affects the evaluation of 
employees regarding all dimension of an 
organization as a working environment of 
employees [46]. Some other scholars also 
explained the effect of employer brand on 
employee’s job satisfaction as well as its effect 
on employees’ commitment [47]. Lelono & 
Martdianty [16] argued that employer brand 
affects employee’s job satisfaction. 

2.3 Employer Brand and Job Satisfaction  

The employer brand is essential to ensure the 
satisfaction of employees and consumers, 
especially in governmental organizations [48]. 
Rana et al. [49] showed that there is a robust and 
positive relationship between employer brand, 
occupation, interaction, and job commitment. 
Rana & Sharma [50] concluded that choosing 
good employer brand methods affects the 
employment rate. If employees conceive office as 
a place with a high social level and thorough 
ethical values, they will progress and develop; 
This, in turn, leads to employee’s self-confidence 
and satisfaction. Tanwar & Prasad [11] studied 
the impacts of employer brand by considering 
gender as a moderating variable, including 
indicators such as training and development, 
diversity, fame, organizational culture, social 
responsibility, work-life balance. Others studied 
the impact of emotions and feelings on the 
employer brand. More precisely, it was about the 
relationship between brand characteristics and 
attractiveness of the employer brand. The aim of 
this research was checking the existed gap in 
attractiveness of employer brand by inspiring the 
reliance on consumer brand. Longhi et al. [37], 
studied the effect of cultural diversity on income 
and job satisfaction. They concluded that cultural 
diversity has a positive effect on income, and it 
can increase employees’ job satisfaction.  

Thacker & Holl [42] concluded that there is a 
significant and positive relationship between job 
satisfaction and the quality of the company 
observed by its employers. Aryee et al. [32] 
showed that conflict management, facilitation 
processes, and gender have a moderating effect 
on the relationship between work-life balance 

with all conflicts and facilitates.   Backhaus & 
Tikoo [13], observed that employer brand 
increases job satisfaction through a robust 
organizational culture. Unfortunately, there are 
just a few empirical studies bout the effect of 
employer brand on job satisfaction [14, 15, 16, 
51, 52]. Review of the previous research showed 
that there are limited empirical research works 
about the specific value of employer brands; on 
the other hand, most of these researches used 
qualitative methods and in-depth interviews, and 
they rarely confirmed their hypotheses 
conducting a survey using a standard 
questionnaire. Figure1 presents the research 
framework. 

 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Figure 1. Framework model of research 

3. RESEARCH HYPOTHESES 

 
Research hypotheses are proposed as follows: 
H: The employer brand has a positive effect on 

employee’s job satisfaction.  
H1: Employer’s fame has a positive effect on 

employee’s job satisfaction.  
H2: Employer’s diversity has a positive effect 

on employee’s job satisfaction.  
H3: Employer’s ability to keep the balance 

between employees’ personal life and work have 
a positive effect on employee’s job satisfaction. 

H4: Employer’s corporate social responsibility 
has a positive effect on employee’s job 
satisfaction.  

H5: Employer’s training and development 
activities have a positive effect on employee’s job 
satisfaction. 

4. RESEARCH METHOD 

An employer brand is a multidimensional 
domain; its origin is in marketing and human 
resource management [53]. This research is 
applicable; since human resource managers of 
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companies could use it for improving the 
efficiency of skilled employees. On the other 
hand, this research is descriptive-correlational. 
The researchers used structural equation 
modelling for the evaluation of effects of the 
variables. We used Smart-PLS software because 
it can analyze a complex model with a small 
sample size, and does not require the normal 
distribution of constructs [54]. The research was 
conducted in winter of 2018. The statistical 
population included the IT department staff of the 
Mellat Bank, which had 367 employees (age 30 
to 40). Cochran's formula estimated the sample 
size following a random sampling method 
(n=188). Data collecting tool was a standard 
questionnaire with 39 items drawn from Tanwar & 
Prasad [11]. The questionnaire included two 
parts: (i) general questions (demographic 
variables), and (ii) professional part (research 
variables). In this research, the employer brand 
variable is independent, and job satisfaction is 
the dependent variable (See table 1). 

 Table 1: constructs and items of the questionnaire 
Construct Item 

Training and develop (TD) 6 
Diversity (DI) 7 

Organizational culture (OC) 5 
Balanced personal life and 

work (BP) 
5 

Social responsibility (SR) 5 
Job satisfaction (JS) 5 

5. FINDINGS  
The results showed that the maximum of 

gender frequency belongs to males (61%), and 
39% belongs to female respondents. Most of the 
respondents had a B.A degree (83%). The team 
consisted of managers and assistant managers 
(23%), and the rest of it were employees (76%).  

For ensuring the validity of the questionnaire, 
we used two criteria: convergent validity (AVE 
indicator) and divergent validity (squared AVE). 
The variable AVE is a mean of extracted 
variance. The evaluation of AVE variable showed 
that all constructs are higher than 5%, and that is 
higher than acceptable limits [55]. Hence, the 
construct of this research has convergent validity. 
As one can see in Table 1, the Cronbach’s alpha 
and combined reliability of each seven constructs 
are higher than 7%, and that is higher than the 
acceptable limit. Therefore, we concluded that 
the constructs of this research have high 
reliability, 
 
Table 2: AVE, Constructs of research, Cronbach’s 
alpha and combined validity coefficient  
 AVE Cronbach’s 

alpha 
Combined 
validity  

Shared 
value  

TD 0.777 0.957 0.954 0.864 
DI 0.667 0.881 0.909 0.922 
BP 0.652 0.931 0.703 0.765 
JS 0.763 0.783 0.700 0.865 
FR 0.703 0.946 0.943 0.701 

OC 0.720 0.903 0.928 0.914 
SR 0.853 0.820 0.874 0.838 

 
In Table 3, bold numbers located in the main 

diameter of the table are the extracted mean 
equation. The comparison of the evaluation of 
each construct showed that the AVE for all 
constructs is higher than the correlation of the 
related structure. Therefore, all structures are of 
properly divergent validity. 

 
Table 3: matrix of convergent validity 

 TD FM BP SR OC DI JS 
TD 0.881       
FR 0.832 0.873      
BP 0.725 0.767 0.807     
SR 0.804 0.724 0.691 0.923    
OC 0.778 0.698 0.704 0.757 0.848   
DI 0.726 0.690 0.790 0.807 0.870 0.897  
JS 0.923 0.704 0.712 0.891 0.900 0.915 0.923 

 
For ensuring the goodness of fit, the GOF 

variable was used and it was introduced by 
Tenenhaus et, al. [56] which was equal to 0.637, 
that shows a strong fitting of the model.  

GOF=√((Communalities) ̅× (R^2) ̅) =0.637 
The hypotheses were tested by Smart PLS 

software. In this research, multiple criteria were 
used, the first and the most important criteria is 
T-values (See table 4). 

 
Table 4: Results of hypothesis evaluation 

Hypothesis  Effect 
coefficient  

T-value Test result 

Fame and 
reputation-job 
satisfaction  

0.169 2.868 Hypothesis 
was 

confirmed 
Organizational 
culture- job 
satisfaction 

0.194 3.486 Hypothesis 
was 

confirmed 
Diversity- job 
satisfaction 

0.107 1.388 Hypothesis 
was rejected 

Personal life 
and work 
balancing- job 
satisfaction 

0.087 1.421 Hypothesis 
was rejected 

Social 
responsibility- 
job satisfaction 

0.219 4.221 Hypothesis 
was 

confirmed 
Training & 
develop- job 
satisfaction 

0.169 2.557 Hypothesis 
was 

confirmed 
  

Based on the results of Smart PLS software, 
corporate social responsibility has the highest 
effect on job satisfaction. The negative coefficient 
of training and development represents a reverse 
effect on job satisfaction. When employees are 
satisfied, they need less training pregames 
because employees obligate themselves to learn 
about new things and progress in their work. 
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Figure 2: T-statistic 

6. CONCLUSION 

The goal of this research was to evaluate the 
impact of employer brand on job satisfaction. We 
used six indicators which were proposed by 
Tanwar & Prasad [11].  

The first hypothesis showed that the fame has 
a positive effect on job satisfaction. Based on the 
outputs of Smart PLS software, the value of 
findings was 2.868 which is higher than 1.96. So, 
the hypothesis was confirmed. It is also in line 
with Tanwar & Prasad [11], which confirms the 
positive effect of employer brand on employees’ 
satisfaction. Thus, we advise employers to 
improve their brand, fame, and reputation. They 
can also announce their plans based on 
consumers, and employee’s rights, 
standardization, honesty, and commitment using 
new services, etc.  

According to the second hypothesis, 
organizational culture affects job satisfaction. 
Based on the findings, the value is 3.486 which is 
higher than 1.96; this hypothesis is also 
confirmed that is in line with Tanwar & Prasad 
[11]. The organization should provide a situation 
for more participation of employees and 
authorities must pay more attention to comments 
and suggestions of employees. If authorities do 
not ask for ideas and suggestions of employees, 
employees will not participate in such situations.  

Based on the third hypothesis, which was 
about the positive effect of diversity on job 
satisfaction, T-values is 1.388, which is lower 
than 1.96. Therefore, this hypothesis is rejected, 
which is in conflict with the findings of Tanwar & 
Prasad [11] and Longhi [37]. Regarding this 
hypothesis, we suggest that human resource 
managers employ people based on their 
capabilities and skills and do not consider their 
gender and cultures as a negative point in the 
employment process. This issue has crucial 
importance because, in our country, there is a 
vast diversity of tribes.  

The fourth hypothesis is about the effect of 
work-life balance on job satisfaction. The value 
was 1.421, which is higher than the significant 
level. It means that the findings of this research 
are the opposite of those of the Tanwar and 
Prasad's [11]. The main reason for this may be 
the employees’ expectation from welfare 
services. When employees become dissatisfied 
about essential issues, the welfare services may 
not be able to ensure job satisfaction. As Maslow 
mentioned in his hierarchy, if basic human needs 
are not satisfied, the upper-class needs’ 
satisfaction would not be possible.  

The fifth hypothesis tells about the effect of 
social responsibility of the organization on job 
satisfaction. The T-value was 4.221, which 
confirmed the hypothesis, and it is also in parallel 
with Tanwar & Prasad [11]. The managers must 
feel responsible about the environment. They 
must have charity plans and announce them in 
their marketing plans. They also have to monitor 
the consumer relation system vigorously.  

Finally, the sixth hypothesis is about the 
positive effect of training and development 
practices on job satisfaction. The T-value is 
2.557, and it is higher than 1.96, so this 
hypothesis is confirmed. This result is in line with 
Tanwar & Prasad [11] and Thacker & Holl [42]. 
For amplification of this indicator, we suggest 
training plans based on employees’ work-
demands, adapted to organizational culture, 
knowledge level, and employee’s skills. Then, the 
effect of employer brand on job satisfaction will 
be confirmed. Managers must amplify the 
indicators of the employer brand.  Employing 
skilled employees and lack of loyal employees 
are essential controversial issues in any 
organization. Future research might consider the 
employer brand in the philosophy of organization 
management; it should have a close relationship 
with the organization brand and organization 
guidelines as well as the excellent services 
provided by qualified employees. 
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Abstract: Computers are key tools in every 

aspect of work and learning, from managerial 
activities to document preparation and electronic 
communication. The inappropriate use of 
computers can contribute to the health damage of 
the exposed operators. 

The aim of this article is to examine the 
prevalence of health disorders and to estimate the 
work ability index among computer operating 
workers. 

A total of 353 workers working with computers, 
aged 25-50 years, from five companies in the city 
of Niš, were divided into two groups according to 
the length of computer work during the day. The 
group 1 consisted of 182 computer-operating 
workers who worked longer than four hours per 
day with computer. The group 2 consisted of 171 
computer-operating workers who worked less than 
four hours per day.  

The disorders of visual and musculoskeletal 
system, general health symptoms (headaches, 
fatigue, lack of concentration, and sensitivity to the 
light), and addiction to computers were statistically 
significantly more common in the group 1, than in 
the group 2 of the computer-operating workers 
(p<0,0001). Inappropriate ergonomic conditions, 
longer exposure time, addiction to computers, and 
work related visual and musculoskeletal disorders 
significantly reduced the work ability of computer-
operating workers. The factors associated with a 
degree of working ability reduction were: current-
employment length, every day computer usage, 
inappropriate ergonomics conditions, and the 
presence of health disorders.  

An important finding of this study is that those 
who had the work-related health symptoms and 
disorders and reduced working ability were those 
who used computers for more than four hours per 
day. 
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Index Terms: Addiction to computers, Computer 

users, Computer vision syndrome, Work ability 
index, Work related musculoskeletal disorders  

1. INTRODUCTION 

SE use of computers, digital electronic 
devices, and video display terminals for work 

and entertainment is almost universal in modern 
society [1]. Computers have become key tools in 
virtually every aspect of work and learning, from 
managerial activities to document preparation 
and electronic communication [1]. Computer 
technology applications are revolutionizing 
workplaces worldwide, and their use will continue 
to grow in the future.  

Computer-operating workers are constantly 
exposed to various occupational risks, such as 
the awkward, constrained, and harmful postures, 
repetitive fingers, wrists, and arms movements, 
eye strain, and visual system burdens, 
inappropriate design of computer workstations 
(including also inadequate microclimatic 
conditions, noise, poor lighting), utilization of non-
ergonomic hardware and software with poor 
usability, longer hours in front of computers 
without giving importance to their health, high 
levels of job strain and work-related stress, 
repetitious tasks, boredom, and psychosocial 
stressors [2,3]. 

The inappropriate and long-term use of 
computers can contribute to health impairments 
such as musculoskeletal discomfort, trauma, and 
disorders (the cumulative trauma disorder and 
the repetitive strain injury of extremities, back and 
neck) [4-7], computer vision syndrome (CVS) 
[8,9], asthenopia [10], increased level of 
perceived stress [11,12], insomnia [13] and 
psychological disorders [14], which negatively 
affect operators' tasks efficiency, performance, 
and productivity.   

It has been estimated that, worldwide, 25% of 
computer users are already suffering from 
computer related injuries [15], which represents a 
huge economic burden.  

2. AIM 

The aim of this article is to examine the 

Work-Related Health Disorders and Work 
Ability among Computer-Operating Workers 
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prevalence of disorders of visual and 
musculoskeletal system and general health 
symptoms and complaints, and to estimate the 
work ability index among computer-operating 
workers. 

3. MATERIALS AND METHODS  

A systematic study of computer work and 
health disorders and working ability index among 
computer-operating workers was performed. The 
term computer-operating workers refers to those 
who work at office or at home with computers 
(including desktop computers; portable 
computers: lap-tops, tablets; personal digital 
assistants, handheld computers, personal 
organizer devices or similar forms of small size 
mobile computers), which involves the use of 
display screens (monitors, video display 
terminals), keyboards, and/or a mouse. A total of 
353 computer-operating workers, aged 25-50 
years, from five companies in the city of Niš, 
were divided into two groups, according to the 
length of computer work during the day.  

The group 1 consisted of 182 computer-
operating workers who worked longer than four 
hours per day. The group 2 consisted of 171 
computer-operating workers who worked less 
than four hours per day. Clinical examination was 
performed by an ophthalmologist, psychiatrist, 
physical medicine specialist, occupational 
medicine specialist, and a psychologist. The 
emphasis was placed on the disorders of visual 
and musculoskeletal systems, as well as on the 
presence of general health complaints (e.g. 
headaches, fatigue, lack of concentration, and 
sensitivity to the light). Working ability (WA) was 
assessed by the Work Ability Index (WAI) 
questionnaire [16].  

This questionnaire contains seven items, with 
each item accounting for a partial score that 
contributes to the overall WA score, ranging from 
7 to 49. The seven items measure the following 
variables: (1) current WA compared with the 
lifetime best (range: 1–10), (2) WA in relation to 
mental and physical demands of the job (range: 
2–10), (3) number of current diseases diagnosed 
by a physician (range: 1–7), (4) estimated work 
impairment due to diseases (range: 1–6), (5) sick 
leave during the past 12 months (range: 1–5), (6) 
self-prognosis of WA for the next 2 years (scores: 
1,4, or 7), and (7) mental resources (range: 1–4). 
The overall score refers to four categories of 
scores: 7–27 points (bad WA) to restore work 
ability, 28–36 points (moderate WA) to improve 
work ability, 37–43 points (good WA) to support 
work ability, and 44–49 points (very good WA) to 
maintain work ability. 

The data were analyzed for statistical 
significance using the statistical package of social 

science (SPSS 11.0 Systat 8.0) software. 
Comparison between the two groups was tested 
by an unpaired Student’s t test (to compare 
means) or chi-square (χ²) test (to compare 
frequencies), while correlation was estimated by 
the Pearson's r correlation coefficient. 

4. RESULTS 

There were no statistically significant 
differences between these two examined groups 
in relation to the age (38,4 ± 9,1 in the group 1 
vs. 39,7 ± 8,9 years in the group 2) and the 
duration of occupational exposure (the current-
employment length) (15,9 ± 4,8 vs. 16,2 ± 3,9 
years) (p>0,05). The computer work duration in 
the group 1 (8,15 ± 1,1 hours/day; 42,1 ± 3,1 
hours per week; 5,2 ± 0,1 working days per 
week) was significantly higher than in the group 2 
(1,6 ± 0,4 hours/day; 8,9 ± 0,9 hours per week; 
5,0 ± 0,1 working days per week) (p<0,0001). 

Disorders of visual and musculoskeletal 
systems, general health symptoms and 
complaints, and addiction to computers were 
statistically significant more common in the group 
1 than in the group 2 of the computer-operating 
workers (p<0,0001). 

The following types of visual disorders were 
more often presented in the group 1, compared 
to the group 2: short-sightedness (30,2 % vs. 1,2 
%); long-sightedness (12,6 % vs. 0,6 %); redness 
of the eyes (10,9 % vs. 0,6 %); dryness of the 
eyes (31,3 % vs. 10,5 %); disturbed perception of 
colors (11,5 % vs. 0,6 %) and pain in the eyes or 
the region around the eyes (29,1 % vs. 1,2 %) 
(p<0,0001). 

According to anatomical areas of the body, the 
significantly higher prevalence of musculoskeletal 
disorders were presented in the group 1 
compared to the group 2 in the following 
anatomical regions: shoulder (46,1 % vs. 19,9 
%); elbow (21,4 % vs. 1,2 %); wrist/hand (25,3 % 
vs. 1,8 %); upper back (11,5 % vs. 0,6 %); low 
back (57,1 % vs. 19,8 %); neck  (22,5 % vs. 1,8 
%) and leg (14,3 % vs. 0,6 %) (p<0,0001). 

Significantly higher prevalence of the following 
general health symptoms and complaints was 
presented in the group 1 compared to the group 
2: headaches (23,1 % vs. 1,8 %); general body 
fatigue (35,1 % vs. 11,1 %); lack of concentration 
(13,7 % vs. 0,6 %) and sensitivity to the light 
(14,8 % vs. 0,6 %) (p<0,0001). 

Addiction to computers was presented in 31 
(17,0 %) of the computer-operating workers in 
the group 1, which was significantly more than in 
group 2 (2,3 %) (p<0,0001). 

Work ability index (WAI) depends on the 
ergonomic components at the computer 
workstations. The computer-operating workers in 
the group 1, working in the computer 
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workstations with harmful ergonomic conditions, 
had a significantly lower WAI compared to the 
computer-operating workers in the group 2, 
working in similar computer workstations (Table 
1). 

 
Table 1. Work ability index (WAI) relative to 

ergonomics components of the computer workstations 

Ergonomics 
components 

of the 
computer 

workstations 

WAI in the 
Group 1 

WAI in the  
Group 2 

N Mean  SD N Mean  SD 

Inappropriate 
monitor 
location 

53 31,2 3,0 52 37,8*** 3,1 

Inappropriate 
monitor 
distance from 
eyes 

55 31,1 3,8 49 35,7*** 3,0 

Glare and 
reflection 
from monitor 

93 34,3 3,1 88 39,8*** 2,9 

Mouse 
distance and 
size are not 
customized 
to the users  

91 35,2 2,7 81 41,1*** 3,9 

The 
dimensions 
of the seat 
are not 
adjusted to 
the users 

59 32,1 2,9 52 38,9*** 3,1 

Insufficient 
comfort and 
stability of 
the seat 

72 33,7 3,1 68 39,8*** 3,7 

Work 
organization 
does not 
allow for 
frequent 
breaks 

54 33,4 2,9 51 41,1*** 3,4 

Inappropriate 
body posture 

58 32,1 2,9 53 39,2*** 3,0 

***p<0,0001  
 
Work ability index decreased with the current-

employment length (Table 2).         
 

Table 2. Work ability index (WAI) relative to current-
employment length 

The current-
employment 

length (years) 

WAI in the 
Group 1 

WAI in the Group 
2 

N Mean   
SD 

N Mean   
SD 

0 to 5 35 42.2 3.8 34 44.2* 3.9 

6 to 10 38 38.2 3.2 37 41.1** 3.8 

11 to 15 37 31.4 3.1 33 39.2*** 2.8 

16 to 20 39 27.1 2.4 35 37.2*** 2.9 

Over 21 33 25.1 2.2 32 35.1*** 2.6 

Total 182 32.8 2.9 171 39.4*** 3.0 

* p<0,05; **p<0,001; ***p<0,0001 
 
The computer-operating workers with the 

disorders of visual and musculoskeletal system, 
general health symptoms and complaints, and 
addiction to computers from the group 1 had 
statistically significantly lower WAI than the 
computer-operating workers with the same health 
conditions from the group 2 (p<0,0001) (Table 3).  

 
Table 3. Work ability index (WAI) relative to health 

disorders and symptoms 

Health disorders 
and symptoms 

WAI in the 
Group 1 

WAI in the 
Group 2 

N Mean   
SD 

N Mean 
   

SD 

Disorders of visual 
system 

99 31,8 3,2 48 38,7*** 3,2 

Disorders of 
musculoskeletal 

system 

113 32,9 3,4 42 39,8*** 3,1 

General health 
symptoms and 
complaints  

112 32,8 2,8 39 40,8*** 2,8 

Addiction to 
computers 

31 31,4 2,1 4 38,9*** 2,9 

                ***p<0,0001 
 
The WAI in the computer-operating workers in 

the group 1 was in a positive correlation with the 
computer work duration (in hours/day) (Pearson 
coefficient r= +0,71, p<0,001) and with the total 
length of work with computers (in years) 
(Pearson coefficient r=+0,69, p<0,001). 

5. DISCUSSION 

Computer worker's health is highly important 
for better productivity of any company. This study 
found that computer-operating workers, who 
used computers for more than four hours per 
day, had more disorders of visual and 
musculoskeletal system, general health 
symptoms (including headaches, fatigue, lack of 
concentration, and sensitivity to the light), and 
addiction to computers, and had lower working 
ability than those who worked less than four 
hours per day with computer.  

In this study, the disorders of visual system 
were detected in 54.4 % of computer-operating 
workers who worked longer than four hours per 
day and in 28.1 % of computer-operating workers 
who work with computer less than four hours per 
days. The similar results were found among 
keyboard users in Mauritius (59.9 %) [17]. Some 
previous studies have demonstrated higher 
prevalence of the computer vision syndrome 
among computer users [18-20]. 
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The most common health symptom and 
complaint reported in the present study were 
headaches (23.1 %), followed by dry-eyes (31.3 
%) and pain in and around the eyes (29.1 %). 
Megwas and Daguboshim reported that 
headaches (41.8 %) and pain in the eye (31.6 %) 
were the most prevalent symptoms among video 
display terminal operators [21]. Headaches were 
the most commonly reported symptoms in 
computer users in several other similar studies 
[22,23]. Headaches are often accompanied by 
other symptoms of computer vision syndrome, 
though many patients do not consider this as a 
direct vision-related problem [24]. Human eyes 
need to adjust themselves in order to see objects 
from different distances, such as by changing the 
size of pupil, lengthening or shortening the lens 
to change the eye focus, and contracting extra-
ocular muscles to coordinate the two eyes. If a 
computer user needs to view computer screen 
while looking at a paper on the table from time to 
time, the eyes have to adjust constantly. In 
addition, the words and images on a computer 
screen are difficult for the eyes to focus on due to 
their poor edge resolution. The eyes tend to 
change the focus to a resting point and then 
refocus on the screen. For these reasons, 
constant focusing and refocusing is required. 
These constant changes take place thousands of 
times a day when a computer user stares at a 
computer screen for hours, which then stresses 
the eye muscles leading to eye fatigue and 
discomfort, causing headaches [25]. The current 
belief is that a decreased spontaneous eye blink 
rate leads to increased evaporation of tears, 
which leads to a dry eyes syndrome. 

The use of a computer monitor in an 
ergonomic position (i.e., one arm distance or at 
least 50 cm away with a downward gaze of 14° or 
more) appears to help relieve the symptoms of 
computer vision syndrome [26]. According to 
Occupational Safety and Health Administration, 
the preferred viewing distance is 50-100 cm and 
the letter size may be increased for smaller 
monitors (in the older guidelines for work with 
video display terminals, the safe distance from 
the computer screen was between 35 and 75 
cm). The monitor should be kept directly in front 
of the user's chair so that the head, neck and 
body face forward when viewing the screen. It 
should not be further than 35° to the left or right. 
It is recommended that while working with printed 
material, the monitor should be placed slightly to 
the side and the printed material should be kept 
directly in front. The printed material and monitor 
should be kept as close as possible to each other 
[27]. 

The results of this study also indicate a causal 
relationship between computer work and 
musculoskeletal disorders and complaints. The 

most common risk factors for musculoskeletal 
disorders were the inappropriate posture due to 
poorly designed seating devices that lack 
adjustable seat heights and back rests, and 
repetitive nature of tasks [28]. Similar results 
were presented by other authors who pointed out 
the importance of preventive measures and 
application of ergonomics principles in reduction 
of musculoskeletal disorders [29-32]. For 
example, one of the goals of the ergonomic 
processes is to design or modify people's work 
and other activities to be within their capabilities 
and limitations [33-35].  

The effects of an ergonomic intervention and 
physical exercise on musculoskeletal pain 
symptoms in all regions of the body, as well as 
on other musculoskeletal pain, have also been 
investigated. The results showed that an 
ergonomic intervention, which included specific 
resistance training and all-round physical 
exercise for office workers, caused better effects 
than a reference intervention in relieving 
musculoskeletal pain symptoms in the exposed 
regions of the body [36,37].  

The results of this study also indicate that the 
inappropriate ergonomic conditions, the longer 
exposure time, addiction to computers, disorders 
of visual and musculoskeletal system, and 
general health symptoms and complaints 
significantly reduce work ability index. Work 
ability implies the physical and intellectual 
resources on which workers can rely to cope with 
the emotional, cognitive, and physical demands 
posed by their work [38]. Our study participants in 
the group 1 showed a mean WAI of 32.8, which, 
according to the four WAI categories, is indicative 
of moderate WA. Computer-operating workers in 
the group 2 showed a mean WAI of 39.4, which, 
is indicative of good WA. This is in good 
agreement with some previous studies [39,40]. 
On the other hand, our mean WAI score was 
significantly lower than the WAI score obtained in 
some other studies [41,42]. WAI correlates with 
multiple factors, especially socio-demographic 
and occupational characteristics. Age [43,44], job 
demands [45], sex, joint responsibility for both 
work and household duties, type of employment 
(part-time employment or full-time employment) 
[46,47], existence of family support [48], body 
mass index [49], educational level [50], smoking 
habits and physical activity during leisure time 
[51,52], have a substantial effect on working 
ability. Our previous investigations also showed 
significant effects of occupational stress on 
working ability of the exposed workers [53,54]. 

6. CONCLUSION 

This study showed that specific disorders of 
visual and musculoskeletal systems, general 
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health symptoms (headaches, fatigue, lack of 
concentration, and sensitivity to the light) and 
addiction to computers were statistically 
significantly more common in computer-operating 
workers who work longer than four hours per day. 

Inappropriate ergonomic conditions, the longer 
exposure time, addiction to computers, the 
presence of disorders of visual and 
musculoskeletal systems and general health 
symptoms, significantly reduce the work ability of 
computer-operating workers.  

These results indicate a need for application of 
specific preventive measures and activities in 
order to protect the health and working ability of 
the computer-operating workers.  
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Abstract: Digital transformations are one of the 

basic ways that, in modern business 
environments, enable organizations to effectively 
adapt to new business conditions, through the 
digitization of their business models. Within the 
framework of digital business transformation, an 
overly complex set of activities is performed, 
which aim to ensure efficient adaptation of 
organizations to changes that occur in the markets 
in which they operate. The changes that are taking 
place within the digital transformation projects 
have resulted in substantial paradigm shifts in the 
ways of conducting business and executing 
processes in organizations. Digital transformation 
encompasses all business segments of 
organizations, their strategies, business models, 
organizational structures, and the activities they 
carry out. This paper presents the effects of 
successfully and unsuccessfully implemented 
digital transformations of Blockbuster and Netflix 
companies, and the consequences that these 
companies' digitalization approach had on their 
businesses. Furthermore, emphasis was placed on 
identifying the errors that led to Blockbuster’s 
closure and the positive elements that ensured 
Netflix’s success. 
 

Keywords: Digital transformation, Business 
models, Netflix, Blockbuster  
 

1. INTRODUCTION 

Developments in the fields of information 
technology and telecommunications have 
resulted in the emergence of many digital 
technologies, which have enabled organizations 
to implement significant improvements in their 
businesses [1]. These technologies have also led 
to significant changes in the environments in 
which organizations conduct their businesses, of 
which the most significant are changes in 
consumer behavior. Digitalization has enabled 
consumers to perform active, two-way 
communication with organizations and to be  
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actively involved in the business processes that 
take place in them. Thanks to the development of 
digital technologies and the changes they have 
led to, consumers can actively dictate market 
trends, demanding products and services that are 
tailored to their needs and desires [2]. 
 
This rapid development of digital technologies 
has led to changes with an exceptionally large  
impact on the business and organizations. Digital 
transformation of business processes and all 
other business segments is imperative for all 
organizations that want to secure long-term 
sustainable competitive positions in modern 
markets [3]. The term “digital business 
transformation” encompasses all changes that 
result in substantial changes in the ways of doing 
business processes in organizations [4]. The 
main goal of digital transformation is reflected in 
the creation of preconditions for efficient 
adaptation of organizations to changes in the 
market and the use of these changes as a source 
of competitive advantage. 
 
A common mistake, which is present in many 
companies, is reflected in the too-narrow 
understanding of the concept of digital 
transformation, which results in the exclusive 
coverage of its technical and technological 
segments [5]. Digital transformation must include 
all business segments of organizations and all 
business processes that take place in them. The 
maximum positive effects of digital transformation 
cannot be achieved without changes in 
organizational cultures and structures, emphasis 
on human resources, and placing consumers at 
the center of the business of organizations [6]. 
 
Digitization of business models, by applying 
digital transformation to business processes, is 
aimed at the integration of all business processes 
that are recognized in the organization, into a 
single entity. Efficient and adequately 
implemented digital transformation leads to 
complete changes in business models of 
organizations [7]. The application of digital 
transformation aims to ensure that the  
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organization makes the most of modern digital 
technologies to improve its business and to 
create partnerships with its customers and with 
all other categories of stakeholders, which 
directly or indirectly affect their businesses [8]. 

2. LITERATURE REVIEW 

2.1 Digital Transformation of Businesses 

Digital transformation has a significant impact 
on all sectors and activities within organizations, 
and it represents a necessity in modern business 
conditions [9]. It often forces organizations to 
implement significant changes in their business 
models, which in many cases can result in a 
complete change of all business processes, 
which in certain situations can result in changing 
the main activities of the organization [10]. The 
inability of organizations to implement digital 
transformation and adapt to new market 
demands can result in the complete closure of 
their business activities [11]. 

 
The fast development of information and 

telecommunication technologies is the most 
significant factor that influenced the emergence 
of the need for digital business transformation 
[12]. This development has affected all segments 
of life for societies, leading to major changes in 
the lifestyles of individuals and to changes in the 
business environments in which organizations 
conduct their business [13]. Modern business 
environments are characterized by continuous 
and very rapid changes that set the imperative to 
change the business processes before 
organizations, which take place in them and 
require their adaptation to the requirements of the 
environment. Traditional business models in 
modern business conditions cannot provide long-
term sustainable competitiveness of 
organizations, which is why they must implement 
the digital transformation in their business 
models. 

 
The basic element of digital business 

transformation is the complete use of digital 
technologies in all business processes that are 
recognized and defined [14]. Digital 
transformation is often mistaken for the 
digitalization of the core business. The term 
digital transformation defines activities that lead 
to substantial changes in the ways of executing 
business processes, managing organizational 
structures, organization strategies, and business 
models. 

 
The term digital business transformation refers 

to business processes that are based on 
changing organizational structures of companies, 
aimed at increasing the level of their openness to 

the environment and the implementation of 
innovative business models, which must ensure 
rapid and efficient adaptation to changes in their 
working environments [15]. Digital transformation 
is a process of a rapid and comprehensive 
transformation of all business segments within 
organizations, in order to create preconditions for 
more efficient use of the advantages that modern 
digital technologies enable, and adjust 
businesses to changes that occur in industry 
environments [16]. The greatest positive effects 
of digital business transformation are realized in 
situations when it encompasses all business 
processes that take place within organizations. 

 

2.2 Digitization of Business Models 

Digitization of business models must be based 
on a digital strategy, which is the basis for the 
analysis of the elements that must be included in 
the new business model and the activities that 
must be carried out when implementing changes 
to business models [17]. 

 
A business model can be defined as business 

logic, which aims to ensure the creation and 
retention of values for consumers and the 
organization itself [18]. It defines how 
organizations use technical platforms and 
architectures to create and retain value for them 
and their consumers [19]. Digitization can be 
defined as the process of collecting and 
preparing data for their processing and storage in 
digital (electronic) systems [20].  

 
The transformation of business models is the 

implementation of changes within organizations 
that create innovations, and which result in visible 
changes in the way they do business. Digitization 
has had an extremely large impact on changes in 
all industries, and with some of them, such as 
health, banking, manufacturing, and many others, 
leading to significant changes in business 
practices [21]. These changes have resulted in 
the need to digitize business models that 
organizations use in their business, which must 
be based on the digital transformation of 
business processes that take place in them [22]. 

 
Business models are gaining in importance in 

modern business conditions, primarily because 
they have become one of the basic factors 
influencing the success of organizations. The 
importance of business models is reflected in the 
fact that they represent a link between the 
strategic and operational level of the organization 
[23]. With the help of the strategy, the desired 
position of the organization in the future and long-
term sources of its competitive advantages are 
defined. Business models represent the means 

31



 

used to realize the long-term goals of the 
organization. Compared to the operational level, 
business models provide a less detailed overview 
of the organization's operations, which is at the 
same time much more holistic [24]. The 
importance of business models and their 
digitalization, in modern business conditions, is 
reflected in the fact that they represent a basic 
element that describes how organizations create 
and retain value. 

 
Digitization of business models is a 

consequence of the exponential growth of digital 
technologies and their application in business, 
which have led to significant improvements in 
many business processes. Numerous studies 
point to the conclusion that efficiently 
implemented digitalization of business models 
can result in sustainable competitive advantages 
of the organization and its superior financial 
performance [25]. Digitization has different 
influences on business models, which enable 
significant innovations in the ways of realizing 
business processes in organizations. 

 
Organizations that primarily base their 

business on the application of digital business 
models, and the Internet and digital technologies, 
are significantly different from organizations that 
use traditional business models [26]. This fact 
indicates the complexity of the process of 
digitization of business models, within which a 
large number of business segments of 
organizations must be covered and very 
significant changes must be implemented in the 
business processes that take place in them. 
Digitization of business models enables 
significant changes in the ways organizations are 
doing business and their transition to models that 
are more collaborative [27]. After the transition to 
digital business models, resources and 
capabilities that organizations have become 
much more modular and can be connected and 
shared in a much more efficient way. 

3. ANALYSIS OF EXAMPLES OF SUCCESSFUL  
AND UNSUCCESSFUL DIGITAL BUSINESS 

TRANSFORMATION 

 
The impact that digital technologies have on 

businesses of organizations differ greatly across 
industries. In certain activities, digital 
technologies have set an imperative for 
organizations to carry out a comprehensive 
transformation of all business processes, to 
adapt them to new business conditions [16]. IAs 
an example, in some industries, such as the 
rental of videotapes and DVDs, new technologies 
have imposed the obligation of a complete 
change in all segments of business and the 

development of completely new, digital business 
models. 

 
Due to its inability to understand the effects 

that the development of digital technologies had 
on the business in which it operated and the 
inadequately implemented digital transformation 
of its business processes, Blockbuster 
experienced bankruptcy. The development of 
digital technologies in the video and DVD 
publishing industry has led to extremely rapid and 
major changes, to which Blockbuster has failed to 
adapt properly. Although the company had an 
extremely good market position, adequate 
resources, and enough time to properly 
implement a digital transformation of its business, 
the company's management and its owners were 
not ready to adapt to changes in the 
environment, believing that they are only a 
passing trend, and will not have a significant 
impact on the business. The main reason for the 
end of Blockbuster is reflected in the fact that the 
owners and management did not understand the 
importance that the digital transformation of 
business has for the future of this company [28]. 

 
Blockbuster’s problems began in 2000 after the 

company’s management turned down an offer to 
buy Netflix, which at the time began developing 
its own digital video streaming platform. Unlike 
Blockbuster, Netflix based its business model 
entirely on the use of digital service sales 
channels. Netflix's business model was fully in 
line with consumers and digital requirements, as 
well as changes in the video rental market [29]. 
Blockbuster considered that it was not necessary 
to carry out a comprehensive digital 
transformation and digitalization of the business, 
which is why the company continued with the 
traditional rental of cassettes and discs in its 
facilities. 

 
The mistake made by the owners and 

management of Blockbuster in 2000 is best 
illustrated by the fact that today Netflix is the 
world's leading company in the field of digital 
video broadcasting, while Blockbuster ceased 
operations in 2010. [30] The reason for the 
closure of Blockbuster was reflected in the fact 
that the company failed to adapt its business 
model to the requirements of digitalization and 
the changes that have taken place in the 
markets. Video renting was extremely popular 
among consumers at the turn of the 20th and 
21st centuries, which is why the companies that 
operated in this business made high profits. 
Blockbuster's business was based on the use of 
high prices at which film cassettes and discs 
were sold, ranging from $50 to $100. This price 
was too high for most consumers, who‚, 
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therefore, decided to rent films and watch them at 
a much less money instead of buying it. 

 
The business model of video renting 

companies, such as Blockbuster, was based on 
the purchase of publishing rights from producers 
and copyright owners and on renting that was 
significantly cheaper than sales prices, and thus 
significantly more affordable to consumers [31]. 
This business model has long been very 
profitable for rental companies, which, after 
enough leases to pay for the initial investment, 
i.e. the purchase of the rights, made a profit on 
each subsequent lease. This way of doing 
business was very profitable for twenty years and 
the main problem in its implementation was 
efficient logistics, which had to ensure that each 
facility had an appropriate number of cassettes 
and disks [30]. 

 
Blockbuster largely based its business model 

on taking advantage of economies of scale when 
buying movies. Many retail outlets allowed 
Blockbuster to negotiate the purchase of many 
copies of individual titles, which is why the 
company had significantly lower purchase prices 
compared to most of its competitors. Many 
facilities also enabled the company to collect 
high-quality information from the market, based 
on which decisions on the purchase of films were 
made. The management and owners of 
Blockbuster were convinced that digitalization 
would not be able to jeopardize the company and 
its business model, due to the position it had in 
the market and the high level of consumer 
confidence in it. 

 
The development of the Internet has resulted in 

the digitalization of the business in which 
Blockbuster operated. An increasing number of 
competitors began to appear on the market, who 
based their business models entirely on the use 
of the Internet and the complete digitalization of 
business. The increase in data flow on the 
Internet and its growing popularity increased the 
number of consumers opting for services of 
Blockbuster’s digital competitors, among which 
Netflix was one of the largest. 

 
The owners and management of Blockbuster, 

after the reduction of business volume and 
declining profits, became aware of the 
digitalization of the industry in which the company 
operated and the technological changes it led to. 
They did not adequately understand the essence 
of these changes, so they completely ignored 
them in the market, primarily those related to the 
wishes and needs of consumers. The company's 
management considered that digitalization is a 
temporary trend and that it is enough to wait for 

consumers to return to the traditional business 
model, which is why they abandoned the 
implementation of more extensive activities of 
digitalization of the business model [29]. 

 
Netflix has continuously improved its business 

model by implementing digital transformations 
[32]. In this way, the company ensured that its 
business model was always as much as possible 
adapted to wishes and needs of consumers, 
which were basic elements of Netflix's business. 
Analyzing consumer reactions and requests, 
Netflix has included a subscription in its offer that 
allows users to watch many different contents on 
request. This service has been very well received 
by consumers, what has significantly contributed 
to strengthening Netflix’ market position and 
weakening the position of Blockbuster and other 
competitors who based their business on 
traditional business models. 

 
One of the main reasons for Blockbuster's 

closure was reflected in the fact that the business 
model on which its business was based was 
largely imposed on consumers, who did not have 
a choice. The traditional business model was 
based on penalties paid by consumers if they 
were late in returning movies. People who rented 
movies were not always sure that they would be 
able to watch them during the renting period, etc. 
Consumers did not like the business conditions, 
but they were forced to accept them because the 
only alternative, before digitalization, was to buy 
movies, which was significantly more expensive. 
The management and owners of Blockbuster 
were not aware of this consumer dissatisfaction 
or simply ignored it, realizing that they had the 
opportunity to force conditions that suited 
themselves. 

 
The entry of Netflix and other companies that 

have used digital business models in the video 
rental market has led to changes that have 
completely changed the way they do business. 
The traditional business model, used by 
Blockbuster, could not adequately match digital 
models. Instead of starting the digital 
transformation of business and adapting to new 
market trends and consumer demands, 
Blockbuster implemented many risky activities, 
which were carried out spontaneously, without a 
clear plan and strategy [29]. 

 
The business model applied by Netflix and 

several other digital competitors have seen 
extremely rapid growth. The delay in 
implementing the digital transformation of 
Blockbuster enabled Netflix, together with 
Redbox, to achieve a dominant position in the 
digital market segment, which made 
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Blockbuster's entry into this segment significantly 
more difficult. During the first decade of the 21st 
century, Blockbuster focused on the introduction 
of new services in the traditional business model 
and on spontaneous acquisitions, which proved 
to be unprofitable [30]. The main reason for 
Blockbuster's failure was reflected in the fact that 
the company, during this period, never tried to 
carry out the digital transformation of its core 
business segment. It was not until the end of the 
first decade of the 21st century that Blockbuster 
digitally transformed its business, offering users 
services that were almost identical to Netflix's 
services. This digital transformation was too late 
and failed to save Blockbuster from bankruptcy. 

 
Netflix is now the world's largest streaming 

company, which at the end of 2019 had about 
183 million subscribers in more than 190 
countries. A key element of Netflix’s success has 
been reflected in the emphasis on tracking 
consumer demands and needs. The technical 
and technological solutions used by Netflix, from 
the very beginning of its business, were ways to 
meet consumer demands, which were central to 
all of the company's digital business models and 
which were the drivers of all the digital 
transformations it undertook [32]. 

 
The main advantage of Netflix is reflected in 

the fact that this company has always used digital 
models from the very beginning of its business. 
The very idea of starting a company best 
illustrates the fact how traditional models of the 
videocassette and DVD renting were sources of 
user dissatisfaction. Netflix was founded in 1997 
by two programmers, Marc Randolph, and Reed 
Hastings, who got the initial idea to create the 
service after Hastings had to pay Blockbuster a 
$40 fine for forgetting to return a DVD. They 
launched a website in April 1998, which was 
based on the method of payment for a rented 
film, and in September they introduced the 
possibility of paying a monthly rental subscription. 
Netflix very quickly switched to a monthly 
subscription billing system, which was well 
accepted by consumers. The monthly 
subscription system has made it possible to 
eliminate most of the elements that have caused 
consumer dissatisfaction in the traditional way of 
renting, such as thinking about the dates when 
cassettes or discs must be returned, late fees, 
and the like. 

 
The fact that Netflix has based its business 

from the outset on the use of digital technologies, 
has by all means significantly facilitated the 
company’s implementation of digital 
transformations. Extremely great success of 
Netflix is primarily a result of closely monitoring 

consumer demands and the implementation of 
digital business transformations in all situations 
where the need arose. Netflix has undergone two 
major transformations during its operations, 
which have fundamentally changed the way the 
company operates, and which have led to a 
significant strengthening of its market position 
and to a growth of revenue it generates.  

 
The first significant digital transformation of 

Netflix’s business processes and overall business 
was reflected in the abandonment of sending 
DVDs by mail and moving to stream video 
content over the Internet. This transformation has 
completely changed the way the entire video 
publishing business functions. The streaming of 
video content introduced by Netflix has greatly 
facilitated the use of services for users, primarily 
due to the fact that they did not have to go for 
CDs or order them, but could watch movies and 
other content at any time, in a very easy way. 
The transition to video streaming required a 
complete transformation of Netflix's business and 
a shift to a fundamentally different way of 
providing services, which was completely 
revolutionary at the time and which completely 
changed the industry over time. 

 
Another significant digital transformation in 

Netflix' business was the decision to start 
creating its own, original programs that would be 
offered to subscribers. This transformation aimed 
to eliminate Netflix's dependence on content 
providers while providing a range of different 
types of content that will only be available on the 
Netflix platform and that will retain existing and 
attract new subscribers. Creating its own content 
led to an entry of Netflix into a completely new 
business, in which the company had not been 
engaged in and it was the thing that represented 
an element that significantly strengthened its 
position in the market. Starting to create their 
own content has resulted in changes to existing 
and the introduction of several new business 
processes, as well as substantial changes in 
Netflix' business model. 

 
From the very beginning of its business, Netflix 

focused on streaming content, while DVD 
publishing was a transitional phase until the 
speed of the Internet became adequate for 
streaming and / or downloading video content 
[32]. This decision points to the fact that the 
founders of the company strategically thought 
about the directions of its development, creating 
a clear vision of the services that would be 
provided, after the technical possibilities allowed 
it. One of the basic elements that represented 
Netflix's competitive advantage was the 
emphasis on consumers, their wishes, 

34



 

requirements, and needs. Netflix felt that it should 
not make significant efforts to analyze the 
activities of its most significant competitors 
because the company had no control over what 
the competitors do. The management of Netflix 
and its owners have very well understood the 
essence of the changes brought about by the 
digitalization of business, which required placing 
consumers at the center of all activities of the 
company. 

4. CONCLUSION 

 
Digital transformation of business processes is 

one of the basic and most important prerequisites 
for achieving long-term sustainable 
competitiveness of organizations in modern 
business conditions. It had an impact on all 
segments of modern human societies, with 
special emphasis on its influence on the business 
organizations, which must digitize their business 
models if they want to adequately meet the 
requirements and expectations of their 
consumers. Efficiently implemented digital 
transformation of business processes and 
digitization of business models can be significant 
source of competitive advantage in modern 
business circumstances. 

 
A common mistake that organizations make 

during the digital transformation of business is 
reflected in an inadequate understanding of its 
essence and placing the emphasis exclusively on 
the introduction of digital technologies in 
business and the implementation of technological 
changes. Digital transformation is much more 
than that and it includes changes in all segments 
of business organizations and in all business 
processes that take place in them. The essence 
of the digital transformation of business 
processes and the digitalization of business 
models is reflected in the change of business 
philosophy of organizations and placing 
importance on the identification and satisfaction 
of wishes and needs of consumers. 

 
This paper analyzed examples of two 

companies, which were engaged in identical 
activities and whose approaches to digital 
business transformation differed greatly. 
Blockbuster, which was the market leader in 
video and DVD renting in the United States, did 
not adequately understand the essence of digital 
transformation and the effects that digitalization 
will have on the business in which it operates. 
Blockbuster's inadequate and late response to 
digitalization resulted in the closure of the 
company, which was unable to adequately meet 
consumer needs and respond to competition 

activities. 
Netflix is one of the companies that has used 

most of the benefits of digitalization.  It has been 
continuously adapting its business models to the 
demands and needs of consumers, as well as to 
the changes in the markets in which it has 
operated. The fact that Netflix started its business 
in a digital form was largely an advantage over 
competitors who used traditional business 
models. The main source of Netflix's competitive 
advantage and its extremely good market 
position is reflected in modern digital business 
transformations, which have always been based 
on analyzes of consumer and aimed to ensure 
maximum adaptation of the company's business 
to the wishes and needs of its existing and 
potential customers.  
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Knowledge Share Supported  
by New Technologies 
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Abstract: Continuous learning and 
acquisition of knowledge is a condition for the 
progress of any organizational system. 
Knowledge and achievements based on it 
provide a competitive advantage in the market. 
Knowledge-oriented organizations as the most 
important resource are positioned as smart 
organizations. However, the process of 
knowledge accumulation within the 
organizational system implies cooperation with 
management capable of understanding the 
processes of knowledge acquisition and 
accumulation. In order for an organization to be 
able to form its own know-how and to 
continuously upgrade it, it is necessary for 
management to be able to implement 
techniques and methods that ensure 
cooperation of employees, especially when it 
comes to the accumulation of tacit knowledge. 
New technologies significantly facilitate access 
to knowledge and its constant exchange. 

Index Terms: learning, market, knowledge, 
exchange, new technologies 
 

1. INTRODUCTION 

The modern age constantly brings new 
challenges that organizations are facing. 
Management and employees are expected to 
constantly learn and adapt to new 
communication and business methods. A new 
category of business entities is being formed, 
the so-called Smart Organizations, which base 
their resources primarily on human resources 
that are constantly educated in order to create 
the Know How as a competitive advantage. The 
Know-how implies the set of knowledge and 
experience which is deposed as a part of 
intellectual property and helps the organization 
to archive better position than the competition. 
“Knowledge management and innovation 
management need to be drawn closer. It means 
that common strategic issues have to be 
integrated, with the managers who are able to 
organize such a set of business processes and 
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to adequately meet the challenges of new forms 
of business” (Baltezarević, V., et al., 2015, p. 
25). 

What is especially important for the 
accumulation of knowledge is the formation of 
support groups within the organization because 
“people who know each other converse more 
intensively than strangers” (Ibid, p. 26). 

In order to promote groups of employees 
into support and knowledge exchange groups, 
it is necessary to establish “social dialogue, 
since the effort to further improve the quality of 
work must be directed to the properly set 
strategy” (Radovic et al., 2014, p. 108). 

Involving the organization in the process 
of transformation, which should be the 
transition to the organization of knowledge, 
implies defining the starting position, because 
“The organization must know first how to get an 
answer if knowledge currently exists and what 
kind of knowledge is missing. Knowledge 
management systems must be structured to 
capture tacit knowledge.” (Radovic et al., 2014, 
p. 108). 

 

2. THE ROLE OF NEW TECHNOLOGIES  
 

Communication technology, improve-
ments and continued globalization, moved the 
business environment away from working with 
people who are in our visual proximity to 
working with people around the globe (Johnson 
et al., 2001). The modern world is directed 
towards knowledge and latest technologies. 
The same is with the concept of working 
organization which has been orienting towards 
knowledge organization. 

New forms of organization use new 
technologies to create exchange and deposit 
new knowledge as they are aware that 
knowledge creates value, but also leads to new 
knowledge. The role of new technologies and 
the Internet is inevitable. Communication 
supported by virtual tools show an inherent 
connection between technology and society. 
New types of organizations lead to a new 
organizational social environment which is 
determined by forms of businesses. Classical 
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organization, faced with the technological 
progress, have to change their rules and their 
working methods. Classical methods of 
communication in the work environment are in 
constant change. Organizations are 
increasingly focused on online communication, 
creating virtual teams and depositing 
documents and data within virtual files. 

New technologies require new skills that 
employees need, but also new communication 
methods that are necessary for the creation and 
transfer of knowledge. 

 

3. KNOWLEDGE NETWORK 
 

Codification of knowledge enables 
individuals and organizations to preserve 
knowledge and reuse it. The transfer of 
knowledge itself implies the transfer of 
knowledge from one place to another and its 
acquisition. Knowledge is a resource that 
enables organizations to improve their 
productivity and add value to groups and 
individuals. 

Modern technologies, especially the use 
of the Internet, facilitate the exchange of 
knowledge and the communication process 
itself. The advent of new online databases 
provides storage spaces for knowledge that is 
seamlessly exchanged within interest groups. 
The increasingly present communication 
supported by a computer indicates that the 
modern business environment is characterized 
by a close connection between modern 
technology and society. This leads to the fact 
that the modern business environment requires 
new skills from both management and 
employees. “Managers who organize the 
business process in intelligent organizations 
must have the necessary knowledge and skills, 
and they need, as well as to possess excellent 
communication proficiency” (Baltezarević, V., 
et al., 2014, p.42).  

A functional knowledge network is neither 
simple nor easy to set up. This network implies 
“multidimensional structure consisting of a set 
of knowledge elements and the linkages 
between them Information benefits are related 
to the distribution of knowledge within a 
community, the latest developments and trends 
among employees, and interactions among 
employees” (Wang et al., 2014).  

A well-established knowledge network 
serves as an expanded knowledge base and 
“the relational features of an individual’s 
knowledge network will influence his or her 
ability to search for potentially innovative 
knowledge combinations” (Fleming, 2001). 

“The recipient’s ability to add new knowledge to 
existing knowledge” is the primary factor in 
knowledge creation and innovation (Grant, 
1996, p. 111).  

However, no matter how advanced the 
technology, the human factor still retains a key 
role. Creating good social relations and forming 
a network of employees who know each other 
well and communicate freely “provide benefits 
in acquiring information” (Rodan & Galunic, 
2004), and thus a faster and more successful 
exchange of existing and creation of new 
knowledge is achieved. 

The quality of networking is conditioned 
by the abilities and quality of knowledge 
management which should provide a process 
that gives optimal results when collecting 
information and data that are transformed into 
knowledge. Communities of professionals and 
others who share knowledge and resources are 
often referred as ‘communities of practice’ 
(Wenger, 1998). 

“Communication is a way of exchanging 
ideas, attitudes, values, opinions and facts, a 
process that requires the sender which initiates 
the process and the recipient, which completes 
the communication link” (Baltezarevic, V. & 
Baltezarevic, R., 2013, p. 433).  

Without well-established communication 
channels within the organizational system, it 
usually happens that employees do not 
participate in the exchange of ideas and 
knowledge. This happens especially when 
employees are dissatisfied with their position 
within the organization and do not want to share 
their innovative ideas with other participants in 
the communication process, because 
“employees must generate knowledge-related 
interactions if they want to generate true 
innovation (Nahapiet & Ghoshal, 1998).  

In contrast, when well-connected social 
networks are established in the organization, 
the exchange of ideas and knowledge is 
facilitated, and it is possible to combine different 
levels of knowledge and ideas. These positive 
experiences help employees understand the 
elements of knowledge present and see their 
combinatorial potential (Levitt & March, 1988). 

The knowledge embedded in social 
networks is the result of constant social 
interaction and work practice and depends on 
the social and cultural context (Cook & Brown, 
1999). 
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4. TACIT KNOWLEDGE  
 
Knowledge management envisages 

three phases: generation, codification and 
transfer. Generating knowledge means all 
activities that transfer new knowledge to an 
individual, group, or organization.  

Codification of knowledge allows 
individuals and organizations to use it again. 
Knowledge transfer means all kinds of transfer 
of knowledge and its absorption.  

 
Table 1. Explicit and Tacit Knowledge 

 

Source: Theintactone.com 

Tacit knowledge is not appropriate for 
direct use (Zack, 1999. p.128). This type of 
knowledge is deposited in the minds of 
individuals and it solely depends on the person 
whether it will be shared with others or kept to 
oneself, until decided otherwise.  In fact, it is 
more about knowing the work process as a 
result of many years of experience.  

Managers must have in mind that 
“technology alone isn't the answer to sharing 
knowledge – it needs to be done only with 
people” (Baltezarevic, V. et al., 2013, p. 265), 
which is especially evident when organization 
wants to target tacit knowledge.  

The transfer of tacit knowledge is 
conditioned by good business atmosphere and 
good organizational culture that the owner of 
tacit knowledge accepts and identifies with.  

Unlike explicit knowledge that is available 
to stakeholders within the organization, tacit 
knowledge is a challenge that is not easy to 
achieve. “Tacit knowledge is a combination of 
cultural, emotional and psychological 
background that is on the margins of human 
consciousness” (Tuomi, 1999-2000). Tacit 
knowledge is, as we have already stated, the 
experience of an individual, but that experience 
also contains some emotional components 

such as beliefs and accepted values that are 
integral factors of person's culture. Like the 
other types of intellectual capital, the value of 
this knowledge is realized only through use and 
presentation. Unused knowledge is destroyed, 
remains entrenched and brings no value. 
However, human knowledge that is 
transformed from a hidden (tacit phase) into 
explicit knowledge (formal and systematized) 
becomes a part of the intellectual capital of a 
business entity. Therefore, transversal Tacit 
knowledge into Explicit knowledge is precisely 
the most difficult challenge for Knowledge 
management. 

According to Nonaka's model, we see 
that the transfer of knowledge from the hidden 
to the public sphere primarily implies 
socialization, i.e., the establishment of strong 
communication networks among employees. 
Externalization means that hidden knowledge 
needs to be expressed through creative forms 
of explanation. Communication also enables 
the reverse process, the transfer of the explicit 
to Tacit knowledge, which is thus upgraded. 
Knowledge exchange and availability of all 
information and data related to deposited 
knowledge enable various combinations of 
existing knowledge, exchange of ideas and all 
that in the end, if a successful communication 
channel is present and if the process is 
managed by well-trained management, leads to 
new strategic values. 

 
Table 2. How to make tacit knowledge explicit.  

 

Source: http://www.methodsandtools.com/archive 
/knowledge.html 

Table 2. shows Nonaka’s model of 
conversion between tacit and explicit 
knowledge. 
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5. KNOWLEDGE SHARE 

Knowledge sharing is important for the 
creation of new knowledge by combining 
existing knowledge. It means “activities of 
transferring or disseminating knowledge from 
one person, group or organization to another” 
(Lee, 2001) for a better implementation of 
existing knowledge. Nonaka & Takeuchi 
pointed out that knowledge must be viewed as 
explicit and tacit knowledge (Nonaka & 
Takeuchi, 1995). Explicit knowledge is 
codified knowledge that is written down and 
usually shared in the form of electronic 
documents. 

Explicit knowledge is characterized by 
the possibility of formulation using symbols and 
can be digitized. This knowledge can be 
transferred to others through the use of 
information technology, as formalized 
knowledge, and is transmitted as information. 
The problem arises when it comes to tacit 
knowledge because this type of knowledge is 
personalized knowledge that is not formally 
articulated in written form and is usually shared 
in the form of personal advice. 

Tacit knowledge cannot be transmitted 
by e-mail, internet or intranet and cannot be 
numbered. Polanyi (1966) argues that tacit 
knowledge belongs to the personal domain, 
and points out that this type of knowledge is the 
result of the encounter of the individual and the 
culture to which he belongs. The role of IT is 
quite limited in the transfer of this category of 
knowledge. In order to access the resources 
contained in personal knowledge, another 
intermediate step in the exchange of knowledge 
is necessary, the first must be the transfer of 
tacit to explicit knowledge, and only after that it 
can be shared using IT. 

In order for tacit knowledge to be 
transformed into explicit and shared within 
teams, it is necessary to achieve a high level of 
team learning (Polanyi, 1966). This means that 
team members are motivated to learn and 
share knowledge. The action of the team on the 
principle of flexibility with a high level of 
interaction leads to full creative potential and is 
a prerequisite for transforming the tacit into 
explicit knowledge. However, the explicit 
knowledge, thus formed within a particular 
team, made up of employees, who share the 
same cultural and organizational values, 
retains its tacit component of all outside the 
team. 

The common identity created within a 
specific organizational system allows for an 
easier exchange of knowledge, because these 
individuals understand each other better than 

people outside the group. Here, the successful 
operation of the concept of joint practice as a 
tool for improving the exchange of knowledge is 
recognized. 

Organizational learning, knowledge 
processes and the use of IT, in addition to all 
the specifics associated with a particular 
organization, have one common purpose in the 
context of the company, and that is to create 
sustainable competitive advantages. Here, tacit 
knowledge shows that it is not fully compatible 
with globalization and rapid change. Tacit 
knowledge presupposes a long-term learning 
process in a particular environment, and 
therefore functions as a conservative element 
in relation to innovation. 

New technologies are increasingly 
directing the exchange of knowledge through 
social networks. However, if the network is new 
and if people with insufficient knowledge are 
involved in the communication, the exchange of 
knowledge is difficult due to the feeling that 
knowledge should be shared with people whom 
the knowledge holder perceived as unknown 
persons. Trust that is built with famous people 
is a prerequisite for sharing knowledge.  

There is a need to include a combined 
method of knowledge sharing: personally and 
through new IT that leads to problem-solving in 
online communities. Only when employees 
meet and get to know each other can a positive 
effect is expected on networks and forums 
where network communities are formed that are 
people who know each other. 
 

6. CONCLUSION 

In this paper, we have shown the 
importance of continuous learning, acquisition 
and exchange of knowledge. The modern age 
is characterized by the application of new 
communication technologies, which facilitate 
the exchange and storage of knowledge. 
However, this does not imply that human face-
to-face interaction is excluded. Its significance 
is especially evident when it comes to tacit 
knowledge and its transformation into the public 
sphere, i.e., into explicit knowledge. 

Intellectual capital does not support an 
idea without realization. Such is the situation 
with tacit knowledge. If it remains deposited 
only in the consciousness of an individual, it 
remains worthless. Knowledge represents 
value only if shared and applied. 

In order for tacit knowledge to enter into 
the communication channels of an 
organizational system, management needs to 
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develop communication techniques and 
capacity to be able to include employees in the 
social structure within the organization. If trust 
is established on the network, there is a 
stronger connection between the actors and the 
identification of common values, which 
facilitates the exchange of knowledge. 
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IT Approach to Integrated Local 
Development Planning 
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Abstract - According to the constitutive 
theory of integrated local development 
planning, the foundations of this concept are 
partial (public/state) and integrated (private-
public) systems. In the transition to an 
integrated local planning system, the 
question of designing suitable practical 
software with the input of developmental 
information has been raised, which makes it 
an urgent problem that needs to be 
addressed. This is the reason why this 
scientific paper has been prepared, with the 
purpose to further elaborate the 
developmental information for such 
software, since the quality of local 
community development plans, using an 
integrated model, depends on it. 

Keywords: local development, integrated 
planning, planning software, efficiency. 

 

1.  INTRODUCTION 

General computerization and digitalization of 
local communities are currently being 
implemented in the form of inadequate city and 
municipal information systems [1]. Such 
systems, when it comes to the local 
development, are generic and dysfunctional, 
since they not only serve the local development, 
but they also represent a mosaic base of 
information for heterogeneous use. Such 
software does not respect the specifics of an 
efficient integrated local development; therefore, 
it is necessary to create an IT program and a 
software; which will be used by experts involved 
in local integrated development in the process of 
drafting adequate planning documents such as: 
strategies for development, medium-term 
development plans and short-term development 

plans, with accompanying development 
programs.1 

For this process it is especially important that 
the collected developmental information entered 
into the software is representative, since the 
practical quality of the integrated local 
community development plan directly depends 
on it [2]. Having this in mind, the purpose of this 
paper is to improve the representativeness of 
this information leading towards the 
development and implementation of effective 
integrated local development plans. Therefore, 
to develop this theoretical work, the 
developmental information observed here must 
be determined substantially and functionally by 
following the requirements of the structures of 
integrated local development plans. 

Of course, all this depends to a large extent on 
the legal municipalities’ regulation in the field of 
the local development planning [3].  

Furthermore, an appropriate integrated research 
project has been used in terms of defining 
conceptual factors of the research (problems, 
objects, goals, hypotheses, methods, and 
research techniques). In this context, the 
collected research material is structured into five 
basic chapters, followed by conclusions and the 
literature. 

 

 
1 In this context, for example in Serbia, within the 
enacted Law on the Planning system of the Republic 
of Serbia, an obligation has been foreseen in 
establishing a unified information system in this field 
where a Government office for Information, 
Technology and Electronic administration has been 
set up to deal with it. 
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2. THE ESSENCE OF INTEGRATED LOCAL PLANNING 

In order to systematically approach the 
determination of the required developmental 
information, it is necessary to briefly present an 
integrated system of local development planning 
[4]. In the observed theory of local development 
planning, two conflicting systems were identified 
- partial and integrated [5]. The partial planning 
system has traditionally been autonomous state 
planning, which does not take into consideration 
all developmental factors of the local community 
[6]. That is why this system of development 
planning has become less efficient but remains 
transitional especially in less developed 
countries [7]. In contrast, the integrated system 
of local development planning has almost 
emerged in developed countries under the 
influence of science and the increasing influence 
of the non-governmental sector and citizens' 
initiative. New forms of specific partnerships with 
the state have made a special contribution to 
this process [8]. This private-public partnership 
inevitably penetrates all other areas of the 
government [9].  

Compared to the partial system, the integrated 
planning system of local development is imbued 
with a set of the integral components embodied 
in: the interests of the state, the interests of the 
local community, active participation of the non-
governmental sector and the constructive 
attitude of the international community [10]. On 
this basis, the adopted integrated local 
development plans are undoubtedly significantly 
more efficient than the partial plans, which is 
why the world has now begun to rapidly replace 
the partial with the integrated local planning 
system [11].  These significant changes in the 
local planning, politically new and complex, 
require some time and a completely new 
technological approach to gathering and 
processing information relevant to the local 
development planning [12]. 

3. DEVELOPMENTAL INFORMATION  
SELECTION CRITERIA 

In the new theory of integrated local 
development planning, the designing of 
developmental information software has been 
derived from designing the local development 
model structures, in principle, by the 
corresponding sets of developmental information 
without their systematic elaboration [13]. This is 

the reason why the purpose of this paper is to 
solve this problem by making the basic criteria 
for information to be treated as scientifically and 
professionally relevant. The selection of these 
criteria is indisputably complex, and among 
them, the verification, functionality, feasibility, 
and justification of these pieces of information, 
are extremely important [14].  

The verification of developmental information 
requires that every information is scientifically 
and professionally verified. This implies that 
every information needs to be validated by the 
relevant scientific public. The same applies to 
the professional verification of developmental 
information that needs to pass the verification 
process by the expert public. The experts should 
bear in mind all of the mentioned when they 
request that certain information enters into the 
base of information for the local development 
plan. 

The functionality of developmental information 
refers to the fact that each information should 
correspond to the role of a particular segment of 
the local plan. Information can also play the role 
of eliminating an overridden program, the role of 
innovating an existing program or the role of an 
entirely new development program. In the case 
of failure, confusion appears within the 
accumulated developmental innovations and 
reduces the effectiveness of the software.  

The feasibility of developmental information 
implies the need that the provided information 
can be practically and rationally delivered with 
certainty. In this context, it should be 
emphasized that almost any developmental 
information can be derived, but the question of 
its rationalization is primarily from an economic 
point of view. 

The justification of developmental information 
implies that the information is checked from 
several relevant aspects, such as economic, 
social, environmental, security, and 
sustainability.  

Of course, in case that some of these elements 
are not fulfilled, such developmental information 
must be rejected. Overall, developmental 
information covers all types of information that 
may have an elemental character or the 
character of very complex development projects 
and programs. 
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4. E-GOVERNMENT AND LOCAL DEVELOPMENT 

When creating practical software for the 
development of integrated local development 
plans, the concept of e-government2 in the 
process of collecting and processing 
developmental information and finally 
developing the software for simulation, the 
implementation and monitoring of 
implementation of all stages of local 
development is of particular importance. Such 
software can be created on a micro-scale - for 
each local community individually and/or for the 
whole country. The second phase allows 
adjustment for each local government, according 
to its specifics. 

When it comes to the use of developmental 
information in the software and the development 
of integrated basic local development plans, the 
key requirement is that this process should be 
led by a team of integrated planning experts, 
who will be provided with technical assistance 
by educated local planners. External experts 
involved in the creation of basic plans of local 
development should examine the available 
developmental information and, if necessary, 
add new information, which is primarily related 
to the need to systematically connect local 
government with both its closer and its more 
remote environments [7]. 

After drafting the local plan, the next step in the 
process is a broad public debate, for which the 
competent body (local government assembly) 
considers and adopts the prepared proposal of 
the basic integrated plan for the local 
government development. The procedure for 

 

2 The term E-Government refers broadly to 
facilitating the process of collecting, processing and 
exchanging information, communication, and 
transactions between and within state institutions. At 
the same time E-Government covers the facilitations 
of the process of data collection, processing and 
exchange, information flow, communication, and 
transactions between state institutions, citizens, and 
businesses. E-Government consists of E-
Administration, E-Democracy, and E-Justice. “E” in 
these terms refers to the “electronic” conduct of 
administrative, judicial, and any other proceedings 
pending before a public authority or in connection 
with the State and its institutions.   

drafting other local development plans (midterm 
and annual) is much simpler as it comes down 
to concertizing and operationalizing the basic 
plan - which is the reason why it will not be 
presented in this paper.  

This sequence in the creation and 
implementation of the registry first, then the 
independent software, and finally the general 
planning information software, is justified from 
several aspects. Namely, as such, it practically 
enables the gradual training of operational 
representatives of local government in providing 
and using relevant planning information, thereby 
enhancing their planning competence - which is 
the best solution for raising the quality of all 
plans of local government development [15] [16]. 
Also, such an order in the provision and the use 
of planning information has a flow of movement 
from simpler to complex models of systematical 
information. 

The basis for the creation of planning 
information are the databases available to state 
authorities and local government units, which 
are generated through electronic administration3  

 
3 Administration (E-Administration) is by definition 
E-Government, originally covering and facilitating 
administrative procedures. The term E-
Administration refers to how the public management 
is organized in order to increase efficiency, 
transparency, ease of access, and ability to respond to 
citizens request, trough intensive and strategic use of 
information and communication technologies in 
public sector internal management (relations within 
and between individual administrations) as well as in 
everyday relations with citizens and other users of the 
public services. The definition from the perspective 
of information and communication technology is the 
definition that we are most interested in stating that: 
E-Administration refers to the use of information 
technologies (e.g. WAN, Internet, mobile computing) 
by public authorities that have the power to change 
relationships with the citizens, businesses, and other 
branches of public administrations (ministries, 
agencies). From the above definitions we can 
conclude that E-Administration is not only an internet 
portal of public administration but it is a complete 
information and communication system used by all 
(employees in public administration, citizens, 
business people, employees in private business 
entities, companies, etc.). 
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into a single system - a register of information 
for planning local development. The 
implementation of the projected information 
register means that it is directly downloaded as 
a form and then used in the function of drafting 
community planning documents. 

Development of the software for simulation and 
monitoring of the local development involves the 
creation of a software application using digitized 
information technology. This software represents 
the most efficient solution in the process of 
digitalizing local development planning and 
represents a major shift over standard registry 
models for collecting and processing data 
relevant to local community development. It 
should also be emphasized that this software 
model is recognizable for decentralized 
countries. However, this remark does not have 
an absolute character, as other countries that 
insist on accelerating economic and economic 
development can opt for such a software. 

5. DIGITALIZED DEVELOPMENTAL  
INFORMATION USE EFFECTS 

Digitalized developmental information is a 
powerful tool for developing highly effective 
basic and derived community development 
plans. However, success requires the fulfilment 
of a set of basic and derived conditions. 

The basic requirement relates to the need to 
adapt legal regulation and development planning 
in local communities in accordance with the new 
theory of integrated development. On the other 
hand, the structure of the necessary derived 
conditions for a successful replacement of 
current partial with an integrated system of local 
development planning from the aspect of 
developmental information consists of the 
following conditions: 

• The developmental information entered into the 
software is scientifically and professionally 
verified, thus best guaranteeing its quality; 

• Any recorded developmental information is 
tested for eligibility before entering the 
application; 

 
 

• Required investments in publicly available 
developmental information are in line with the 
budget for the development of local 
communities; 

• The private character investments in 
developmental information are appropriate to the 
real investment power of the interested private 
organizations for investing in the development of 
local communities; 

• The local planners are educated to identify and 
enter the data into the application, in particular, 
the developmental information that is important 
for the further development of their local 
communities; 

• The preparation of these plans is made by 
external experts with the support of the local 
planners;  

Fulfilment of all of these conditions creates a 
reliable basis for effective integrated planning of 
local development for the benefit of local 
communities and the state as well. At the same 
time, the collaboration between the public and 
private sector in local planning, by the principle 
of merged courts, will encompass all other areas 
in the management of society with primarily 
positive implications - which provides a major 
opportunity for the overall development of the 
entire country. 

6. CONCLUSION 

In the context of integrated planning and the 
digitalization of developmental information, it is 
possible to draw several conclusions. In the 
introductory part of the paper, the advantages of 
integral planning theory of local development are 
pointed out as a more efficient and vital system 
that becomes important by the software 
development of adequate development 
information.  

This information is globally determined and, in 
order to be practical, it needs to be scientifically 
systematized. In this context, it should be 
emphasized that this system is based on the 
planning collaboration of private and public 
sectors. That is why this system, with respect to 
the partial one (public/state), has all the 
advantages and a good perspective. 
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Developmental information systematization in 
the context of integrated local development 
planning is based on defined criteria for their 
selection. Only successfully verified 
developmental information is accepted for 
further processing. Gathering such development 
information, processing and entering software to 
simulate and monitor all stages and effects of 
local community development, guarantee a high 
degree of effectiveness of the projected local 
development plans. 

The paper identifies new scientific knowledge 
related to the proper treatment of developmental 
information, thus enriching the new theory of 
integrated local development planning. 
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The Dangers and Threats  
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Abstract - Digital technologies have become an 
integral part of modern society. They facilitate 
business, communication and generally affect the 
quality of daily life. However, the other side of the 
story is that cyberspace is also a suitable 
environment for various types of criminal activity. 
These activities are becoming a major problem, 
facing ordinary people, small and large business 
systems, but also the states themselves. Cyber 
criminals can make great material and emotional 
damage to digital users. This issue is widely 
discussed internationally, but it seems that cyber 
criminals are always finding new creative 
solutions to circumvent all security protections in 
order to carry out their criminal activities. The 
impression is that much more determination and 
commitment are needed, as well as adequate 
education of digital technology users to recognize 
and prevent these threats from the online 
environment. Many studies have shown that 
criminal activities in the digital environment harm 
both individuals and organizations, causing great 
financial losses, but also damaging the 
reputation. The damage inflicted is very often 
irreparable. This research seeks to identify the 
challenges that digital users face in online 
environment, and to define how criminal activities 
in a digital environment, affect human lives and 
their business. The aim of this paper is to gather 
and analyze information about various types of 
criminal activity in a digital environment. 
Thorough research of the literature in this area, 
this paper is offering solutions to ordinary people, 
but also to organizations that use digital 
technologies, how to recognize these criminal 
activities and how to adequately protect 
themselves. 
 
Index Terms – digital technologies, digital 
technology users, cyber criminals, cyberspace 
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1. INTRODUCTION 

Technology is driving modern society, and it has 
influenced everything: governments and market 
economies, global trade, travel, and 
communications. Digital technologies have a 
revolutionary impact on the world, and, since the 
advent of the Internet and the worldwide web, 
the social community has become more 
respected and advanced (Graham & Dutton, 
2014).  

However, despite all the benefits available to 
humanity, digital technologies are also being 
used for criminal purposes. Compared to 
traditional crime, the percentage of cyber fraud 
has been increasing in recent years. It is much 
more difficult for competent institutions to fight 
against this type of crime for several reasons: 
criminals in the digital world are hiding behind 
anonymity, but also the naivety and low level of 
information literacy of users, combined with non-
harmonized legislation. All this supports such 
criminal activities.  

The digital devices are used as a target in 
attacks on computers or any other similar 
devices, through viruses, as weapons for 
committing crimes, or as accessories for storing 
illegal information. Cybercrime is not only 
affecting ordinary computer users, but also 
businesses, as companies lose billions of dollars 
every year, while these criminal activities may 
damage their reputation, causing them to lose 
future business. In today's world, cyber systems 
provide enough flexibility leading to their illegal 
use. The Internet enables economic activities 
such as buying, selling, online transactions, and 
social networks, but it also brings many threats. 
Hacking tools are available on the Internet and 
they do not require highly skilled people to use 
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them. Therefore, criminals are encouraged to do 
inappropriate actions in an online environment. 
Cyberspace has made users vulnerable, so it is 
important to take necessary steps to protect 
them and avoid exposure to such acts. Highly 
populated countries, such as Asian countries, 
depend on web resources, which creates a 
possibility of such crimes to occur However, in 
such a wide online environment, detecting and 
preventing crimes on the Internet is very difficult 
(Choi et al., 2007). This paper attempts to 
identify the challenges that digital users face in 
the digital environment and to define how this 
kind of criminal activities affect people’s lives 
and their business. The aim of this paper is to 
collect and analyze information on various types 
of criminal activities in the digital environment. 
By thoroughly researching the literature in this 
area, this paper offers solutions to ordinary 
people, but also to organizations that use digital 
technologies how to recognize these criminal 
activities and how to adequately protect 
themselves. 

 

2. NEGATIVE IMPACT OF DIGITAL TECHNOLOGY 

ON PEOPLE 

There is an impression that with the 
development of new tools and techniques, the 
number of online attacks is increasing, as well 
as the level of damage to victims. By developing 
new techniques, cyber criminals gain 
unauthorized access to networks, programs, and 
data, with the desire to access, and harm, 
confidential information. In some cases, even 
the states themselves are threatened. Many of 
these attacks threaten security, which affects 
information security, business continuity and 
ultimately results in loss of consumer 
confidence. Cybercrime does not have to have 
information systems as its target, by definition, it 
involves attacks that simply use the information 
system as a tool. The current definition used by 
the Computer Crime Research Center defines 
cybercrime as a crime committed online using a 
computer as a tool or as a targeted victim 
(Aghatise E. Joseph, 2006). 

Wall (2007) argues that in order to define 
cybercrime, we need to understand the impact 
of information and communication technologies 
on our society and how these technologies have 
transformed our world. Cybercrime creates new 
opportunities for criminals to commit crimes 
through its unique characteristics. 

Wall (2005) added that he sees these 
characteristics as "transformative keys," and that 
they may represent the following: Globalization 
(which gives perpetrators new opportunities to 
cross conventional borders); Distributed 
networks (which create new opportunities for 
victimization); "Synopticism and panopticism" 
(which allow monitoring of victim involvement 
from a distance); and "Data traces" (that create 
new opportunities for criminals to commit identity 
theft). 

The nature of computer crimes and how to fight 
against these activities has been discussed a lot 
in recent years. There is a confusion about the 
extent of this type of crime, but the extent and 
severity of this problem is being discussed and 
an active solution is being sought to tackle this 
phenomenon (Jahankhani & Al-Nemrat, 2011). 

The importance of cybercrime can be seen in 
increasing prevalence. In the UK, for example, 
as the Office for National Statistics shows, 3.8 
million cybercrime cases were reported in 2018. 
The total number of offenses recorded in other 
areas (e.g., burglary, theft, violence) is 6.5 
million. Thus, cybercrimes account for more than 
half of all crimes (techUK, 2018). 

Yar (2006) divided cybercrime into four areas of 
harmful activity and illustrated a range of 
activities and behaviors, without focusing on 
specific offenses. The four categories are as 
follows: 

Cyber-intrusion: crossing cyber borders and 
intrusion into someone else's computer systems 
and spaces where people have ownership rights 
and where damage is caused (e.g., hacking and 
virus distribution). 
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Cyber Deception and Cyber Theft: different 
types of harm that can happen inside 
cyberspace. At one level lie traditional patterns 
of theft, such as fraudulent use of credit cards 
and (cyber) money. There is a particular concern 
that in the near future this type of crime will 
become a big problem due to increase in the 
number of online bank accounts, as e-banking 
becomes more and more popular. 

Cyber-pornography: a violation of the law of 
debauchery and indecency. Cyberbullying: the 
violent influence of the cyber activities of others 
on individual, social or political grouping. 
Although such activities do not have a direct 
manifestation, the victim still feels violence and 
can experience long-term psychological 
consequences. The cyber activities listed here 
range from cyber-persecution and hate speech 
to technology talks.  

 
3. MANIFESTATIONS OF CYBERCRIME IN CYBER 

SPACE 

An increasing number of people are beginning to 
see crime as an addiction. Recently, there has 
been an increase in organizations modeled after 
Alcoholics Anonymous but dealing with criminal 
addiction. Group of authors in Canada, is 
committed to the controversial assumption that 
criminal activity can be a disease as resistant as 
alcohol or drug addiction. Although some 
experts are reluctant to label this activity 
“addictive,” many acknowledge that crime can 
be caused by psychological need, and 
psychologists have labeled criminals as 
compulsive people (MacQueen, 2004). 

At the beginning, in the 1990s, a number of 
formal definitions of cyberspace were offered by 
theorists, civil organizations, and government 
agencies, However, none of these definitions 
were accepted as permanent or widely 
accepted. A look at each step in the evolutionary 
path of this term offers insights into the 
development of domains, both from academic 
and political standpoints. Daniel Kuehl provides 
a comprehensive overview of these definitions in 
his contribution to cyber power and national 

security. This brief summary of Kuel's detailed 
reviews illustrates that, despite the various 
levels of sophistication, as the definition of 
cyberspace evolved, common themes within 
those definitions included electronics, 
telecommunications, infrastructure, and 
information systems, where all of them represent 
a part of a larger organized communication 
structure (Kuehl, 2009). 

Although many types of cybercrime require a 
high degree of organization and specialization, 
there is insufficient empirical evidence to 
determine whether cybercrime is now dominated 
by organized crime groups and what form or 
structure such groups may take (Lusthaus, 
2013). The available empirical data suggests 
that criminals who operate online or in the field, 
are more likely to be involved in loosely 
connected illegal networks rather than formal 
organizations (Décary-Hétu & Dupont, 2012). 

Perhaps one of the best examples of crime of 
this kind is the case of Aaron Swartz. However, 
it is highly debatable whether Schwartz's 
activities can be understood as criminal activities 
or activities for the benefit of the academic 
community and society as a whole. That 
question is likely to remain open for discussion 
by some future generations. 

In 2011, Aaron Swartz, a Harvard University 
faculty member in the field of ethics downloaded 
more than 4 million academic articles through 
the Massachusetts Institute of Technology (MIT) 
- JSTOR (Online Academic Warehouse). MIT 
and JSTOR have tried to stop the massive 
download of copyrighted material by denying 
access to their database channel from the entire 
MIT network. Schwartz then went to campus, 
plugged the laptop directly into the MIT 
network's IT infrastructure and left it hidden to 
retrieve more content. However, the IT 
administrator reported the laptop to the 
authorities. A hidden webcam was installed and 
when Schwartz came back to take his laptop, he 
was identified and arrested. He did not steal any 
confidential information, so JSTOR did not want 
to bring legal proceedings against him. 
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However, federal prosecutors charged Schwartz 
with 13 counts. Schwartz was known as a 
freedom of information activist who called for 
civil disobedience to copyright laws, especially in 
connection with the expansion of publicly funded 
research. Schwartz said he was protesting 
against JSTOR, and he planned to make the 
articles he had downloaded free for wide publicly 
and freely available for public use. 
Unfortunately, in the end, Schwartz, committed 
suicide, albeit under suspicious circumstances. 
His family has accused the government of being 
responsible for his death by prosecuting 
something they described as a nonviolent, 
victimless crime. In March 2013, he was 
posthumously awarded the James Madison 
Award by the American Library Association. This 
award is being given in recognition of those who 
advocate public access to information (Bort, 
2013). 

Alter (2017) and Newport (2019), along with 
other academics, claim that digital media 
devices and social media applications are 
harmful and addictive. 

As the social web expanded, so did the "dark 
web", an acronym for content that was not 
indexed on the Internet and therefore not 
searchable by standard search engines, also not 
protected by encryption layers and other security 
mechanisms (Bergman, 2001). Not all content 
on a dark web is illegal by definition. Yet, 
concealing such an underground network 
provides an ideal environment for illegal content, 
criminal organizing, such as the terrorist or 
organized crime, black markets, malware, or 
illicit drug trafficking (Weimann, 2016). 
Therefore, the growing focus of cybercrime 
research has sought to identify and understand 
the nature and patterns of such online criminal 
social networks (Holt, 2013). 

 
4. CYBERBULLYING IN A DIGITAL ENVIRONMENT 

Digital media have spurred material, social, 
technical, and cultural change, and, as scholars 
have found, has broadly influenced youth 
development and civic practices. Also, all these 

changes have caused a greater correlation 
between authentic and meaningful youth 
activities and traditional civic engagement 
approaches (von Gillern & Gallagher, 2016). 

Security is defined as the process of protecting 
an object from physical damage, unauthorized 
access, theft or loss, by maintaining the high 
confidentiality and integrity of object information 
and by making information about that object 
available whenever necessary (Koien & 
Oleshchuk, 2013). However, there is no such 
thing as the secure condition of any object, 
whether tangible or not, since no such object 
can be at the sometime in a completely safe 
state and being useful on the other hand. An 
object is safe, if the process can maintain its 
maximum interactive value under different 
conditions (Kizza, 2013). 

Cyberbullying is defined as electronic posting of 
vicious messages about a person (such as a 
student) that is often done anonymously 
(Merriam-Webster, 2017). Literature suggests 
that victims of cyberbullying generally manifest 
psychological problems such as depression, 
loneliness, low self-esteem, school phobias, and 
social anxiety (Grene, 2003). Moreover, 
research findings have shown that cyberbullying 
causes emotional and physiological harm to 
helpless victims (Akbulut & Eristi, 2011), as well 
as psychosocial difficulties, including behavioral 
problems (Ybarra, Mitchell, 2007), smoking, 
depression or poor commitment to academic 
activities (Ybarra & Mitchell, 2007), and alcohol 
consumption (Selkie et al, 2015). Cyber violence 
is not easy to define and operationalized 
(Tokunaga, 2010). Similar to offline violence, 
research finds that online abuse is a "deliberate 
and repeated harm" to another person, which 
involves an imbalance of power (Hinduja & 
Patchin, 2009). 

Watts et al. (2017) described several types of 
cyberbullying: flaming, cyberbullying, cyber 
stalking, disparaging, masking, tricking, and 
rejection (exclusion). In terms of the types of 
individuals targeted for cyberbullying, research 
has shown that both men and women are 
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equally represented and likely to face online 
harassment, but a wide variety of abuses have 
been increasing lately. Individuals who are more 
likely to experience cyberbullying include young 
users, black users, or those who identify as 
LGBT (Pew Research Center, 2014). Countless 
examples of this crime can be found in the 
media and unfortunately, in many cases, they 
result in suicides among young people (The 
Telegraph, 2017). 

Cyberbullying is can be understood as the 
manifestation of the malicious activities online. It 
affects children, teens, and adults as well. Like 
violence, it essentially involves repeated 
aggression (direct or indirect) imposed by a 
group or an individual against a victim who often 
cannot easily defend himself. However, this 
aggression is now happening through modern 
technological devices such as the internet or 
smartphones (Slonje & Smith, 2008). Some 
researchers found that SMS and social media 
are two common places for bullying young 
students (Whitty & Buchanan, 2016). It is 
interesting to note that despite a large number of 
such cases and the significant emotional impact 
of cyberbullying, many victims do not seek help 
(Price & Dalgleish, 2010). 

However, cyberbullying is also present in adult 
population (e.g., social networks and the 
workplace), although adults are expected to be 
better informed and more cognitively aware of 
their actions than young people are (Privitera & 
Campbell, 2009).  

Recent research shows that girls engage in 
cyber violence more often than boys (Kowalski 
et al., 2007). This is in line with available 
research showing that girls more often than boys 
rely on indirect forms of aggression. Hiding 
behind cyber walls can be very powerful 
because it allows the individual to express their 
thoughts and ideas in such a manner in which 
he/she cannot communicate face-to-face with 
peers. Cyber bullies see themselves as 
anonymous entities and can therefore engage in 
behaviors because they think their identities will 
not be revealed, there are no tangible 

consequences, and there are no limits to what 
their peers can say and pose (Keith & Martin, 
2005). 

Not only are the identities of cyber bullies 
hidden, but also the effects of their actions on 
victims. Because cyberbullies do not see the 
impact of their behavior on the victim (e.g., 
crying, shame, anger, emotional hurt), they are 
more likely to continue abusing an individual 
without empathy, regret, compassion, or 
remorse for the victim (Strom & Strom, 2005). 

 

5.  CONCLUSION 

While there is good will to reduce and solve 
criminal activity in the digital environment 
globally, it seems that this problem is not taken 
seriously enough. The damage done by this type 
of crime is huge in every sense. Of particular 
concern is the fact that this type of crime has 
taken precedence over traditional crime 
methods. International standardization of laws in 
this field, education of users of digital 
technologies, but also the development of better 
computer software for early detection and 
prevention of such occurrences are a necessity. 
Cyberbullying, as the manifestation of the 
malicious activities online, affects children, 
teens, and adults This type of aggression is very 
often directed towards individuals, who are not 
able to adequately protect themselves from 
attacks. Although the digital environment is still 
not the safest place for many Internet and social 
media users, in terms of security, from various 
types of cybercrime activities, however, there 
has been a positive shift in recent years in this 
area in countries which are at a higher 
technological level. Particular attention is 
focused on investigating criminal activities on 
social networks that Newport (2019), claims can 
be very harmful. According to Holt (2013) the 
growing focus of cybercrime research has 
sought to identify and understand the nature and 
patterns of such online criminal social networks. 
It is obvious that security in cyberspace is 
becoming a burning issue. Whether ordinary 
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people, but also organizations, will feel safe in 
cyberspace, the years ahead will show. 
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Abstract: Confronted with challenges of the 

Information Technology, the companies have 
recognized the need to strengthen the resilience of 
its systems and structure – to strengthen cyber 
culture and security through continuous 
innovation and adjustment of the regulatory 
framework. The improvement of institutional 
capacities as a whole and continuous monitoring, 
evaluation and control of organizational and 
operational responses to cyber challenges is 
crucial. The goal is to establish a balance between 
available opportunities and the capacity for 
proactive performance on the one hand, and 
dynamic, complex and hard-to-predict cyber 
threats and risks, on the other. 
 

Key Words: Confidentiality, Cyber-Attacks, 
Digital Technologies, ICT Systems, Security 
Processes, Security Risk 

1. INTRODUCTION 

igital technologies, when observed as part 
of a complex global environment, have 

turned out to be a kind of threat to digital 
business as a model, given that the unlimited 
possibilities of technology give unlimited 
possibilities of technologically based abuses, 
which has become a constant threat and causes 
an imbalance in the relationship between 
technological innovations and their application on 
one hand and the accompanying protective 
mechanisms and security challenges on the 
other. 

When it’s about Serbia as a developing 
country, if we would observe the context of ultra-
dynamic technological changes and globalization 
of economic flows, several questions stand to be 
dominant. Security of information as a key 
parameter affects business risks and therefore 
stands out as a very important factor. Preserving 
the confidentiality, integrity, and availability of 
information is providing a way of accessing 
confidential information only to authorized 
persons. Integrity is maintaining the consistency 
of information and certifying that information is 
not altered. Availability certifies that information is 
always available when needed. The impact that 
losses of confidentiality, integrity, and availability 
of information may have on the assets can be 
critical to the organization. 
 

 

 
Preventive controls, such as the use of 

firewalls, access control methods, data 
encryption and communications, electronic 
signatures, data archiving systems, intrusion 
detection systems or monitoring systems, were 
the basic components of the security 
architecture. Typically, technical controls are 
complemented by a series of safety policies, 
procedures, and instructions to control activities 
of employees. 

A uniform (almost algorithmic) approach, 
however, proved to be insufficient. Security 
incidents continue to grow, and problems of 
security of information resources remain 
unresolved. Consequently, it poses a new 
challenge to specialists in the field of information 
protection to, together with company 
management bodies, effectively consider the 
value of information security. 

The cause of these problems may be the very 
definition of information security. In practice, 
there is a lack of consistency in the fact that each 
sector, industry or company, as a rule, in a 
uniform way defines the security of information 
regardless of the specifics of business needs. 
Such an approach has contributed to a lack of 
understanding and respect for the role of 
information security. 

2. MANAGEMENT OF INFORMATION SYSTEMS 

SECURITY (ISS)  

Along with the development of information 
technologies and the fact that companies are 
accustomed to the use of these technologies, the 
issue of information security has become one of 
the most important issues in the establishment. 
Official gazette of RS, (No. 6/2016 and 94/2017) 
prescribes the obligation to implement measures 
to protect against security risks in information and 
communication systems (ICT systems, systems 
based on information and communication 
technologies), where security risk means actions 
that expose the functioning of ICT systems and 
defines the responsibilities of management in the 
use of ICT systems.  

Reformed data protection legislation, therefore, 
provides a number of mechanisms for flat 
international data transfer. The main purpose of 
these rules and mechanisms, not only at the level 
of nation, but also at the level of the EU, is to 
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ensure that the personal data of Europeans are 
protected at every moment of their transfer 
abroad. A special document of the European 
Commission presents a comprehensive and 
simplified EU framework for the exchange and 
protection of personal data in a global 
environment.[9]  

ICT system is a set of all forms of technologies 
used to create, store and exchange information in 
various forms (business data, speech, sound, 
images, etc.). Information security envisages 
performing tasks such as:[5] 

- Establishing an organizational structure, with 
tasks and responsibilities of employees, in 
order to achieve information security 
management; 

- Achieving safety of work out-of-office and use 
of mobile devices; 

- Ensuring that persons using the ICT system or 
managing the ICT system are trained for their 
jobs and that they understand their 
responsibilities; 

- Protection against risks arising from 
fluctuations in jobs or termination of 
employment; 

- Identifying information goods and determining 
responsibility for their protection; 

- Classifying data so that the level of protection 
corresponds to the importance of the data; 

- Data carrier protection; 
- Restricting access to data and data 

processing facilities; 
- Providing authorized access and preventing 

unauthorized access to the ICT system and 
services provided by the ICT system;  

- Defining the responsibility of users for the 
protection of means of authentication; 

- Anticipating the appropriate use of 
cryptocurrency to protect the confidentiality, 
authenticity or integrity of data; 

- Physical protection of facilities, spaces, 
premises or zones in which the means and 
documents of the ICT system are located and 
the data in the ICT system are processed; 

- Protection against loss, damage, stealing or 
other form of endangering the security of the 
assets of the ICT system; 

- Ensuring the correct and safe functioning of 
data processing facilities; 

- Data protection and data processing tools 
against malware; 

- Protection against data loss; 
- Storing data that may be important for the 

security of ICT systems; 
- Ensuring the integrity of software and 

operating systems; 
- Protection against abuse of technical security 

weaknesses of the ICT system; 

- Data protection in communication networks 
including devices and lines; 

- Security of data transmitted within the 
company, as well as between the company 
and persons outside the company; 

- Information security issues within the 
management of all phases of the life cycle of 
the ICT system or parts of the system; 

- Protection of data used for the purposes of 
testing ICT systems or parts of the system; 

- Prevention and response to security incidents, 
which implies adequate exchange of 
information on security weaknesses of the ICT 
system, incidents and threats; 

- Measures that ensure the continuity of work in 
extraordinary circumstances. 

The number of cyber security threats is 
growing rapidly day by day, which is why 
professionals in this field have almost no right to 
make mistakes. It has become necessary to 
eliminate the uncertainty factor. 

2.1 DDIVE Protocol 

It is obligatory to have a protocol - a set of 
precise steps to take when faced with an 
imminent danger. Such a protocol can be 
standardized and applied throughout the 
organization.  

DDIVE model has 5 phases and those five 
phases explain its name - detection (Detect), 
design (Implement), implementation (Implement), 
validation (Validate) and documentation 
(Establish).[6] 

This protocol, or security-focused incident 
response, allows one to consider, implement, and 
document all feasible options. DDIVE is 
adaptable and repetitive.  

Detection - this is a phase in which 
organizations are constantly looking for 
vulnerabilities and ways to improve overall 
security. The focus is therefore on identifying 
security vulnerabilities and weaknesses. 

Design - once the vulnerability is identified, the 
next step is to create a solution that will be 
implemented in response to the vulnerability. The 
research that is done at this stage can take a 
long time, therefore, it is important to check the 
design well before taking action.  

Implementation - at this stage, it is necessary 
to apply the selected solution. If possible, it is 
best to leave the implementation to experts who 
have more experience in working with the chosen 
solution. 

Validation - this phase confirms that the 
solution has had an effect. It is necessary to test 
whether the vulnerability has really been 
removed. 

Documentation - it is important in case when 
the same problem reappears in the future. Also, it 
is a good way for new employees to get 
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acquainted with the level of security of the 
company. 

 

 
 

Figure 1 - DDIVE protocol 
 

Although the DDIVE framework may seem too 
intuitive, it helps everyone in the organization to 
think in the same direction when it comes to 
security. The DDIVE model provides an 
information base for adequately performing 
security steps and documenting for future use 
and training. 

The application of this or a similar cyber 
security protocol helps organizations maintain a 
security focus and continuously develop 
knowledge and expand the security database.[6] 
 
2.2 Security Architecture Model 

 
When it comes to information security, it is 

necessary to additionally consider the aspects of 
security.[12] 

One look at a secure environment architecture 
that can be used to develop business solutions 
for any level of system specifics and complexity 
is given in Figure 2. 

 

 
Figure 2 - Security Architecture Model 

This business analysis is based on questions 
that need to be answered before starting to 
design a solution. These questions will help to 
choose a more precise solution and avoid 
expensive mistakes and user dissatisfaction. 

 The model has a layered structure as shown 
in the figure. Each layer contains appropriate 
questions defined from different points of 
view.[12] 

The context layer should provide the business 
analyst with information on:  

- Business environment,  
- Classification of business assets, 
- Business motivation,  
- Processes covered,  
- Users involved in processes, 
- Locations where the solution needs to be 

applied, and 
- Time when the solution must be available.[10] 

The conceptual layer deals with the selection 
of logical and physical components that will be 
used for the later realization of the solution. With 
this, the business analyst determines: 

- Business risk analysis strategy,  
- Control objectives,  
- Mapping process environment,  
- IT architecture strategy, and 
- Shareholder roles and responsibilities. 

The logic layer helps the business analyst to 
determine:  

- An overview of IT assets,  
- Risk management policies, 
- Procedures for using IT services, 
- Entities and trust models,  
- Connections and data flows between 

locations, and  
- Event schedules. [12] 

In practice, the contextual and logical layers 
are the most difficult and only few organizations 
can show the factual situation. The reason for 
this is that very often IT departments do not have 
a catalog of business services and an 
appropriate configuration management system 
with details of all IT assets. 

The logical model ensures that the solution can 
meet business goals and it is realistic from an 
engineering perspective. The logical model of 
information security is translated into a series of 
physical security mechanisms. 

The component level focuses on an active 
approach to ensure that all parts fit together and 
function as intended. The logical and physical 
layer through the collected information 
complements the component layer and helps the 
business analyst to understand:  

- IT products (business applications, servers, 
databases),  

- Risk analysis,  
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- Tools for monitoring, recording and reporting,  
- Protocols used in business processes, and  
- User roles, their functions, actions and access 

permissions. 

The final layer is a system security 
management service that deals with the ongoing 
maintenance of solutions and built-in security 
mechanisms in the production environment. 

 
BMIS - Business Model of Information Security 

 
Business model of information security can be 

presented in several ways and one of the views 
is shown in Figure 3. 

 
Figure 3 - Business Model of Information Security 
 

Organization design and strategy - An 
organization is a network of people, assets, and 
processes interacting with each other with 
defined roles and a common goal. 

People - People represent human resources 
and the security issues that surround them. This 
determines who implements (through design) 
each part of the strategy. It also represents the 
human factor and their values; behavior, and 
prejudices must be taken into account. 

Process - The process involves formal and 
informal mechanisms (large and small, simple 
and complex) to get the job done. 

Technology - Technology is an element that 
consists of all the tools, applications, and 
infrastructure that make processes efficient. 

In order to understand the work of BMIS in 
practice, it is important to study the connections 
between organizational structure and strategy, 
people, processes, and technology.[5] 

Figure 4 shows all the relevant resources of 
the organization's business support system in 

appropriate relationships. The methodology, as a 
set of practices, procedures, and rules used by 
participants in the business processes of the 
system is shown at the bottom of the pyramid. 
The shaded triangles represent the described 
relationships in Figure 3. Equivalent relationships 
can be found for all the elements shown in Figure 
4: standards that determine the system (technical 
standards, technological standards, legal acts, 
norms, and other regulations of the organization), 
hardware, software and data.  
 

 

Figure 4 - Extended business model of information 
security 

 
All the elements shown in Figure 4 are in the 

"service" of the document, which in the figure has 
a central place in the business system and to 
which, in essence, information security models 
are applied. It is clear from the picture that if we 
want to implement information security, we must 
take into account all system resources and that 
all system resources are of equal importance for 
the realization of information security of the 
business system. 

3. COMPREHENSIVE PROTECTION AS THE BASIS OF 

INFORMATION AND SECURITY CULTURE 

At the elementary level of system protection, it 
is necessary to apply: normative measures, 
crypto-logical measures, logical measures, and 
physical-technical measures.Error! Reference 
source not found. 

Measures of a normative character, which 
include legal, organizational, and personnel 
measures, belong to the category of non-
technical measures. The main characteristic of 
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these measures is that they do not degrade the 
operation of the system, but, on the contrary, 
significantly contribute to increasing its availability 
and productivity, and at the same time 
significantly affect the efficiency of the protection 
system. These measures establish a protection 
policy ("house rules"), which determines what is 
considered acceptable and what the sanctions for 
unacceptable behavior are. This gives them the 
character of an independent and effective 
instrument in the direction of preventive 
deterrence from illegal activities, while, at the 
same time, they represent the cheapest and the 
most effective means of preventing and detecting 
numerous illicit behaviors and activities.[11]  

1) Legal measures include the following: 

- Legislation (national, Council of Europe, 
United Nations…);  

- Internal acts, regulations, rules, and other 
documents;  

- Safety risk assessment act;  
- Protection of privacy and intellectual property;  
- Sanctioning all types of cybercrime.  

2) Organizational measures include standards, 
mission vision and objectives, security policy, 
code of implementing, and security procedures 
for access control. 

The most important standards are ISO, NIST, 
CRAMM, EBIOS, OCTAVE, HIPAA, COBIT, ITIL, 
FISAP, FISMA and others. The organization 
should follow all safety recommendations given in 
international and best practice standards, and, in 
particular, the provisions relating to the threat to 
human rights, privacy, and identity of employees 
and other stakeholders, as well as the threat to 
copyright and licenses. Mission, vision, goals are 
the "holy trinity" of every organization. Based on 
these documents and its own needs, the 
organization defines the security goals that it sets 
for its employees. 

Security policy [3] declares the obligation of the 
organization to make security affairs its priority. It 
provides a framework for best practice that can 
be understood and followed by all employees, 
which crucially helps to ensure minimized risk 
and effective responce to any security incident. 
General requirements and recommendations of 
the security policy include the following facts:  

- The organization is the owner of all 
information assets, as well as all processes 
and electronic transactions;  

- Raising the level of the protection and 
maintenance to the highest possible level 
using all the recommendations of security 
experts and manufacturers of IT hardware and 
software, as well as all available means;  

- Management is responsible for establishing 
and implementing standards and procedures, 

as well as for controlling access to the 
organization's information assets and 
controlling access to Internet and intranet 
users; management by personal example 
should demonstrate and support raising users' 
awareness of the need to protect information 
assets, as well as prepare users for self-
protection and reduction of cybercrime risk 
through various levels of training;  

The Code of Business Ethics, with a special 
emphasis on information security, is a document 
that applies to all employees and whose purpose 
is to instruct them on how to adapt their behavior 
to the work environment, in accordance with 
moral and professional norms and generally 
accepted values. The code should contain the 
following elements: attitude towards business 
and associates, attitude towards clients and 
business partners, and attitude towards assets.  

Security procedures for access control refer to 
use of passwords, e-mail, antivirus protection, 
social networks, visits to sites, and downloads of 
programs and files, all the way to the procedure 
for backing up data, procedures in case of 
danger and security incident, as well as treatment 
of procedures’ risk. 

4. RESILIENCE TO CYBER-ATTACKS 
 

Generally, the goal is to ensure greater 
resilience, strategic independence, and ability of 
the company to develop and apply technologies 
and skills to enhance cyber security. To 
strengthen cyber resistance, a common and 
comprehensive approach is required, as alleged.  

In practice, this implies more robust and more 
efficient structures for the development of cyber 
security and a more effective response to cyber-
attacks.  

In this regard, the key priority of the reform of 
the legislative and institutional framework, in the 
field of cyber security is the institutional 
strengthening.  

In order to establish resilience to cyber-attacks 
and as a single market in the cyber security field, 
it is necessary that all relevant actors, that is, 
state bodies, economic operators, owners and 
operators of network infrastructure focus all their 
activities on the next three priority areas:  

- Security in key or high-risk areas, i.e. 
systems.  

- Cyber security in digital products, networks, 
systems and services of wide use in the 
private and public sector for the purpose of 
defense and protection against attacks and 
implementation of regulatory obligations e.g. 
e-mail encryption, firewall protection, and 
virtual private networks.  
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- Using "integrated security" methods in 
affordable, digital, interconnected broadband 
devices that make up the Internet of Things.[8]  

General Data Protection Regulation (GDPR) is 
the fundamental Europe's digital privacy 
legislation. It represents a set of rules designed 
to provide EU citizens more control over their 
personal data and its safety. GDPR targets to 
narrow the regulatory environment for business 
so companies can fully benefit from the digital 
economy. 

Under its terms, all organizations have to 
guarantee that personal data is collected legally 
and under strict conditions, and that those who 
collect and manage personal data are obliged to 
protect it from abuse and exploitation, or face 
severe penalties in case of disrespect. 

5. CONCLUSION 

Information security is a core value of the 
organization and significantly contributes to the 
security of each system only if it is designed and 
implemented on time and as a fundamental part 
of the business strategy.  

Information security is a prerequisite for 
building trust in an organization in order for it to 
gain and retain business customers, and thus 
achieve business goals. To define information 
security within an organization, business 
objectives must first be understood, all key actors 
and resources identified, and linked to 
information security models. The role of the 
business analyst is crucial in the stated tasks of 
defining and implementing information security in 
each organization. 

Finding new strategies and unique programs, 
that will timely and effectively respond to security 
challenges, risks, and threats and that will enable 
information technology users to live in an ever-
changing world, is an imperative of modern 
society. 
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Abstract: The development of communication 

and information technology made changes occur 
in social interactions. Realistically, increasingly 
giving way to virtual crops that contribute to the 
development of many social spheres in life, they 
also open the door to many abuses. When Internet 
users show an increasing need for long visits on 
the Internet, they create dependence on the 
Internet. The main goal of this research was to 
examine the connection between internet 
addiction, online activity, and frequent arguments 
with parents. The study was carried out on the 
sample (n=200) of 3rd and 4th year students of a 
high school in Tivat, Montenegro. The results show 
that the largest number of the respondents (71) 
use the internet for social media interactions, 42 
respondents use it to talk to friends, 28 use it for 
games, 24 for music, 24 for online shopping, 4 for 
instant messaging, and 7 to search adult content. 
The amount of time spent on the internet to 
communicate on social media (Facebook), 
positively correlates with internet addiction. Also, 
it is shown that internet addiction positively 
correlates with frequent conflicts with parents. 
These results are of particular importance for the 
development of Internet addiction prevention 
programs. 
 

Key words: Internet, Internet addiction, high 
school students, conflict with parents, online 
activities, adolescents, Internet addiction 
prevention 

1. INTRODUCTION 

he development of electronic media, their 
interactivity and great opportunities for 

communication with many advantages and an 
interesting way of learning, pose as a great risk 
to children and many young people. Today’s 
“digital generation”, children and young people 
that are growing up in front of the television, 
computers and mobile phones, are particularly 
vulnerable to the influence of today’s media. 
While older generations use new technologies in 
their free time or to perform various tasks, today’s 
generation uses them as a way of life. In fact, 
they do not use technologies, they live through it. 
From an early age they show basic computer 
knowledge and a much better understanding of 
modern devices than their parents. This leads to 
the fact that children can easily manipulate their 
parents in using this medium. Internet addiction 
still does not have an official diagnosis in the 

Diagnostic and Statistical Manuel of Mental 
Disorders, fifth edition (hereinafter DSM-V), as 
well as in the International Classification of 
Diseases and Related Health problems, tenth 
edition (hereinafter ICD-10), but research to date 
has shown that there are number of people who 
show signs of behavior which are common for the 
those with substance abuse. The consequences 
are reflected in a person’s social life, their work 
environment and their family life. 

In the mid-nineties of the 20th century, the 
concept of Internet addiction was introduced by 
an American author Kimberly Young. However, 
recognizing the behavior that we now call the 
internet addiction with the appearance of several 
different aspects of the authors on the 
mechanism of its meeting and maintenance 
comes several decades earlier. The appearance 
of internet addiction has been described by 
various terms, such as obsessive-compulsive 
disorder, pathological usage of the internet etc. 

Public science is still divided when it comes to 
the term ``Internet addiction`` and its divergence 
in relation to other closely related phenomena, 
such as Internet abuse, excessive use of Internet 
and others. Some authors state that it is a 
psychological disorder, others say it is a disorder 
of self-control of behavior or a technological 
addiction. Psychiatrist Ronald Pies [12]  defines 
Internet addiction as an inability of individuals to 
control their use of Internet, which results in 
anxiety and / or functional disorder in everyday 
life, while Young gives the definition as a 
disturbance of in – charge control which does not 
include narcotic drugs In spite of numerous 
different definitions experts agree on one thing, 
that Internet addiction has a negative impact on 
the lives of its users, based on the diagnosis of 
pathological gambling of DSM-IV. An American 
therapist Kesh considers that setting diagnosis 
doesn`t matter how much time someone spends 
on the Internet, but whether this habit has 
created problems such as social isolation, marital 
disagreements neglects of professional 
obligations. If the connection to Internet is 
destructive and causes disruptions of family, 
social, professional functioning it can be noted 
that there exists Internet addictions. A large 
number of Internet users shows the signs of the 
disorder that is manifested through playing online 
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games, (gambling, cards) online shopping, using 
e-mail, chats or various mailing lists. 

2.  LITERATURE REVIEW 

We are able to talk about real Internet 
addiction since 1996. Author, Young [16] wrote 
the first empirical study in this area using a scale 
of gambling addiction. There were 596 
examinees, 396 were classified as addicts and 
100 were classified as non addicts. People who 
answered affirmatively on 5 or more responses 
were defined as someone who is addicted to the 
Internet. 396 of those who are considered as 
addicts by Young, 157 of them were men at 
average age of 29, while there were 239 women 
at the average age of 43 who use the Internet 8 
times more than people who are non addicts, 
with an average of 38,5 hours and an average 
time for those who are not addicts is 4.9 hours 
per week. She also determined the differences in 
the types of Internet: addicts use the Internet for 
two-way communication, for meeting new people 
and conversation and those who are not addicts 
use the Internet in order to send electronic post 
or get information. The research done by Miliša & 
Tolić [10]   shows that the characteristics of 
Internet addiction are the neglect of social 
contacts and the distortion of the perception of 
personal problems related to the Internet and the 
users, when using computer feel relaxed or 
excited. As additional consequences, the authors 
quote intolerance, loss of self-control, neglect of 
duties, nutrition problems etc. 

In their research of highs school students, 
Uneri & Tanidir [17] found a bigger extensiveness 
of problems in boys than in girls as a result of 
excessive internet use. What is significant, when 
it comes to problem development, they have not 
identified notable differences. Kirscher [6] found a 
connection between the amount of time spent 
online (specifically on Facebook) and poor 
academic achievements. Of the 26% of those 
who think that social media have an impact on 
their lives, 74 % think that it has a negative effect 
(inappropriate use of free time). King & Delfabbro 
[5] report on the neglect of everyday obligations 
as an important characteristic of young people 
who overuse the internet. They state that 
problems such as sleep deprivations, issues with 
food and physical activity should not be ignored 
either.   

When we talk about Internet, young people 
have more knowledge than their parents. The 
research done by Haddon & Livingstone [3] 
confirmed that. The results of this survey show 
that 36% of respondents say they fully agree they 
know more about the Internet than their parents. 
When they were asked about sexual content, 
most of respondents said they had received, sent 

and watched sex images and text on the Internet, 
which is concerning since, there are children 
aged 9-16 years. 

The research done by Mitrovic and his 
assistants in Knjaževac [8] showed that the use 
of Internet among students is a very common 
occurrence, as even 99,37% use the internet. 
The Internet is almost equally used by boys and 
girls. The results of this research show that 
64,87% of them spend more than an hour of their 
time on the Internet and this is a very common 
occurrence; 26,90%spend 30-60 minutes online, 
7,60% students spend less than 30 minutes, 
while only 0,63% students don`t spend their time 
on the Internet. 

The research done by Carević et al. [1], which 
was conducted on a sample of 233 high school 
students in Međumurska district show that a large 
number of respondents i.e., 34,83% of students 
state that they lose the feeling when they use the 
Internet, which is another indication of addiction 
on that medium. As part of the research, there is 
a statement where students say: When I use the 
Internet, I repeat ``Just a few more minutes``. 
The results from that 47 respondents, 23,38% 
fully agree and 51 respondents (25,37%) agree 
with above statement. From above, it is easy to 
conclude that about 50% students cannot control 
the time spent on the Internet, it is longer than 
planned. 

Nelson et al. [18], in her study of physical 
activity and time spent on the computer from 
early to mid-adolescence, found that physical 
activity decreases and increases the time spent 
on the computer, which is particularly expressly 
in the period of adolescence (an increase of 10,4 
to 15,2 hours per week) 

3. RISK FACTORS FOR THE DEVELOPMENT  
OF INTERNET ADDICTION  

The socio-cultural factors (such as 
demographic factors, easy access to Internet) 
biological preference (genetical factors) mental 
predisposition (personal characteristics) 
predispose to an individual to use it excessively. 
Exposure to the Internet at earlier age contributes 
to the development of Internet addiction. The 
family has an important role in the development 
of Internet addiction, so problematic relationships 
and lack of support in the family, communication, 
too busy parents and life with only one parent are 
significant to Internet addiction. The male gender 
is more inclined to develop an addiction. Internet 
usage positively correlates with extroversion, 
consciousness and negative connection with 
neuroticism and extrovert inexperience. Extrovert 
people have a greater need for real 
communication, while introvert people use the 
internet more often for communication because it 
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reduces their anxiety and allow them to hide their 
identity. The Internet addiction has high 
comorbidity with other mental disorders such as 
hyperactivity disorder and attention deficits 
(ADHD), depression, anxiety disorders, low self-
esteem. Such people find an escape on the 
Internet because it allows them to control their 
presentation and satisfy their need for belonging. 
Other studies have found that low self-esteem 
may be due to Internet addiction i.e. the result of 
social isolation. 

The emotional support of both parents 
increases child`s self-esteem, which reduces the 
risk that the child develops Internet addiction. 

4. INTERNET ADDICTION AMONG THE STUDENTS  
IN HIGH SCHOOL   

The adolescent period is the age of great 
physical and psychological changes that cause 
instability and oscillations in the disposition and 
behavior of high school students. It is a time 
when young people become more defensive and 
intensely sensitive Rudan [13]. The Internet as 
the leading mass media has significant influence 
on the socialization of young people, their social 
behavior and the formation of their own identity. 
A survey conducted in Croatia Mlinarević & 
Proroković [9] has discovered that young people 
spend their free time in harmful ways and the 
most common is the orientation for surfing on 
Internet. 

The reasons why high school students are 
susceptible to the development of addiction are 
the following: easy and unlimited access to the 
Internet, they often meet new friends on Internet, 
the need to use new technologies is significantly 
higher than older people, the virtual atmosphere 
helps them release pressure from school duties. 
The use of virtual media has become an 
important part in the lives of high school students 
that it can be said that this is an ``invisible`` 
addiction. The research by Roberts [14] and 
research assistants 2010, in United States has 
shown that 60% of University students now admit 
that they are dependent on the mobile phone and 
77% of young people between 18 and 29 years 
of age.  

The main aim of the research was to 
understand the prevalence of the Internet use 
among high school students and how it 
influences the risky behavior in cyber-space and 
leads to neglect of their study duties.  

5. AIM AND RESEARCH HYPOTHESES 

The main aim of the research was to 
understand the prevalence of the Internet use 
among high school students and how it 
influences the risky behavior in cyber-space and 
leads to neglect of their study duties.  

Hypothesis A: It is assumed that the 
connection between the types of online activity 
and Internet addiction will be shown. 

Hypothesis B: It is assumed that the 
connection between the amount of time spent on 
Facebook and Internet addiction will be shown. 

Hypothesis C:  It is assumed that the 
connection between types of online activity and 
conflicts with parents will be shown. 

6. RESEARCH METHOD 

The sample of survey – the survey was 
carried out on the sample of 200 students of a 
high school in Tivat. The sample was made up by 
students of all four grades. That is about random 
two-tier sample. The list from school in Tivat was 
taken as frame of the first stage. This first stage 
selection unit was the school where the research 
will be carried out. In the second stage the 
classes where the research will be carried out 
were selected. 

The instrument of the research- The basic 
instrument of research was a non-randomized 
questionnaire designed for the aim of this 
research. As an auxiliary instrument, an online 
dependency test was used, which is made by 20 
particles corresponding to the scale Likert type 0-
5. The total score is 100 and the higher the result 
means higher the level of Internet addiction. The 
questionnaire was consisted of 28 questions. All 
the questions in the questionnaire are closed 
type except three questions that are open type.  

The course and method of research 

The research was carried out in the period from 
April to June 2017. 

Data processing methods  

The statistical data processing was carried out 
using SPSS version 17. 

7. FINDINGS 

In this section the most important results of the 
research will be analyzed and presented. When 
we talk about gender structure, the results of 
survey show that out of 200 students, 111 were 
of male gender, while 89 were female (Table1) 

Table 1: Gender 

  Frequency   Percent Valid  
Percent 

Cumulative 
Percent 

Valid Male 111 55,5 55,5 111 
 Female 89 44,5 44,5 89 
 Total 200 100,0 100,0 100,0 
      

 
The survey has shown that the highest number 

of students i.e., 65% were 16 years old, where 
the difference in gender (male and female) were 
negligible (Table No.2) 
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Table 2: Age 

  Frequency Percent Valid 
Percent 

Cumulative 
Percent 

Valid 15 64 32,0 32,0 32,0 
 16 65 32,5 32,5 64,5 
 17 71 35,5 35,5 100,0 
 Total 200 100 100  

 
From 200 students, the highest number of 

them (140) live with both parents, (50) live with 
their mother, (5) with their father, while (5) do not 
live with their parents. The obtained results 
confirm that the family structure is not a 
significant variable that relates to the increase of 
the risk of dependence on mobile phones (Table 
3) 

 
Table 3: Family structure  

  Frequency Percent Valid  
Percent 

Cumulative 
Percent 

Valid With both  
of parents 

140 70,0 70,0 70,0 

 Only with 
mother 

50 25,0 25,0 95,0 

 Only with 
father 

5 2,5 2,5 97,5 

 Don’t live 
with their 
parents 

5 2,5 2,5 100,0 

 Total 200 100,0 100,0  
 

When they were asked about the financial 
situation of their family, the answer was given by 
all respondents. The highest number of students 
evaluate the financial situation as good (90 of 
them); as very good (54 of them) neither good 
nor bad (51) while the smallest number (3) as 
bad and (2) as very bad. The obtained results 
show that respondents come from wealthy 
families which are able to buy them expensive 
mobile phones (Table 4).  

 
Table 4:  The financial situation of the family  

Frequency Percent Valid 
Percent 

Cumulative 
Percent 

 

Valid Very 
bad 

2 1 1,0 1,0  

Bad  3 1,5 1,5 2,5  

Neither 
bad nor 

good  

51 25,5 25,5 28,0  

Good  90 45 45,0 73  

Very 
good  

54 27 27,0 27,0  

Total 200 100,0 100,0 100,0  

 
Of the total number of respondents 71 students 

said that they use mobile phones in order to 
communicate on social networks, 42 students 
want to chat with their friends, 28 play games, 24 
listen to music, 24 do online shopping, 4 do 
instant messaging and 7 students browse the 
content for adults. We can see that the social 

networks became the most common form of 
communication among the respondents, and the 
social network - Facebook was mentioned in 
almost every answer as the most common 
activity. (Table 5) 

 
Table 5: The purpose of using your mobile phone 

The type of 
online activities  

Frequency Percent Valid 
Percent 

Cumulative 
Percent 

Communications 
on social 
networks 

71 35,5 35,5 35,5 

Taking with 
relatives and 

friends  

42 21,0 21,0 56,5 

Playing games  28 14,0 14,0 70,5 
Listening to 

music 
24 12,0 12,0 82,5 

Online shopping  24 12,0 12,0 94,5 
Instant 

messaging  
4 2,0 2,0 96,5 

Browsing and 
reviewing the 

contents  

7 3,5 3,5 100,0 

Total 200 100 100,0 100,0 
 

7.1 The Relationship Between the Type 
 of Online Activity and Internet Addiction 

We examined the relationship between the 
type of online activity and internet addiction. A 
statistically significant positive relationship 
between these two variables was determined 
(R=0,424, df =12, p=0,000). The results show 
that more frequent use of the social media 
Facebook, playing online games, talking to friend, 
the higher the level of internet addiction. In 
addition to these online activities the results show 
that listening to music, online shopping instant 
messaging also correlated with Internet addiction. 
(see tables 6 and 7) 

 
 Table 6: The type of online activities and Internet 

addiction 

 
 
The type of 

online  

Very  
often 

Often  Some-
times  

Rarely Never Total  

Communicate 
on social 
network  

31 22 8 10  71 

Talk to 
relatives and 
friends  

6 20 3  5 34 

Playing 
games 

13 21 3   37 

Listening to 
music 

8  2 12  22 

Online 
shopping   

5  13 7  25 

Instant 
messaging  
 

1   3  4 

Browsing 
contents for 
adults  

 7    7 

Total  64 72 39 20 5 200 
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Table 7: Connection between the type of online 
activity and Internet addiction  

  Time  Activity  
Time  Pearson 

Correlation 
Sig (2-tailed) 

N 
 

1,000 
, 

200 

0,424 
,001 
200 

Activity  Pearson 
Correlation 

Sig (2-tailed) 
N 
 

0,424 
,001 
200 

 

1,000 
, 

200 

 

7.2 The Relationship Between Frequency  
of Facebook Use and Internet Addiction 

We examined the relationship between the 
frequent of use Facebook and Internet addiction. 
A statistically high relationship between 
frequency of use of this social media (=0,982 d 
f=12, p=0,000) and Internet addiction was found. 
The correlation analysis shows that the more 
frequent use of Facebook is longer than planned 
time of staying on the internet. (Tables 8 and 9) 

 

Table 8. Frequency of Facebook use 
and Internet addiction 

 
The frequency 

of fb use 
Very 
often 

Often Sometimes 

Almost every 
hour 

64 33  

Almost every 
other hour 

 39 24 

Almost every 
three hours 

  15 

Almost every 
four hours 

  3 

Total 64 72 42 
 

Table 9: Correlation 

  Time  Activity  
Time  Pearson 

Correlation 
Sig (2-tailed) 

N 
 

1,000 
, 

200 

0,890 
,001 
200 

Activity  Pearson Corelation 
Sig (2-tailed) 

N 
 

890 
,001 
200 

 

1,000 
, 

200 

 

Table 10: The type of online activities and conflict with parents  

How long do 
you stay on 

Internet 
longer 

Addiction 

Communicate 
on social 
network 

Talk to 
relatives 

and friends 

Playing 
games 

Listening 
to music 

Online 
shopping 

Instant 
messaging 

 

Browsing 
contents 
for adults 

TOTAL 
 

Very often 31 1 4 4 4 1  45 

 Often 15 31 22 4 4  7 83 

Sometimes  15 3 2 16 13   49 

 Rarely 2       2 

 Never 10 5   3 3  21 

Total 73 40 28 24 24 4 7 200 

 

7.3 Examination of the Connection Between 
Online Activity and Conflict with Parents  

We examined the connection between time 
spent online and conflict with parents. A 
statistically significant positive correlation was 
found between 0these two variables. (r=0,524, 
df=12, p=0,000) (table 10 and table 11). It turned 
out that more time spent on social media and in 
conversation with friends results in more frequent 
conflicts with parents. 

 

Table 11: Correlation 

  Time Activity 
Time  Pearson 

Correlation 
Sig (2-tailed) 

N 
 

1,000 
, 

200 

0,524 
,001 
200 

Activity  Pearson 
Correlation 

Sig (2-tailed) 
N 

890 
,001 
200 

 

1,000 
, 

200 

8.  CONCLUSION 

The main goal of the research was 
examination of connection between Internet 
addiction of young people, types of online 
activities, as well as conflicts with parents. 
Hypothesis A was confirmed and it says: It is 
assumed that show the relationship between the 
type of online activity and Internet addiction in 
this research. The positive connection in regard 
to correlation coefficient (R =0,424) was found 
between the type online activity and Internet 
addiction. The results show that young people 
who use the Internet as a way of communication 
on social networks are more likely to develop 
Internet addiction. That kind of proof is confirmed 
by Kuss and his co-workers [7], stating that 
spending time on social networks and playing 
online games increase risk of Internet addiction, 
and that these are the activities in which young 
people spend most of the time. In support of this 
Ceyhan [2] points out that the use of the Internet 
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for entertainment and social interactions can be a 
factor of risk to develop addiction symptoms. The 
activities which Montenegrin students of high 
school practice on the Internet are a bit different 
from those of high school students from Great 
Britain. This result is not in accordance with 
results Haddon and Livingstone [3] These 
authors have determined that 92 % young people 
from Great Britain use Internet for the needs of 
their school works. Hypothesis B says: It is 
assumed that the relationship between the 
amount of time spend on Facebook and Internet 
addiction will be shown. The coefficient of 
correlation is 0,89 which shows, statistically 
significant connection between these two 
variables. The result of the correlation analysis 
show that there is positive correlation between 
the amount of time spend on Facebook and 
Internet addiction that the hypothesis accepted. 
Hypothesis C states that there exists a significant 
connection in statistic between online activities 
and conflicts with parents. The result of the 
correlation analysis show that there is positive 
correlation between conflicts with parents and 
Internet addiction that the hypothesis accepted. 
The results of the research have showed that 
conflicts between parents and children happen 
very often when it comes to overuse of Internet. 
However, the reasons for excessive use of 
Internet can be also a consequence of a lack of 
parental care. The kids who are left alone to take 
care of themselves connect to devices which can 
be result of addiction. Parents confiscate the 
phone as a punishment, which cannot be a 
solution, because the child compensates lack of 
the phone by showing aggression towards the 
parents, putting learning aside and finding some 
other activities that distract him from the book.  

Internet addiction among young people 
appears together with an obsessive connection to 
a computer, i.e., Internet. It is certain that Internet 
represents large significance in the life of young 
people. The results of the empirical research 
show that a large number of children become 
estranged from real – life people and they make 
new friendly contact with the help of Internet. The 
family and close friends are neglected because of 
Internet and children have less time for physical  
activities if we look at the results similar, foreign 
studies Ybarra [15] which deal with the influence 
of the computer, computer games, mobile 
phones Ha et al. [4]  it can be noticed that this 
data is not new and unexpected, because the 
youngest population is under the greatest 
pressure and influence of this type of mass 
media and due to the specificity of the 
developmental period, they easily  find the 
contents and online activities that will fill their 
time and satisfy some of the expressive personal 
needs (for socializing, empathy, interest). 

The obtained results indicate the need to 
create specific access in the prevention and 
treatment of these problems. Particular 
importance would be to meet parents with child’s 
interests to refer the child to the possibility of 
useful use of the phone, to review the history of 
using Internet, to talk about sites that the child 
should visit and comment on their good and bad 
characteristics. However, the best preventive 
solution is the participation of parents in child 
activities and to refer the children that they learn 
themselves the difference between good and 
bad. The social community, media, health and 
education workers should participate in the 
education of the population (first of all children) 
about the proper and safe use of the Internet. By 
reducing the number of hours spent on the 
Internet, it is possible to reduce the risk of 
addiction. By socializing and talking to friends 
and parents, the adolescents may replace the 
time often wasted on the Internet and thereby 
positively affect many aspects of their lives.  
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