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Editorial 
 

Selected Topics in Computer Science 
 

William Steingartner, Guest Editor 
Faculty of Electrical Engineering and Informatics, Technical University of Košice, Slovakia 
 
This volume on Selected Topics in Computer Science contains ten refereed and extended 
papers written by authors of the most interesting and promising results presented during the 
2019 IEEE 15th International Scientific Conference on Informatics. This conference was held 
in Poprad, Slovakia, November 20-22, 2019. It became a significant international forum for 
academic scientists, engineers, researchers and young IT experts together to exchange and 
share their experiences and research results about most aspects of science and social research, 
discuss the practical challenges encountered and the solutions adopted and bringing new 
ideas. 
 
It is my pleasure to present the research works of authors who were awarded by the 
conference committee and allowed to publish their new scientific results in this selection. The 
topics of this volume (even the conference) cover theoretical and practical results, along with 
methods for transferring these research results into real-life domains, by scientist and experts 
working in computer science and computing-related fields.  
 
Papers in this volume are grouped into four main topics: Theoretical Informatics, Software 
Engineering, Applied Informatics and Artificial Intelligence. 
 
Papers focused on research in Theoretical Informatics are the following. The first paper 
Mathematical Model Checking Based on Semantics and SMT by the authors Wolfgang 
Schreiner and Franz-Xaver Reichl reports on the usage and implementation of RISCAL, a 
model checker for mathematical theories and algorithms based on a variant of first-order logic 
with finite models, and describes the semantics-based implementation of the checker as well 
as a recently developed alternative based on SMT solving, and experimentally compares their 
performance. Furthermore, authors report on their experience with RISCAL for enhancing 
education in computer science and mathematics, in particular in academic courses on logic, 
formal methods, and formal modeling. 
The second paper Software support for visualizing of the graph algorithms in a novel 
approach in educating of young IT experts by authors Karina Mocinecová and William 
Steingartner presents a software module which provides simulation and dynamic visualization 
(algorithm animation) of selected graph algorithms and its role in the education of young IT 
experts. 
The next paper Totally bounded metric spaces, their model theoretic stability and 
similarity detecting algorithms written by authors Gábor Sági and Karrar Al-Sabti 
investigates model-theoretic properties of certain metric spaces. Based on those results, 
authors present how to build some metric spaces from their finite subspaces. Furthermore, 
authors present a similarity detecting algorithm for a finite-dimensional Euclidean space and 
totally bounded metric space and they discuss an analysis of the complexity of the algorithm. 
In the last paper in this topic Classification rules for temporal databases, authors deal with 
temporal architectures highlighting granularity and they propose own complex classification 
rules to determine individual access principles, technology, architecture, and security aspects 
whereby the classification consists of 14 evaluated aspects. Furthermore, a discussion about 
the undefined states and reliability provided by the consistency is done, as well. 
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Software engineering topic includes the following papers. The paper Evaluation of Static 
Analysis Methods of Python Programs by authors Hristina Gulabovska and Zoltán 
Porkoláb focuses on static analysis methods currently applied for Python. Authors investigate 
the advantages and shortages of those methods and highlight the restrictions of current tools 
and suggest further research directions to tackle these problems. Furthermore, they report 
their experiences applying static analysis methods on an open-source Python software system 
where they found numerous issues confirmed by the developers. Based on these findings, 
authors suggest refined configuration settings on static analysis tools. 
The next paper Advanced Code Comprehension using Version Control Information 
presented by authors Tibor Brunner and Zoltán Porkoláb the authors investigate how a version 
control information of the project can be utilized for extending the apprehension of large 
legacy systems providing a better understanding of the software under examination. Authors 
show that some of the hidden structural connections between the elements of the program can 
be revealed most easily by the development history of the system. 
The third paper in this topic The Automated Creation of Logical Constructions from 
Natural Language Sentences written by authors Zuzana Bilanová and Martin Štancel 
describes the theoretical design and implementation of a prototype semantic machine of 
transparent intensional logic. Procedural semantics of this logic causes that it can be used in 
the field of logical analysis of natural language. The semantic machine described in this paper 
makes it possible to analyze sentences in natural language in the first two of the above steps, 
for the mentioned logical system. Furthermore, authors discuss the possibilities of the 
presented solution are compared with the already existing semantic machines processing the 
meaning of natural language sentences into intensional constructions. 
 
The topic of Applied Informatics includes two interesting papers. The first one Automated 
hardening of a Linux web server by authors Ján Perháč and Michal Olenčin is focused on 
design and implementation of automated hardening a Linux web server after the clean 
installation. The article deals with the analysis of the cybersecurity, focus, and scope of the 
configuration. Based on that, the design of an automated security configuration with a detailed 
description was developed. The second paper Edge coloring of set of graphs with the use of 
data decomposition and clustering written by authors Adam Dudáš and Jarmila Škrinárová 
presents a solution to the problem of parallel edge coloring of sizable sets of cubic graphs. 
Authors present a design and implementation of a methodology based on the clustering of 
graphs and data decomposition model. The methodology aims to satisfy time criterium of 
effective decomposition of problem to set of subproblems. 
 
The paper Experiments on Rough Sets Clustering with Various Similarity Measures 
written by author group Arnold Szederjesi-Dragomir, Radu D. Gaceanu, Horia F. Pop and 
Costel Sarbu as the only paper in topic Artificial Intelligence is aimed to investigate the 
influence of several similarity measures in a rough sets clustering context and, in this sense, 
datasets with overlapping regions are of particular interest. Authors are also interested in the 
way the overlapping detection mechanism is affected by the chosen similarity measure and 
because the standard datasets do not provide specific information about overlapping regions, 
they also propose an approach to obtain such data for benchmarking purposes. The 
importance of properly choosing the similarity measure is outlined by the experiments carried 
out on standard datasets. 
 
This volume focuses on actual problems in Computer Science and related fields, and it 
presents its both theoretical and practical results and applications thus exploiting the 
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innovative approaches. It reflects the main thrust of research in Computer Science and related 
fields and establishes contacts with the experts of these fields. 
I would like to express my gratitude and appreciation to the authors for contributing their 
important research results in the journal. Due to their fruitful research and helpful 
cooperation, it was possible to provide such broad coverage of these areas of scientific 
research. 
I also would like to thank all reviewers. They have worked very hard in reviewing papers and 
making valuable suggestions for the authors to improve their works.  
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Mathematical Model Checking
Based on Semantics and SMT

Schreiner, Wolfgang; Reichl; Franz-Xaver

Abstract: We report on the usage and implemen-
tation of RISCAL, a model checker for mathematical
theories and algorithms based on a variant of
first-order logic with finite models; this allows to
automatically decide the validity of all formulas and
to verify the correctness of all algorithms specified
by such formulas. We describe the semantics-based
implementation of the checker as well as a recently
developed alternative based on SMT solving, and
experimentally compare their performance. Further-
more, we report on our experience with RISCAL
for enhancing education in computer science and
mathematics, in particular in academic courses on
logic, formal methods, and formal modeling. By
the use of this software, students are encouraged
to actively engage with the course material by
solving concrete problems where the correctness
of a solution is automatically checked; if a solution
is not correct or the student gets stuck, the software
provides additional insight and hints that aid the
student towards the desired result.

Index Terms: model checking, logic, seman-
tics, formal verification, reasoning about programs,
computer science education

1. INTRODUCTION

SOFTWARE based on formal logic plays an
ever-increasing role in areas where a mathe-

matically precise understanding of a subject do-
main and sound rules for reasoning about the
properties of this domain are essential. A prime
example is the formal modeling, specification, and
verification of computer programs and computing
systems, but there are many other applications in
areas such as knowledge-based systems, com-
puter mathematics, or the semantic web.

As for reasoning in these domains, there
are two main approaches, proving and model-
checking. The main advantage of proof-based
systems [6], [9] is their generality: they can op-
erate with rich formal systems such as first-order
logic and reason about domains of infinite size.
Their disadvantage, however, is that such rich
logics are generally undecidable such that the

Manuscript received June 8, 2020. This work was supported by
the Johannes Kepler University Linz, Linz Institute of Technology,
Project LOGTECHEDU “Logic Technology for Computer Science
Education” and by the OEAD WTZ project SK 14/2018 SemTech.

W. Schreiner (contact person) is an associate professor at the
Research Institute for Symbolic Computation of the Johannes Kepler
University Linz, Austria (e-mail: Wolfgang.Schreiner@risc.jku.at).

F.-X. Reichl is a student of computer mathematics at the Johannes
Kepler University, Linz, Austria (e-mail: franz.x.reichl@gmail.com).

failure to construct a proof for a conjecture does
not indicate its invalidity. This is a major problem
in areas such as program verification where these
conjectures are verification conditions derived not
only from the specifications of the program but
also from extra (in practice human-provided) infor-
mation such as loop invariants; if these invariants
are too strong or too weak, the verification con-
ditions are not valid, even if the program satisfies
its specification.

The main advantage of model checkers [2] is
their automatism: they decide without user as-
sistance the validity of conjectures; furthermore,
if a conjecture is invalid, they produce a coun-
terexample that demonstrates its invalidity. Their
disadvantage is that they have to be based on
decidable calculi, which usually entails finite do-
mains of interpretation or weaker formal systems
than first-order logic. For instance, bounded model
checkers consider only finite (prefixes of) program
runs and typically only check for specific proper-
ties such as preconditions of built-in operations.

In this paper, we present an approach that
combines the generality of a rich logic with the
automation of model checking. This approach is
implemented in RISCAL [11], [12], [16], a soft-
ware system for the formalization of mathematical
theories and the specification and verification of
algorithms operating in such theories. The soft-
ware also provides various means to aid the un-
derstanding of results, e.g., by producing coun-
terexamples or by the graphical visualization of
evaluation trees [15]. The checking mechanism
is based on an executable version of the deno-
tational semantics of the specification language;
recently we have developed an alternative ap-
proach based on the translation of this language
to the language SMT-LIB supported by various
satisfiability modulo theories solvers [10].

Various other modeling languages also support
checking but differ from RISCAL in the application
domain of the language or the exhaustiveness of
the checks. Alloy [4] is based on a relational logic
designed for modeling abstract systems but little
suitable for mathematical theories. TLA+ [5] em-
beds first-order logic but is untyped and also sup-
ports models of infinite size; thus, the TLA+ toolkit
does not really represent a reliable decision pro-
cedure. In contrast, RISCAL is based on full first-
order logic and also allows, e.g., implicitly defined
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functions and nondeterministic computations; still
by its restriction to models of (parametrizable)
finite size, the validity of formulas and the correct-
ness of algorithms is fully decidable [13].

A main application of RISCAL is in edu-
cational scenarios where questions and prob-
lem statements have a precise and machine-
understandable meaning and where the correct-
ness of answers and problem solutions can be
automatically checked. The use of this software
gives students the possibility to self-check the cor-
rectness of their solutions and to use the feedback
of the software to correct their errors. The goal is a
style of “self-directed learning” where students do
not just passively consume educational material
but actively interact with it by producing problem
solutions with the help of software. Ultimately such
software might also be integrated into software for
the automatic grading of assignments [20].

In this paper, we describe our actual experience
with the use of RISCAL in academic courses on
formal specification and verification, formal mod-
eling, and logic; these courses have addressed
various types of audiences, computer scientists as
well as mathematicians, from absolute beginners
to master students in the later phases of their
education. RISCAL has been partially developed
in the context of two projects, “Logic Technologies
for Computer Science Education” (LogTechEdu)
at Johannes Kepler University (JKU) Linz [7],
and “SemTech” at JKU Linz and the Technical
University (TU) of Košice [17], that investigate
and further develop such tools for their use in
computer science education. An example for other
software developed in these projects is the toolset
Jane [18], [19] that illustrates graphically the for-
mal semantics of a simple programming language
and that has been applied in various courses.

The remainder of this paper is structured as
follows: In Section 2 we sketch the use of RISCAL
on small examples. Section 3 discusses the
semantics-based implementation of the RISCAL
checker, the alternative method based on SMT
solving, and their experimental comparison. In
Section 4 we describe our experience with the use
of RISCAL in education. Section 5 presents our
conclusions and outlines further work.

This paper is a revised version of [14] extended
by previously unpublished material (Section 3).

2. THE RISCAL SOFTWARE

RISCAL (RISC Algorithm Language) is a lan-
guage and associated software system for formu-
lating theories in first-order logic, describing algo-
rithms in a high-level language, and specifying the
behavior of these algorithms by formal contracts.
The language is based on a type system where
all types have finite sizes (specified by the user);
this allows to fully automatically decide formulas
and to verify the correctness of algorithms for all

Fig. 1. The RISCAL Graphical User Interface

possible inputs. To this end, the system translates
every syntactic phrase into an executable form
of its denotational semantics; the RISCAL model
checker evaluates this semantics to determine
the results of algorithms and the truth values of
formulas such as the postconditions of algorithms.
Figure 1 displays the user interface of the soft-
ware with an editor panel on the left and control
elements and an output terminal on the right.

As an example for the use of RISCAL, take the
following constant and type declarations:
val N:N; val M:N;
type int = Z[-1,N]; type elem = N[M];
type array = Array[N,elem];

These introduce a type array of arrays that have
some length N and elements of type elem; each
such element is a natural number up to some
maximum M . Likewise an auxiliary type int of
integers from −1 to N is defined. Furthermore,
we introduce by the definition
pred occurs(a:array, x:elem, r:int) ⇔

0 ≤ r ∧ r < N ∧ a[r] = x;

a predicate occurs that is true if array a holds
element x at position r. From this, the declaration
fun searchAny(a:array, x:elem): int =

choose result:int with
if ¬∃k:int. occurs(a,x,k) then
result = -1

else
occurs(a,x,result);

introduces an implicitly defined function searchAny
that returns an arbitrary position at which x occurs
in a, respectively the value −1, if x does not occur
in a. RISCAL can execute this definition, e.g., for
N = 4 and M = 3; if we select for this execution
the “nondeterministic” mode, for every input all
possible outputs are determined:
Executing searchAny(Array[Z],Z) with

all 1024 inputs.
Branch 0:0 of nondeterministic function

searchAny([0,0,0,0],0):
Result (0 ms): 0
...
Branch 4:1023 of nondeterministic ...

searchAny([3,3,3,3],3):
No more results (15 ms).
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Fig. 2. A Pruned Formula Evaluation Tree in RISCAL

Execution completed for ALL inputs
(6741 ms, 1024 checked, ...).

This is possible, because in nondeterministic
mode, the semantics of functions, predicates, and
procedures does not denote a single value but a
finite set of values which is implemented by a lazily
evaluated stream (see Section 3).

Based on the predicate occurs, we may define
and check the (apparently valid) theorem that for
every element x there is some array that holds x
at a unique position:
theorem someUnique(x:elem) ⇔ ∃a:array.
∀r1:int with occurs(a,x,r1).
∀r2:int with occurs(a,x,r2). r1 = r2;

Executing someUnique(Z) with all 4 ...
Execution completed for ALL inputs ...

However, we may also define and check the (in-
valid) theorem that above is true for every array:
theorem allUnique(x:elem) ⇔ ∀a:array.
∀r1:int with occurs(a,x,r1).
∀r2:int with occurs(a,x,r2). r1 = r2;

Executing allUnique(Z) with all 4 ...
ERROR in execution of allUnique(0):
evaluation of
allUnique

at line 33 in file prog.txt:
theorem is not true

ERROR encountered in execution.

We may then ask for a counterexample:
Executing allUnique_refute().
This sequence of variable assignments
leads to a counterexample ...:

x=0
a=[0,0,0,0]
r1=0
r2=1
Execution completed (5 ms).

The truth values of formulas can be also visualized
in RISCAL by the help of “pruned evaluation trees”
(see Figure 2 for an example of such a tree) that
depict those paths in the evaluation of quantified
formulas that determine the overall outcome.

After these preliminaries, we define a determin-
istic procedure that returns the smallest position

r of element x in array a; if x does not occur in a,
the procedure returns −1:
proc search(a:array, x:elem): int {

var i:int = 0; var r:int = -1;
while i < N ∧ r = -1 do {
if a[i] = x

then r := i;
else i := i+1;

}
return r;

}

To verify its correctness, we annotate the proce-
dure with the following postcondition:
ensures if ¬∃k:int. occurs(a,x,k) then

result = -1
else occurs(a,x,result) ∧
∀k:int with occurs(a,x,k). result≤k;

We may then check the correctness of the algo-
rithm for all possible inputs:
Executing search(...) with all 1024...
Execution completed for ALL inputs ...

However, if we replace the test a[i] = x erro-
neously by a[i] 6= x, we get the following error:
ERROR in execution of search(...):
evaluation of ensures ... at line ...:

postcondition is violated by result
-1 for application search(...)

Furthermore, we may annotate the above loop by
an invariant and termination measure:
invariant 0 ≤ i ∧ i ≤ N;
invariant
∀k:int. 0 ≤ k ∧ k < i ⇒ a[k] 6= x;

invariant
r = -1 ∨ (r = i ∧ i< N ∧ a[r] = x);

decreases if r = -1 then N-i else 0;

Every execution of the procedure checks the valid-
ity of these annotations; this in particular ensures
that the given invariant is not too strong. How-
ever, we may also let the system generate from
this invariant verification conditions whose validity
implies the correctness of the program. These
conditions are theorems that can be automatically
checked in RISCAL by a single mouse-click (see
Figure 3), which ensures that the specified in-
variants are strong enough (they are “inductive”).
Thus, we may subsequently use some other envi-
ronment to verify the correctness of the algorithm
by formal proof for arbitrary values of M and N .

The big advantage of RISCAL is that it al-
lows to formulate rich formal/mathematical/logical
contents (theories and algorithms) in an expres-
sive language (first order logic including expres-
sions that do not necessarily have unique values)
and still have their adequacy fully automatically
checked over small domains. In this way, errors in
the formulations can be easily caught and thus the
formalism be quickly validated; this is not so sim-
ply possible with proof-based approaches where
failed proof attempts more often than not indicate
the inadequacy of proof strategies rather than the
invalidity of proof goals. Only when we are after
such a validation reasonably convinced about the
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Fig. 3. The Validity of Verification Conditions in RISCAL

correctness of the formulations, we will turn to
proof-based verification over general domains.

3. CHECKING AND SMT SOLVING IN RISCAL

The basic mechanism of RISCAL for checking
the correctness of algorithms and theorems relies
on the evaluation of their denotational seman-
tics; however in [10] an alternative mechanism
is presented which is based on the translation
of RISCAL formulas to the language SMT-LIB
supported by various satisfiability modulo theories
(SMT) solvers. In this section, we sketch both
approaches and compare their performance by a
number of benchmarks.

3.1. Model Checking

RISCAL implements an executable form of the
denotational semantics of every kind of phrase
of its language. If a phrase is deterministic, i.e.,
its evaluation yields a uniquely defined result, its
semantics is typically an element of the domain

Single[T ] := Context → T

i.e., it maps a context (which determines the val-
ues of the free variables of the phrase) to a value
of the semantic domain T . However, a phrase
may also be nondeterministic, i.e., its evaluation
may yield multiple results. Then its semantics is
typically an element of the domain

Multiple[T ] := Context → Seq [T ]

where Seq [T ] is a collection of T -values which we
will for the moment consider as a set (more details
will be given below).

For instance, in the case of imperative com-
mands we have T := Context , i.e., the result is
another context (which denotes the values of the
variables after the execution of the command); in
the case of logic formulas we have T := Bool , i.e.,
the result is a truth value; in the case of terms we
have T := Value, i.e., the result is a value of the
object domain of the logic.

The denotation of a phrase of syntactic do-
main S is defined by a mapping [ . ] : S →
Single[T ] + Multiple[T ]. For instance, assuming
two deterministic commands C1 and C2, the de-
terministic semantics [C1;C2 ] ∈ Single[Context ]
of their composition can be defined as follows:

[C1;C2 ] := λc. let c1 = [C1 ](c) in [C2 ](c1)

However, if C1 and C2 are nondeterministic,
then we have the nondeterministic semantics
[C1;C2 ] ∈ Multiple[Context ] defined as follows:

[C1;C2 ] :=

λc. let cs1 = [C1 ](c) in
⋃

c1∈cs1

[C2 ](c1)

RISCAL implements these mathematical no-
tions by corresponding constructions in Java. For
instance, we have data types like
public interface Single<T> extends

Function<Context,T> { }
public interface Multiple<T> extends

Function<Context,Seq<T>> { }

The domain Seq [T ] is implemented as a class
with an object method get() that returns either
null (the end of the sequence) or a pair of
a sequence element and another object of this
class. Thus Seq [T ] actually denotes the domain
of lazily evaluated sequences of T -values as
the basis of the nondeterministic execution se-
mantics. The implementation of the (determinis-
tic/nondeterministic) semantics of phrases such
as command sequences is based on functions like
static Single<Context>
seqCommand(Single<Context> C1,

Single<Context> C2)
{ return (Context c) ->

{ Context c1 = C1.apply(c);
return C2.apply(c1); } }

static Multiple<Context>
seqCommand(Multiple<Context> C1,

Multiple<Context> C2)
{ return (Context c) ->

{ Seq<Context> cs1 = C1.apply(c);
return cs1.mapJoin(C2); } }

The whole implementation heavily depends on the
lambda expressions introduced in Java 8; in fact,
the RISCAL implementation of the denotational
semantics resembles very much a (higher-order)
functional program.

RISCAL first builds from the concrete syntax of
a phrase an abstract syntax tree; then it applies
a type checker to annotate this tree with symbolic
information determined by static analysis; then it
translates the annotated tree to its denotational
semantics; finally, it executes this semantics of
the phrase. Since modern JIT compilers heavily
optimize at runtime the executions of the func-
tional objects resulting from this translation, we get
an evaluation mechanism for the various phrases,
which is much more efficient than classical “in-
terpretation”; in fact, the translation mechanism
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achieves many of the advantages we get by “com-
pilation” to a low-level machine language.

If the phrase is a formula, we thus have (since
every RISCAL type is finite) a decision procedure
for the validity of the formula. If the phrase is a
program, we have an execution mechanism for
the program; if the program is annotated with
meta-information such as preconditions, postcon-
ditions, loop invariants, and termination measures,
we have a model checker for the correctness of
the program. Since RISCAL also implements a
verification condition generator where the derived
verification conditions are again RISCAL formulas,
we thus also have a (limited form of) a program
verification environment. From RISCAL Version 3
on, the language also supports the concept of
concurrent systems whose semantics are tran-
sition systems; the evaluation of these systems
yields a model checker for the verification of the
invariance of safety conditions.

3.2. SMT Solving

The application of SMT solvers in RISCAL,
presented in [10], relies on the translation of a
theorem (and of the specification on which the
theorem depends) into an SMT-LIB [1] script. For
this purpose, we use the SMT-LIB logic of Quanti-
fier Free Formulas with Fixed Size Bit Vectors and
Uninterpreted Functions (QF_UFBV). This idea of
a translation is related to [8] where a translation
of TLA+ enabled the application of SMT solvers.

The translation ensures that the original
RISCAL theorem is valid if and only if the gen-
erated SMT-LIB formula is unsatisfiable. This can
be decided by a variety of SMT solvers supporting
the QF_UFBV logic, in particular Boolector, CVC4,
Yices 2, and Z3. As already discussed above,
RISCAL provides the functionality to generate
verification conditions for algorithms. Since these
conditions are just theorems in RISCAL, they can
be also decided by the translation to SMT-LIB.

In the remaining part of this section, we will
discuss selected aspects of this translation which
proceeds in two steps:

1) We translate the input into a form that makes
the later encoding substantially easier and
negate the given theorem.

2) We encode the preprocessed RISCAL spec-
ification into SMT-LIB such that satisfiability
of the negated theorem is preserved.

The translation step, e.g., renames overloaded
functions such that every function gets a unique
name. We also eliminate several kinds of expres-
sions by rewriting them into logically equivalent
forms; in particular we replace “choose expres-
sions” (nondeterministic choices) by applications
of newly introduced “choice functions”, whose in-
terpretations are restricted by appropriate axioms.
For example, the theorem:

theorem T(x:N[N]) ⇔ x ≥
choose y:N[N] with x=2·y ∨ x=2·y+1;

is preprocessed to:
fun chooseFun(x:Z[0,N]):Z[0,N]
axiom chooseAx ⇔ ∀x:Z[0,N].

(∃y:Z[0,N]. (((x = (2·y)) ∨
(x=((2·y)+1))) ∧ (chooseFun(x)=y)));

theorem T ⇔ ∃x:N[N].(x<chooseFun(x));

The encoding step performs two tasks:
1) We eliminate all universal and existential

quantifiers because the target of our trans-
lation (QF_UFBV) is a quantifier-free logic.
To eliminate existential quantifiers, we
mainly apply the technique of “skolemiza-
tion”, i.e., we replace existentially quantified
variables by applications of uninterpreted
“Skolem functions”. However, since the re-
sult is only an equi-satisfiable (not a logically
equivalent) formula, this transformation is
only possible within the negated theorem
whose satisfiability is to be decided.
As a more general technique, we replace
universally and existentially quantified for-
mulas by expanding them into conjunctions
respectively disjunctions of instantiations of
the body formula for all values of the type of
the quantified variable.

2) We encode the types and operations of
RISCAL in the theory of bit vectors. While
this translation is generally based on com-
monly known representations, major adap-
tations were necessary, e.g., to deal ap-
propriately with integer domains of varying
sizes, and to devise effectively computable
mappings between the RISCAL types and
the bit vector domains.

In the following we illustrate the translation on
the basis of the following RISCAL specification:
type nat=N[100];
type set=Set[nat];
fun diff(A:set,B:set):set=(A\B)∪(B\A);
theorem assoc(a:set,b:set,c:set)⇔

diff(diff(a,b),c)=
diff(a,diff(b,c));

Here we introduce a type set of sets that have
elements of type nat. Furthermore, we introduce
with diff a function that represents the symmet-
ric difference of two sets. Finally, we introduce
the theorem assoc that states that the symmetric
difference is associative (obviously this is a valid
theorem). We translate this RISCAL specification
to the following SMT-LIB script:
(set-logic QF_UFBV)
(define-sort nat ()(_ BitVec 7))
(define-sort set ()(_ BitVec 101))
(define-fun diff ((A (_ BitVec 101))

(B (_ BitVec 101)))(_ BitVec 101)
(bvor (bvand A (bvnot B))
(bvand B (bvnot A))))

(declare-fun f ()(_ BitVec 101))
(declare-fun f_1 ()(_ BitVec 101))
(declare-fun f_2 ()(_ BitVec 101))
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TABLE 1
SMT PERFORMANCE

Model Theorem Values RISCAL Yices
catlogic Imp1 N=2, M=1 71748 92
sets associativeUnionT N=8 235413 2
gcd2 _gcdf_8_PostUnique N=100 Timeout 55
bubble _swap_0_CorrOp0 N=6, M=6 253559 6
sat3 _DPLL2_14_CorrOp0 n=2, cn=2 Timeout 10
matrices symAdd N=4 Timeout 4
graphs _handshaking N=3 0 9682

Theorem_8_PreSat
sat3 _DPLL2_14_PostNot n=3, cn=2 0 920

TrivialSome
bubble _bubbleSort3_2 N=4, M=4 10399 25695

_CorrOp0
search _bsearchp_1_CorrOp3 N=4, M=4 205 4635

(assert (let ((a f))(let ((b f_1))
(let ((c f_2))(distinct
(diff (diff a b) c)
(diff a (diff b c)))))))

(check-sat)(exit)

Here we introduce sorts nat and set that repre-
sent the same named RISCAL types as well as a
function diff that represents the corresponding
RISCAL function. In the definition of this function
we can see that we represent the union of sets
by bitwise disjunction and the set difference by
means of bitwise negation and conjunction (as
A \ B = A ∩ Bc). Finally, we represent the
negation of the theorem assoc. For this purpose,
we first introduce three nullary functions for the
skolemization of the quantified variables a, b, and c
(as we negate the theorem, we have existentially
quantified variables). In the assert statement we
then state the negated theorem.

If we apply an SMT solver to this SMT-LIB
script, it reports that the formula is unsatisfiable,
which shows that the theorem assoc is valid.
Indeed, the SMT solver Yices 2 reports a result
almost instantaneously, whereas the basic check-
ing mechanism of RISCAL does not produce an
answer in a reasonable amount of time.

3.3. Experimental Comparison

In [10] we systematically compared the perfor-
mance of the checking mechanisms presented in
the previous two sections. For this purpose, we se-
lected a variety of RISCAL specifications respec-
tively theorems. On the one hand, we checked
these theorems with the semantics-based mech-
anism of RISCAL. On the other hand, we applied
the SMT-LIB translation and invoked the SMT
solvers Boolector, CVC4, Yices 2, and Z3, on
the generated scripts. Finally, we compared the
obtained results. The conducted tests showed that
in general Yices 2 [3] delivered the best results in
terms of performance. Thus, here we only present
the results of the tests performed with Yices 2.

In Table 1 we give a (small) selection of these
results achieved with checking/deciding a variety
of theorems that are all valid and that cover
a variety of types, e.g., integers, maps/arrays,

and sets. The entries of this table are to be
read in the following way. Column 1 gives the
name of the tested RISCAL specification. Col-
umn 2 gives the tested theorem. Column 3 gives
the used model parameters. Column 4 gives the
time needed by the semantics-based checking
mechanism of RISCAL. Column 5 gives the time
needed by the translation and the SMT solver
Yices 2 to decide the given theorem. All fig-
ures represent wall clock times in milliseconds,
measured on an Intel Xeon Gold 6128 proces-
sor with 1.5 TB of memory. A “timeout” is re-
ported if the checking time exceeded a threshold
of twenty minutes. The used RISCAL specifica-
tions and the generated SMT-LIB scripts are pub-
licly available at https://www.risc.jku.at/research/
formal/software/RISCAL/papers/thesis-Reichl.tgz.

The first six examples of Table 1 illustrate the
speedups that can be achieved through the usage
of SMT solvers. We want to point out that the tests
presented in [10] indicate that such speedups
cannot only be achieved for few selected cases,
but for a broad variety of RISCAL specifications
and theorems. Indeed, in approximately 75% of
the tests, the translation used together with the
application of Yices 2 was substantially faster than
the semantics-based mechanism of RISCAL.

However, while often significant speedups can
be achieved by the usage of SMT solvers, there
are also cases where the semantics-based check-
ing mechanism delivers superior results. We de-
tected certain patterns in RISCAL specifications
that seem to have a negative influence on the
performance of the SMT based checking mech-
anism. The last four examples of Table 1 illustrate
two such patterns that may make the usage of the
translation disadvantageous.

Examples 7 and 8 illustrate that theorems that
contain existentially quantified formulas may be
checked significantly faster by the semantics-
based method. There are, in particular, two rea-
sons for this. On the one hand, RISCAL can often
find a witness for an existential quantifier very fast.
Thus, it can often report the validity of theorem
very soon — like in the mentioned examples.
On the other hand, the translation has to negate
the theorems. Thus, existential quantifiers are
transformed to universal quantifiers. But universal
quantifiers have to be expanded, which can result
in large formulas that seem to be disadvantageous
for all the tested SMT solvers.

Examples 9 and 10 illustrate that RISCAL spec-
ifications with “choose expressions” may be dis-
advantageous for the application of SMT solvers.
To justify this assertion, we have to consider that
such expressions are translated to applications of
uninterpreted functions. This, for example, means
that choose x:T, where T is some type, is rep-
resented by a function, whose image is the set of
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bit vectors that represent the type T . Often not all
the bit vectors from the image of such a function
correspond to a value that can actually be attained
by the original choice. Therefore, it is necessary
to use certain assertions that guarantee that the
function only attains values that correspond to
values that can be given by the choice. These as-
sertions often seem to have a negative influence
on the performance of the SMT solvers.

To sum up, the comparison of the two decision
mechanisms shows that the SMT based mecha-
nism has the potential to significantly speedup the
decisions of the validity of formulas. Still, it cannot
fully replace the semantics-based checking mech-
anism of RISCAL, as certain specification patterns
favor the usage of this mechanism.

4. LOGIC AND SEMANTIC SOFTWARE FOR EDUCATION

The intent of our projects LogTechEdu and
SemTech is to further advance education in com-
puter science and related topics: by utilizing the
power of modern software based on formal logic
and semantics, students shall engage with the
material they encounter by actively producing
problem solutions rather than just passively con-
suming them from the lecturer. For this purpose,
we have experimented with various pieces of
related software respectively further developed
such software. For instance, David Cerna has
in the frame of LogTechEdu at JKU Linz re-
cently developed an Android app “AXolotl” for the
touch-based training of first-order reasoning with
term matching respectively substitution; likewise,
William Steingartner and Valerie Novitzká have in
the frame of SemTech at TU Košice developed the
toolset “Jane” for the semantics-based execution
and visualization of a simple procedural language
that has been successfully employed in various
courses on programming language semantics.

In this paper we will discuss in more detail those
activities that the first author has been directly
connected to, mostly related to the RISCAL soft-
ware that was described in the previous sections.

a) Formal Specification and Verification:
Since 2005, the first author has given at JKU Linz
a yearly 4.5 ECTS course on “Formal Methods
in Software Development”; the goal is to educate
master students in computer science and com-
puter mathematics in the formal specification and
verification of computer programs with the help
of various freely available software environments.
Since 2009 we have also used our own “RISC
ProofNavigator” and since 2011 our “RISC Pro-
gramExplorer” for the purpose of verifying pro-
grams by deriving and proving verification con-
ditions. In this course groups are of moderate
size (about 25 participants) and have already
considerable technical background (their formal
background, however, is varying).

However, by relying on proof-based verification
tools, the adequacy of formal specifications and
annotations (loop invariants) could be only judged
by proving the validity of the generated verification
conditions. If such proofs did not immediately
succeed (after applying some standard interac-
tions with the respective proof assistants), many
students were not really able to deduce from the
failed proof attempt whether this was due to an
inadequate proof strategy or due to deficiencies
in the specifications/annotations; moreover, some-
times verification attempts trivially succeeded be-
cause preconditions were unsatisfiable or post-
conditions were generally valid.

In 2017, we introduced RISCAL into the course,
replacing some of the initial use of the RISC
ProofNavigator/ProgramExplorer. In a first exer-
cise students had to validate specifications with
the help of various techniques integrated into
RISCAL, such as executing implicitly defined func-
tions that were automatically generated from pro-
cedure contracts or checking whether pre- and
postconditions satisfied various consistency cri-
teria. In later exercises, students had to anno-
tate procedures with invariants and termination
measures, and check the verification conditions
generated by RISCAL. If conditions were not valid,
the RISCAL trace/visualization features could be
applied to determine the sources of the errors.

Final anonymous evaluations of the course soft-
ware performed in 2018 and 2019 indicated a very
high satisfaction of students with RISCAL con-
cerning its ease of use and learning success; the
ratings were significantly better than for the proof-
based RISC ProofNavigator/ProgramExplorer and
summarily higher than for the six other toolsets
used in the course (the extended static checker
ESC/Java2 being the second most popular one).
However, there was no objectively visible effect on
exercise grades, which remained mostly in the 80–
95% (good to very good) range.

Also outside of JKU Linz, at the Czech Technical
University in Prague, Stefan Ratschan used in
2019 RISCAL in a 4.5 ECTS course on “Formal
Methods and Specification” for 80 students. The
software was applied with very good success;
apart from some feedback for improving usability
and requests for additional features, no problems
were reported; in 2020, RISCAL has been em-
ployed in this course again.

Apart from courses, two bachelor students of
technical mathematics used RISCAL to elaborate
in their bachelor theses the formal specification
and verification of algorithms from discrete mathe-
matics (mostly relating to set and graph theory) re-
spectively for searching and sorting of sequences
in various representations (including the major
asymptotically fast algorithms). Especially in the
latter case, it was astonishing to see that the stu-
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dent, without prior expertise in formal verification,
was able to come up with sufficiently strong loop
invariants to let the verification succeed. These
are (anecdotal but nevertheless) strong indica-
tions that students that already have a certain
background are indeed able to develop formally
adequate theories and specifications.

b) Formal Modeling: In 2019, at JKU a new
3 ECTS course “Formal Modeling” for bache-
lor students of technical mathematics was intro-
duced, as well as an accompanying prosemi-
nar. The course was given in three modules by
three lecturers; in the module “Logic Models of
Problems and Computations” of that course (in
which about 15 students participated), we applied
RISCAL to model classical “computational” prob-
lems but also “dynamic” search and scheduling
problems, often disguised in the form of “puzzles”
such as, e.g., the well-known “goat, wolf, and
cabbage” river crossing puzzle.

In contrast to the computational problems spec-
ified by a pair of pre- and postconditions, the dy-
namic problems were modeled in RISCAL (which
at that time did not yet have direct support for
such systems) by nondeterministic algorithms of
the following structure:
proc system(s0:State):

Tuple[N[N],Array[N,State]]
requires init(s0);

{
var s:State = s0;
var i:N[N] = 0;
var t:Array[N,State] =

Array[N,Action](s);
while ¬goal(s) ∧ i < N do
{

choose s1:State with next(s,s1);
s = s1; i = i+1; t[i] = s;

}
return 〈i,t〉;

}

The predicate init constrains the initial state of the
system; the predicate goal describes the desired
goal state. Starting with the initial state s0 as the
current state s, the program nondeterministically
chooses a successor state s1 that is related to s by
the relation next . The computation terminates with
the trace t of the states traversed when a desired
goal state has been found or a bound for the
number i of steps has been reached (to reduce
the search space, typically the computation of the
successor state is split into the nondeterministic
choice of an “action” a and the subsequent deter-
ministic computation of s1 from s and a).

Students were handed out specification tem-
plates with all the necessary declarations; their
task was to formalize the goal predicate and the
next relation. By running the procedure system
in nondeterministic mode, the adequacy of the
definitions could be evaluated.

Students apparently liked the “puzzle-like” na-
ture of these problems; also, because of the pos-

sibility of self-checking, the submitted solutions
were indeed mostly correct. In the proseminar
(attended by five students), two students modeled
self-selected problems, in one case the card game
“Uno”, in the other case the problem of the mini-
mization of finite state automata.

All in all, we encountered the use of RISCAL
in this novel way a success; it also demonstrated
nicely how by the utilization of nondeterministic
choices models of “computational systems” can
be constructed, for which RISCAL was originally
not designed. A crucial point, however, here was
the appropriate modeling of the system to manage
the exponential explosion of the search space of
nondeterministic choices.

c) Logic: The courses presented so far
mainly dealt with moderately sized groups of stu-
dents with some prior technical and formal knowl-
edge. However, since 2013 we are at JKU also
(together with three other lecturers) engaged in a
4.5 ETCS course “Logic” for first semester bach-
elor students of computer science; this course is
attended by 250–350 students most of which have
just passed their high school exam, not all with a
technical focus. The course is internally organized
in three modules “SAT” (propositional logic and
satisfiability solving), “FO” (first order predicate
logic) and “SMT” (satisfiability modulo theories);
the FO module takes half of the course.

Over the years we have also integrated more
and more the use of logic-based software tools
into the course, a SAT solver (Limboole), an inter-
active proving assistant (RISC ProofNavigator), an
automated prover (Theorema), and SMT solvers
(Boolector, Z3). However, prior to 2018, we con-
fined the use of these tools to three optional
“laboratory” assignments that students could per-
form on interest and/or as a substitute for three
instances of weekly tests. The main reason was
that we could not spend adequate time with the
explanation and support of this software and thus
did not want to make the use of the software
mandatory; consequently, however, only a minor-
ity of 5–10% of the students used the software,
mainly as a substitute for failed tests. To bring
the software more into the “main stream” of the
course, we introduced in 2018 weekly “bonus”
assignments by which students could earn up
to 20% of the grade points for the forthcoming
tests. These assignments were of comparatively
low complexity; they were mainly intended to raise
more interest in the software and thus in the
practical aspects of the course.

Also starting with the mentioned year, RISCAL
replaced the RISC ProofNavigator in the second
module FO, specifically in one laboratory assign-
ment and three of the bonus assignments. Ques-
tions were handed out in the form of RISCAL
skeleton files in which students had to fill in some
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missing parts; RISCAL itself was provided in the
form of a virtual machine (to be downloaded and
executed in the free VirtualBox environment) and
on a remote server (to be used via an X2go client).
In a “syntax” assignment students had to “paren-
thesize” formulas to make their structure unique
(RISCAL checked their equivalence to the original
unparenthesized formulas) and to translate infor-
mal statements into formal ones (RISCAL checked
the equivalence to another formalization). In a
“semantics” assignment, students had to deter-
mine satisfying assignments of first-order formulas
(RISCAL checked the correctness of the answers)
and to transform formulas into logically equivalent
forms with certain syntactic constraints (RISCAL
checked here the equivalence). In a “pragmat-
ics” assignment, students had to translate given
informal problem specifications (pre- and post-
conditions) into logic formulas, which partially in-
volved the definition of auxiliary functions and
predicates; here RISCAL was used to validate the
results by, e.g., checking the input/output behavior
of a function implicitly defined by this condition.

At the end of the course, an anonymous evalu-
ation gave the following results: about 40% of the
students performed at least one RISCAL exercise,
about the same number reported the use of the
software as helpful. These numbers clearly trail
the SAT solver Limboole used in the SAT module
(about 60% used this one and reported it as
helpful) but are also much ahead of the other tools
in FO and SMT (used by about 25%). Of those
who submitted bonus assignments, most indeed
earned the full amount of potential grade points.
As for the more general questions on why students
used the software, twice as many reported as
the main reason to earn the bonus points rather
than intrinsic interest. Still, most positive impact
on interest was reported to the software, while
most impact on understanding was attributed to
the exercises (three times more than to software).
While the overall level of grades did not signifi-
cantly differ from the previous years, we found a
strong correlation between performance on bonus
assignments and performance in classroom as-
signments; indeed, most students that failed the
course did not perform the bonus assignments.

Thus, in a nutshell, many students performed
the software-based bonus exercises and those
who did so achieved also significantly better re-
sults in the classroom exercises. However, weak
students (subsequently failing the course) mostly
did not use the software. The reason to use the
software was mainly the “extrinsic” motivation to
earn additional grade points and not an “intrinsic”
interest. Nevertheless, software was cited as a
factor to improve interest in the course, but much
less as a factor in improving understanding.

In case of RISCAL, a main deterring factor

Fig. 4. A RISCAL Web Exercise

to use the software was the need for a local
installation (even if by a virtual machine), the
need to learn to use the software, and the need
to manipulate text files. In the 2019 instance of
the course, we therefore introduced a web-based
frontend to a server installation of RISCAL that
allowed students to perform the exercises within
their web browsers (see Figure 4). Indeed, now
about 170 students (from about 330 active stu-
dents) submitted RISCAL-based exercises via the
web interface; most with correct results. A prelimi-
nary statistical evaluation indicates that those who
did so indeed performed in the course tests better
than those who did not. Based on these results,
we plan in 2020 to proceed with the RISCAL
exercises via this frontend.

d) Correct Program and Algorithm Develop-
ment: There is one kind of courses where the
potential of RISCAL has not yet been applied:
those on the development of programs (respec-
tively algorithms) where their correctness with re-
spect to given specifications should be checked.
Here lecturers might hand out program assign-
ments in the usual way by the desired interface
of a procedure and an informal explanation of
the inputs it can expect and the results it must
deliver. However, additionally, the procedure would
be equipped with a formal contract, against which
the student could fully automatically check the
correctness of her solution and the lecturer could
fully automatically check the correctness of a sub-
mission. If a solution fails the check, the reported
error also demonstrates a concrete input/output
pair that demonstrates the failure. In this way, in
particular, erroneous boundary cases (that very
often give problems) can be quickly detected.

We are not in charge of a corresponding course
where RISCAL can be applied in this sense but
plan in the near future to approach other lecturers
teaching program/algorithm development that may
find interest in the use of RISCAL.
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5. CONCLUSIONS

From the presented experience, we have good
evidence that by the use of a “mathematical model
checker” such as RISCAL the education in various
areas of science and engineering may be substan-
tially improved. This of course mainly applies to
closely related “formal” topics, but may be also rel-
evant for topics like programming, where RISCAL
can check in small domains the correctness of
programs with respect to their specifications.

Our main success lies so far on levels of
education where students have already at least
some prior (technical and/or formal) background.
In courses targeted to absolute beginners, mainly
the stronger students profit from the software,
while the weaker students (already struggling with
the basic material) are potentially overwhelmed by
the additional “burden” to use software. Here the
use of software requires careful evaluation and
fine-tuning.

RISCAL itself has reached a stable state and
has been applied in various courses, mostly but
not only at JKU. However, while RISCAL is pri-
marily targeted to educational scenarios that typ-
ically focus on small models, its semantics-based
checking mechanism is efficient enough to also
analyze models of non-trivial size. Furthermore,
the novel SMT-based decision mechanism pre-
sented in this paper allows to check models of
sizes that were out of the reach of RISCAL so far.

Further work will focus on the improvement of
feedback mechanisms to help students under-
stand the computed results and the integration
with proof-based environments to let RISCAL be
used as a “pre-checker” of formalizations in small
domains before turning to general proofs in do-
mains of arbitrary size. We also plan to extend the
recently introduced notion of “concurrent systems”
by a model checker for specifications in linear
temporal logic (LTL).
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Software Support for Visualizing of the
Graph Algorithms in a Novel Approach in

Educating of Young IT Experts
Mocinecová, Karina; Steingartner, William

Abstract: We present in this paper a software
module which provides simulation and dynamic vi-
sualization (algorithm animation) of selected graph
algorithms. The graphs as data structures and
graph algorithms are a very important part of Data
Structures and Algorithms undergraduate course
in a computer science curriculum. The designed
and prepared software module provides advanced
functionality on graphs and algorithms, step-wise
and overall mode of animation in both directions –
forward and step-back visualization. Our software
module can serve as a very useful teaching tool for
students and programmers who need to simulate
some algorithms on graphs as data structures.

Index Terms: graph, graph algorithm, JavaFX,
teaching software, university didactic, visualization

1. INTRODUCTION

ALGORITHMS play a crucial rôle in the process
of design programs. Furthermore, algorithms

and data structures are essential topics in the
undergraduate computer science curriculum. A
study of data structures and algorithms can give a
rise to writing more efficient programs [21]. Algo-
rithms can be studied based on the mathematical
and empirical analyses. Today, the visualization of
algorithms is another and a very popular way to
study algorithms and it is currently being investi-
gated. An algorithm visualization can be defined
as the use of images to convey some useful
information about algorithms. That information can
be a visual illustration of an algorithm’s operation,
of its performance on different kinds of inputs, or of
its execution speed versus that of other algorithms
for the same problem.

There are two main variations of algorithm vi-
sualization: static algorithm visualization and dy-
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namic algorithm visualization (also known as al-
gorithm animation).

An application of algorithm visualization can
be found in research and education. Benefits for
research are mostly that the visualization of an
algorithm can uncover some unknown features of
algorithms or can help improve the algorithm [28].

The application of algorithm visualization to
education helps students in learning algorithms.
Visualization and simulation can show basic prin-
ciples of an algorithm, can help illustrate how a
particular step of algorithm works. When a sim-
ulation allows interactively to change input data,
then we can compare how an algorithm behaves
on different input data.

Of course, it is true that students can learn
and understand algorithms, also, without using
a visualization and animation. But the reality is
that many researchers and educators assume that
students would learn an algorithm faster and more
thoroughly using algorithm visualization [6], [7],
[16], [18].

In this paper, we focus on the teaching tool
for visualization and animation of graphs and se-
lected graph algorithm. In section 2, we compare
some well-known tools with similar functionalities
that our software tool has and we explain the need
for development of new tools. In section 3, we
present our motivation for modernization of the
teaching process and how we expect an increase
of the attractiveness in the discussed topic for
students. The section 4 sketches particular parts
of design, deployment and application of our soft-
ware tool. We conclude our paper with section 5
where we summarize our ideas and discuss future
steps.

2. RELATED WORK

A relatively wide range of free and easily ac-
cessible tools for visualizing graph algorithms are
available. Before developing our application, we
examined several similar solutions, of which we
focused primarily on Graph Online [2], Data Struc-
ture Visualizations [5], and Algorithm Visualizer
[1]. We tried to combine the positives of these
applications, avoid negatives, and be inspired by
the best functionalities they offer.
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None of the related applications mentioned
above allow visualization of all graph algorithms
that are presented in the course for which our
software was developed as a didactic tool. They
also do not contain a detailed description of the
algorithm steps performed in the way we have
suggested. This was the main reason why we
decided to develop an application that will be
clear and easy to use even for beginners in the
field of graphs and algorithms and will meet the
requirements for teaching the selected topic in the
course on Data Structures and Algorithms.

The Graph Online web application offers several
options for creating a graph. The primary way is
to draw vertices and edges interactively, which is
what we focused on because it appealed to us the
most. Drawing vertices, edges, and manipulating
the graph are performed in different modes, be-
tween which it is necessary to switch. This style
of drawing was an inspiration for us because it
allows a user to create a graph according to his
needs, but constantly switching e.g. between the
mode for adding vertices and the mode for joining
vertices was inconvenient for us.

Data Structure Visualizations and Algorithm Vi-
sualizer are tools that visualize algorithms on pre-
pared graphs. They do not allow user to create
a graph or modify the one that is displayed by
default. The user is therefore limited to work with
the graph that is offered. Data Structure Visual-
izations give users a choice of at least two graphs
on which the algorithm is to be visualized, but it
may be the case that none of the recommended
graphs will meet the user’s requirements.

The way the algorithms are visualized is very
similar in all selected applications. It is mostly
a color highlighting of graph objects that can
be played automatically or manually stepped by
the user. Furthermore, the Data Structure Visual-
izations application explains the steps performed
more markedly, e.g. using a queue. The other
two applications perform visualization only on the
graph without any further explanation. Although
the Algorithm Visualizer offers the code of a
graph algorithm, during the visualization it does
not highlight its parts that are currently being
executed, and besides, shown code is written in a
specific programming language like Java and not
in pseudo-code, which can be considered quite
limiting.

In our application, all the valuable functionalities
offered by the mentioned tools were used. We
also supplemented the application with our own
ideas and suggestions to be in compliance with
the requirements of the course for which it was
created.

3. MOTIVATION FOR USING SOFTWARE TOOLS IN THE
TEACHING PROCESS

In this section, we briefly present the motivation
for integrating new technologies into the teaching
process and how we apply them. We focus on ex-
tending a standard method of teaching with the in-
novated elements using the visualizing software –
we present a contribution to teaching moderniza-
tion which aim is innovation and increasing the at-
tractiveness of the existing course on Data Struc-
tures and Algorithms located at the website https:
//kurzy.kpi.fei.tuke.sk/usaa/student/ along with the
course content placed into the Moodle LMS.

3.1. The Course on Data Structures and Algo-
rithms

In computer science education, many new prac-
tical skills must be taught. It is of prime impor-
tance to give students who learn system-software
concepts a solid base of knowledge without any
unnecessary details [9], [14]. In fact, software en-
gineering does not mean only to write better pro-
grams [12], [25]. The course on Data Structures
and Algorithms which is provided by the Faculty of
Electrical Engineering and Informatics, Technical
University of Košice, for the undergraduate degree
in the study program Computer Science has been
taught partly by conventional teaching methods
which include lecturing and face-to-face interac-
tion in a classroom and partly by using teaching
software. The use of software is significant and
plays a growing rôle in education, in particular in
academic courses in computer science and math-
ematics [19]. Lecturing is provided by a teacher.
The teacher delivers a content to students and
learning level can be measured with the help
of a written examination. Our main idea was to
contribute to innovations based on presenting and
visualizing behavior of selected graph algorithms
more understandably and attractively. Research,
experimental and development work were realized
under the educational project “A development of
the new semantic technologies in educating of
young IT experts”.

3.2. A Visualizing Tool in Teaching Process

The software is focused on improving and mak-
ing teaching methods applied to the lecture and
laboratory part of the course more attractive. Our
goal was to apply modern software solutions in
this course as a significant help in teaching lec-
tures and laboratory exercises, to support the self-
study and to motivate students to realize exper-
iments with graphs. Presented software module
will allow an illustrative and understandable use
of selected graph algorithms with the main focus
on dynamic visualization and showing particu-
lar steps of applying the algorithm shown in a
pseudo-code. This process is modeled in one-
to-one correspondence: each visual change of a
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graph is expressed by a particular step of the
algorithm in the pseudo-code. In this way, we
achieve greater clarity in the applied procedures
and principles in the course teaching.

Based on experience with the course on Data
Structures and Algorithms, we identified points in
which we can bring innovations and make this
course more attractive for students and young IT
experts. We revised the content of the course to
reflect the current state of the art in the world
(mostly oriented towards modern technologies).
Some modules for visualizing selected algorithms
have been developed and they are successfully
used in teaching the course [23], [24]. We think
that modern visualizing methods can significantly
help and we want to apply them, but we do not
want to avoid using standard methods [22]. Of
course, we see those standard teaching meth-
ods – an explanation, algorithm demonstration
on an example by a teacher and its practical
implementation on laboratory exercise by students
with the help of teacher where the rôle of the
educator/teacher is indispensable and cannot be
so simply omitted.

3.3. Results and Outcomes

We expect the practical outcomes of using
the software tool in teaching computer science
courses oriented to formal principles and software
engineering with focusing on the proper imple-
mentation of graph algorithms in selected practical
problems. One of the advantages can also be
putting this software into practice for distance
learning. Our software tool can serve as a modern
interactive learning tool, as a support for new
teachers in the course, and as a tool for IT experts
using applications of graphs.

Proposed teaching software can help teachers
(and educators) in better and illustrative form for
students:

• during the lectures, the teacher can present
examples directly and interactively; or at least
use prepared examples depicted on screen-
shots;

• at laboratory exercises and seminars, exam-
ples can be explained step-wise with a pos-
sible change of input parameters and graph
parameters to show the possible differences
in algorithms’ simulations.

Teaching software can be very useful for stu-
dents especially in the following cases:

• during the laboratory work for interactive sim-
ulation of particular graph algorithm when
changing the input parameters and graph
configurations;

• in the phase of self-studying, applying the
study-by-experiments method;

• in case of doing research or simulations when
visual output is needed, especially when

preparing own software solution for some
graph problem.

The theoretical outcomes of using the software
package can find their application in the field of
further research on the issue of interactive and
experiential teaching of theoretical principles of
graph algorithms in computer science. We expect
a raising of interest in simulations of algorithms
and combining the theoretical principles with prac-
tical skills thank to simulations and visual repre-
sentations, as well.

4. SOFTWARE TOOL

This paper describes a tool enabling visual-
ization of graph algorithms such as depth-first
search [26], breadth-first search [27], test for bi-
partite [20], finding graph components [17], Di-
jkstra’s algorithm, Bellman-Ford algorithm and
Floyd-Warshall algorithm to find the shortest path
in a graph [4], isomorphism test [29], check of
Eulerian and Hamiltonian graphs [8], [13], iden-
tification of minimum spanning tree using the al-
gorithm of Kruskal and Jarník [3], and detection of
a critical path [11]. An application was created as
a teaching tool for Data Structures and Algorithms
course and it was developed within a practical part
of the master’s thesis [15]. The primary purpose
of the application was to provide the users with
a comprehensible explanation of chosen graph
algorithms, mainly by visualizing them. The key
part is to visualize each step of the algorithm in
a way that is clear and easily understandable. In
the next sections, we describe the tool in more
depth, namely the user interface and all the func-
tionalities that the application offers. Next, we also
specify its technical specification and using a UML
diagram, we describe how the application was
designed and developed.

4.1. User Interface and Functionalities

The created teaching tool is largely a single-
frame application. In the process of designing the
user interface, we focused on the availability of all
crucial objects and functionalities that are neces-
sary for the manipulation with the graphs and for
the correct visualization of them. The application
consists of the following basic parts:

• canvas, primarily dedicated to the manipula-
tion of the graphs and controlling the visual-
ization (Figure 1 – case a);

• list of implemented graph algorithms together
with brief descriptions of their behavior (Fig-
ure 1 – case b);

• a side panel that displays the pseudo-code
of the chosen graph algorithm together with
listings of various intermediate data, which
we get during traversing the graph (Figure 1
– case c).

(Figure 1 – see appendix)
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After familiarization with the tool’s user interface,
we can proceed to the description of its partic-
ular functionalities. The creation of a graph and
selecting an algorithm are necessary for running
a visualization, which is the primary focus of this
tool.

The first functionality is the creation of a graph.
There are three implemented methods of how a
graph can be created. We aimed to enable a user
to create any graph, which can be done easily
by drawing – that is the primary way of creating
an arbitrary graph. By clicking the left button on
the mouse anywhere on the canvas, the vertices
are created with numbered labels. Already existing
vertices can be connected by edges, which are
created by subsequently double-clicking both the
vertices the user wants to connect. In the graph
theory, several types of edges are known, such
as directed, undirected, weighted, unweighted,
multiple, graph loops, etc. For the purpose of this
application, we limited the types to create only di-
rected and undirected edges, and also to weighted
and unweighted edges. Therefore, the application
does not support the creation of multiple edges
and graph loops.

For the user who does not need to create a
custom graph or only needs to demonstrate the vi-
sualization of the algorithms in a faster way, there
is an option to choose a graph from examples,
which is the second way of graph creation. The
complete list of given sample graphs can be found
in Graph examples. Any graph from the examples
can be added to the canvas by a simple click on
a button. Such a graph can be edited in the same
way as a graph that was drawn. The user still can
add and remove any vertices or edges and edit
them.

The third option for creating a graph is to import
it from an XML file. A specific structure of the XML
format was defined for this application, which is
shown in Listing 1.

Listing 1: XML file with a specific structure
<?xml version="1.0" encoding="UTF-8"?>

<GRAPH>
<NODE>
<ID>1</ID>
<LABEL>4</LABEL>

</NODE>
<NODE>
<ID>2</ID>
<LABEL>2</LABEL>

</NODE>
<EDGE>
<ID>1-2</ID>
<DIRECTION>yes</DIRECTION>
<FROM_ID>1</FROM_ID>
<TO_ID>2</TO_ID>

</EDGE>
<WEIGHT>

<ID>SpriteEdge1-2</ID>
<EDGE_ID>1-2</EDGE_ID>
<LABEL>17</LABEL>

</WEIGHT>
<NODE_NOTE>
<ID>SpriteNode2</ID>
<NODE_ID>2</NODE_ID>
<LABEL>[17 ; 17]</LABEL>

</NODE_NOTE>
<NODE_NOTE>
<ID>SpriteNode1</ID>
<NODE_ID>1</NODE_ID>
<LABEL>[0 ; 0]</LABEL>

</NODE_NOTE>
</GRAPH>

The GRAPH element can consist of four
elements: NODE, EDGE, WEIGHT, and
NODE_NOTE. Each NODE must have a unique
ID, and if we want the vertex label to be different
from its ID, then a different LABEL has to be
defined. For all edges, it is mandatory to define
a unique ID, DIRECTION (yes/no), and ID of the
two vertices that the edge connects (FROM_ID
and TO_ID). It is also mandatory to specify a
WEIGHT element for each edge. It must have a
unique ID, information about the edge to which
it is assigned (EDGE_ID), and if the edge is to
be weighted, then the LABEL element is also
required. The last element is NODE_NOTE. It
represents a text that is displayed at the vertex in
a graph (for example, the degree of a vertex). If
we want to have this element defined in the XML
file, then it must have a unique ID, information
about a vertex to which it belongs (NODE_ID)
and the text itself included in a LABEL element.

As we have already mentioned, the defined
structure of the XML consists of mandatory (all el-
ements highlighted in red) and optional elements.
If any of the mandatory elements are missing or
there is an error in the syntax of any element, be it
optional or mandatory, no graph will be imported.
The user is notified about such an error. After
importing a correct XML file, a graph is generated
and can be modified by the user in any way.
Export of a graph to an XML file with a defined
structure is possible for a graph created in any of
the mentioned ways.

After a graph is created, there is a possibility
to change some of its attributes additionally. A
graph can be modified easily anytime, by changing
vertices properties, edge properties, or the whole
graph.

Modifying a vertex means to change the number
of the label, mark a vertex as a starting vertex or
ending vertex for an algorithm or delete the vertex
entirely. These change options are available after
a right-click on a vertex.

Any edge can be adjusted by changing its at-
tributes, which depends on the type of the edge
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– if it is directed or not and also if it is weighted
or not. In a case that an edge is undirected or
unweighted, the direction or weight of the edge
can be set, and by that, it becomes a directed
or weighted edge for which there is an option to
change or remove its weight or direction anytime.
In all cases, the edge can be also deleted. All of
the mentioned options are displayed after a right-
click in the middle of the edge.

There is also a possibility to change the whole
graph globally by a right-click on canvas anywhere
except on any of the objects of a graph. The
change options include deleting all the weights of
the edges, deleting all the directions of the edges,
deleting all the node notes, deleting all the edges
completely, and deleting all the vertices from the
canvas. It is also possible to reset the graph to its
original state, so any properties acquired during a
visualization will be removed.

Another functionality of the learning aid is a
selection of a graph algorithm to be visualized.
The user can choose an algorithm from the list of
implemented algorithms in the tool. Each provided
algorithm is accompanied by a brief description of
its behavior. A selection of an algorithm is followed
by displaying the pseudo-code for the particular
algorithm in the side panel. Also, useful interme-
diate data are provided there during traversing
the graph. Therefore, each step of the algorithm
is explained in detail, while the visualization is
in progress. Providing an intermediated data pre-
cisely together with the pseudo-code in real-time
was our primary focus as it makes this application
a good tool to use in the process of learning
and understanding the workings of various graph
algorithms.

In a situation, when a graph is created and a
graph algorithm is selected, the user can proceed
to run a visualization. There are two ways of
how visualization can be triggered. One is an
automatic run of the visualization, which means
each step of the visualization is played subse-
quently without any user input in a chosen time
interval for every step. The interval can be set by
the user before or during the run. The automatic
run can be paused and resumed anytime during
the visualization process. The second method of
running a visualization is manual. The user can
control the course of the algorithm visualization by
clicking a button and therefore manually triggering
the next or previous step in the process. All the
buttons that are used to control the visualization
are located above the canvas.

The use of either method to start a visualization
results with the same functioning. An essential
part of the visualization process (mainly for the
learning purposes) is the displaying of each exe-
cuted step by color-coding both the specific parts
of the pseudo-code and the corresponding objects

in the graph. For example, if the algorithm needs
to find all neighbors of a current vertex, a pseudo-
code line describing this is highlighted in one
color, such as yellow, and all found neighbor ver-
tices are also colored in yellow (Figure 2). On the
top of the highlighted pseudo-code lines, a user is
provided with an already mentioned explanation of
the current step and also with intermediate data.
The most emphasis was put on this feature as it
is aimed to help students better understand and
see how the graph algorithms work. We suppose
this application would be helpful and easy to use,
making a learning process of graph algorithms
easier and faster.

(Figure 2 – see appendix)

4.2. Technical Specification

The software we created is a JavaFX applica-
tion. JavaFX [10] is a platform designed, among
other things, to create desktop Java applications
that are supported by many operating systems,
the most common of which are Microsoft Win-
dows, macOS, or Linux. The primary reason
why we chose the JavaFX platform was that we
decided to implement the GraphStream library,
mainly because it provides many interesting func-
tionalities. It supports the creation of various types
of graphs, editing them additionall and offering
several options for styling each object in the graph,
and much more. This library met most of our
requirements, which were set before the devel-
opment of the application when we already had
an idea of what the visualization of the algorithms
should look like. JavaFX and Java version 9.0.4
were used when creating the application.

The application is distributed as a self-contained
executable JAR file that includes configuration and
all necessary dependencies, which allows direct
usage and does not require to have the proper
Java version installed in advance since everything
needed has been packaged into one file.

4.3. Implementation of a Tool

The simplified UML diagram (Figure 3) shows
how the application was designed and developed.
The figure illustrates only selected parts of the tool
that are responsible for manipulating the graph
and controlling the course of the algorithm visu-
alization (the provided UML diagram presents a
depth-first search algorithm; the way of implemen-
tation of the other graph algorithms is identical).

(Figure 3 – see appendix)

When the application is started, the start()
method is called in the App class, which loads the
app.fxml file and creates the AppController class.
The methods in the AppController class are used
to handle elements in a given fxml file. Moreover,
the DrawPanelFX class is created at startup.
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The DrawPanelFX class is important because
it creates an interactive canvas to display and
work with graphs. Especially, the drawingGraph()
method is worth mentioning, due to its respon-
sibility for creating vertices, edges, editing them
additionally, and everything else that is allowed to
do by clicking on the canvas.

We mentioned that the application enables a
user to select a graph from a set of sample graphs,
the preview of which is provided by the AppCon-
troller class. Without calling the drawingGraph()
method, only the DrawPanelFX class is used to
display the graph, and therefore this class is also
created in the AppController.

The presented UML diagram does not include
methods that, after selecting an algorithm, dis-
play appropriate pseudocode and fields to list the
performed steps of the chosen algorithm. Nev-
ertheless, these methods are part of the class
AppController.

Further, we move on to the description of
the way the algorithms were implemented. Three
classes were created for each graph algorithm –
one main class which extends the Algorithm class
and two more for an automatic run of the visual-
ization and manual stepping. In the UML diagram,
describing the implementation of the depth-first
search algorithm, the three classes mentioned are
DFS, DFSStep, and DFSPlay.

Pressing the play button above the canvas and
calling the play() method creates an instance of
the main class of the algorithm – DFS. Based on
the selected type of visualization, in this case it
is a method of an automatic run of the visualiza-
tion, an appropriate class is created – DFSPlay.
The playDFS() method ensures that the algorithm
steps are played, for which a user sets a time
interval. Because the Algorithm class extends the
Thread class, it is possible to call the sleep()
method in the playDFS() method to provide the
desired pause between the steps. The pause()
and stop() methods are used to interrupt or com-
pletely stop the visualization.

Another implemented visualization method is
to manually step an algorithm by pressing the
forward and backward buttons. The first time the
forward button is pressed, the main class of
the algorithm – DFS – is created, followed by
the class DFSStep. The program continues by
calling the playBeforeStepping() method, where
the data structure ArrayList <StepTemp> is filled
with algorithm steps as StepTemp objects. Sub-
sequently, by pressing the forward and backward
buttons, a user goes through the pre-stored steps
of the algorithm, thus the both methods stepFor-
ward() (stepDFSForward()) and stepBackward()
(stepDFSBackwards()) are called in the back-
ground.

This is a brief overview of the classes and

methods that are the most important and used
in process of visualization. The application has
many other classes, which, for example, display
the confirmation and error alerts, provide export
and import of the graphs as XML files, etc. As
these are not such important functionalities, and
even without them the visualization itself would
eventually be possible, we decided not to add
them to the simplified UML diagram of the appli-
cation.

4.4. User Domain of a Teaching Tool
The main goal of the application is to pro-

vide users with a demonstrative and clear visu-
alization of selected graph algorithms. It is not
intended only for students of the course Data
Structures and Algorithms, but for all those who
are interested in this field. Our tool allows users
to create any graphs in several ways, of which
the process of drawing a graph interactively can
certainly be considered mostly beneficial. Thus,
the application gives users the space to create
graphs according to their needs, on which it is
possible to visualize any of the implemented graph
algorithms. The created software can be used
as a didactic aid in the teaching process, which
clarifies and describes in detail the principles of
presented graph algorithms, as well as a tool for
experimenting with graphs and algorithms, which
we hope is attractive for young IT experts and will
be fully utilized by them.

5. CONCLUSION

Based on our research on simulation-based
tools for the education of computer science stu-
dents in the formal modeling, analysis, and rea-
soning of graphs and graph algorithms, we pre-
sented a software module that is ready to be
used in the teaching process for the course on
Data Structures and Algorithms. Our software
module provides visual simulation and explanation
of selected graph algorithms. We are convinced
that increasing of programming skills in concrete
topic can be supported also by visualizing and
simulating methods. Thus, our software module
can serve as a very suitable tool for studying the
graphs and graph algorithms and their properties.
We plan in our future work to design and pre-
pare more visualizing tools that will be suitable
for other topics in the field of Data Structures
and Algorithms and to integrate them into one
software package. We expect that this research
significantly contributes to improving and shar-
ing our theoretical and practical experience and
knowledge in the domain of the solved problems.
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(a) canvas and buttons for controlling the visualization

(b) part of the list of implemented algorithms (c) a side panel

Fig. 1: Basic parts of the graphical interface of the application
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Fig. 2: Visualizing a breadth-first search algorithm
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Fig. 3: Simplified UML diagram of the tool
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Totally Bounded Metric Spaces, Their
Model Theoretic Stability and Similarity

Detecting Algorithms
Sági, Gábor and Al-Sabti, Karrar

Abstract: Many questions of theoretical computer
science can be reduced to the following problem:
let X = 〈X, %〉 be a metric space, let A ⊆ X and
let ε be a positive real number; for a given input
x ∈ X find a ∈ A (if any) for which %(a, x) ≤ ε. This
problem is called the similarity detecting problem
of (X , A, ε). Usually, A (or sometimes X) is finite
but huge, and the challenge is to represent the
metric space in such a way computer algorithms
may handle it efficiently.

This paper consists of two main parts. The first
part has a theoretical character: we investigate
model theoretic properties of certain metric spaces.
In Theorem 2.4 we show, that relational structures
associated to totally bounded metric spaces have
some stability properties in the model theoretic
sense (all relevant definitions will be recalled in the
paper). This result allows us to build some metric
spaces from their finite subspaces.

The second part of the paper is application ori-
ented. Based on the first part and on some results
of [9] in the second part we propose a similarity de-
tecting algorithm. We associate a finite dimensional
Euclidean space Y to a totally bounded metric
space X and an “almost isometry” f : X → Y which
preserve distances modulo a controlled amount of
inaccuracy. After that, instead of working with X ,
we can work with Y. The main result of this part is
the description of the above method.

In the special case, when X itself is a large
dimensional Euclidean space (with its usual Eu-
clidean metric), our method can be considered as a
kind of dimension reduction. In this special case we
are analyzing the time complexity of our proposed
algorithm, as well.

Index Terms: Totally bounded metric spaces, sim-
ilarity detecting algorithms, dimension reduction.

1. INTRODUCTION

The present work has a practical and a
theoretical motivation. We start by the practical

Manuscript received April 29, 2020. This work was supported
by the Hungarian National Foundation for Scientific Research grant
K129211.

G. Sági (contact person) Alfréd Rényi Institute of Mathematics,
Reáltanoda u. 13-15, H-1053 Budapest, Hungary and Budapest Uni-
versity of Technology and Economics, Department of Algebra, Egry
J. u. 1, H-1111 Budapest, Hungary (e-mail: sagi@renyi.hu).

K.Al-Sabti Budapest University of Technology and Economics,
Department of Algebra, Egry J. u. 1, H-1111 Budapest, Hungary and
University of Kufa, Faculty of Computer Science and Mathematics
(e-mail: karrard.alsabti@uokufa.edu.iq).

motivation.
Many questions of theoretical computer science

can be reduced to questions about certain metric
spaces, for further details we refer to [2], [6] and
the references therein. Usually, these spaces
are finite, but huge and the problem is how to
handle these spaces by computer algorithms in a
tractable way. This is the case, for example, if the
distance function of the metric space measures
“similarity" of two objects and the problem is to
find the elements of a database which are similar
enough to a given input. Related problems can
be effectively solved if one is able to represent
the metric space in a suitable way, for example,
if one is able to embed the metric space into
a finite dimensional Euclidean space (endowed
with its usual metric) with a function which
is an “almost isometry", or if one is able to
embed a compact subset of a (finite dimensional)
Euclidean space having large dimension into
a considerably smaller dimensional Euclidean
space by an “almost isometry”.

For the theoretical background we briefly recall
investigations initiated in [10] and continued in
[9]. For metric spaces X = 〈X, %〉, Y = 〈Y, σ〉 and
a positive real number ε, a function f : X → Y
is defined to be an ε-map iff for all y ∈ Y , the
diameter of f−1(y) is at most ε. Thus, if ε is
small, then f is almost injective. In Theorem 10
of [9] the first author gave a new proof for the
following well-known fact: if X is totally bounded
(for further explanation see Definition 2.1 and
the sentence immediately after it), then for all ε
there exists a finite number n and a continuous
ε-map fε : X → Rn, where Rn is the usual
n-dimensional Euclidean space endowed with
the Euclidean metric. Such ε-maps still exist
even if X has infinite covering dimension (in this
case, n depends on ε, of course). Contrary to the
previously known proofs (see e.g. Chapter 8 of
[8]), the proof technique in [9] is effective in the
sense, that it allows to establish estimations for n
in terms of ε and structural properties of X .

Now we turn to the theoretical part of this paper.
There is a well known method (which will be
recalled in Section 2 below) that associates a first
order relational structure to a metric space. This
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method allows us to translate questions about
metric spaces into questions about relational
structures and these translated questions may
be investigated by techniques of first order logic
and model theory. From the results of [9] one can
easily obtain that if X is a totally bounded metric
space, then it’s associated relational structure
A(X ) is ∆-stable in the model theoretic sense.
We will reconstruct the proof of this fact below
in Theorem 2.3. The main goal of section 2 is
to investigate the converse, that is, in Theorem
2.4 we will show, that if X is dense in itself, % is
bounded, and A(X ) is ∆-stable in a rather strong
sense, then X is totally bounded.

On the basis of this background, in Section
3 we are proposing a method which can be
used for similarity detecting, clustering and
related problems. The structure of this paper
is as follows. At the end of this section we are
summing up our system of notation. Section 2
is devoted to theoretical investigations. Here the
main result is Theorem 2.4 which provides a
characterization for totally bounded metric spaces
in terms of stability properties of their associated
relational structures. In Section 3 we describe
and analyze our similarity detecting algorithm
with special emphasis for the case, when X itself
is a large dimensional Euclidean space. Finally
in Section 4 we provide some conclusion.

Notation

Our notation is mostly standard, but the following
explanation may help.

Throughout N denotes the set of natural
numbers. In addition, R and R+ denotes the
set of real numbers, and the set of positive real
numbers, respectively.

Let X = 〈X, %〉 be a metric space, a ∈ X and
let γ be a non-negative real number. As usual,
the open γ-ball B(γ, a) at a is the set

B(γ, a) = {x ∈ X : %(a, x) < γ}.

If E is a Euclidean space, then the norm of any
element x of E will be denoted by ||x|| (the norm
function of E and its usual metric are mutually
definable from each other in the usual way).

2. TOTALLY BOUNDED METRIC SPACES AND MODEL
TÍHEORETIC STABILITY

Let X = 〈X, %〉 be a metric space. As it is well
known, one can associate a relational structure
A(X ) to X in the following way. If d is a distance
of X , that is, d ∈ ran(%) then the binary relation
Rd is defined to be

Rd = {〈a, b〉 ∈ X2 : %(a, b) ≤ d}.

Thus, the relational structure

A(X ) := 〈X,Rd〉d∈ran(%)

completely describes X in the sense, that X and
A(X ) are mutually definable from each other.
Further, at the same time, A(X ) can be treated as
a model for an appropriate first order language.

Recall e.g. from [1], that the metric space X is
defined to be totally bounded if and only if for all
positive ε ∈ R there exists a finite family of ε-balls
of X that covers X. For completeness, we recall
the (rather standard) formal definitions below.

Definition 2.1: Let γ ∈ R+. A family {Bi : i ∈ I} of
γ-balls is defined to be a γ-net iff it covers X , that is,

X =
⋃
i∈I

Bi.

Using this terminology, a metric space X is
defined to be totally bounded iff for all positive
γ ∈ R there exists a finite γ-net in X .

As it is well known, X is compact iff it’s metric is
totally bounded and complete (i.e. every Cauchy
sequence is convergent in X ). For further details
we refer to [1], as well. It is well known, that every
finite metric space is compact.

Let A = 〈A,Ri〉i∈I be any first order structure,
let X ⊆ Y ⊆ A be arbitrary (finite or infinite)
and let ∆1,∆2 be sets of first order formulas in
the language of A. As usual, S(Y ) denotes the
set of types over Y and v denotes the unique
free variable of formulas in elements of S(Y ).
For further explanation for the notation we refer
e.g. to [13]. According to Definition I.2.6 of [13],
a type p ∈ S(Y ) is (∆1,∆2)-splitting over X iff
there exist b, c ∈ Y and ϕ ∈ ∆2 such that

tp∆1(b/X) = tp∆1(c/X)

but
ϕ(v, b), ¬ϕ(v, c) ∈ p.

This motivates the following “approximate ver-
sion" of splitting in the context of metric spaces
which we recall from [9] (see also [10]).

Definition 2.2: Let X = 〈X, %〉 be a metric space, let
A ⊆ B ⊆ X be arbitrary (finite or infinite), let p be
a ∆-type over B in A(X ) and let ε, δ be non-negative
real numbers. Then we say, that p is (ε, δ)-splitting over
A iff there exist c0, c1 ∈ B such that for all a ∈ A we
have

|%(a, c0)− %(a, c1)| < δ

but whenever b realizes p, we have

|%(b, c0)− %(b, c1)| ≥ ε.

Keeping the notation introduced in the above
definition, intuitively p = tp

A(X )
∆ (b/B) is (ε, δ)-

splitting over A if and only if there exists c0, c1 ∈ A
such that c0 and c1 are “indiscernible from the
viewpoint of A modulo δ", but b “distinguishes
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them modulo ε".

Jumping back to model theory, let κ be
a cardinal. An increasing sequence of types
〈pi : i < κ〉 is defined to be a splitting chain iff
for all i < κ, pi+1 is splitting over the domain of
pi. Further, by Lemma I.2.7 of [13], if a first order
theory T is λ-stable for some infinite cardinal
λ, then in each model of T , the length of any
splitting chain of types is smaller than λ. An
easy compactness argument yields, that if A is a
stable structure, and ∆ is a finite set of formulas,
then the length of each (∆,∆)-splitting chain of
∆-types in A, is finite.

In the context of metric spaces, the following
analogous result has been established in
Theorem 5 of [9]: if X is a totally bounded metric
space and ∆ is the set of atomic formulas of
the language of A(X ) then for all ε ∈ R+ there
exist δ ∈ R+ and N ∈ N such that if 〈pi, i < m〉
is a strictly increasing sequence of (ε, δ)-splitting
∆-types in A(X ), then m ≤ N ; particularly, each
(ε, δ)-splitting sequence of ∆-types in A(X ) has
finite length (in fact, N is a common upper bound
for them). Thus, if X is totally bounded, then
A(X ) shows some stability properties. In fact,
according to the next theorem, in this case, A(X )
is ∆-stable. However, to state and prove the next
theorem, we need to recall the following definition
from [9]:

According to Definition 6 of [9], if a ∈ X
and ε, δ ∈ R+ then A ⊆ X is defined to be an
(ε, δ)-basis for a iff for any B ⊆ X − {a} with
A ⊆ B, the type

tpX (a/B)

does not (ε, δ)-split over A.
Theorem 2.3: If X = 〈X, %〉 is a totally bounded

metric space, then
(1) For all ε ∈ R+ there exist δ ∈ R+ and a finite set

A ⊆ X such that A is an (ε, δ)-basis for all a ∈ X (we
emphasize, that A does not depend on a).

(2) A(X ) is ∆-stable.

Proof. To show (1), assume X = 〈X, %〉 is a totally
bounded metric space.Then (1) is the same, as
Theorem 9 [9].

To show (2), for all n ∈ N+ choose δn and a finite
An such that An is an ( 1

n , δn)-basis for all a ∈ X (
according to the previous paragraph, such δn and
An exist). Now let A be any elementary extension
of A(X ) and let Y ⊆ A with |Y | ≤ 2ℵ0 . We shall
show, that there are at most 2ℵ0 many ∆-types
over Y in A. Enlarging Y if necessary, we may
assume An ⊆ Y holds for all n ∈ N. Since A is
an elementary extension of A(X ), it follows, that
for any a ∈ A and Y ⊆ B ⊆ A− {a}, the type

tpA(a/B)

does not ( 1
n , δn)-split over Y (because for a fixed

n, ( 1
n , δn)-splitting is first order expressible in

the language of A(X )). As A∗ := ∪n∈NAn is
countable, there are at most 2ℵ0 many types
over A∗. Hence, it is enough to show, that for
a, b ∈ A− Y ,

if tp∆(a/A∗) = tp∆(b/A∗) then
tp∆(a/Y ) = tp∆(b/Y ).

Assume, seeking a contradiction, that
tp∆(a/A∗) = tp∆(b/A∗), but tp∆(a/Y ) 6=
tp∆(b/Y ). Then, there exists c ∈ Y such
that %(a, c) 6= %(b, c). Fix n ∈ N+ with
1
n < |%(a, c) − %(b, c)|. But this is impossible,
because An (and hence A∗ as well) is an ( 1

n , δn)
basis for c. This contradiction completes the
proof.

Now we turn to show a kind of weak converse
of the above theorem, which is the main result of
this section (and the main theoretical result of the
paper).

Theorem 2.4: Let X = 〈X, %〉 be a metric space such
that X is dense in itself and the range of % is bounded.
Then the following are equivalent.

(1) X = 〈X, %〉 is totally bounded;
(2) A(X ) is ∆-stable in the following, strong sense:

for all ε ∈ R+ there exist δ ∈ R+ and a finite set
Aε,δ ⊆ X such that

(∗) Aε,δ is an (ε, δ)-basis for all a ∈ X .

Proof. First we note that (1) implies (2) by The-
orem 2.3 (we also note, that in this direction we
don’t use the assumptions that X is dense in itself
and the range of % is bounded).

To prove the converse, assume (2). Let ε ∈ R+

be arbitrary; we shall show, that there exists a
finite 3ε-net in X . Choose δ and Aε,δ that satisfy
(2). By assumption, the range of % is bounded,
say C is an upper bound for it. Consider the real
[0, C] interval and its |Aε,δ|th power

Y := [0, C]|Aε,δ|

as a subspace of R|Aε,δ|. Clearly, Y is a compact
space, hence it has a finite δ-net

{B(ui, δ) : i ∈ I}.

For c ∈ X define t(c) ∈ RAε,δ to be the vector

t(c) = 〈%(c, x) : x ∈ Aε,δ〉.

Let

I ′ = {i ∈ I : (∃a ∈ X)t(a) ∈ B(ui, δ)}

and for all i ∈ I ′ choose ai ∈ X so that

t(ai) ∈ B(ui, δ).
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Finally, let B = {ai : i ∈ I ′}. Clearly, B is finite.
Further, for any c ∈ X there exists i ∈ I such that

t(c) ∈ B(ui, δ).

Then c witnesses i ∈ I ′ and in addition,

||t(c)− t(ai)||2 < δ.

It follows, that for all a ∈ Aε,δ we have

|%(a, c)− %(ai, c)| < δ.

Summing up we have shown, that for all c ∈ X
there exists b ∈ B such that for all a ∈ Aε,δ we
have

(∗∗) |%(a, c)− %(b, c)| < δ.

We claim, that

{B(b, 3ε) : b ∈ B}

covers X, that is, it is a finite 3ε-net, as desired.
To see this, let c ∈ X be arbitrary. Then, there
exists b ∈ B such that (∗∗) holds. Further, as X is
dense in itself, there exists d ∈ X with %(c, d) < ε.
By (∗), Aε,δ is an (ε, δ)-basis for d, hence

|%(c, d)− %(b, d)| < ε,

particularly, %(b, d) < 2ε. But then,

%(c, b) ≤ %(c, d) + %(d, b) < 3ε,

that is, c ∈ B(b, 3ε). Consequently,

{B(b, 3ε) : b ∈ B}

is a finite 3ε-net. As ε was arbitrary, this completes
the proof.

3. A SIMILARITY DETECTING ALGORITHM

In this section we provide an application in-
spired by the theoretical results presented in the
previous section. This section is based on the
investigations initiated in [11].

Let X = 〈X, %〉 be a metric space and let A ⊆ X
be a given set. We have the following intuitive
picture in our mind: X is the set of all instances
of an abstract data type and % measures similarity
between the elements of X: if %(x, y) is “small"
for some x, y ∈ X then we say, that x and y are
“similar enough” to each other. More concretely,
we fix ε ∈ R+ and consider it as an amount of
inaccuracy one can tolerate. Then “x and y are
similar enough" means %(x, y) < ε.

More formally, the similarity detecting problem
for (X , A, ε) is the following: given an input x ∈ X
find a ∈ A such that %(x, a) < ε. The problem
is, that A may be huge and computing % for two
particular points may be slow.

As we mentioned, our goal in this section is
to propose and analyze an algorithm that can be
used to handle the above problem efficiently. To
do so, we start by recalling the following notation.

If X is a totally bounded metric space, then

ν(X , γ) denotes the smallest cardinality κ for
which there exists a κ-sized γ-net of X .

For a given ε ∈ R+ let

N := 6 · ν(X , ε
30

) · ν(X , ε
12

).

Suppose X is a (finite or infinite) totally bounded
metric space. Then, according to Theorem 10 of
[9],

(1) if X does not contain isolated points, then
there exist n ≤ N and an ε-map f : X → Rn such
that, for all x, y ∈ X we have

||f(x)− f(y)|| ≤
√
n%(x, y),

in particular, f is continuous.
(2) if X has countably many isolated points,

then there exist n ≤ 1 + N and a continuous
ε-map f : X → Rn.

(3) if X is compact, then there exist n ≤ 1 +N
and a continuous ε-map f : X → Rn,

further the ε-map is effectively constructed
in all cases above.

Now we can sketch our similarity detecting
algorithm as follows (immediately after sketching
the algorithm, we comment and further explain
its crucial steps).

(Step 1) For a given ε′ ∈ R+ find n ∈ N and a
continuous ε′-map f : X → Rn;

(Step 2) compute B := {〈f(a), a〉 : a ∈ A};
(Step 3) for an input x ∈ X find b =: 〈u, v〉 ∈ B

for which the usual Euclidean distance ||f(x)−u||
is minimal;

(Step 4) if (for b = 〈u, v〉 computed in (Step 3)
above) we have

||f(x)− u|| < ε′,

then the output is v; otherwise there are no
elements of A which are similar enough to x.

In (Step 1) above, n and f can be constructed
in an algorithmic way, because in the proof
of Theorem 10 of [9], the ε-maps have been
constructed effectively for all ε. For (Step 2) we
note, that

{x : ∃y〈x, y〉 ∈ B} = {f(a) : a ∈ A} ⊆ Rn.

So, in (Step 3), instead of working with the orig-
inal distance % we are working with Euclidean
distances that can be computed relatively quickly,
provided that n is small enough.

A particularly important special case of the
general similarity detecting problem is, when X is
a subset of a large dimensional Euclidean space
(and % is the corresponding Euclidean distance),
that is, if X ⊆ Rk for a large k. This special case
will be called dimension reduction. We make the
following remarks:
• Note, that (Step 1) and (Step 2) in the above
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sketch are preparatory: they should be performed
only once at the beginning; if we are searching
similar objects many times, then the cost of (Step
3) will dominate.
• If the database A changes in time, then

according to (Step 2) we can quickly modify B,
as well.

Now we turn to study the dimension reduction
problem, that is, the similarity detecting problem,
when A is a subspace of a large dimensional
Euclidean space X = Rk. Of course, the critical
point in our algorithm is (Step 1) in which we have
to find n and f . According to Theorem 10 of [9]
they exist and f can be effectively constructed
from n and from given ( ε30 )-nets and ( ε12 )-nets of
A. We have to choose n as small as we can in
order to make our algorithm more efficient. The
rest of the present section is devoted to investigate
the choice of n for dimension reduction.

Analyzing the proof of Theorem 10 of [9], one
concludes, that n becomes smaller whenever one
is able to find smaller ( ε30 )-nets and ( ε12 )-nets of
A. More generally, for given δ ∈ R+ and k ∈ N one
has to find a k-sized δ-net of A (if such exists).

The natural approach would be, that for a given
δ one tries to find δ-nets of A with as small cardi-
nalities k as possible. However, this do not would
be an efficient method, as such an approach
would be equivalent to solve NP -hard problems
of computational geometry, and cluster analysis;
for further details in that direction we refer to [7]
and the references therein. Instead, we propose
to fix k and estimate δ for which there exists a
k-sized δ-net in A; then consecutively increasing
k we will obtain a decreasing sequence of the
corresponding δ = δk and we increase k until δk
will be sufficiently small.

For a fixed k and a given finite A ⊆ Rm the
well known k-center problem is to find a k-element
subset B ⊆ A such that

maxaminb{||b− a|| : a ∈ A}

is as small as possible (for further details we
refer e.g. to [5]). This problem is related to cluster
analysis and to the inverse shortest path problem.
According to [3], the k-center problem (already
in the Euclidean plane R2) is known to be NP-
complete as well (for more recent related investi-
gations we refer to [12] and [14]). Hence, instead
of exact solutions, it is more practical to search for
suboptimal, approximate solutions. Indeed, there
is a classical approximate solution for the k-center
problem due to Gonzalez [4]; we will briefly recall
this.

For a metric space X = 〈X, %〉 and A ⊆ X, b ∈
X the standard definition of the distance of A and
b is

%(A, b) = inf{%(a, b) : a ∈ A}.

Then the farthest path transversal sequence of a
finite metric space is defined as follows: a0 ∈ X
is arbitrary, and if aj has already been defined for
all j < i, then ai is a point x in X for which

%({aj : j < i}, x)

is maximal. Now we recall Gonzalez’s idea pre-
sented in [4]: fix k ∈ N and let

r = %({aj : j < k}, ak).

Observe, that

(i) for any i 6= j < k we have %(ai, aj) ≥ r

and

(ii) for any x ∈ X there exists i < k such
that %(ai, x) ≤ r.

By (ii), {B(ai, r) : i < k} is an r-net of size
k. Further, Suppose {B(bi, r

′) : i < k} is another
r′-net. Then, by the Pigeon-Hole principle, there
would exist i 6= j ≤ k and l < k such that
ai, aj ∈ B(bl, r

′), therefore

r ≤ %(ai, aj) ≤ 2 · r′.

In another words, the minimal radius r′ of a k-
sized r′-net is at least r

2 . Therefore r constructed
above, is a 2-approximation of the minimal radius
of a k-sized net.

Based on the above observations, our
dimension reducing algorithm is built up from
an initialization part and from a searching part;
these may be summarized as follows (as before,
comments and explanations will be provided
immediately after describing these algorithms).

Initializing part.

Input: a finite set A ⊆ Rn and ε ∈ R+.

1. Choose an arbitrary a0 ∈ A and
let k = 1, ε′ = 1 + ε.

2. While ε′ > ε and k < n Do
3. Let r = maxx∈A%({aj : j < k}, x).
4. Let ak ∈ A be such that

r = %({aj : j < k}, ak).
5. Let ε′ := 2r.
6. Let k = k + 1.
7. End(Do).
8. Let f : Rn → Rk be the function that maps
each x ∈ Rn onto

f(x) := 〈%(x, a0), ..., %(x, ak−1)〉.

9. Compute a list enumerating

B = {〈f(a), a〉 : a ∈ A}.

In order to keep notation simpler, we will denote
the list enumerating B by B, as well.
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Searching part.

Input: x ∈ Rn.

1. let m = 1;
2. While m ≤ length(B) Do
3. let 〈u, v〉 be the mth element of B;
4. let d := ||f(x)− u||;
5. if d ≤ ε/2 then v is an output End(if);
6. if d >

√
kε then v is not an output End(if);

7. if ε/2 < d ≤
√
kε then

8. if ||x− v|| ≤ ε then v is an output
End(if);

9. if ||x− v|| > ε then v is not an output
End(if);

10. End(if);
11. let m := m+ 1;
12. End(Do).

We conclude this section by making some
remarks on the Initializing and on the Searching
parts.

Remarks on the Initializing part.
In step 1, ε′ may be chosen to be an arbitrary

real number greater than ε.
Suppose the algorithm has already computed

{aj : j < k} for some k. Then, according to step
3, {B(r, aj) : j < k} is an r-net. Let fk : Rn → Rk

be the function that maps each x ∈ Rn onto

fk(x) := 〈%(x, a0), ..., %(x, ak−1)〉

(so, according to step 8, f is fk for the last
(largest) value of k). It follows from Lemma 1 of
[9], that if x, y ∈ A are such that %(x, y) > 2r then
||fk(x)− fk(y)|| > r, or equivalently,

||fk(x)− fk(y)|| ≤ r implies %(x, y) ≤ 2r.

Thus, intuitively, the smaller is r, the “intermediate
function” fk is “more injective”. According to step
5, ε′ can be regarded as an estimation of “non-
injectivity” of fk and the algorithm is keep going
whenever the value of ε′ exceeds ε (the tolerable
amount of inaccuracy given in the input). At the
end we have

(∗) if ||f(x)− f(y)|| ≤ ε/2 then ||x− y|| ≤ ε.

Further, by Lemma 1 of [9], for all k and
x, y ∈ Rn we have

||fk(x)− fk(y)|| ≤
√
k · ||x− y||,

particularly,

(∗∗) if ||fk(x)− fk(y)|| >
√
kε

then ||x− y|| > ε.

So (∗) and (∗∗) can be summarized in the
following three cases: let x, y ∈ Rn be arbitrary
and let d := ||f(x)− f(y)||.
• if d ≤ ε/2 then ||x− y|| ≤ ε;
• if d >

√
kε then ||x− y|| > ε;

• if ε/2 < d ≤
√
kε then we have to compute

||x−y|| in order to determine whether ||x−y|| ≤ ε.
This is what we are doing in the Searching part.

As A is a finite set, the Initializing part
always terminates. In fact, because of Step 2,
it terminates after at most n many iterations of
steps 3-6. If k = n after Initializing, then this
method is unable to reduce the dimension.

It is straightforward to see, that the number of
steps of the Initializing part is proportional with
|A|2 in the worst case. The precise number of
required steps strongly depends on ε and the
structure of A, hence, at that level of generality
we cannot improve the estimation for the time
complexity of the Initializing part. However, we
conjecture, that in particular situations, by a
careful choice of ε, the number of required steps
may be kept in a reasonably small level. We are
planning to implement and test our algorithm on
real life databases (such investigations are in
progress at the moment).

Remarks on the Searching part.
It may happen, that there are several
〈u, v0〉, ..., 〈u, vm〉 ∈ B for which ||f(x) − u|| ≤ ε

2
(where x is the input). According to the
choice of k in the Initializing part, we have
%(vi, vj) ≤ 2r ≤ ε for all i, j < m, where
r = maxx∈A%({aj : j ≤ k}, x).

The number of steps in the Searching part
is proportional with |A|, but when we compute
||f(x) − u||, we are using the distance function
of the k-dimensional Euclidean space. As k may
be substantially smaller than n, this method may
be more efficient than checking the elements
of A step-by-step with the distance function of
the n-dimensional Euclidean space. Further,
because the Searching part is essentially a
minimum-searching problem, it seems possible
to accelerate Step 1 further by applying well
known methods of algorithm theory or operation
research.

4. CONCLUSION

In section 2 we investigated stability properties
of the relational structures associated to totally
bounded metric spaces. More concretely, in The-
orem 2.3 we reconstructed a proof for the state-
ment, that the relational structure associated to a
totally bounded metric space is ∆-stable. Further,
in Theorem 2.4 we proved a partial converse of
the previous statement: a dense in itself metric
space with a bounded metric is totally bounded
iff its associated relational structure satisfies a
strong stability condition.
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Inspired by these theoretical results, in Sec-
tion 3 we proposed a similarity detecting algo-
rithm. The similarity between objects had been
described by a metric %. Our method is based
on two parts: the Initializing and the Searching
parts. In the special case, when the metric % is
the usual Euclidean distance of a large dimen-
sional Euclidean space Rn, our method can be
considered as a way of reducing dimension. In this
particular case we analyzed the time complexity of
the Initializing and the Searching parts.

In the future we are planning to implement our
algorithm and test it in real life databases.
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Abstract: Temporal database management is 

currently an inevitable part of information 
technology. Intelligence and robustness of the 
systems are enhanced by the decision making 
reflecting the current data images, as well as 
historical data and future plans. Many times, 
existing solutions do not provide sufficient power, 
because they cannot be unambiguously identified 
and classified. In this paper, we deal with temporal 
architectures highlighting granularity and propose 
own complex classification rules to determine 
individual access principles, technology, 
architecture, and security aspects. The 
classification consists of 14 evaluated aspects. In 
this paper, discussion about the undefined states 
and reliability provided by the consistency is done, 
as well.   
 

Index Terms: data integrity, data rating, temporal 
classification, temporal granularity, undefined 
states  
 

1. INTRODUCTION 

HE importance of the data in the industrial 
environment forms the inevitable part for the 

control systems, management, decision making, 
and problem identification. Their significance 
even sharpens the aspect of intelligence of the 
current information systems. It is, therefore, non-
suitable to deal only with currently valid data, but 
the processing must be shifted to the temporal 
database system level. Current database 
technology allows you to manage and evaluate 
the data during the whole life cycle. The 
important role just plays the efficiency of the 
whole process covering the storage principles, 
architecture, query management, and reliability. 
There are many technologies, structures, and 
access principles surrounding and covering 
databases. However, there is no complex 
classification resulting in the necessity to 
describe an environment step by step in the 
research, as well as in the industrial manner. This 
paper aims to fill this negative aspect and 
propose complex classification rules defining the 
structure, access principles, and operations.  

 
Manuscript received May 11, 2020. 
Michal Kvet, Karol Matiaško, Faculty of Management Science 

and Informatics, Zilinska univerzita v Ziline, Slovakia. E-mail: 
Michal.kvet@uniza.sk, Karol.matiasko@uniza.sk  

 
Thanks to that, temporal technology can be 
described just with a few characteristics. This 
paper chronologically describes and evaluates 
temporal principles from history up to current 
trends. It tends to summarize knowledge and 
technology regarding temporality. We propose 
classification rules for temporal databases 
shifting the management from the conventional 
principles, where just current valid data are 
reflected, to the temporal aspect, modeling the 
whole time-spectrum and object states evolution.  

The evolution of the temporal paradigm started 
just after the first releases of the conventional 
relational database systems. Conventional 
databases are characterized by storing only 
currently valid data, which means that historical 
images cannot be obtained the the definition. 
Thus, if any data tuple is updated, the original 
value is replaced by the newer version, and 
original ones are thrown away. Later, developers 
and researchers concluded, that historical 
images would provide relevant added value for 
the processing, management, and evaluation. 
Industry and machine parameter values can be 
optimized to reach better performance resulting 
in reducing costs, increasing performance, and 
reaching a better score.  

The first temporal approaches were really 
simple and originating from the transaction 
structures. Each data change is logged before 
the processing itself using the two-phase protocol 
[2]. This log consists of the reference to the 
encapsulating transaction, executed operation, 
and UNDO and REDO image of the changed 
tuple. From the temporal point of view, if the log 
files are accessible, it is possible to reconstruct 
the image, as it was in the past, although it is a 
very complicated and demanding process. In the 
standard environment, all log files form a 
cyclically linked list and are sequentially rewritten, 
if they do not cover relevant data of the active 
transaction. The Archiver background process 
allows you to copy the log file into a separate 
storage repository before its overwritten [1]. 
Thanks to that, historical values can be obtained. 
The process of reconstruction requires access to 
the current image, as well as loading and parsing 
all the log files, which were created by any 
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transaction executed after the timepoint that we 
are looking for. The main disadvantage is 
reflected in efficiency, namely it is not possible to 
evaluate directly whether a particular log file 
consists of data modifying the required object or 
not. As a consequence, the process is too 
demanding and time and resource consuming. 
Technically, it is possible to start not only with the 
current data image, but any time point from the 
backup can be used, however, in that case, the 
whole backup must be loaded into the system, 
which is not possible to accept in the operative 
decision making.  

Flashback is another technology allowing you 
to automate the reconstruction process based on 
the transaction, time, or System Change Number 
(SCN). It offers to mark objects or individual 
attributes, which are monitored over time in the 
historical spectrum. Thanks to that, the size of 
data to be parsed and loaded is lowered. Specific 
data structures are used to optimize the whole 
process, as well [1] [5] [6].  

The limitation of the previously mentioned 
techniques is just the time spectrum and 
efficiency. It is too complicated and resource-
consuming, as well as it requires too much time. 
Moreover, it can manage only currently valid data 
and history. No information about plans, future 
set parameters, and settings can be stored 
resulting in the necessity to develop a separate 
structure for the data valid in the future, forcing to 
manage additional rules to ensure reliability and 
consistency of the data and the system itself.  

Several architectures for managing temporal 
data have been developed over the years. They 
are, mostly, based on the object granularity.  

This paper aims to propose and describe 
models based on their architectures of the 
attribute and synchronization groups. Whereas 
several principles and techniques can be applied, 
it is necessary to define the classification rules to 
cover the temporality. Therefore, the main part of 
the paper proposes its complex techniques that 
participated from [6] [8] [10]. Section 2 deals with 
the temporal aspects from the granularity point of 
view. In section 3, undefined states and attribute 
values are highlighted defining storage and 
access principles. In section 4, transaction 
management is described. It is, namely, not 
suitable to use conventional principles of 
transaction management, whereas consistency in 
a temporal manner should be emphasized. 
Therefore, we propose our technique of collision 
management. Section 5 covers the classification 
itself.  

2. TEMPORAL ARCHITECTURES – GRANULARITY 

ASPECT 

Each object in the relational database can be 

clearly distinguished by a unique identifier – 
primary key (PK), which can consist of one or 
more attributes. If the time spectrum attributes 
are added to the identifier, the temporal model is 
created. In that case, each object is delimited 
either by the identifier itself (ID), but also by the 
time spectrum expressing mostly the validity 
interval. Thus, the object is characterized by the 
multiple states, but in different time points or 
intervals forming individual versions. The time 
spectrum can be modeled by the begin (BD) and 
endpoints (ED) of the validity or by just one 
attribute (begin point). In that case, each newer 
version of the object automatically delimits the 
previous one. Generally, time spectrum 
expresses validity, but the transaction interval 
expressing time of transaction approval can be 
used (BD2, ED2), as well. In principle, multiple 
time spectra can be present. The characteristics 
of the model reflect the number of time spectrum 
zones located in the system. The uni-temporal 
model deals with one spectrum, the bi-temporal 
approach is characterized by two spheres to be 
handled. In general, the multi-temporal model 
can be identified. Data model principles are 
shown in fig. 1. Label ID defines a set of 
attributes defining the object itself. It uses the 
same principle as in a conventional database. 
Validity is the most often used temporal spectrum 
forming a uni-temporal table. It is defined by the 
BD and ED reflecting validity interval. Thus, the 
object state temporal identification (primary key – 
PK) is a composite consisting of three attribute 
sets – ID, BD, and ED. Note, that ID is itself a set 
and can consist of several attributes.  

 

PK

PK

ED1 BD2 ED2 data

ID data

ID BD ED data

PK

ID BD1

Conventional
(non-temporal) table

Uni-temporal table

Bi-temporal table

 
Figure 1.Object architecture [10]  

 
If the main processed granularity is shifted to 

the column, attribute-oriented model is created. 
When using the previously described model – 
object-level – each change forces the system to 
create a completely new state. Thus, if some 
column values are not changed, original values 
are copied to newer states uncovering the 
storage and performance efficiency. Moreover, 
identification of real change requires to 
manipulate with two consecutive states. The 
attribute system encloses each attribute by its 
validity. Therefore, the complex data image 
arises as the projection of individual attributes 
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and their validity in the defined time interval. 
Thanks to that, the size of the whole structure is 
optimized, whereas only veritable change is 
present and stored. On the other hand, if several 
attributes are changed at once, each change 
forces the transaction manager to add a new row 
to the temporal layer. The architecture of the 
system is shown in fig. 2. It contains three layers 
dividing current and inactive data into separate 
levels. The first layer consists of only currently 
valid data, which can be queried directly outside 
the temporal system. Temporal evaluation and 
change management are covered by the hearth 
of the system – second layer with a temporal 
table. It manages all the changes and 
interconnects them to individual layers and 
objects. Non-actual values (historical and future 
plans) are separated in the third layer. Temporal 
transaction manager, as an extension of the 
background process set, covers the whole 
process and ensures consistency, as the 
transformation from the current data layer into 
historical or vice versa, from the future plans into 
the current states. Performance definition and 
comparison to other architectures can be found in 
[9].  
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Figure 2.Column architecture [9] 

 
The limitation of the attribute granularity is just 

the case of multiple attributes are updated 
synchronously. In that case, each attribute 
requires one insert operation in the temporal 
layer. Therefore, we introduce our system with 
synchronization groups. The data model is shown 
in fig. 3. Attribute reference is replaced by the 
expression data_val, which can express the 
attribute itself but can be linked to the temporal 
group covering multiple attributes. Thus, the 
attribute is not referenced directly, but in the 
temporal layer, an object reference to the 
synchronization group is located. Thanks to that, 
performance is ensured. Physical implementation 
and architecture can be found in [8] [14]. In this 
paper, we introduce an improved version of the 
management and data model. 

 

 
Figure 3.Group architecture 

 
Another processing level is formed by the 

spatial aspect of the processing. In that case, 
however, it is not necessary to change the 
identification model of the data tuple, just new 
attributes defining spatial position are added 
forming Spatio-temporal architecture [15]. The 
database itself can be located either in the on-
premise, but the cloud technology is widespread 
now. Current temporal trends are defined in [13]. 
Big data architecture is described in [16].  

Our proposed architectures delimit the data by 
the temporal validity intervals. Many times, 
however, large objects (LOBs) are not covered 
by the temporal change monitoring. Temporal 
data archive characteristics and architecture 
dealing with the multimedia can be found in [17].  

3. UNDEFINED STATES 

As already mentioned in the previous sections, 
there can be several models and multiple 
approaches for dealing with the states 
themselves. If each object must be defined at any 
time point, an undefined state must be stated 
explicitly. The point is, how to model and express 
the undefined state. Generally, the undefined 
state does not automatically mean, that all of the 
attributes are unknown, respectively do not hold 
relevant data. Each object definition consists of 
the list of attributes, which can be undefined, but 
the object from the outer view can be considered 
as (partially) valid. There can be also a list of 
attribute sets, which decompose the object state 
resulting in a complete invalid object state.  

Data to be stored in the database can be 
produced by various sources, data streams, or 
sensors. A typical problem is just the uncertainty 
of the communication channel, like wireless 
connection, etc. For these purposes, the input 
database connector is extended with a reliability 
module to cover the data correctness. If some 
data portion, attribute, or a whole object state is 
not defined, it must be clearly stated. The first 
representation is NULL expression, that the 
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values are not present. In our solution, we do not 
use such notation for several reasons. First of all, 
such value does not hold sufficient information 
value. What does it mean in practice, that the 
object, group, or just one attribute is NULL? Does 
it mean, that the system cannot obtain the value? 
Or that the input value cannot be evaluated as 
reliable? Or the value came to the system with 
latency? Moreover, NULL values are not part of 
the index structures, forcing the system to scan 
all data blocks sequentially [11] [12]. Shifting to 
the temporal spectrum, the problem is even 
sharper. From the NULL value in the time 
notation, we cannot even distinguish that the 
event has not occurred yet. Therefore, in many 
literatures and papers, MaxValueTime 
representation is used, physically modeled by the 
maximal date to be processed (31/12/9999). 
Once again, when managing data, a particular 
representation must be extracted from the real 
timepoint in the future. Based on the previous 
analysis, we concluded that it is necessary to 
develop our own solution for dealing with the 
undefined values. The principle is based on the 
memory object for each data type or the object 
definition. If the undefined value is present, a 
pointer to the memory object is used instead. 
Based on the definition, such a pointer can be 
part of the sorting and index itself. Undefined 
object definition is always present in the instance 
memory, it is created during the mounting 
process of the instance, managed by the 
background processes and released during the 
instance drop (closing operation). It is supervised 
by the System Monitor background process and it 
is part of the core. Thus, if corrupted or there is 
an attempt to drop it, the whole instance is 
automatically and immediately closed. Object 
state can be routed to the object part of the 
memory object (Undef_obj), the attribute is 
pointed to a particular position based on the data 
type. If the synchronization group is present, it is 
operated on the same principles as the undefined 
object itself. The architecture is composed of the 
attribute definition and object definition 
separately.  

If the time validity interval is defined explicitly, a 
virtual calendar must be created for the defined 
data precision in time, by which the undefined 
time frames can be identified. 

4. CONSISTENCY MANAGEMENT 

Transaction in the temporal system is defined 
in the same manner as in the conventional 
approach – atomicity, consistency, isolation, and 
durability. When dealing with the consistency, the 
time spectrum must be handled, as well. It 
means, that each referenced object must cover 
the time interval of the child record in the 

hierarchy. Naturally, such an object can be 
defined by multiple states. There cannot be, 
however, time period during which the parent 
object is undefined or non-reliable. In terms of 
transactions, data collisions must be taken care 
of, too. As mentioned, each object is defined by 
no more than one valid state anytime, with 
emphasis on versioning and state corrections, as 
well. It requires a temporal manager to be 
extended to cover such functionality. In our 
proposed solution, we define four collision rules 
to ensure the reliability and consistency of the 
system. 

1. Complete-reject automates the collision 
management by refusing the new state, 
which is in collision with the existing state.  

2. Complete-approve is characterized by 
accepting the new plan, thus the existing 
state validity is shortened.  

3. The partial-approve method is similar, in that 
case, the validity of the new state is 
shortened to limit the collision. This rule can 
be extended by the parameter shifting, 
which can hold value True or False. If True 
is selected, the end point of the new state 
validity is shifted to the right, so the original 
validity duration remains unchanged. Vice 
versa, if the False option is used, the original 
validity end point is applied.     

The whole management is secured by our 
three-phase Commit protocol shown in fig. 5. 
BOT denotes Begin of Transaction, EOT 
expresses End of Transaction.  

The following rules apply to this method: 

 The transaction cannot change the data in the 
database until it is confirmed (before reaching 
RC point). 

 The transaction cannot change the data in the 
database unless all conflicts between the time 
intervals of individual object images - states in 
time have been resolved. 

 A transaction cannot be committed if 
transaction rules have also been applied that 
does not allow the modification of the validity 
period of existing states. 

The advantage of this method is that in the 
event of an accident before reaching the RC 
point, none of the changes have been recorded 
in the database and therefore no changes are 
required. Another advantage is that if a collision 
situation occurs that does not allow the 
transaction to continue (e.g. Restricted rule is 
used), there is no need to modify the database as 
no changes have been applied yet. 

If an accident occurs after sending an RC 
signal, then the solution is based on rolling back 
the transaction. 
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Figure 5.Three-phase Commit 

5. CLASSIFICATION 

Gradual extension of temporal approaches and 
time-oriented database systems brought the 
need for formalization and categorization of 
individual types. There was no organized form for 
managing types in terms of modeled granularity 
or system architecture, so in 2015 we decided to 
create normative classification rules [9] 
originating from [7], which consist of three types - 
α / β / γ /, where: 

 α represents the type of database system 
used. 

 β characterizes the type of temporal 
structure. 

 γ denotes the type of online transaction 
processing (OLTP).  

As part of the development of new temporal 
techniques and the definition of robust tools, to 
which we also contributed significantly through 
our scientific and experimental activities, it was 
necessary to extend the categorization to include 
additional attributes. Besides, the above 
definition has also been slightly modified - in the 
new system, we distinguish between non-timed 
(conventional) models and static attributes that 
were originally considered identical in terms of 
time management. 

In this paper, we propose a complex extension 
and new classification rules. The definition 
consists of the following parts A / B / C / D / E / F 
/ G / H / I / K / M / O / P / R: 

 
A – database system type 
 N - no database system support (e.g. file 

system). 
 R - relational DBS. 
 H - object-relational DBS. 
 O - object-oriented DBS. 
 X - DBS storing data in the form of XML 

documents. 
 N - non-relational DBS. 
 x - the unspecified type of DBS used. 

 
B – Temporal dimensions 
 0 - S - static data (codebooks, configuration 

parameters, constants, etc.) 
 0 - C - conventional (non-timed) data - 

objects in which changes are not tracked 
over time. 

 1 - U - uni-temporal data (records are limited 
by the validity). 

 1 - T - uni-temporal data (records are 
delimited by the timestamp of insertion or 
status update - transactional validity without 
recording of the state validity limit itself). 

 2 - B - bi-temporal data bounded by the 
validity and reliability expressed by the 
transactional validity. 

 2 - O - bi-temporal data bounded by the 
validity and synchronization timestamp. This 
modeling method is used in systems with 
asynchronous processing in offline mode 
followed by synchronization with the central 
system (fig. 6). There are different times for 
the local system and the reflection in the 
central database node (synchronization 
timepoint). 

Figure 6. The architecture of the synchronization tool 

 
 3 - F - multi-temporal data with three 

dimensions (validity, transactional validity, 
and timestamp of the transformation of the 
states valid in the future to the current ones). 

 3 - O - multi-temporal data with three 
dimensions (validity, transactional validity, 
and synchronization timestamp). 

 4 - K - multi-temporal data with four 
dimensions (validity, transactional validity, 
timestamp of the transformation of states 
valid in the future to the current and 
timestamp of synchronization). 

 x - M (x) - multi-temporal access to data, 
where "x" represents the number of 
dimensions. 

 
C – the type of granularity 
 O - object granularity (any change in the 

temporal attribute causes a completely new 
state to be created; effective, if all individual 
changes are synchronized, they occur at 
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uniform times). 
 C - column granularity (each change is made 

at the attribute level; the complete state of 
the object is created by composing individual 
images of the attributes). 

 G - granularity at the sync group level. 
 
D - representation of time on the axis - time 

spectra that are processed and evaluated in the 
temporal system (several options can be used): 

 H - historical states. 
 C - currently valid states. 
 F - states of objects which validity begins in 

the future (the solution must include an 
automated projection of these plans into a 
set of current states). 

 E - use the Epsilon (Ɛ) principle. Only 
significant changes in the values of 
individual attributes, respectively attribute 
groups. The value difference must be 
greater than Epsilon, otherwise, the validity 
of the original state will be prolonged (or 
retained). 
 

E - Online transaction processing (OLTP) 
 N - no transaction processing support. 
 L - OLTP with logs. 
 O - OLTP at the level of temporal objects. 
 A - OLTP at the level of temporal attributes 

of the object. 
 

F - definition of the way of the collision of 
states: 

 R - restriction. 
 P - partial validity. 
 C - complete validity. 
 W - notification (the solution is left to the 

user). Ignoring collisions can cause 
inconsistent states and database integrity 
violations. 

 
G - definition of indices (structure, type, and 

characteristics of indices) [3] [4] [11] 
 
H - index localization [8] [11]: 
 T - data is stored in the same tablespace as 

the data itself. 
 S - data is stored in another tablespace, 

optionally with a different data block size: 
o by the same size (8kB by default) 

inherited property of the main 
database structure, 

o 2, 4, 16, 32, 64kB data block. 
 D - indexes are distributed to individual 

DDBS nodes. 
 
I - represents the use of an own Flower Index 

Approach (FIA) to eliminate the impact of using 
the Table Access Full (TAF) method.  

 
If no suitable index for the query is present, the 

system must use the TAF method to scan all 
blocks associated with the table regardless of the 
data, individual block holds. As a result, 
inappropriate, fragmented, and even empty 
blocks are loaded to the memory for the 
evaluation. To remove such an impact, we have 
proposed our own FIA approach. It uses the main 
index technique, that the leaf layer of the B+tree 
index (most often used database index) consists 
of the direct pointers to the data in the database 
(ROWID). ROWID is a unique row identifier and 
contains the address to the database file, block, 
and references the position of the row inside it. 
Our approach, however, uses only block level for 
the processing. Thus, only relevant blocks are 
loaded. If no ROWID points to the block, it is 
clear, that it does not hold data of the table. If the 
industrial environment, individual parameters, 
and object values are changed dynamically, the 
size of the row can vary resulting in creating 
fragmentations inside the block and the file itself. 
Our proposed solution, therefore, limits the 
impact of the fragmentation, no structure 
rebuilding is necessary to be executed. Thanks to 
that, resource extensive method can be omitted 
and performance does not degrade.  

Individual records are located in the 
appropriate database blocks using pointers, so it 
is not necessary to sequentially check all the 
blocks associated with the table. The index so 
defined is permanently available in the server 
instance memory (as long as the STATUS 
instance is OPEN): 

 Y - yes - FIA access can be used. 
 N - no - use of FIA access is prohibited. 

The principle of the proposed method is shown 
in fig. 7. Notice, that several ROWID values point 
to the same data block, which is then marked as 
already processed. After the loading process of 
the block into the memory, it is completely 
scanned to locate data.  

Figure 7.FIA index architecture 
 

K - Expression of security rules with emphasis 
on audits: 

 A - audit at the level of whole database 
objects (e.g. whole tables) = database audit. 

 T - Trigger audit. 
 F - processing of attributes = level audits = 
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fine-grained audit. 
 
M - the architecture of the database system 

itself: 
 S - Single instance. 
 R - Real Application Cluster. 
 S - Streams. 
 D - Data Guard. 
 C - Cloud. 

 
O - selected integrity rule applied in time to 

reference the integrity and composition of objects 
(ISA hierarchy): 

 S - the strict condition of coverage - the 
object in the role of “child” must be 
completely covered by the valid status of its 
“parent”, respectively ancestor in the 
hierarchy. Thus, foreign keys are not only 
checked at the existing level of the object, to 
which the record is referenced. Individual 
time intervals of validity are monitored and 
evaluated, as well. 

 R - relaxed coverage condition - reference 
integrity ignores validity intervals completely. 
 

P - state classification 
 Exact - each object must be defined by 

exactly one state at any time. In this case, 
undefined object states are also managed 
explicitly. 

 Max - this approach is defined by a relaxed 
rule, just correctly defined states are 
recorded, undefined and incorrect states are 
calculated automatically, however, they are 
not stored in the database. 

6. CONCLUSIONS 

The conventional database approach does not 
bring sufficient power for intelligent information 
systems or management systems in the industry, 
whereas only current valid data are modeled, 
monitored, and evaluated. The temporal 
paradigm has brought the wide possibilities to 
manage data over the whole life spectrum of 
each object with emphasis on the information 
value. Thanks to that, it is easily and effectively 
possible to deal with decision making, creating 
prognoses, and complex analytics. In this paper, 
we deal with temporal architectures, we bring our 
own 3 level architecture of the column temporal 
granularity, in which each attribute is bordered by 
the time frame expressing modeled and 
processed time interval, mostly validity. Such 
architecture aims to limit the efficiency of object 
architecture and remove the necessity for storing 
the same data values many times. Another 
proposed temporal system interconnects object 
and column granularity by defining the temporal 
group. In this case, if multiple attribute values are 

changed during the same event, the 
synchronization group can be created and 
managed as the one composition, not individual 
attributes separately.  

This paper deals also with the management of 
undefined states, the principle of modeling, and 
identifying such states. We prefer our object 
located in the instance memory, to which object 
states can point. Thanks to that, such values can 
be indexed and effectively-identified.  

Individual states must be covered by the 
transaction rules focusing on integrity and 
consistency. Several rules are defined to limit the 
collisions of the states. The relational paradigm of 
the temporal system requires no more than one 
valid state for each object any time, therefore 
collisions must be dynamically identified and 
removed. Principles are based on removing new 
or existing state or by changing their validity 
intervals.  

The core part of this paper is delimited by the 
classification rules of the temporal databases. In 
the past, there was no complex classification of 
the system and was very complicated to identify 
real principles, data flow, and management. 
Therefore, we proposed basic classification is 
2015. In this paper, we extend the principles to 
cover temporality complexly. Transaction 
management, architecture, volatility, dimensions, 
collisions, index management and location, 
security, or integrity. We propose 14 layers 
defining each temporal system.  

In the past, our emphasis will be on the data 
distribution in the temporal systems, data loading 
regarding block size, indices, and fragmentations. 
After the system and architecture development, 
new classifiers will be proposed to cover a 
distributed environment. 
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Evaluation of Static Analysis Methods of
Python Programs
Gulabovska, Hristina; Porkoláb, Zoltán

Abstract: Static analysis is a method for detect-
ing code smells and possible software bugs by
examining the source code without executing the
program. While we have considerable experiences
for programming languages with static type system,
especially for C, C++, and Java, languages with
dynamic behavior requires different approaches.
Python is an important programming language with
a dynamic type system, used in many emerging ar-
eas, including data science, machine learning, and
web applications. In this work we overview static
analysis methods currently applied for Python, in-
vestigate their advantages and shortages, and high-
light the restrictions of current tools and suggest
further research directions to tackle these prob-
lems. We report our experiences applying static
analysis methods on an open source Python soft-
ware system where we found numerous issues con-
firmed by the developers. Based on these findings,
we suggest refined configuration settings on static
analysis tools.

Index Terms: static analysis, symbolic execution,
Python

1. INTRODUCTION

PYTHON is one of the most rapidly emerging
programming languages [38]. Being flexible

and expressive, it is very popular to implement
on Machine Learning and Cloud based systems
among others. The popularity is partially derived
from its dynamic behavior: Python is a dynami-
cally typed programming language, i.e. a variable
is just a value binded to a certain (variable) name,
the value has a type but not the variable. Namely,
one can assign a new value with a possibly dif-
ferent type to an existing variable. This would be
a compile time error in statically typed languages
such as Pascal, C, or Java, but allowed in Python.
At the same time, Python is strongly typed, as
operations may fail on an object when the opera-
tion is not defined on the actual type of the value
held [39]. More dynamic features, such as calling
methods dynamically, declaring dynamic attributes
(using getattr), and others also increase the
expressiveness and usability of the language.
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However, such dynamic behavior might be an
obstacle when we try to validate the software
systems written in Python. For languages with
static type system, various static analysis methods
exist and are used either as commercial [33], [36]
or free, open source tools [6]–[8], [18]. Although
there are promising projects for Python (see Sec-
tion 3), they are significantly less expressive than
their counterparts for C, C++ or Java languages.

In the recent years we experienced rapid de-
velopment of static analysis tools and methods.
Besides proprietary tools we found a fine number
of open source projects with growing developers’
communities [16], [43]. Static analysis is an im-
portant aspect in modern software development,
addressed by various academic and industrial
researches, and projects such as Intellectual out-
puts No. O1 and O2 of the Erasmus+ Key Action 2
(Strategic partnership for higher education) project
No.2017-1-SK01-KA203-035402: “Focusing Edu-
cation on Composability, Comprehensibility and
Correctness of Working Software” [37], [40].

In this paper, we investigate the possible re-
search directions towards more powerful static
analysis tools for the Python programming lan-
guage. In Section 2 we evaluate the applicable
analysis methods based on their strength and
weaknesses. In Section 3 we briefly overview
the most important tools and research directions
currently available for analyzing Python systems.
We use two specific tools to compare the Abstract
Syntax Tree (AST) based methods and the sym-
bolic/concolic execution in Section 4. In Section
5 we evaluate static analysis on an open source
software using the feedback from the developers
of the software to confirm true and false positive
results. Our paper concludes with Section 6.

2. STATIC ANALYSIS METHODS FOR SOFTWARE
SYSTEMS

To verify the correctness of a software system
we can choose between methods. The most com-
mon solution is to write test cases, either using
white box or black box approach. Although testing
is essential for modern software development, it
is a costly and slow approach which efficiency
greatly depends on the test coverage we achieve.
The earlier a bug is detected, the lower the cost
of the fix is [5], testing is not ideal in this aspect.

Alternatively, we might turn to analyzer tools
that apply various validation methods to find po-
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tential or actual misuses in the software. Dynamic
analysis tools run the program in a special en-
vironment where they can detect incorrect, er-
roneous execution. However, tools such as Val-
grind [27], or Google Address sanitizer [35] which
work in run-time, evaluate the correctness of only
those parts of the system which have actually
been executed. Such dynamic analysis methods
therefore require carefully selected input data, and
they easily can miss certain corner cases.

In the case of static analysis, we do not run the
software. Instead, the input of the static analyzers
are the source code, and we apply various meth-
ods to find dangerous constructs without running
the program. Static analysis is a popular method
for finding bugs and code smells [4] as they do not
depend on the selection of input data while they
can (at least theoretically) provide full coverage of
the code.

Most static methods apply heuristics, which
means that sometimes they may underestimate
or overestimate the program behavior. In practice,
this means static analysis tools sometimes do
not report existing issues what is called false
negative, and sometimes they report correct code
erroneously as a problem, which is called as
false positive. Therefore, all reports need to be
reviewed by a professional who has to decide
whether the report stands. However, if the tool
produces a large number of false positives, the
necessary review process requires large efforts
by the developers, meanwhile they also lose their
trust in the analyser tool. Therefore, when in
doubt, many tools rather choose to drop findings
to minimize false alarms.

2.1. Pattern Matching

In this method the source code is first converted
to a canonical format, and we match regular ex-
pression to every line in the source and reports
each match. Although, this method seems to be
very simple, its huge advantage is working on non-
complete source, even if it cannot compile. Addi-
tional advantage is the low level of false positives,
as well-written regular expressions have easy to
predict results. Early versions of CppCheck [25]
used pattern matching to find issues in C and C++
programs.

At the same time this method has several disad-
vantages too. As regular expressions are context
free grammars, we are restricted to find issues
based on information in the close locality of the
problem. Thus, we could not use type information,
name and overload resolution, and cannot follow
function calls. As a summary, we can consider pat-
tern matching based approaches as easy entry-
level methods [26].

2.2. AST Matchers

To provide the necessary context information
to the analysis, we can use the Abstract Syntax
Tree (AST). AST is a usual internal data structure
used by the front-end phase of the compilers [1].
Basically, the AST is a lossless representation of
the program, frequently also decorated with type
information and connections between declarations
and their usage. This representation is suitable for
catching errors that the simple pattern matching
is unable to detect. Such AST based checks
are usually relatively fast. Some rules can even
be implemented using a single traversal of the
AST. That makes it possible to implement such
checks as editor plug-ins. Tools, such as the Clang
Tidy [8] uses AST matching for most of its checks.

While the AST matcher method is more power-
ful than a simple pattern matching, it has some
disadvantages too. To build up a valid AST re-
quires a complete, syntactically correct source file.
To resolve external module dependences we need
some additional information not represented in
the source itself, such as include path for C/C++
programs, CLASSPATH for Java or BASE_DIR in
Python. That usually means, we have to integrate
the static analysis tool into the build system which
can be painful. Another shortage of the AST
matcher method is that it cannot reason about the
possible program states which can be dependent
on input values, function parameters.

2.3. Symbolic execution

When executing abstract interpretation [11] the
tool reasons about the possible values of vari-
ables at a certain program point. Symbolic exe-
cution [19], [20] is a path-sensitive abstract inter-
pretation method. During symbolic execution we
interpret the source code, but instead of using the
exact (unknown) run-time values of the variables
we use symbolic values and gradually build up
constraints on their possible values. Memory lo-
cations and their connections are represented by
a sophisticated hierarchical memory model [42].
A constraint solver can reason about these val-
ues and is used to exclude unviable execution
paths. Most of the high-end proprietary analysis
tools, such as CodeSonar [18], Klocwork [33], and
Coverity [36], as well as open source products
such as the Clang Static Analyzer [7], and Infer [6]
use this method.

Symbolic execution is the most powerful method
for static analysis as it makes profit from the
program structure, the type system, the data flow
information and is able to follow function calls.
However, there is a price for this. To represent the
internal state of the analysis, the analyzer uses
a data structure called the exploded graph [31].
This graph is exponential in the number of con-
trol branches (conditions) of the program. This
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could be critical, especially for loops, which are
represented as unrolled set of conditions and
statements. This factor makes symbolic execution
also the most resource expensive (in memory and
execution time) method.

2.4. Concolic execution

An interesting mixture of symbolic and concrete
execution is called a concolic execution [34] and
it targets this problem. The main idea is that
we use concrete values for execution driven by
symbolic execution. We start the execution with
an arbitrary input value, we maintain both the
symbolic execution state and a storage for the
concrete values. Whenever the concrete execution
takes a branch, the symbolic execution is directed
toward the same branch. Then the constraint
solver is used to negate the path conditions thus
to choose a new concrete value to cover the other
branch. [2].

The advantage of concolic execution is that the
operations of the program state can be executed
on concrete values, thus it could be implemented
in more simple way and using less resources,
while the SAT solver still helps to follow all the
possible execution paths. Especially for languages
such as Python, where the interpreter could eval-
uate the analyzed program making possible to call
unmodeled external methods or using third party
modules this approach is seriously extending the
power of symbolic execution.

3. ANALYSIS TOOLS FOR PYTHON

Compiler relies on static analysis to generate
its warnings during compilation time. However, its
primary task is to translate source code, and not
to execute a full scale and costly static analysis.
The Python compiler misses catching a number
of common bugs and errors, therefore already
existing third-party Python static analysis tools are
aiming to cover the catches missed by the actual
compiler. Among the most common actual Python
static analysis tools, the following could be listed
as the most reliable: PyLint [22], Pyflakes [28],
flake8 [10], Frosted [12], Pycodestyle [32], and
Mypy [21]. These tools are open-sourced, and
some of them are still explicitly said to be in
an experimental stage. They are using the AST
method in order to statically evaluate the potential
bugs and errors of the source code.

Currently, PyLint is seen as the most popular
Python static analysis tool, which is free and
capable of not only catching logical errors, but also
warns regarding the specific coding standards. In
PyLint, there is a possibility to write custom rules,
too. There are three types of possible custom
rules: Raw checkers (analyzing each module as
a raw file stream), Token checkers (using list of
tokens representing the source code) and AST
checkers. Most of the checkers are working on the

Abstract Syntax Tree (AST) which is provided by
the astroid [23] library. Adding to the reliability of
PyLint, it is worth mentioning that it is trusted by
many big companies, such as Google [17], which
is mostly relying on PyLint for the static analysis
of its Python code-base. There is also a number
of popular IDEs and frameworks using PyLint for
in-time static analysis of the Python code, some
of which are: PyCharm, VSCode, Django with
PyLint, Eclipse with PyDev etc.

Beside the present static analysis tools, there
are several Python tools (mostly in experimental
status) which are related to symbolic execution
and SMT (Satisfiability Modulo Theories) such as:
PyExZ3 [3], PySym [14], PySMT [24], and mini-
mc [41], etc. Most of them are using the Z3-
solver [15].

During the research and comparison of the
AST and symbolic execution methods for Python
static analysis in this paper, two tools were used.
PyLint, as the currently most reliable representa-
tion of evaluating the AST, and, for the symbolic
execution part, Z3-solver and mini-mc symbolic
model checker, which help to explore the symbolic
evaluation of the source code.

One of the more critical common bugs in Python
that was not caught by PyLint during the research,
nor the Python compiler itself, was the “Closure
bug”. Closure in Python is an important concept
that allows the function object to remember the
values in enclosing scopes even if they are not
present in memory. At the same time, it is prone
to bugs which as shown in the code example on
Listing 1 is very often hardly caught even during
runtime.

1 def gree t ( greet_word , name) :
2 p r i n t ( greet_word , name)
3 gree te rs = l i s t ( )
4 names = [ " K i k i " , " R i k i " , " Joe " ]
5 f o r name i n names :
6 gree te rs . append ( lambda x : gree t ( x ,

name) )
7 f o r g ree te r i n g ree te rs :
8 g ree te r ( " Hi " )

Listing 1: The closure bug

We may expect this code to print:
1 Hi Kiki
2 Hi Riki
3 Hi Joe

But instead it prints:
1 Hi Joe
2 Hi Joe
3 Hi Joe

The closure bug is one of the trickiest issue
without actually causing a run time error. In our
earlier researches we found that only PyLint is
able to catch this problem, reporting a Warning
“Cell variable name defined in loop” which is not
necessary a clear message for the developers
about the specific error they made.
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4. COMPARISON OF AST-BASED AND SYMBOLIC
EXECUTION METHODS

In this section, we compare the power of the
AST-based method to the symbolic execution
method. We selected two representative tools for
the two methods, run tests with them, and ana-
lyzed the results. Our goal is not only to show
which methods can report more real errors, true
positives, but also which are better avoiding to
report false positives – code snippets that are
correct but falsely reported as a suspicious code
segment.

Most of the present Python tools use the AST
method for static analysis of the Python source
code. We have selected PyLint [22] as one of the
most widely used and powerful static analysis tool
for Python, which is using the AST method based
on the asteroid [23] library.

For the symbolic execution method, we have
chosen mini-mc, an experimental symbolic exe-
cution implementation [41], using the Z3’s Python
interface. The mini-mc tool is implementing the
fork-explore-check idea when evaluating symbolic
values. The Python VM tries to convert them into
boolean values at all branches to intercept the
conversion and replace it with a fork statement.
In practice, mini-mc processes all reachable pro-
gram paths, forking new processes to evaluate
the false branch. It also detects unreachable con-
ditions where the evaluation stops. We selected
mini-mc for its simplicity and demonstrative power.

Analyzing the static analysis methods, we no-
ticed that symbolic execution might be better ap-
proach for static analyzing of Python considering
its dynamically typed characteristics. Therefore,
we composed a few examples to see step by
step the symbolic evaluation and then compare
if PyLint as an AST based static analyzer or mini-
mc as a symbolic execution method could catch
better the errors during the analysis, and exclude
false positives in unreachable paths.

1 # ! / usr / b in / env python3
2 from mc impor t *
3 impor t os
4 impor t t ime
5
6 def func ( arg ) :
7 i f (1== arg ) :
8 p r i n t ( " branch11 " , os . ge tp id ( ) )
9 x=1

10 else :
11 p r i n t ( " branch12 " , os . ge tp id ( ) )
12 x=0
13 i f (1== arg ) :
14 p r i n t ( " branch21 " , os . ge tp id ( ) )
15 y =5/ x
16 else :
17 t ime . sleep ( 3 )
18 p r i n t ( " branch22 " , os . ge tp id ( ) )
19 y =4 / ( x+1)
20 arg = BitVec ( " arg " ,32)
21 func ( arg )

Listing 2: Usage example of mini-mc.

Listing 2 is the very first Python code example
that we used to run a symbolic model checker,
and as it is seen, this program should not report
an error since both if-conditions (in line 7 and
line 13) could be true at the same time and their
bodies could be executed without errors. With this
example we mostly demonstrate the execution
of the mini-mc symbolic model checker. As it is
seen on Listing 3 the program was executed in
a quasi-parallel way. At every branch statement
the program forks a new process, the process id
and the logical assumption is written to the output.
(The use of time.sleep(3) on line 17 is to empha-
size the non-deterministic evaluation order of the
branches). When the engine detects unsatisfied
condition, that is also printed as unreachable.

1 [7088] assume (arg == 1)
2 [7090] assume ¬(arg == 1)
3 [7090] unreachable
4 [7088] assume (arg == 1)
5 [7088] assume (arg == 1)
6 branch11 7088
7 branch11 7088
8 branch21 7088
9 [7090] exit

10 [7089] assume ¬(arg == 1)
11 [7089] assume (arg == 1)
12 [7089] unreachable
13 branch12 7089
14 [7089] assume ¬(arg == 1)
15 [7091] assume ¬(arg == 1)
16 branch12 7089
17 branch22 7091
18 [7091] exit
19 [7089] exit
20 [7088] exit

Listing 3: Mini-mc result executing Listing 2.

The Python example on Listing 4 should point
out the power of symbolic execution over the
AST based approaches. The program defines the
variable z in the true-branch of the first if-condition
and uses it in the true-branch of the second if-
condition. As the two if-conditions (line 2 and line
5) could not be true at the same time, if 1!=arg
then the first if-condition body would not be exe-
cuted but the second if-condition body is executed.
In this case, however, the program becomes faulty
since the variable z was not introduced yet.

1 def func ( arg ) :
2 i f (1== arg ) :
3 p r i n t ( " branch11 " , os . ge tp id ( ) )
4 z=1
5 i f (1 != arg ) :
6 p r i n t ( " branch21 " , os . ge tp id ( ) )
7 x=z
8 arg = BitVec ( " arg " ,32)
9 func ( arg )

Listing 4: Local variable may be referenced before
assignment. PyLint does not report.

PyLint, as an AST based static analyzer, does
not execute a full path sensitive analysis, there-
fore it is unable to recognize that the assignment
x=z will be executed only in those cases when
statement z=1 is not. In the same time, PyLint
detects that the variable z is defined in one of the
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branches of the if-condition in line 2 and supposes
that it will be used only in this case in line 7.
At the end, conservatively, do not report error to
minimize possible false positives.

When the mini-mc was run the Unbound error
was detected (Listing 5) showing the benefits of
symbolic execution over the AST based methods
for Python as a dynamic language.

1 [6324] assume (arg == 1)
2 [6324] assume (arg != 1)
3 [6324] unreachable
4 branch11 6324
5 [6324] assume (arg == 1)
6 [6326] assume ¬(arg != 1)
7 branch11 6324
8 [6326] exit
9 [6325] assume ¬(arg == 1)

10 [6327] assume ¬(arg != 1)
11 [6327] unreachable
12 [6327] exit
13 [6325] assume ¬(arg == 1)
14 [6325] assume (arg != 1)
15 branch21 6325
16 Traceback (most recent call last):
17 File "./example4.py", line 17, in <module>
18 func(arg)
19 File "./example4.py", line 14, in func
20 x=z
21 UnboundLocalError: local variable ’z’

referenced before assignment
22 [6325] exit
23 [6324] exit

Listing 5: Mini-mc output on the Listing 4 detecting
the undefined variable error.

On Listing 6 we changed the code in order to
check the behavior of symbolic execution when
instead of concrete values, intervals are used in
the if conditions.

1 def func ( arg ) :
2 i f (1< arg ) :
3 p r i n t ( " branch11 " , os . ge tp id ( ) )
4 z=1
5 i f (2< arg ) :
6 p r i n t ( " branch21 " , os . ge tp id ( ) )
7 x=z

Listing 6: Using intervals in conditions.

In order to enter the second if-condition one
has to also enter the first if-condition and the
unbounded error should not be reported.

1 [5243] assume (arg > 1)
2 [5243] assume (arg > 2)
3 [5243] assume (arg > 1)
4 [5245] assume ¬(arg > 2)
5 branch11 5243
6 branch21 5243
7 branch11 5243
8 [5245] exit
9 [5244] assume ¬(arg > 1)

10 [5244] assume (arg > 2)
11 [5244] unreachable
12 [5244] assume ¬(arg > 1)
13 [5246] assume ¬(arg > 2)
14 [5246] exit
15 [5244] exit
16 [5243] exit

Listing 7: Execution result of Listing 6.

The results on Listing 7 shows that the symbolic
execution was working just fine when we used
intervals.

There are certain situations, however, when
symbolic/concolic execution may cause unreason-
able false positives. This is derived from the nature
of concolic execution we discussed in Section
2-D. The evaluation is partially driven by the SAT
solver, that is the engine to encounter all execution
paths, but the concrete execution of the state-
ments inside the branches is using a concrete
value chosen by the constraint.

In the example on Listing 8 we execute a
function with an unknown argument arg. There
is a very small possibility, that arg is 42, which
could cause ZeroDivisionError. PyLint static
analyzer does not report such an error, as this
would be most likely a false positive.

1 def func ( arg ) :
2 i f arg == 41:
3 p r i n t ( " branch21 " , os . ge tp id ( ) )
4 e lse :
5 p r i n t ( " branch22 " , os . ge tp id ( ) )
6 z = arg − 42
7 z = 99 / z

Listing 8: Concolic execution example

On Listing 9 it could be seen that the symbolic
execution inaccurately reports the possibility of
ZeroDivisionError for the else branch.

1 [15532] assume (arg == 41)
2 branch21 15532
3 [15533] assume ¬(arg == 41)
4 branch22 15533
5 42
6 Traceback (most recent call last):
7 File "example11.py", line 23, in <module>
8 func(arg)
9 File "example11.py", line 17, in func

10 z = 99 / z
11 ZeroDivisionError: division by zero
12 [15533] exit
13 [15532] exit

Listing 9: Symbolic execution with mini-mc
produces false positive report on Listing 8.

The reason is, that the concolic execution ac-
cidentally takes 42 as the sample value for arg
when arg != 41. This makes the otherwise un-
likely situation of dividing by zero unavoidable. Al-
though such unlucky situations may be infrequent
in every day development, this false positive could
be extremely annoying.

Nevertheless, at the moment concolic execution
seems to be the most powerful static analysis
method for dynamic languages such as Python,
but this example shows that it is far from perfect
and that there is room to improve it.

5. EMPIRICAL RESULTS

For the empirical results on Python static
analysis in practice, PyLint was tested on an
open source software system CodeChecker.
CodeCheker is an analyzer tool, defect database
and viewer extension for the Clang Static Analyzer
and Clang-Tidy – written mainly in Python 3 as
a cooperation between Eötvös Loránd University,

43



Budapest and Ericsson Hungary Ltd. [9]. Two
main reasons why CodeChecker was chosen is:
first the expectation that it is high quality software
as it is used daily by companies like Google,
Mozilla and others, and second, the availability of
the developers to confirm our findings. Since at
this point of the test, we were specially focused
to find directly logical errors and where not inter-
ested in the warnings or code styling reports and
messages, PyLint was run over the CodeChecker
source code with only error reports switched-on.

Several real and particularly interesting error
reports were gathered as a result, and in this
discussion, we will elaborate the reasons behind
them, as well as, summarize the reasoning of their
informative value. Moreover, we discuss the pos-
sibilities of the detected true positive errors being
false positives in other cases (and vice versa), in
order to notice if switching a specific error report
off and further customizing the static analyzer
setup might introduce possible improvements to
the power of the static analyzer.

Apart from the empirical results being done for
testing and research purposes, we are glad to
hear that the developers found this immediately
useful enough to start fixing the reported bugs.
The pull request to fix most of these issues can
be found at [13].

5.1. True positives
There were seven particularly interesting and

discussion worthy true positive error reports found
during the test run. To begin with, the report
”Explicit return in __init__” with error code
E0101 was confirmed as a true positive by the
CodeChecker developers. The __init__ method
in Python is a special one, and is called when
allocating memory for a new object. It is not used
for creating new objects, only allocating and initial-
izing, so it should not return any value. However, in
Python very often it happens that the developers
return None in the __init__ method. This
does not distinctly cause a run-time error, but the
return value is meaningless.

The next one, ”Class ’traceback’ has no ’print
stack’ ” member with error code E1101, is a
usual runtime error which occurs when an object
is accessed for a non-existent member. Although
this was confirmed as a true positive error in the
CodeChecker code base, it could be possible, in
other cases, and especially if reported by an AST-
based static analysis tool, that such an error report
is false positive. Due to the dynamically typed
nature of Python, this report could refer to object
members which are created dynamically, and thus
misleadingly predict a run-time error. In effect, this
error can be seen reported in our case as well,
in the false positive reports on CodeChecker with
message Instance of ’BuildAction’ has no ’original
command’ member. There was an object called

’BuildAction’ in the code base, which members
are dynamically set, and this same report there
appears as a false positive.

Afterwards, the following three different true
positive reports had the same error code. These
are worth to analyze separately due to the fact
that each of them being initiated by a slightly
different reason. In addition, having the same
error code for moderately divergent true positive
reports, questions the clarity of the information
in the error reports. As mentioned before, the
format of the description of the error reports,
as well as their clarity, is essential, since it can
significantly influence the time and cost of eval-
uating the reports by the developers, which is
presently an unavoidable final step in the com-
plete process of the static analysis. One of these
three issues report the message ”Undefined
variable ’traceback’ ”. It is a very typical
error and happens simply because developers
forget to import a specific module. In a similar way,
it suggests that the sys module was not imported.
However, other than the obvious case that this can
happen, plainly by forgetting to import a specific
module, this can also happen, for example, when
developers actually do not forget to import the
module, but they do it in a bad location in the
source code. Namely, it occurs that several lines of
imports are put in a try-catch block, including the
crucial sys module, too. If for some reason, the try
block fails in the middle of execution of the number
of import statements, the rest of the statements
are being left not executed. Thus, the program
continues with the sys module not imported. Of
course, this will be a run time error. The third re-
ports of these has the error message ”Undefined
variable ’msg’ ”, and it is interesting to observe,
because if very simple and naïve. Typing mistakes
are really common errors in the everyday industry
world. Again, the dynamic nature of Python makes
such an error complex enough to get unnoticed
by the compiler, and simple typing mistake which
might seem trivial to us, leads to a real run-time
error, by accessing an undefined variable.

Last true positive error under this discussion is
the one with error code E0102 reporting ”method
is already defined in line 320”. Redefining func-
tions, classes and methods in Python is allowed
since they are also values which can be stored
as variable and you can rebind them and pass
around as you would do in C++ when using func-
tion pointers. Functions in Python are first-class
objects and they are defined dynamically, when
we are defining a new function with a function
name of an already previously defined function,
basically that function name is now just bound to
the new function object. Nevertheless, this is still
very often confusing for the developers, therefore
PyLint reports it as a possible logical error. By
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looking deeper into the nature of this problem, and
due to many known programming conventions of
writing unique function names, which is not a spe-
cial exception while programming in Python, too,
one can easily predict that this error report would
usually appear as a true positive and definitely
needs a very good reason to decide to switch it
off while customizing the static analyzer.

5.2. False positives

In the six confirmed false positives, the PyLint
error with code E0611 which for example oc-
curred with message: ”No name ’spawn’ in
module ’distutils’ ” is worth to begin the
discussion with. Due to the improvements in
Python 3.3+ over Python 2.7, this error is cur-
rently, by many developers, initially marked as
a false positive, since the rule is written for a
behavior in Python 2.7 which is now improved
in Python 3.3+. In the simplest case, creating
a simple empty __init__.py file in the direc-
tory of the module, solves the problem of this
error. The __init__.py file is needed to be
able to treat directories which contain it, as pack-
ages. According to the documentation, this pre-
vents directories with common name, to unin-
tentionally hide called modules that occur later
on the module search path. In Python 2.7 these
__init__.py files are a must to be able to im-
port from packages, thus PyLint positively reports
an error here. However, Python 3.3+ introduced
namespace packages which do not need an ordi-
nary list for their __path__ attribute and there is
no parent/__init__.py file. Since there might
be multiple parent directories found during an
import search, not necessarily physically located
next to each other, Python creates namespace
package for the top-level parent package when-
ever it or its sub packages are imported. A detailed
description can be found in [29], [30]. Knowing
this, we could notice that this particular error could
be a possible true positive only if it is run on a
Python 2.7 version, otherwise when Python 3.3+
is used, it would be the best to disable this error
by customizing the setup of Pyint static analyzer.
Another false positive error is the one with er-
ror code E1101 which also occurred in the true
positive findings. As mentioned in the discussion
in 5-A True positives, due to the dynamic nature
of the Python language, such an error report
with message ”Instance of ’BuildAction’
has no ’original command’ member” can
appear as a false positive, since attributes of an
object can be set dynamically during run-time. The
number of true positive findings on this report is
greater than the false positive, therefore we could
not simply switch off this error report in order to
lower the false positive cases. We experienced
that altogether, Pylint reported slightly more true

positives than false positives on the test run.
This suggests that to find real issues in a well-
designed and widely used open source software
system, even the current AST based approaches
are strong enough to contribute to the quality of
the Python software systems.

6. CONCLUSION

Static analysis methods evaluate software sys-
tems without running them, applying various
heuristics on the source code to detect possible
code vulnerabilities. Current tools provide less
support for programming languages with dynami-
cally type system, such as Python. Although there
exist some – mainly AST based – tools, their ca-
pacity to detect Python-specific errors are yet un-
satisfactory. Symbolic execution techniques may
open new directions for supporting Python static
analysis. The dynamic behavior of the language
is better covered by methods, where the change
of the program state is emulated. With the help
of SAT solvers, we can provide full coverage of
the program path (under the resource constraints).
We have shown that even the simplest symbolic
execution tools can find issues otherwise not de-
tected by AST based tools. Especially concolic
execution is one of the most promising method
directions.

Symbolic execution-based analyzer tools for
Python can use powerful SAT solvers, such as
Z3, but currently, they model neither the type of
information nor the most important modules of the
Python language. This is a serious restriction, and
further research should target that area. Never-
theless, the otherwise powerful concolic execution
can also cause unwanted false positives. Based
on our experiments, we suggest using both an
AST based tool and a symbolic execution tool
to maximize the true positives and minimize the
reported false positives.
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Advanced Code Comprehension using
Version Control Information

Tibor Brunner; Zoltán Porkoláb

Abstract: Version control systems were originally
designed to handle the development process of
a source code and synchronize team work by
resolving conflicts. While this purpose remains
the primary target, they proved to be useful for
other purposes including the help of code compre-
hension. Advanced code comprehension process
requires utilization of the full knowledge portfolio
of the software system. In this paper we investigate
how a version control information of the project can
be utilized for extending our apprehension of large
legacy systems providing a better understanding
of the software under examination. We show that
some of the hidden structural connections between
the elements of the program can be revealed most
easily by the development history of the system. An
industrial level implementation of the method using
git version control information has been imple-
mented as an open source extension of the Code-
Compass software comprehension framework.

Index Terms: code comprehension, version con-
trol, git, software technology

1. INTRODUCTION

IT is a well-known fact, that the largest cost factor
of a software product for its whole lifetime is the

maintenance cost. One of the reasons is that, prior
to any maintenance activity – new feature develop-
ment, bug fixing, etc., – programmers first have to
locate the place where the change applies, then,
have to understand the actual code, and, finally,
have to explore the connections to other parts of
the software to decide how to interact in order to
avoid a regression. All these activities require an
adequate understanding of the code in question
and of its environment. Most of these activities
are currently impossible to automate, therefore the
developers should spend their expensive time to
carry out these actions.

Therefore, it is not a surprise that code com-
prehension is a key factor of modern software
development, exhaustively researched by both the
industry and academy. Various scientific and in-
dustrial papers have been published on the topic
in conferences, e.g. in the series of International
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Conference of Program Comprehension, and in
the Intellectual outputs No. O1 and O2 of the
Erasmus+ Key Action 2 (Strategic partnership
for higher education) project No.2017-1-SK01-
KA203-035402: “Focusing Education on Com-
posability, Comprehensibility and Correctness of
Working Software” [16], [31] among others.

Most of the comprehension approaches are
based on the source code. That is a logical ap-
proach as the actual software might have already
diverged from the original specification and the
documentation may also be outdated. Therefore,
typical comprehension tools analyze the source
code, support fast navigation, feature location,
and reveal the internal structure of the software.
However, not all the internal connections within
the system can be detected by analysing the
source. Virtual function calls on polymorphic ob-
jects, pointers, references, closures are among
the program constructs where static analysis has
limitations.

Code comprehension may not be restricted to
existing code bases. Important architectural infor-
mation can be gained from the build system, like
relations between libraries, binaries and source
files [32], [33]. Even more interesting structural
connections can be revealed from the history of
the project development. We can identify which
files were added or changed together, how these
changes are related to certain commit messages
and which lines were added/removed/changed
frequently.

CodeCompass is an open source code com-
prehension framework [29] developed by Ericsson
and Eötvös Loránd University, Budapest, to help
the code comprehension process of large legacy
systems. The tool is based on the LLVM/Clang
compiler infrastructure [5], [14], and has been
designed to be extremely scalable, seamlessly
working with many million lines of code. Fast
search options help locating the requested feature
by text search. Once the feature has been located,
precise information on language elements for vari-
ables, inheritance and aggregation relationships
of types, and call points of functions are provided
by the LLVM/Clang infrastructure. Easy navigation
possibilities and a wide range of visualizations
extend far more than the usual class and func-
tion call diagrams and help the user in more
complete comprehension. To make the compre-
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hension more extensive, CodeCompass utilizes
a full portfolio of available information including
build commands but also utilizes version control
information, if available; git commit and branching
history, blame view are also visualized.

In this paper we investigate the role of the ver-
sion control information for code comprehension
purposes. We overview the main categories of the
existing comprehension software using specific
tools as example in Section 2. In that section we
also review current research directions regarding
the version control systems. Section 3 describes
the architecture of CodeCompass in the context
of how we collect and use version control informa-
tion. In Section 4 we present why it is important to
include version control information in a code com-
prehension tool. In Section 5 we show CodeCom-
pass support for the version control information
to reveal hidden connections between otherwise
unrelated code segments. Section 6 discusses the
most common use cases where version control
could be used for code comprehension. Our paper
concludes in Section 7.

2. RELATED WORK

Code comprehension became a hot research
topic recently, with dedicated user communities
and, proprietary and open source tools.

2.1. Code Comprehension Tools

On the software market, there are several tools
which aim some kind of source code comprehen-
sion. Some of them uses static analysis, others
examine also the dynamic behavior of the parsed
program. These tools can be divided into different
archetypes based on their architectures and their
main principles. On the one hand there are tools
having server-client architecture. Generally, these
tools parse the project and store all necessary
information in a database. Clients (usually web-
based) are served from the database. These tools
can be integrated into the workflow as nightly CI
runs. This way the developers can always browse
and analyze the whole, large, legacy codebase.
Also, there are client-heavy applications where
smaller part of the code base is parsed. This is the
use case for most of the IDE based editors where
the frequent modification of the source requires
quick update of the database with analyzed re-
sults. In this section we present the most popular
tools used in industrial environment from each
category.

Woboq Code Browser [6] is a web-based code
browser for C and C++ languages. This tool has
extensive features which aim for fast browsing of
a software project. The user can quickly find the
files and named entities by a search field which
provides code completion for easy usability. The
navigation in the code base is enabled through a
web page consisting of static HTML files. These

files are generated during a parsing process. The
advantage of this approach is that the web client
will be fast since no “on the fly” computation is
needed on the server side while browsing. Also,
hovering the mouse on a specific function, class,
variable, macro, etc. can show the properties of
that element. For example, in case of functions
one can see its signature, place of its definition,
and place of usages. For classes, one can check
the size of its objects, the class layout, and offset
of its members and the inheritance diagram. For
variables, one can inspect their type and locations
where they are written or read.

OpenGrok [11] is a fast source code search
and cross reference engine. Opposed to Woboq,
this tool doesn’t perform deep language analysis,
therefore it is not able to provide semantic informa-
tion about the particular entities. In addition to text
search there is possibility to find symbols or def-
initions separately. The lack of semantic analysis
allows Ctags to support several (41) programming
languages. Also, an advantage of this approach is
that it is possible to incrementally update index
database. OpenGrok also gives opportunity to
gather information from version control systems
like Mercurial, SVN, Git, etc. It has the ability to
search not only in the content of source files but in
their history as well. Since most of these version
control systems (VCS) provide search functional-
ities in the project history (including commit mes-
sages and source files), OpenGrok can forward
these queries to the given VCS. However, there
are no extra visualizations in order to display the
“blame view” so the developer could understand
what other relevant changes happened in other
files in the same commit. The branches of the
history are invisible too. CodeCompass intends to
support these use-cases.

Understand [13] is not only a code browsing
tool, but also a complete IDE. Its great advantage
is that the source code can be edited and the
changes of the analysis can be seen immediately.
Besides code browsing functions already men-
tioned for previous tools, Understand provides a
lot of metrics and reports. Some of these are
the lines of code (total/average/maximum globally
or per class), number of coupled/base/derived
classes, lack of cohesion [19], McCabe complexity
[24] and many others. Treemap is a common
representation method for all metrics. It is a nested
rectangular view where nesting represents the
hierarchy of elements, and the color and size
dimensions represent the metric chosen by the
user. For large code bases, the inspection of the
architecture is necessary. Visual representation is
one of the most helpful ways of displaying such
structures. Understand can show dependency dia-
grams based on various relations such as function
call hierarchy, class inheritance, file dependency,
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file inclusion/import. Users can also create their
custom diagram type via the API provided by the
tool.

CodeSurfer [8] is similar to Understand in the
sense that it is also a thick client, static analysis
application. Its target is understanding C/C++ or
x86 machine code projects. CodeSurfer accom-
plishes deep language analysis which provides
detailed information about the software behav-
ior. For example, it implements pointer analysis
to check which pointers may point to a given
variable, lists the statements which depend on a
selected statement by impact analysis, and uses
dataflow analysis to pinpoint where a variable was
assigned its value, etc.

Development tools. The aforementioned tools
are mainly designed for code comprehension. An-
other application area of static analysis is writing
the code itself. This is a very different way of
working in many aspects, which requires a slightly
different tool set. Maybe the most widespread
IDEs are NetBeans [2] and Eclipse [9] primarily
for Java projects, and QtCreator [12] mainly for
C++ projects. The recent open source tools tend
to be pluginable so their functions can easily be
extended according to special needs and domain
specific tasks. The greatest benefit of these tools
is the ability of incremental parsing, which means
the real-time re-analysis of small deviations in the
source code. The Visual Studio [15] IDE has a rich
interface for code comprehension features, like go
to definitions and all references among others.

2.2. Version Control Information Usage

Version control information is used for various
software research areas. Most frequently, in the
center of these researches is the connection be-
tween commit actions and software quality, and
the cost of maintenance. Naturally, this is used as
the prediction of distribution of software bugs. In
[26], the authors developed a regression model
that accurately predicts the likelihood of post-
release defects for new entities. Similarly, in his
PhD thesis [17] the author describes the connec-
tion between code maintenance activities as it is
reflected by version control information and the
deterioration of the code quality. In a related paper
[18] the authors show that a connection between
version control operations and maintainability re-
ally exists, in spite of the fact that the data is
coming from different sources.

Apart from software quality, other researches
target the developer’s team. The authors of [22]
utilize version control information for mining and
visualizing networks of software developers. They
detect similarities among developers based on
common file changes, and construct the network
of collaborating developers. The authors show
that this approach performs well in revealing the

structure of development teams and improving the
modularity in visualizations of developer networks.

Unfortunately, information retrieved from version
control systems has its limitations. As an exam-
ple, attempts to predict code quality or developer
efficiency cannot be achieved according to a re-
search described in [25].

A frequent problem with information mining from
version control systems is that they store only
atomic information. In [23], the authors suggest
a set of heuristics for grouping change-sets files
that frequently change together. The results show
that the approach is able to find sequences of
changed-files.

Version control information can be used not only
for extracting data from the source code for code
comprehension purposes, but it is also a frequent
research target for analyzing comments – either
structured, or natural language text – in order to
get additional information about the system [30].

As we have seen, the information retrieved from
the version control systems is used for various
other purposes than the original intention for the
original source control. However, we are not aware
of any earlier published research that is aiming
the code comprehension problem using version
control information.

3. THE CODECOMPASS ARCHITECTURE

CodeCompass provides a read-only, search-
able and navigable snapshot of the source code,
rendered in both textual and graphical formats.
CodeCompass is built with a traditional server-
client architecture as depicted in Figure 1. The
server application provides a Thrift [3] interface
to clients over HTTP transport. The primary client
that comes pre-packaged with the tool is a web
browser based single-page HTML application writ-
ten in HTML and JavaScript.

Since the interface is specified in the Thrift in-
terface definition language, additional client appli-
cations (such as a command line client or an IDE
plugin) can be easily written in more than 15 other
languages supported by Thrift (including C/C++,
Java, Python etc.). An experimental Eclipse plugin
is already implemented.

A parsed snapshot of the source code is called
a workspace. A workspace is physically stored as
a relational database instance and additional files
created during the parsing process. The parsing
process consists of running different parser plug-
ins on the source code. The most important parser
plugins are:

A search parser iterates recursively over all
files in the source folder and uses Apache Lucene
[1] to collect all words from the source code.
These words are stored in a search index, with
their exact location (file and position).

The C/C++ parser iterates over a JSON com-
pilation database containing build actions, using
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Fig. 1: CodeCompass architecture

the LLVM/Clang parser [5] and stores the position
and type information of specific AST nodes in
the database. This database will be used by the
C/C++ language service to answer Thrift calls
regarding C/C++ source code.

Among other parser plugins the Git parser
reads the version control information from the
source tree (in the .git directories) and stores
it into the project database.

CodeCompass has an extensible architecture,
so new parser plugins can be written easily in
C/C++ language. Parser plugins can be added to
the system as shared objects.

On the webserver, Thrift calls are served by
so-called service plugins. A service plugin imple-
ments one or more Thrift services and serves
client requests based on information stored in a
workspace. A Thrift service is a (remotely callable)
collection of methods and type definitions. All
Thrift services have one implementation with the
exception of the language service, which is im-
plemented for C/C++, Java and Python. The lan-
guage service is distinct in the sense that it pro-
vides a basic code navigation functionality for the
languages it is implemented for. To put it simply,
if this interface is implemented for a language, a
user will be able to click and query information
about symbols in the source code view of a file
written in the given language.

The Web-based user interface is organized
into a static top area, extensible accordion mod-
ules on the left and also extensible center modules
on middle-right.

The source code and different visualizations are
shown in the center, while navigation trees and
lists, such as file tree, search results, list of static
analysis (CodeChecker) bugs, browsing history,
code metrics, and version control navigation is
shown on the left. New center modules and ac-
cordion panels can be added by developers. The
top area shows the search toolbar, the currently

opened file, the workspace selector, simple navi-
gation history (breadcrumbs) and a generic menu
for user guides.

The version control related functionality is avail-
able from both the center modules, selecting the
Team menu item on any code parts, and from the
revision control module from the accordion part.

4. IMPORTANCE OF VERSION CONTROL IN CODE
COMPREHENSION

The original goal of version control systems
was to handle the development process of the
source code and to synchronize the team work by
resolving conflicts in case of colliding code modi-
fications. However, many times the source code
management is joined with some issue tracker
in order to provide a platform for reporting bugs
or collecting feature requests. GitHub [20], Git-
Lab [21] and Bitbucket [28] are the most popular
code storage and issue tracker platforms.

The unit of a code modification in Git is commit.
Among others a Git commit consists of the set
of changed lines, the committer, and the date of
modification. A hash value combined from these
identifies the commit itself. Each commit has one
or more parents to which the change is related.
This relationship between commits defines the
commit history. When a new feature is being
introduced then the development of this feature
happens on a different branch, i.e. a commit has
another child node. This way the modifications
of differences don’t interfere until the feature is
ready. As soon as it is complete, the branch can
be merged to the main software branch resulting
two parent commits for the merge node.

Git supports multiple development workflows.
Guidelines are available that describe how to or-
ganize the joint work among team members. One
way of working is keeping the commit history in
one line. In this formation every team member
is pushing commits to the single master branch.
Of course, some review sessions precede this
action. Gerrit [10] is such a review handler tool
that supports this workflow. When a new feature
or bug fix has been implemented, it is pushed as
one commit to the top of Git history, so the steps
of the new feature’s solution cannot be broken
down to smaller commits. Another workflow is
creating a new branch for a new feature or bug
fix, implementing the solution in several commits
and sending a merge request to the master branch
through the version control system. The merge
command will join the feature branch to the master
with a special merge commit which thus has two
parents.

In either configuration there is a way for group-
ing a set of modifications belonging together.
From the code comprehension point of view this
grouping has an important role, since this way
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Fig. 2: Git blame view

we can direct our attention on specific code frag-
ments which are enough to consider in their own.
Highlighting these parts, the huge code base is
narrowing down to a few lines what makes com-
prehension much easier.

In a well-organized project it should be easy
to orientate. Some languages like Java even en-
force the organization of modules in an equiva-
lent directory structure. Or in C/C++, there is a
common practice to separate the interface and
the implementation of a module. The interface
is located in a header file conventionally under
an include directory and the implementation
goes to the corresponding src folder with the
same name except for the file extension (.h vs.
.c or .cpp). However, when it comes to a feature
development, the introduction of a new feature
may touch the files of multiple modules located at
distant parts of the code base. In the commit his-
tory of CodeCompass project we found that there
were 226 non-merge commits (i.e. commits with
one parent) which contain code modification or
addition, and in 104 of these there was a common
modification of an interface and its implementation
file together. Besides these in the 226 commits, on
average more than two files were edited which are
not a common modification of an interface and an
implementation.

The presentation of the files modified together
is a helpful visualization in order to help users to
see which other files should be inspected together
while comprehending a code part. In the next sec-

tion we discuss what kind of visualizations Code-
Compass provides regarding Git version control
system to support this process.

5. VERSION CONTROL SUPPORT IN CODECOMPASS

CodeCompass supports the code comprehen-
sion via various visualizations to present the
different views of git information related to the
project. As a starting point, one can initiate the
blame view on any source code. Git blame view
shows line-by-line the latest changes (commits)
to a given source file as seen on Figure 2. The
background color of the committer also holds
information: the commit that happened recently
are colored lighter green, while older changes are
darker red. This view is excellent to review why
certain lines were added to a source file.

Clicking on the committers’ name of the blame
view CodeCompass brings us to the commit
information. This contains the exact date and
the message of the comment. Here we still can
inspect the committed code.

CodeCompass can also show Git commits in a
filterable list ordered by the time of the commit.
This search facility can be used to list changes
made by a person or to filter commits by relevant
words in the commit message.

Many times, when we are reading the source
code and find a fragment which is interesting in
some ways or seems suspicious, we would also
like to find what other parts of the current file have
been modified at the same time. These colors are
thus visual aid for determining which modifications
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Fig. 3: Git branch view

belong to the introduction of the same new feature
or bug fix.

Usually it is a project level decision whether
the explanatory comments about the reasons of a
modification should be incorporated in the source
code or should be described in the commit mes-
sage. The advantage of writing these comments in
the source code is that this way these comments
will be version controlled and also inseparable
from the code. However, some information be-
longs to the commit message of the modification
(e.g. the issue which this commit solves, some
links to external pages or earlier commits, etc.).
In CodeCompass we would like to present this
information to the user too, immediately at the
currently displayed file and line.

CodeCompass implements branch view that
presents which commits have been developed on
a separate branch and thus belong together. On
Figure 3 we see a typical branch view.

In case of a software project, the evolution of
the program may also carry useful information.
The organization of the development process is
also up to the project members. One of the most
common structures is to maintain a master branch
which always contains the latest version of the
project. When a new feature is created or a bug fix
is being introduced, then these are developed on
a separate, so called feature branch. This branch
contains one or more commits which make up the
change together. When the introduced feature is
stable on the feature branch, then the changes are
merged to the master. The bigger a new feature is,
the more suitable it is to separate it on consecutive
commits.

All of the visualizations are based on a similar
graphical appearance of existing revision control
tools, to minimize the cognitive effort for the de-
velopers when using revision control related infor-
mation in CodeCompass.

Such use of revision control information of large
legacy projects can reveal hidden connections in
large software systems and help the complete
comprehension of these projects.

6. IMPORTANT USE CASES

In this section we show use cases where ver-
sion control information helps to understand the
connection between different parts of the system,
thus provides essential information for both com-
prehending and maintaining it.

6.1. Configuration

Let us suppose that we are maintaining a foun-
dation library, like a library for logging. It is com-
mon that such a library can be configured without
a modification of the code, e.g. via environment
variables or configuration files. Such libraries are
evolving by time and new features are added to
the existing ones, also, they may be target of bug
fixes and other maintenance works.

How can we add a new feature (or feature
parameters) to the existing system? First, we have
to modify the structure of the configuration file.
Depending on the technical implementation, this
requires the (de-)serialization of the configuration
file and/or the schema description of it. Also, the
new features should be implemented in the heart
of the library.

52



In any well-structured system, these three ac-
tions should be executed in separate parts of the
code. The reader of the configuration file is a
well-defined sub-library called either in the startup
phase of the library, or during static initialization.
The schema description is usually a different file,
e.g. in an XSD format, also physically separated
from the rest of the system. Finally, the actual
code to execute the feature is placed somewhere
inside the logical structure of the library.

It is easy to see, that there exist neither direct
relations between the files (e.g. they are not in
some common subdirectory), nor there are im-
plicit language connections, like function calls, or
commonly used global variables to bind these
participants. The developer has no other chance
to detect these connections than reveal the ver-
sion control information to connect them: they
were created, checked-in and maintained together
during the lifetime of the system.

6.2. Plug-ins

Large systems linking against fixed libraries (ei-
ther statically linked or using shared objects/DLLs)
are sometimes proved to be too rigid. It is more
flexible to apply advanced component-oriented
approaches, like plug-ins [27]. With plug-ins it is
possible to apply new code to an existing system
without any additional compiling/linking action or
even other configuration settings. Applications of
plug-ins include:

• enabling third-party developers to create fea-
tures to extend static applications, like au-
dio or video decoders, graphical components,
etc.

• adding features to existing large systems.
• reducing the size of the system elimination

unused features from linking statically to the
program.

• separating software components with incom-
patible licenses.

The plug-inable infrastructure, by its nature,
avoids any direct connection between the plug-ins
and the components working with them, otherwise
the linking phase could not be avoided. However,
this means that no explicit information is held
in the system about these implicit dependencies.
When a new plug-in is applied or an existing
one has been modified it could be challenging to
detect the components that require interest.

In those cases, the version control information
is the main source for the maintainer. As plug-
ins and their client code are introduced together
into the system, the maintainer can detect the
corresponding components.

6.3. Databases/Network Connections

Hidden connections between software compo-
nents in large systems can be manifested in
persistent data. One component of the system

may write a record to the database and other(s)
may retrieve this information without introducing
any explicit connection between these modules.
Similar situation happens when data is sent over a
network connection. Let’s recognize, that even the
use of some common data type is not necessarily
occurring between the communicating entities.

The reader and writer side of the communicat-
ing partners can use differently named data types
with the same structure. It is also not uncommon,
that – for efficiency reasons – even the structure of
the reader and writer buffers are different. In such
situations the version control information could be
a useful source to reveal the connections.

6.4. A Real World Example

Xerces-C++ is a popular open source library for
parsing, validating, serializing and manipulating
XML documents [4] written in a portable subset
of C++ and makes it easy to give applications the
ability to read and write XML data.

The library is prepared for annotation sup-
port back in 2003. The modification added a
new struct PerfMapElem to the header file
ElemStack.hpp. If one start to investigate what
the purpose of this feature addition is and how
it has been implemented it is a natural way
to search all the usages of this type. However,
PerfMapElem is used only in 3 other files.
The usages include defining template parameter
of a vector-like container as well as declaring
(pointer(s) to) individual objects.

However, it is less obvious that, among
others, this modification removed the
fElemStack field from the DGXMLScanner
class and replaced by a heap allocated
vector ValueVectorOf<PrefMapElem*>.
This information can be retrieved easily from the
version control information.

Locating the definition of the PerfMapElem in
ElemStack.hpp, we can use the blame view
(see Figure 2) to find the corresponding commit
f2cf1160 where this definition has been intro-
duced. Clicking on the left bar of the view, we
are automatically navigating to the change view
where all the changes included by this commit is
represented. This view also reveals that the new
feature modified 12 files instead of the originally
supposed 4. It would be otherwise a very hard
investigation to detect these connections without
the version control information.

7. CONCLUSION

Code comprehension is an important research
area to support better understanding of large in-
dustrial software systems to reduce maintenance
costs. Tools supporting comprehension are mainly
based on the static analysis of the source code.
However, software systems may contain hidden
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relationships between their components. Connec-
tions between configuration files and their appli-
cation in the code, and similar are hard to detect
based on the source. At the same time, those
connections are likely reflected by the software
development process, which can be retrieved from
the version control information.

CodeCompass is an open source code compre-
hension framework which is intended to collect the
whole information portfolio of the system under
investigation. This includes not only the internal
structure revealed from the source code, but also
additional information, including the git version
control information.

The blame view shows the last committers line
by line for the source lines visually expressing the
“age” of the code. From here, the developer easily
can navigate to the commit information, to check
the commit message and the other files affected
by the commit. One can also compare the code
of different comments. Finally, we can inspect
the development of the project by the traditional
branch view. The applied visualizations inherit the
graphical interface of the usual version control
tools to make them familiar for the developers.

All these possibilities make the comprehension
more complete and help to increase the code
quality in the further development process. The
full implementation is available as an open source
project at [7].
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The Automated Creation of Logical
Constructions from Natural Language

Sentences
Bilanová, Zuzana; Štancel, Martin

Abstract: This paper describes the theoretical
design and implementation of a prototype semantic
machine of transparent intensional logic. Proce-
dural semantics of this logic causes that it can
be used in the field of logical analysis of natural
language. This higher-order logic works with partial
functions of the intensional typed λ-calculus what
allows us to remove the semantic ambiguities of
natural language. The analysis of sentences in
transparent intentional logic is performed in three
steps - type analysis, construction synthesis, and
type control. The semantic machine described in
this paper makes it possible to analyze sentences
in natural language in the first two of the above
steps, for the mentioned logical system. Since
transparent intensional logic examines the meaning
of sentences in natural language, there was no need
to focus on the syntactic level of analysis. The
parsing is performed using an external analyzer,
which has been carefully selected after comparison
with competing analyzers. At the end of the article,
the possibilities of the presented solution are com-
pared with the already existing semantic machines
processing the meaning of natural language sen-
tences into intensional constructions.

Index Terms: intensional construction, semantic
machine, syntactic analyzer

1. INTRODUCTION

PAVEL Tichý created transparent intensional
logic (TIL) in 1961 [20]. TIL is based on an

extended variant of the object-oriented λ-calculus
builds on the ramified hierarchy of types. Tichý’s
object base (defined to analyze natural language
expressions) consists of a set of individuals ι, a
set of truth values o, a set of time points τ , and
a set of possible worlds ω [19]. The intensions
are objects of type ((ατ)ω), which means function
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from some possible world in time point for any type
α.

The meaning of natural language expression is
represented by a construction. Construction is an
abstract and algorithmically structured procedure.
There are four basic kinds of constructions [8]:
• variable ‘x ’ – v -constructs a construction

(based on its valuation v ),
• trivialization ‘ˆ0X ’ – constructs X without any

change,
• closure ‘λxX ’ – constructs a function,
• composition ‘[XX ]’ – constructs the applica-

tion of a function to its arguments.
The logical system TIL is unconventional in

that it is not completely formally specified by
syntax, semantics and proof system. Montague
intensional logic (MIL) [18] is the competitive logic
for TIL. MIL has several drawbacks that TIL had
overcome, more at [2]. TIL’s extraordinary ex-
pressive power makes it a suitable basis for the
implementation of a semantic machine.

2. SYNTACTIC ANALYSIS

To successfully implement a semantic machine,
it is necessary to first perform a syntactic analysis
of sentences [10] and then examine the meaning
of a sentence using semantic analysis [9]. TIL
principles are applied at the semantic level, so
there is no need to implement own parser. An
existing tool used for parsing was selected after
comparing several efficient parsers.

Natural Language Toolkit (NLTK) [3] contains
a set of libraries that allow text classification,
tokenization, and grammatical analysis. An active
community of developers makes it an up-to-date
tool with significant usability potential. The disad-
vantage of NLTK is that it is intended more for be-
ginners in the field of semantic analysis and is also
not suitable for processing large amounts of data.
TextBlob [16] can be considered an extension
of NLTK, but its use is even more intuitive, due
to its simple interface. Like NLTK, it is slow and
unsuitable for larger projects. Apache OpenNLP
[15] can be used not only for the standard spec-
trum of text data analysis but also for creating
text corpora for generators and conversational
interfaces. Unfortunately, it is not a modern solu-
tion and therefore does not have the necessary
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development support. SpaCy [11] can be seen
as a successor to NLTK. Unlike NLTK, it is also
suitable for more complex business applications.
SpaCy is not only the fastest parser but also a
complex tool that has only one API for all types
of parsing. The disadvantage of SpaCy is that
it is primarily intended for text analysis in the
field of market research. A Python-based library
called Textacy [6] is based on SpaCy and is
as powerful as its predecessor. However, Textacy
focuses on additional tasks that are performed
before and after parsing (processing of various
types of documents, downloadable datasets with
data intended for further processing, calculations
for textual statistics, etc.).

The library Stanford Core NLP (SCN) [17]
was used to create our semantic machine. SCN
is a multi-purpose multiplatform parser, whose
biggest advantage is its scalability. Several of its
components can be integrated with NLTK, but
unlike it, it can process large amounts of data
very quickly (after SpaCy, this is the fastest of
the mentioned solutions). In addition to text pro-
cessing and generation, it also allows us to work
with conversational interfaces and can extract an
extraordinary amount of information from the ana-
lyzed text. As part of syntactic analysis, it provides
data obtained from grammar analysis, statistics,
and deep learning. The SCN was created by
an elite research institution and is therefore not
intended for commercial purposes but as a basis
for further research and experimentation.

2.1. Stanford CoreNLP

Based on the previous analysis, there are sev-
eral reasons why the SCN was selected as an
external tool generating input to semantic ma-
chine TIL: a freely available solution designed for
academic purposes, support for a large number
of natural languages, extensive project documen-
tation, active community of developers creating
regular updates, high flexibility and scalability of
the system, integration of various types of text
analysis, visualization analysis outputs, high anal-
ysis speed even with a large amount of input data.

The use of SCN is demonstrated in Fig.1, where
the output is in json format.

2.2. SCN dependencies

Since it was decided to use SCN, it is necessary
to understand data in its output. For the implemen-
tation of the semantic machine, it is important to
focus on tokens and basicDependencies. There
are some selected dependencies explained [5]
(later used in chaper 3-A):
• conj - conjunction,
• cop - copula,
• nsubj - nominal subject,
• det - determiner,

Fig. 1: Syntactic analysis of the sentence
„Eleanor was the queen” generated from Stanford
CoreNLP, more about tokens, basicDependencies
and enhancedDependencies at [17].

• dobj - direct object,
• neg - negation modifier,
• amod - adjectival modifier,
• advmod - adverb modifier,
• advcl - adverbial clause modifier,
• aux - auxiliary,
• poss - possession modifier,
• mark - marker,
• nmod - nominal modifier,
• nsubjpass - passive nominal subject.

3. SEMANTIC MACHINE OF TRANSPARENT
INTENSIONAL LOGIC

After syntactic analysis, semantic analysis of
sentences is the second step of the natural lan-
guage processing. Working with TIL, the output of
the semantic analysis is a sentence represented
as TIL construction.

Until now, it was created only one implemen-
tation of the TIL - its author is Aleš Horák [12].
His semantic machine is based on the Normal
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Translation Algorithm (NTA). NTA enables the
automated processing of texts in the Czech lan-
guage and conversion into their logical represen-
tation to cover the most frequent linguistic phe-
nomena. NTA consists of two steps - in the first,
a parser of Czech sentences is created, which (in
the second step) are semantically represented as
TIL constructions. The NTA parser, called SYNT
[13], generates outputs in the form of a tree of
grammatical dependencies from input sentences.
An evaluation is performed from the tree of gram-
matical dependencies, in which it proceeds from
the leaves towards the root, while in the inner
nodes the synthesis of values obtained from the
child nodes is gradually performed. The leaves are
evaluated using the Lexicon [14] tool. SYNT can
be considered as the only existing semantic TIL
machine.

TIL-Script [4] is a multiplatform declarative pro-
gramming language based on TIL syntax. Table
1 contains selected TIL types and logical objects
rewritten in TIL-Script.

TABLE 1: TIL syntax elements and their equiva-
lents in TIL-Script

TIL TIL-Script Description
ι Indiv individual
o Bool truth value
ω World possible word
τ Time / Real time / real number
∧,∨ And / Or conjunction / disjunction
⊃,≡ Implies / Equiv implication / equivalence
¬ Not negation
∀, ∃ ForAll / Exist universal / existential

quantifier

In TIL is natural language processing performed
in three consecutive steps [7] (shown in Figure 2):

1) type analysis - to each object of the sen-
tence is assigned its type,

2) creation of construction - construction repre-
sents the meaning of a sentence,

3) type control - verifying if the previous step
was correctly done (voluntary step).

The right side of the Figure 2 shown input
processing. The input is firstly sent to SCN which
provides syntactic analysis and return analyzed
sentence in form of json. Then the semantic ma-
chine in the module provide_type_analysis makes
a type analysis and saves all the recognized
types into a list. The list should be passed to the
module create_construction. After construction is
successfully created, it is printed on the output
of the semantic machine and the necessary data
are supplied to the module provide_type_analysis
(this part is a subject of future research).

3.1. Type analysis

The implementation of TIL semantic machine
starts with the type analysis. The analyzed types
extend basic atomic TIL types o, ι, τ , ω. The list of

Fig. 2: Semantic analysis of sentences in TIL [1].

types used in the provide_type_analysis module
and how to identify them via the SCN output is as
follows:

Individual ι - basic type in TIL. The individual
represents a specific entity that always starts with
a capital. SCN marks it as NNP - a proper noun,
singular (Figure 3).

Fig. 3: Assignment of individual type.

Truth value o - basic type in TIL. In the sen-
tence “The queen was old.” word “old” represents
truth value because it defines the state of the
“queen” in some world and time. The truth value
can be obtained as an independent component of
the nominal subject nsubj (Figure 4).

Fig. 4: Assignment of truth value type.

Attribute ((ιι)τ)ω - an extended type in TIL.
There is a need to find a dependency case, where
an individual is the dependent component and the
indicator ’s represents the independent compo-
nent. Then the dependency nmod:poss can be
found - the dependent component is the individual
and the independent component is the attribute
which is owned by the individual. If there is no
individual in the sentence, it is necessary to find
nmod:poss dependency directly (Figure 5).
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Fig. 5: Assignment of attribute type.

Property of the object ((oι)τ)ω - an extended
type in TIL. It is necessary to find the nsubj
relationship similar to the type proposition. The
object to which the type is assigned in this case
will not be the whole sentence, but only its verb
phrase (Figure 6).

Fig. 6: Assignment of property of object type.

Property of the property ((((oι)τ)ω)((oι)τ)ω)
- an extended type in TIL. To determine this type,
there should be a dependency amod, where the
dependent component presents property of prop-
erty and the independent component is property
assigned to the object (Figure 7).

Fig. 7: Assignment of type property of property.

Binary relation between individuals
(((oι)ι)τ)ω - an extended type in TIL. To determine
this type, there should be a dependency nsubj
or nsubjpass, where dependent component is
individual and the independent component is
a relation. Then dependency dobj with another
individual as the dependent component and
relation as the independent component should
be found (Figure 8).

Fig. 8: Assignment of binary relation type.

Binary relation in general (((oι)ι)τ)ω - an ex-
tended type in TIL. A variant of the previous type,

where the subject and object is not an individual,
but any type (Figure 9).

Fig. 9: Assignment of binary relation type.

Value τ - an extended type in TIL. An expres-
sion has this type when it is a cardinal number CD.
Value can be expressed by the special nouns as
weight, height, length, temperature, depth, width,
distance, speed, count, number... (Figure 10).

Fig. 10: Assignment of value type.

Property of the value ((τ)τ)ω - an extended
type in TIL. After identifying the value type in the
sentence, the dependency nsubj can be found,
where the dependent component is the value
and the independent component is the property
(Figure 11).

Fig. 11: Assignment of property of the value type.

All of the above-mentioned types have been
implemented in TIL semantic machine. Correct
type analysis is a prerequisite for the creation
of construction, which is discussed in the next
chapter.

3.2. Creation of constructions

In Figure 1 is a dependency root which is
in every analyzed sentence and the creation of
construction always starts from it. After the type
analysis is finished, a list of all found types of
lexical units is made. This list helps to determine
what type is assigned to the word at the root of
the sentence.

After identifying the type of the root of the sen-
tence, it is determined with which words the root
is related - this is a key property for building the
composition of the construction. In the sentence
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“Eleanor was the queen.”, The root of the sen-
tence is the word “queen”, which is a type property
of the object. This type is intensional, from which
it is possible to determine where the closure is
in the sentence. Subsequently, a related lexical
object “Eleanor” is found, which is of the individual
type. The resulting construction generated by the
TIL semantic machine looks like this:

λwλt [[[∧0queen w] t] ∧0Eleanor] (1)

The collisions arose during automated type
checking when the same word seemed to belong
to several categories of types. For example, in
the sentence “Eleanor had 10 children.”, the word
10 was identified as a number and should be a
value type. This is not true, the sentence says
that a particular individual has a certain property.
Between “Eleanor” and “children” is the nsubj re-
lationship, which is characteristic of property of the
object type and based on the relationship between
“10” and “children” it is obvious that “10” is a
property of the property type. Therefore, a basic
type check is performed between the lexical units
that are related to each other, which excludes the
possibility of inadequate type analysis.

The last step that needed to be processed in
the synthesis of constructions was the use of
logical connectives. The dependency conj was
used to identify the ∧, ∨, which are always in the
root node. Processing connectives allows us to
create semantic representations of very complex
sentences - e.g. the sentence “Louis VII was the
husband of Eleanor of Aquitaine, Constance of
Castile and Adele of Champagne.” is represented
by the following construction:

λwλt[∧0Louis_VII [[∧0Eleanor_of_Aquitaine
[[∧0husband w] t]]AND [∧0Constance_of_

Castile [[∧0husband w] t]]AND [[∧0Adele_of_
Champagne [[∧0husband w] t]]]]]

(2)
Mark and advcl relationships were used to

identify the implication ⇒ - there must be a mark
dependency between the dependent component
and the word “if” and there must be an advcl
relationship between the same dependent com-
ponent and the time, consequence, conditional or
purpose clause. The semantic representation of
the sentence “If Eleanor is the wife of Louis, then
she is the queen of France.” is represented by the
following construction:

λwλt[[∧0Eleanor [[∧0wife_of_Louis w] t]]
IMPLICATION [∧0Eleanor [[∧0queen_of_
France w] t]]]

(3)

The last logical object that needed to be pro-
cessed when creating the structures was the
negations in the sentences. A negation is in a

sentence if there is neg dependency between any
two words. The semantic representation of the
sentence “Eleanor was not a queen of Spain.” is
represented by the following construction:

λwλt[0Eleanor NOT [[0queen_of_Spain w] t]]]
(4)

The constructions 1, 2, 3 and 4 are examples of
outputs generated by the TIL semantic machine.

4. CONCLUSION

In this paper, we have presented a functional
implementation of the TIL semantic machine.
Worldwide, this is only the second implementation
of a semantic machine based on intensional log-
ical principles. It can therefore only be compared
with the Synt system (see chapter 3).

For example, the sentence “If Eleanor is the
wife of Louis, then she is the queen of France.”
is analyzed in the Synt system as

[\w[\t[Implies[’Eleanor ’wife_of_Louis@wt]
[’Eleanor ’queen_of_France@wt]]]

(5)
and in our TIL semantic machine as in equation

3.
Based on this comparison, it is clear that both

semantic machines generate the same output,
even though they use the different syntax (the out-
put generated from Synt is written in TIL-Script).

However, the presented solution also contains
certain shortcomings related to the fact that it
is not a full implementation of the TIL potential,
but only a prototype. This means that while it is
possible to analyze most of the Czech language
corpus through the Synt system, the use of our
TIL semantic machine is partially limited because
its development is still ongoing. Our TIL semantic
machine has one indisputable advantage over
the implementation of Synt - its source natural
language is English, which gives this tool the
potential for application in international research.

REFERENCES

[1] B. Bednár, Z. Bilanová, and A. Pekár. The automated
translation of natural language sentences into intensional
logic at the type analysis and construction synthesis
levels. In Acta Electrotechnica et Informatica, volume 19,
pages 3–7, 2019.

[2] Z. Bilanová and M. Uchnár. Comparison of the ap-
proaches of montague and tichý within a logical analysis
of an english sentence. POSTER 2017, pages 1–6, 2017.

[3] S. Bird, E. Klein, and E. Loper. Natural Language
Processing with Python - Analyzing Text with the Natural
Language Toolkit. O’Reilly Media, 2009.

[4] N. Ciprich, M. Duží, and M. Košinár. Til-script : Functional
programming based on transparent intensional logic.
RASLAN 2007, P. Sojka, A. Horák, (Eds.), pages 37–42,
2007.

[5] M. C. de Marneffe and Ch. D. Manning. Stanford Typed
Dependencies Manual, 2008.

[6] B. DeWilde. Textacy: Nlp, before and after spacy, 2019.
[7] M. Duží. Til as the Logic of Communication in a Multi-

Agent System. Research in Computing Science, special
issue Advances in Natural Language Processing and
Applications, 3:27–40, 2008.

59



[8] M. Duží and P. Materna. Logical Form. G. Sica, Essays
on the Foundations of Mathematics ad Logic, pages 115–
153, 2005.

[9] M. Duží and P. Materna. TIL jako procedurální logika,
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Automated Hardening of a Linux Web
Server

Olenčin, Michal and Perháč, Ján

Abstract: This article is dedicated to the de-
sign and implementation of automated hardening
a Linux web server after the clean installation. The
article deals with the analysis of the cybersecurity,
focus, and scope of the configuration. Based on
that, was made a design of an automated security
configuration with a detailed description. The main
accomplishment of the work is a configuration
script. The script is compared and evaluated with
existing solutions and it achieved the best rating in
security audits.

Index Terms: cybersecurity, Linux security, Web
security

1. INTRODUCTION

THE PAPER is oriented on designing an au-
tomated hardening of a Linux web server

and subsequently on implementing and evaluation
of the designed solution. At first, a motivation
for creating this paper is specified, afterward the
current state of cybersecurity is analyzed. Then
a focus of security and analysis is specified. The
results of the analysis are taken into account in
proposing a design of our configuration according
to a wide range of resources.

The output of the implementation is an open-
source script [12], [13] of an automated config-
uration implemented according to the proposed
design. Finally, an evaluation of the implemented
configuration was performed. That evaluation con-
sists of a functional test, a compatibility test of
the webserver configuration, and security audits of
default and designed configurations. Also security
audit by the Lynis tool was performed and also a
score of existing open-source solutions measured
and compared.

Our recent research in the field of computer se-
curity was focused on intrusion detection systems
[10], [14], its formal description, and developing
their models [11], [15] and securing the Linux
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web servers. In this paper, we are focused on
the results of our recent work with the automated
securing of the Linux webserver. We start with
a brief description of the current state in the
area. We compare existing solutions, and analyze
technological possibilities. Then, we describe the
details of the designs and our implementation. in
the final section, we evaluate our implementation.
We compare it with other popular solutions in the
field by performing standard security audits.

2. MOTIVATION

The cybersecurity and protection of sensitive
data are frequently discussed topics today. There
is a growing interest in this area mainly due to
the increase in cyberattacks and theft of sensitive
data.

After installation of a web server, a basic con-
figuration is used and it is necessary to configure
it as needed. The basic server setup includes
many security issues that need to be corrected by
an appropriate configuration for security reasons.
The basic configurations are customized to maxi-
mize support and make development easier. The
configuration process can be automated using
programs written in a scripting language. Creating
an automated configuration makes the process of
configuration quicker and more effective.

Currently, there are very few solutions dealing
with the automation of a Linux web server configu-
ration in the desired complexity and with adequate
protection. The main goal of this work is to create
a solution on an appropriate level of protection and
complexity by creating an automated configuration
of a Linux web server.

3. THE CURRENT STATE OF CYBERSECURITY

We have defined the current state of cyberse-
curity by summarizing the most interesting results
from following reports:

• “Cisco 2018 Annual Cybersecurity Report” by
Cisco [3],

• “Executive Summary - 2018 Internet Security
Threat Report” by Symantec [18],

• “Cloud Security Report” by Alert Logic [9].
The most interesting results e.g. occurrences

of malicious programs dedicated to various areas
increased in the years from 2015 to 2017 as
following:

• cryptocurrencies by 8500%,
• IOT devices by 600%,
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• ransomware attacks by 46%,
• malware on mobile devices by 54%.

3.1. Used technologies

In the first step, we have analyzed the usage of
current technologies. We have taken into account
the following criteria:

• a Linux distribution,
• a web service,
• database service,
• programming language.
Our main goal was to create a configuration for

a wide group of potential users, therefore our main
criterion was the popularity of the technology.

Because of long-term support and the high mar-
ket share, we have chosen an Ubuntu Server as
the supported distribution. Version Ubuntu Server
16.04.5 64-bit has been chosen, because of its
stability. Ubuntu has 37.8% market share alto-
gether. If the Debian distribution had been added
as a supported distribution, the solution would
have covered 61.1% of the whole market.

We have chosen an Apache webserver as a
support web server, because of its 45.5% market
share in its latest version Apache 2.4. The choice
of the Nginx as a supported web server was also
taken into account, but based on the balance
between quantity and quality, Apache won. Both
are comparable in performance, flexibility, and
reliability [7]. If the Nginx web server had been
added as a support web server, the solution would
have covered 3⁄4 of the market share.

As the support database service, MariaDB
was chosen in its latest version of a database
server, specifically MariaDB 10.3. The selec-
tions of MySQL and PostgreSQL as the support
database server were also taken into account.
PostgreSQL is robust, has a complex configu-
ration, but is less powerful compared to others.
MariaDB is a fork of MySQL, which is 5% more
powerful [6] than MySQL. Also, its popularity tends
to increase. But both, MySQL and PostgreSQL,
are efficient and reliable database services and
their support could be added in the future.

PHP was chosen as the support programming
language in the latest version, because of its
dominance on the market with 78.9%.

Results are summarized in the table 1 “Result
of selected security focus” covering a wide range
of usability.

TABLE 1: Result of selected security focus

Scope Focus
Linux distribution Ubuntu Server

16.04.5 64-bit
Web service Apache 2.4
Database service MariaDB 10.3
Programming language PHP 7.2

3.2. Existing Solutions

There are several automated Web Linux server
configuration solutions. Unfortunately, most so-
lutions are not complex and only address the
configuration of the Apache web service itself, or
address a small configuration range. The solutions
with the required complexity currently rarely exist.

Among the proprietary license solutions, the
Lynis Enterprise solution is available [4]. Unfortu-
nately, this solution is too complex for common
needs and requires the purchase of a license,
which is a disadvantage. This solution offers se-
curity audit, system security, vulnerability manage-
ment, ample support for Unix operating systems,
macOS and many more.

Among the open-source solutions, the
“JShielder” [17] and the “Ubuntu hardening”
[16] solutions are available. Both solutions are
not overwriting existing configurations and do
not use the latest versions of services. Ubuntu
hardening solution also includes a smaller range
of configurations compared to the JShielder
solution.

Each of the mentioned solutions is implemented
as a bash script.

While analyzing existing solutions, deficiencies
have been identified that proposed solution seeks
to eliminate. The proposed solution compared to
existing solutions includes:

• configuration backup,
• use of the latest versions of services,
• it overwrites existing configurations,

with open-source availability, with the required
complexity and configuration range for basic
needs.

4. DESIGN OF OUR SOLUTION

The design of our solution is proposed accord-
ing to the CIS Ubuntu Linux 16.04 LTS Benchmark
[1], the CIS Distribution Independent Linux Bench-
mark [5], the CIS Apache HTTP Server 2.4 Bench-
mark [2], the book “Practical Apache, PHP-FPM
& Nginx Reverse Proxy: How to Build a Secure,
Fast and Powerful Webserver from scratch” [8],
the configuration instructions from the non-profit
organization Mozilla, the proposed Lynis configu-
ration, the proposed Tiger configuration and the
recommended set of rules for security2 module
from the non-profit organization OWASP.

The design is targeted to achieve the highest
possible security for common web servers and
includes:

• Installation and hardening of the Apache
web server and also security2, SSL, evasive,
headers, include, http2 and reqtimeout mod-
ules.

• Installation and hardening of the MariaDB
database server.
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• Installation and hardening of the PHP pro-
gramming language.

• Installation and hardening of the OpenSSH
server.

• Security configuration of an operation system:
– Hardening of directory permissions.
– Hardening of the file system.
– Hardening of network protocols.
– Hardening of the kernel.
– Hardening of passwords.
– Hardening of the firewall.
– Hardening of other areas.

The design of configuration for the Apache
webserver includes adding sources with the latest
stable version of a package manager, turning off
unnecessary modules, limiting leaked information
through web server response, setting up the ser-
vice to run under a separate user, configuring
security modules, request limits, logging level,
permission rights for the service files, etc.

Among unnecessary modules that are webdav,
status, autoindex, proxy, userdir and
info.

Among security modules that are security2,
ssl, evasive, headers, include, http2 and
reqtimeout.

The tables 2 and 3 presents our configuration
of the Apache in detail.

TABLE 2: Configuration of the Apache

Parameter Value
DocumentRoot /var/www/html/

FileETag None
Timeout 10

LimitRequestBody 102400
LimitRequestFieldsize 1024

LimitRequestline 512
LogLevel notice core:info
Protocols h2 http/1.1

ServerTokens Prod
TraceEnable off

TABLE 3: Configuration of the SSL module

Parameter Value
SSLCipherSuite Based on SSL generator
SSLCompression off

SSLHonorCipherOrder on
SSLInsecure-
Renegotiation off

SSLProtocol all -SSLv3 -TLSv1 -TLSv1.1

SSLSessionTickets off
SSLStaplingCache "shmcb:/var/run/ocsp(128000)"

SSLStapling-
ResponderTimeout 5

SSLStaplingReturn-
ResponderErrors off
SSLUseStapling on

Next, the configuration of the MariaDB database
server includes adding a source with the latest
stable version of a package manager, running the
built-in secure installation, preventing access to
services outside the local network and access to
local files through the database and configuring

the port. The MariaDB database server does not
require complex hardening configuration in gen-
eral.

The table 4 presents our configuration of the
MariaDB in detail.

TABLE 4: Configuration of the MariaDB

Parameter Value
bind-address 127.0.0.1
general-log 0
local-infile 0

port Depends on input

Furthermore, the configuration of the PHP pro-
gramming language includes also adding a source
with the latest stable version of a package man-
ager, disabling a debug and error messages, also
disabling dangerous functions, limiting leaked in-
formation through web service, configuring ses-
sion, cookies, and the limit of access to system
files, etc.

Among dangerous functions that are for ex-
ample process control functions, functions of the
POSIX standard, program execution functions,
functions that provide sensitive information and
much more.

The table 5 presents our configuration of the
PHP in detail.

TABLE 5: Configuration of the PHP

Parameter Value
allow_url_fopen 0

allow_url_include 0
Depends on design

disable_functions of configuration
display_errors 0

display_startup_errors 0
expose_php 0
html_errors 0
log_errors 1

open_basedir /var/www/html
post_max_size 100K

session.use_strict_mode 1
session.cookie_httponly 1

session.cookie_secure 1

Configuration of the OpenSSH (version 7.2)
server includes installation of the package with
a model for server, limiting leaked information
through services, port configuration, configuring
user authorization, logging level, authorization
message, cryptography algorithms, enabling only
public key authentication and much more. Upon
public key authentication, i.e. a key pair authenti-
cation is important to have a private key secured
against theft. For maximum security of private key
can be used universal 2nd factor (U2F), one-time
password (OTP) or another form of multi-factor
authentication (MFA) can be used.

Tables 6, and 7 presents our configuration of
the OpenSSH in detail.

Operation system configuration consists of the
following:

63



TABLE 6: Configuration of the OpenSSH authen-
tication

Parameter Value
ChallengeResponseAuthentication no

GSSAPIAuthentication no
HostbasedAuthentication no
PasswordAuthentication no

PubkeyAuthentication yes
RhostsRSAAuthentication no

RSAAuthentication no

TABLE 7: Configuration of the OpenSSH

Parameter Value
Banner /etc/issue.net

AllowAgentForwarding no
AllowGroups ssh

AllowTcpForwarding no
Ciphers Depends on design

ClientAliveInterval 300
Compression no
DebianBanner no
IgnoreRhosts yes
KexAlgorithms Depends on design
LoginGraceTime 60

LogLevel VERBOSE
MACs Depends on design

MaxAuthTries 2
MaxSessions 2

PermitRootLogin no
Port Depends on input

Protocol 2
TCPKeepAlive no

UseDNS no
UsePrivilegeSeparation SANDBOX

X11Forwarding no

• Hardening of directory permissions includes
the configuration of sticky bit on all world-
writable directories, set of basic permissions
rights and configuring the permissions for the
sensitive system files.

• The file system is in this way configured so
that it includes disabling some unnecessary
files systems, configuring USB devices and
mounting partitions.

– Among unnecessary files systems are
the following: cramfs, squashfs,
freevxfs, jffs2, hfs, hfsplus and
hfsplus.

• The hardening of network protocols includes
disabling some unnecessary network proto-
cols.

– Among unnecessary network protocols
that are the following: DCCP, SCTP, RDS
and TIPC.

• The hardening of the kernel consists of en-
abling address space layout randomization,
disabling SysRq key, configuring packets and
so on.

• The hardening of other areas includes unin-
stalling unnecessary packages, installing ad-
ditional security packages and so forth.

– The following packages belong to the
additional security packages included:

acct, aide, aide-common, apt-show-
versions, arpwatch, auditd, clamav,
clamav-daemon, debsums, fail2ban,
htop, ntp, sysstat, unattended-upgrades
and usbguard.

– The designed configuration also config-
ures some additional security packages,
e.g. auditd, unattended-upgrades and us-
bguard.

– Among unnecessary packages that are
the following: avahi-daemon, binutils,
cups, cups-common, gcc, git, make,
snapd and telnet.

The designed configuration, however, might be
incompatible with some web applications and
websites. This is caused by individual require-
ments for the configurations of those applica-
tions and websites. Additional configuration ad-
justments are needed after the automated con-
figuration is applied.

5. IMPLEMENTATION AND EVALUATION OF OUR
SOLUTION

Our solution is implemented in the form of a
bash script, and it is implemented according to the
designed configurations. The implementation also
includes a password generator. This generator
is useful when SSH key is generated and the
password for MariaDB root account is set up.
Further, the whole source code is commented for
easy understanding and orientation. In the imple-
mentation, the port for OpenSSH and MariaDB is
obtained from the user. If the user presses the
enter key, the default port is set.

Furthermore, the evaluation was done on a
virtual private server for the most realistic con-
ditions and also on a virtual machine. As per
functional testing, the script is fully functional on
Ubuntu Server 16.04.5 distribution, but also in
its newer version 18.04.2. Later we have tested
our solution on the newest version for the latest
non-lts version Ubuntu 19.04. Our solution for this
version is also fully functional. We have selected
the Oracle VM VirtualBox as a hosted hypervisor
for a virtual machine. For a cloud infrastructure,
the DigitalOcean provider was selected.

After the compatibility test of the web server
configuration, we have found out that the designed
configuration requires small additional configura-
tion adjustments depending on a web application
or a website. The compatibility test was done on
both types of web pages, with static and also
dynamic contents.

Security audits were performed using Lynis tool,
Nmap tool, SSL Server Test by the Qualys, Mozilla
HTTP Observatory tool and Mozilla SSH Obser-
vatory tool. Results of security audits are summa-
rized in the table 8 “Result of all security audits in a
designed configuration” and in the table 9 “Result
of all security audits in a default configuration”.
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TABLE 8: Result of all security audits in a de-
signed configuration

Security audit Result
Lynis 97 / 100
Nmap a few
SSL Server Test A+
Mozilla HTTP A+
Mozilla SSH A

TABLE 9: Result of all security audits in a default
configuration

Security audit Result
Lynis 56 / 100
Nmap a lot
SSL Server Test B
Mozilla HTTP F
Mozilla SSH C

The Nmap tool audit results are rated based
on found leaking information without any grading
scale. The SSL Server Test audit gives grades A-,
B, C, D, E, F (sorted from the best to the worst) or
T (if found some trust issues). The Mozilla HTTP
audit gives grades A+, A, A-, B+, B, B-, C+, C, C-,
D+, D, or D- (sorted from the best to the worst).
The Mozilla SSH audit gives grades A, B, C, D, or
F (sorted from the best to the worst).

Within the security audit using the Lynis we also
measured a score of existing open-source solu-
tions. These measurements have been adapted
to achieve as highest score as possible. The
Lynis security audit was performed with version
2.7.1 of the tool. We have compared our solution
with other existing configurations, and the default
configuration with the following results:

• The default configuration has achieved a
score of 56 / 100.

• The Ubuntu hardening solution has achieved
a score of 72 / 100.

• The JShielder solution has achieved a score
of 89 / 100.

• Our solution of configuration has achieved a
score of 97 / 100, which is the best rating
when compared to existing solutions.

Unfortunately, the designed configuration did not
achieve full score because of the absence of
GRUB password for booting, presence of an an-
tivirus program and separate mounting of parti-
tions /tmp, /home and /var. Creating a GRUB
password is unwanted on remote computers. Con-
figuring separate mounting of partitions was per-
formed during the installation of the operating
system. Additional configuration of mounting parti-
tions is complicated. In the designed configuration
a ClamAV as antivirus is installed, but the security
audit by the Lynis tool did not detect it.

The security audit for the Nmap tool detected

much less sensitive information leaked for the
designed configuration compared to the default
configuration, such as information of server dis-
tribution and a version of Apache.

The security audit performed by the SSL Server
Test scored on the designed configuration an
A+ rating. The default configuration achieved a
B rating for using weak cryptography algorithms
and not providing forward secrecy to all browsers.
With the security audit done by the Mozilla HTTP
Observatory tool the designed configuration has
achieved an A+ rating. The default configuration
achieved an F rating for missing security-related
web service response headers. In the security
audit by the Mozilla SSH Observatory tool, the
designed configuration has achieved an A rating.
The default configuration achieved a C rating for
using weak cryptography algorithms.

Results of security audits are summarized in
table 10 “Result of Lynis security audit”.

TABLE 10: Result of Lynis security audit

Solution Score
Implemented solution 97
JShielder 89
Ubuntu hardening 72
Default configuration 56

To summarize the implemented solution has the
following advantages compared to other existing
solutions:

• The design is drawn up according to the use
of a large number of resources. For instance,
CIS benchmarks guidelines, the proposed Ly-
nis configuration, etc.

• The implemented solution is designed with
the required complexity and configuration
range for common needs.

• The implemented solution is free and open-
source.

• The design uses the latest versions of ser-
vices.

• The design overwrites existing configurations.
• The design includes configuration backup.

6. CONCLUSION

In this work, we analyzed the current state of
cybersecurity, and we concluded that is always
necessary to address cyber security due to the
increasing incidence of cyber attacks.

In the analysis of existing solutions, deficiencies
have been identified that have been eliminated by
the proposed solution. Our solution has following
properties:

• it is an open-source solution,
• it creates a backup of existing configurations,
• it uses the latest service versions,
• it overwrites existing configurations,
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• it is designed with the required complexity
and scope of configuration for common needs
included.

Based on the analysis, the design of the solution
was made by using recommended configurations
from the Lynis audit and guidelines from the non-
profit organization CIS. Besides that, we used also
recommended instructions from the non-profit or-
ganization Mozilla, recommended configurations
from the Tiger audit, recommended set of rules
for security2 module from the non-profit orga-
nization OWASP and recommended configuration
guidelines from the book “Practical Apache, PHP-
FPM & Nginx Reverse Proxy” [8].

In conclusion, the result of this work is a fully
functional configuration script, which in compari-
son to existing solutions achieved the best rating
in Lynis security audits.

The script is easily expandable and editable,
covers a large scope of applications and utilities
by market share, comprehensively solves the se-
curity of the webserver and the operating system.

On another hand, the script requires additional
configuration, requires a knowledge of Linux con-
figuration and partially rewriting the configurations
of the Apache web service.

The work may be extended by including the
compatibility for Debian distribution, including the
Nginx web service support and including support
for other database services such as MySQL and
PostgreSQL.

However, the used security analysis tools used
do not cover the full range of potential vulnera-
bilities. The security of an entity depends on the
weakest element. The designed solution has im-
proved web server security against known vulner-
abilities, but vulnerability to unknown errors cannot
be eliminated. In addressing the security problem,
care must be taken to continually improve and
mend the security of existing solutions, monitor
these solutions and maintain cyber hygiene.
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Edge Coloring of Set of Graphs with The
Use of Data Decomposition and Clustering

Dudáš Adam; Škrinárová Jarmila

Abstract: This paper presents solution to a prob-
lem of parallel edge coloring of sizable sets of
cubic graphs. Since edge coloring of the graph is
considered to be non-dividable operation which can
be, in some cases, computed several hundreds to
thousands of times, use of the parallel computing
is necessary. The paper presents design and im-
plementation of methodology based on clustering
of graphs and data decomposition model. Method-
ology aims to satisfy time criterium of effective
decomposition of problem to set of subproblems.
Proposed methodology was experimentally tested
on all available datasets related to group of graphs
called snarks.

Index Terms: parallel computing, distributed
computing, decomposition, graph coloring, snark

1. INTRODUCTION

THIS paper is motivated by the need for op-
timization of time of edge coloring of graph

sets. Edge coloring is NP-complete problem which
invites use of high-performance computing sys-
tems and specialized algorithms [1] and can be
specified as task of assigning colors to the edges
of graph.

Coloring of graphs is frequently used in
scheduling, frequency allocation, compiler opti-
mization (specifically register allocation), and pat-
tern matching problems.

Main objective of this paper is to show that, with
the use of correct tools and parallel computing, we
are able to compute edge coloring of graphs more
effectively. We are focused on the effectivity from
the point of view of time demands and from the
point of view of correct decomposition of problem
- division of problem into set of smaller subprob-
lems which can be computed in parallel or can be
distributed over computing system.

In the paper, we present methodology which
uses number of concepts:
• Parallel and distributed computing.
• Graph permutations – various orders of edge

coloring of a graph.
• Clustering of graphs.
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• Data decomposition – decomposition of a
dataset into smaller sets computed on dis-
tributed basis.

The rest of this paper consists of three main
sections ordered as follows.

Section 2 of presented paper contains works
related to the topic of this paper.

In the Section 3, we describe basic terms re-
lated to edge coloring of sets of cubic graphs.
In the Subsection 3.3 of this section, we present
older edge backtracking algorithm based on
breadth-first search.

Section 4 of the paper contains information
about data that we use in experimental part of
paper. Also, key concept of graph permuting is
presented in this section.

In the Section 5, we propose methodology for
parallel coloring of set of graphs and present
experimental results.

2. RELATED WORK

Our previous work related to using parallel com-
puting systems to solve problem of edge coloring
of graphs was focused on the one-graph-at-a-time
approach to coloring [2].

Problem of edge coloring of graphs, which is
solved and experimentally tested in this paper
is related to well-known Four-color theorem pre-
sented in [3]. The work of authors of [3], [4], [5]
and [6] proves the four-color theorem, that every
loopless planar graph admits a vertex coloring
with at most four different colors.

Among the most significant algorithms used for
edge coloring of graphs there are Edge color algo-
rithm by L. Kowalik [7], heuristic for edge coloring
of graphs by authors of [8] and edge backtracking
algorithm based on breadth-first search presented
in [9].

Newer works focused on the coloring of graphs
are consisting of [10] and [11]. Authors of [10]
created population-based memetic algorithm for
solving the equitable coloring problem. The eq-
uitable coloring problem deals with finding the
smallest k for which an equitable legal k-coloring
exists. Approach of [11] focuses on computations
performed on a set of 35 large benchmark graphs
with 450–4000 vertices.

3. EDGE COLORING OF THE SET OF CUBIC GRAPHS

Problem of proper edge coloring of cubic
graphs, described in this section, is classified as

67



Fig. 1: Example of a simple cubic graph

NP-complete problem [1]. Graph G consists of
[12]:
• vertices - elements of set V (G). In the Fig. 1

vertices are labeled with capital letters A, B,
C and D.

• edges – elements of set E(G) - edge is a
connection between two vertices, therefore,
we can label it with the names of these two
vertices.

Graph G is pair of sets V and E, where ele-
ments of the set E are double element subsets of
the set V [14]:

G = (V,E), E ⊆ V 2 (1)

In the case that vertex V is of degree equal
to 3, we use deg(V ) = 3. This concept repre-
sents number of edges, which are incident to a
given vertex (since we work strictly with undirected
graphs, by incident, we mean connected to the
vertex in any way). Highest (maximal) degree of
vertex in a graph G is denoted by ∆(G). In this
paper we consider strictly cubic graphs. Graph is
cubic when all of its’ vertices are of degree three
(see Fig. 1).

Since cubic graphs are smallest non-trivial
graphs, coloring of these graphs should be less
time consuming than coloring of graphs where
∆(G) > 3. Therefore, they are fitting starting point
for optimization of computation of graphs coloring.

3.1. Edge Coloring of Graphs

Edge coloring of graph is operation of assign-
ment of colors to individual edges of graph. Col-
oring is called proper when there is no conflict
in the coloring of given graph, this means that
no vertex of given graph is incident to two or
more edges colored with same color (see Fig. 2).
Lowest number of colors usable in proper edge
coloring of graph G is called edge chromatic index
of graph G, and it is denoted by χ′(G) [12].

Vizings’ theorem [14], which says that minimal
number of colors needed for coloring of graph is
in the interval < ∆(G),∆(G) + 1 >, holds true.

Fig. 2: Improperly (left) and properly (right) colored
cubic graph

Fig. 3: Petersen graph – smallest known snark

Formal notation of Vizings’ theorem focused on
minimal number of colors:

∆(G) ≤ χ′(G) ≤ ∆(G) + 1 (2)

where ∆(G) is maximal degree of vertex in the
graph G and χ′(G) is edge chromatic index of the
graph G. Since every vertex of cubic graph is of
degree equal to three, we consider three or four
colors for proper coloring of cubic graph.

3.2. Edge 3-uncolorable Cubic Graphs

Cubic graph G with chromatic index equal to
three is called edge 3-colorable [15]. There is
small group of cubic graphs which need four colors
for their proper coloring. Graphs from this group
of cubic graphs are called edge 3-uncolorable or
snarks [15]. Chromatic index of snarks is χ′(G) =
4. In order to find out whether given graph G is
snark, we need to edge color it with the use of
three colors.

Therefore, coloring algorithm needs to check
every possibility of edge 3-coloring of the graph G.
Algorithms are able to decide whether the graph
is snark or not after checking all possible edge
colorings with the use of three colors.

Example of smallest know snark is presented
on the Fig. 3.
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3.3. Edge Backtracking Algorithm

Edge backtracking algorithm works on the ba-
sis of edge coloring of graph with predetermined
succession of three colors. In the case that algo-
rithm finds conflict in the coloring of the graph, it
backtracks to the previous edge, recolors the edge
and continues in coloring. If there are no possible
proper colorings of problematic edge, algorithm
backtracks even further back - to the edge which
precedes both of the recolored edges. Algorithm
continues in this way until either whole graph is
colored properly, or until algorithm examines all
possible ways of edge coloring of the given graph.

Time complexity of edge backtracking algorithm
is O(2n), where n is number of vertices of given
graph.

This algorithm is used in the parts of proposed
algorithm where number of graphs are colored in
parallel.

4. PRECONDITIONS AND DATA FOR PROPOSED
METHODOLOGY

This section of the paper contains information
about data that we use in the part of the paper
focused on experiments. Also, key concept of
graph permuting is presented.

Data used in this paper’s experiments come
from online database of graphs called House of
Graphs [13]. We use part of the database dedi-
cated to snarks. Specifically snarks consist of 34
to 40 vertices.

Table 1 presents number of graphs in each set
– graphs are divided into sets on the basis of
number of their vertices (denoted by v) and then
divided into subsets according to mathematical
properties of these graphs. Even though we don’t
work with the following properties yet, we present
them here for readability:
• Girth – denoted by g – length of the shortest

cycle of given graph G.
• Cyclic edge connectivity – denoted by λc –

number of edges which must be removed
from graph G to disconnect it into two discrete
components, each containing a cycle.

Chosen graphs are all known snarks generated
by graph generators minibaum and snarkhunter
[13]. Plus sign in the Table 1 denotes the fact that
not all of the graphs from the given subset were
generated.

v g ≥ 4 g ≥ 5 g ≥ 6 λc
34 25 286 953 3 833 587 N/A 19 935
36 404 899 916 60 167 732 1 180 612
38 N/A 19 775 768+ 39 35 429+
40 N/A N/A 25+ N/A

TABLE 1: Number of graphs in used datasets

Key concept of presented research is graph per-
muting. By permuting of graph G, we create new

graph G′ with same structure but different order
of vertices and edges. We say that graphs G and
G′ are isomorphic. To generate set of isomorphic
graphs, we use simple matrix multiplication of the
adjacency matrix of graph G (see Relation 3).
With this operation we can create great number
of permutations of given graph G.

A′ = PT ∗A ∗ P (3)

where A is adjacency matrix of given graph G,
P is permutation matrix (matrix containing exactly
one 1 in every row and column), PT is transposed
permutation matrix P and A′ is matrix for new
graph G′ isomorphic to G.

Main idea behind graph permutations was set
in our previous research presented in [2], [16].
We found out, that various permutations of same
graph are edge colored in different times. In [16],
we were able to find small set of permutations
which would help us minimize computational time
of coloring of chosen set of graphs.

Similar to [16], we prepared sets of permuta-
tions (called P ) for experiments presented in this
paper. For each one of four main sets of snarks
(34, 36, 38 and 40-vertex snarks), we prepared set
of 500 permutations – orders of coloring of graph.
These sets of permutations were created via ran-
dom generation of permutations which were, then,
tested on graphs from given set. These permu-
tations are those, which after applying them on
graphs (as described in relation 3) produce lowest
time of coloring of this permuted graph.

5. METHODOLOGY FOR PARALLEL COLORING OF
SETS OF GRAPHS

We present methodology designed on the basis
of preconditions listed in Section 4. This methodol-
ogy consists of two main ideas related to decom-
position in parallel computing - division of prob-
lem into set of smaller subproblem which can be
computed in parallel or distributed over computing
system.

First concept is one of the data decompositions
– partitioning of data into data parts which are
then distributed to the nodes of used computing
system.

Second key concept is based on the need for
effective decomposition of problem of edge color-
ing set of snarks. Decomposition of any problem is
most effective in the case when all subproblems,
the original problem is divided to, take same time
to compute.

In our case, we use an idea of clustering of
graphs to the groups based on the time of their
edge coloring while using specific permutation.
Therefore, we are able to set condition which
secures similar time of edge coloring of all graphs.
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Fig. 4: Algorithm for Parallel Coloring of Sets of Graphs

5.1. Algorithm for Parallel Coloring of Sets of
Graphs

We designed algorithm, which secures de-
crease in time of coloring of graph set and meet
the condition of effective decomposition – time
constraint was set to one millisecond according
to experience gained in previous research [16].
This means that our similar enough time for edge
coloring of graphs from the given set is set to one
millisecond. As an input for the algorithm we use

set of graphs N and set of permutations P – these
permutations were chosen from the results of pre-
vious research, we can call them heuristically best
permutations. Graphs in the input set N consist of
the same number of vertices and edges.

Presented algorithm is described as follows:

• Division of graph set N into data parts. Al-
gorithm divides input set of graphs N into
n smaller parts with using a division script.
Specifically, script divides input data set into

70



approximately equal subsets of circa 500 000
elements.

• Distribution of data parts. Based on data
decomposition model, data parts (subsets)
created in previous step, are distributed over
available computing system.

• In this step, proposed algorithm executes indi-
vidual steps based on clustering of graphs for
each one of n data parts created from input
dataset N :

– Choose permutation with the lowest time
of coloring PBEST from P and apply it on
whole data part.

– Edge color the graphs in data part in
parallel using parallel thread model. Each
graph is colored with the use of Edge
backtracking algorithm (see Subection
3.3).

– Check constraints for all the graphs in the
data part: Was a graph G edge colored
in the time under one millisecond?

– Create cluster of graphs which satisfy the
condition above.

– Allocate PBEST to the created cluster of
graphs.

– Remove PBEST from the set P , remove
graphs with coloring time under one mil-
lisecond from data part.

These six steps are repeated until given data
part is empty or until algorithm tries all permu-
tations unsuccessfully (this would mean, that
there is graph in the set N , which cannot be
colored in time lower than one millisecond).

Output of the algorithms consists of set of files
containing clusters of graphs with their allocated
permutations for each one of n data parts. In
order to collect results, it is necessary to use
agglomeration function on the set of files. This
function connects files (clusters) with the same
permutation.

Proposed algorithm is visualized on the Fig. 4.

5.2. Experiments Using Proposed Parallel Color-
ing of Sets of Graphs

Main objective of presented experiments was
to test effectiveness of proposed algorithm on all
available (and interesting) datasets.

All presented values were measured on the part
of High-Performance Computing Cluster at Matej
Bel University, Banská Bystrica, Slovakia. Used
part of computing system consisted of 6 nodes,
each node contained 12 Intel Xeon processors,
connected via 40Gbps InfiniBand network.

In the Tables 2 – 11, we present measured
values of:
• PBEST - ID of permutation assigned to given

cluster.
• Computing time – time of coloring of all

graphs in given cluster.

• Memory needed – memory needed in color-
ing the whole cluster of graphs.

• Colored > 1 - Number of graphs colored
in time higher than one millisecond. These
graphs need to be colored using a different
permutation.

1) 34-vertex snarks: First set of snarks we used
in presented experiments were 34-vertex snarks.
This dataset was divided into 3 subsets of 19 935,
3 833 587 and 25 286 953 graphs.

Computing Memory Colored
PBEST time needed >1 ms

[hh:mm:ss] [GB]
1 00:00:31 0.341 39
2 00:00:02 0.092 0

TABLE 2: Clusters of graph set containing 19 935
graphs

Computing Memory Colored
PBEST time needed >1 ms

[hh:mm:ss] [GB]
1 01:06:58 994.598 532 364
2 00:07:00 32.059 57 274
3 00:00:49 1.457 5 775
4 00:00:07 0.254 0

TABLE 3: Clusters of graph set containing 3 833
587 graphs

Computing Memory Colored
PBEST time needed >1 ms

[hh:mm:ss] [GB]
1 04:19:09 3219.341 1 356 175
2 00:11:43 12.242 127 775
3 00:01:26 3.362 15 032
4 00:00:16 0.845 6
5 00:00:01 0.017 0

TABLE 4: Clusters of graph set containing 25 286
953 graphs

Looking at number of clusters created in the ex-
periments shown in the Tables 3 and 4, it appears
that there is not big difference between coloring
more than 3,8 million graphs and more than 25,2
million graphs.

2) 36-vertex snarks: Set of snarks with 36 ver-
tices contains four subsets. In Table 5 we present
measured values for the subset of 180 612 snarks,
in Table 6 measurements for second largest set
of graphs, which contain 60 167 732 snarks and
Table 7 presents measured values for the largest
available snark set of 404 899 916 graphs.

Besides subsets presented in the Tables 5 – 7,
this group of graphs contains subset of graph with
girth ≥ 6, which was colored in the time under one
second.
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Computing Memory Colored
PBEST time needed >1 ms

[hh:mm:ss] [GB]
1 00:01:10 1.326 4008
2 00:00:07 0.839 241
3 00:00:07 0.376 12
4 00:00:01 0.017 0

TABLE 5: Clusters of graph set containing 180 612
graphs

Computing Memory Colored
PBEST time needed >1 ms

[hh:mm:ss] [GB]
1 08:21:18 4372.881 4 229 360
2 00:34:31 35.237 256 902
3 00:03:11 1.245 53 487
4 00:01:07 0.891 16 343
5 00:00:33 0.873 8 901
6 00:00:31 0.754 8 042
7 00:00:04 0.019 0

TABLE 6: Clusters of graph set containing 60 167
732 graphs

Computing Memory Colored
PBEST time needed >1 ms

[hh:mm:ss] [GB]
1 47:16:14 8472.230 17 642 937
2 03:32:49 56.671 12 876 022
3 00:56:11 30.290 4 038 765
4 00:40:26 12.128 1 844 397
5 00:38:39 9.133 1 000 036
6 00:07:12 2.465 321 009
7 00:07:12 1.026 162 932
8 00:00:22 0.891 21 329
9 00:00:20 0.806 17 890
10 00:00:18 0.650 12 993
11 00:00:17 0.521 9 636
12 00:00:13 0.360 4109
13 00:00:10 0.332 1572
14 00:00:03 0.196 60
15 00:00:02 0.183 38
16 00:00:03 0.067 0

TABLE 7: Clusters of graph set containing 404 899
916 graphs

3) 38-vertex snarks: We used 38-vertex snarks
as the third set of graphs for presented experi-
ments. This dataset is divided into 3 subsets of 35
429, 39 and 19 775 768 graphs. Both first and third
subset are not fully generated – in the future, there
is possibility of growth of these sets of snarks.

Computing Memory Colored
PBEST time needed >1 ms

[hh:mm:ss] [GB]
1 00:00:42 0.630 1053
2 00:00:11 0.439 0

TABLE 8: Clusters of graph set containing 35 429
graphs

Computing Memory Colored
PBEST time needed >1 ms

[hh:mm:ss] [GB]
1 00:00:03 0.371 0

TABLE 9: Clusters of graph set containing 39
graphs

Computing Memory Colored
PBEST time needed >1 ms

[hh:mm:ss] [GB]
1 03:16:02 3018.03 594 945
2 00:01:33 1.139 10 709
3 00:00:03 0.732 4 283
4 00:00:01 0.424 0

TABLE 10: Clusters of graph set containing 19 775
768 graphs

4) 40-vertex snarks: Set of snarks with 40 ver-
tices contains only 25 graphs, which were divided
into three clusters. Compared to the other sets of
graphs, this number is above average. Measured
values are presented in Table 11.

Computing Memory Colored
PBEST time needed >1 ms

[hh:mm:ss] [GB]
1 00:00:04 0.230 9
2 00:00:01 0.089 2
3 00:00:01 0.019 0

TABLE 11: Clusters of graph set containing 25
graphs

5.3. Evaluation of Experiments Using Parallel Col-
oring of Sets of Graphs

Overall computation time of coloring of chosen
set of graphs o (denoted by To), with the effective
decomposition of the problem in mind, is com-
puted as follows:

To =

k∑
i=1

Tci (4)

where k is the number of clusters and Tci is the
computing time for cluster number i.

We measured following results for 34-vertex
snarks. Overall coloring time of the set of 19 935
graphs was 33 seconds. Overall coloring time of
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the set of 3 833 587 graphs was 01:14:54 and for
the set of 25 286 953 snarks, it was 04:32:35.

36-vertex snarks contain four subsets (one of
these subsets consists of over 404 million graphs
– a set with the highest number of graphs). First
subset contains 180 612 snarks and its overall
coloring time was 00:01:25. Subset of graphs with
girth ≥ 6 consists of one graph, which was colored
in the time under one second. Other subsets of
36-vertex snarks contain more than 60 and more
than 404 million snarks. Overall computational
time of coloring of set of 60 167 732 snarks was
09:01:15. For the set of 404 899 916 snarks it was
53:18:50.

There are 3 subsets of graphs in the set of
38-vertex snarks. First subset contains 35 429
elements and presented algorithm colored it in
53 seconds. Second subset of 38-vertex snarks
consists of 39 graphs, which were colored in 3
seconds. The largest subset of 38-vertex snarks
contains 19 775 768 graphs and overall time of its
coloring was 03:17:39.

In the case of 40-vertex snarks, there is only
one set of 25 graphs, which was divided into
three clusters (comparatively high number) in the
computational time of 6 seconds.

Table 12 presents number of computed graphs
colorings per second for all used subsets of
snarks.

Number of Number of Number of
vertices graphs colored graphs

per second
34 19 935 604.04
34 3 833 587 853.05
34 25 286 953 1 546.13
36 180 612 2 124.85
36 60 167 732 1 852.74
36 404 899 916 2 109.62
38 35 429 668.47
38 39 13
38 19 775 768 1 667.57
40 25 4.17

TABLE 12: Number of computed colorings of
graphs per second

Therefore, average number of computed col-
orings of graphs per second is 1 144.36 - con-
siderable improvement over sequential algorithm,
which computes on average 189.5 colorings per
second.

Parallel speedup of our algorithm for 34-vertex
snarks is presented in Table 8. Average speedup
for this set of graphs is 32.01.

Number of Sequential time Speedup
graphs [hh:mm:ss]
19 935 00:03:22 6.12x
3 833 587 34:47:53 31.18x
25 286 953 266:48:49 58.73x

TABLE 13: Parallel speedup computed for the
group of 34-vertex snarks

Parallel speedup for bigger sets of graphs (e.g.
two sets of 36-vertex graphs with over 60 and over
404 million graphs) are not computed yet.

6. CONCLUSION

Main objective of this paper was to show that
with the use of correct tools and parallel com-
puting, we are able to compute edge coloring of
graphs more effectively from the point of view of
time demands and from the point of view of correct
decomposition of problem.

We presented experimentally tested methodol-
ogy and algorithm based on data decomposition
and clustering of graphs.

Even though presented algorithm needs high
amount of memory for its run, it enables us to
speed up the computation of coloring of sets of
graphs via parallel computation and selection of
fitting permutations. The algorithm also creates
clusters of graphs in such a way, that each graph
from the input set is colored in the comparable
(similar) time. This is important concept of ef-
fective decomposition of problem. Although it is
possible to encounter a graph, which cannot be
colored in time lower than the set limit (in our case
one millisecond), we were not able to find such
graph in the chosen datasets.

From Tables 2 - 11 it’s apparent that there
is no need for high number of correctly chosen
permutations in order to color each graph from the
set of graphs in time lower than one millisecond. It
is obvious that different set of permutations would
produce different results, therefore it is important
to approach the problem heuristically and find
fitting permutations experimentally.

In the future, it would be beneficial to test con-
ventional clustering methods and divide group of
graphs into subgroups which would require same
permutation to minimize time of coloring of each
graph in the subgroup. This approach, if possible,
could save even more time and resources for
computation.
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Experiments on Rough Sets Clustering with
Various Similarity Measures

Szederjesi-Dragomir, Arnold; Găceanu, Radu D.; Pop, Horia F. and Sârbu, Costel

Abstract: Pattern recognition is an operation in
which humans usually excel but it is not a trivial
task for a computer program due to the uncertainty
involved in the whole process. Sources of uncer-
tainty include incomplete data, the presence of out-
liers, and vagueness in class definitions. The theory
of rough sets is a mathematical method for handling
uncertainty, providing a formal approximation of a
crisp set in terms of a pair of sets representing
the lower and upper limits of the original set. The
aim of this paper is to investigate the influence
of several similarity measures in a rough sets
clustering context and, in this sense, datasets with
overlapping regions are of particular interest. So,
besides the variation of the overall classification
result, we are also interested in the way the overlap-
ping detection mechanism is affected by the chosen
similarity measure. Since the standard datasets do
not provide specific information about overlapping
regions, we propose an approach to obtain such
data for benchmarking purposes. The importance
of properly choosing the similarity measure is out-
lined by the experiments carried out on standard
datasets.

Index Terms: clustering, similarity measure,
rough sets, software agent

1. INTRODUCTION

CLUSTERING is the task of dividing a set of
data points into groups (or clusters) such that

items from the same group are more similar to
each other than items from different groups. For a
cluster analysis method, the decision to group two
instances together is based on a certain similarity
measure, and thus the proper selection of this
measure is critical.

One of the major issues in real-life data anal-
ysis is uncertainty management which involves
dealing with clusters of arbitrary shape, outliers,
missing data, and ill-defined clusters. In order
to deal with the uncertainty and ambiguity from
data, the principles of fuzzy sets and rough sets
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Science, Babeş-Bolyai University, Cluj-Napoca, Romania (e-mail:
hfpop@cs.ubbcluj.ro).

C. Sârbu works at the Faculty of Chemistry and Chemical En-
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theory were employed [11], [13], [15], [16], [23].
The proper selection of the similarity measure
in a fuzzy or rough sets context could have an
even greater impact on the outcome of clustering
process if the uncertainty regions are also taken
into consideration.

Some studies on the similarity measure influ-
ence in clustering algorihms have been performed
before [1], [18], [20], but, to our knowledge, there
are no such studies for fuzzy or rough cluster-
ing scenarios, i.e., for uncertainty driven environ-
ments. In [18], the authors perform a compre-
hensive study considering several distance mea-
sures and clustering algorithms aiming to help
the research community in identifying suitable dis-
tance measures and to facilitate a comparison and
evaluation of newly proposed similarity measures
with traditional ones. In [20], the authors study
the influence of similarity measure selection in
conjunction with several clustering algorithms on
high dimensional sparse data representing web
documents. They conclude that, in this context,
the Euclidean distance performs the poorest. In
[1], the authors perform a comparative evaluation
of a variety of similarity measures for categorical
datasets observing that some measures are able
to have a consistently higher performance than
others on specific datasets.

The aim of this paper is to study the way in
which the result of a clustering algorithm based
on the rough sets theory is influenced by chang-
ing the distance measure. We are particularly
interested in the way the reported uncertainty
governed regions vary when changing the sim-
ilarity measure. Since the standard datasets on
which we conduct our experiments do not provide
too much information regarding the overlapping
clusters, we propose a methodology for deter-
mining such regions in a dataset, and hence the
instances reported by the clustering algorithm as
belonging to overlapping areas may be validated
against the regions identified by the methodology.
In this article we extended our paper from [21] by:

• providing experiments on more datasets with
possibly larger overlapping regions

• proposing a different evaluation mechanism
of overlapping regions reported by the clus-
tering algorithm

• providing a more in-depth view of the in-
stances from overlapping areas.
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The paper is structured as follows: in Section
2 we provide a more detailed description of the
problem of uncertainty management together with
the importance of properly choosing the similarity
measure, Section 3 offers a brief background on
rough sets together with an overview on rough
sets clustering. Section 4 presents the method-
ology proposed by us in this paper. It starts
with presenting the similarity measure evalua-
tion methodology from a classification accuracy
standpoint and then from an overlapping region
detection point of view. The process of finding
and evaluating the overlapping regions is also
described in this section. Section 5 presents the
results obtained in our experiments together with
a discussion and, finally, Section 6 presents the
conclusions and ideas for future work.

2. MOTIVATION

Generally speaking, pattern recognition tasks
are designed to perform an approximate match
of all possible inputs and this requires some kind
of similarity measure. Clustering algorithms are no
exception to this situation and the primary purpose
of this paper is to investigate the effect of various
similarity measures on the result of the clustering
process.

The problem is that the datasets vary struc-
turally from one another. For example, classes in
some datasets can be linearly separated, while
there is no clear separation between classes in
other datasets. For this reason, it is important
to change the considered similarity measure ac-
cording to the dataset to which it will be applied.
Considering the just mentioned problem, we apply
several similarity measures on standard datasets
in the attempt to find whether any of these mea-
sures could be considered suitable enough for
any dataset. Similar studies have been performed
before in the literature [1], [18], [20], but, as far as
we know, there are no such studies for uncertainty
driven environments, i.e., overlapping clusters.

The presence of outliers (which could be
caused by noisy data) and the overlapping clus-
ters are some of the very important issues to be
taken into account when considering a cluster-
ing algorithm. In practical scenarios one should
probably expect the data to be noisy and the
classes not to be clearly separable which is why
we conduct our experiments on the algorithm from
[8], where a clustering algorithm that can handle
such situations is proposed. By using software
agents [22] for parallelizing the clustering process,
the approach from [8] is scalable, which is an
important aspect when dealing with large volumes
of data.

We believe that in addition to evaluating the
consistency of a clustering solution from an ac-
curacy point of view, it is also very important to

examine how the similarity measure choice affects
overlapping regions.

Nonetheless, researching the impact of various
similarity measures on the overlapping regions
raises an important issue: the fact that the stan-
dard datasets do not provide accurate information
about these overlapping areas, making it diffi-
cult to compare the effects of different distance
measures on these regions. Therefore, for bench-
marking purposes, we introduce a technique for
extracting this type of information from a dataset.

3. ROUGH SETS CLUSTERING

Incomplete data, vagueness in class definitions,
and outliers are sources of uncertainty and the
theories of fuzzy sets [23] and rough sets [13] are
used in such cases.

The rough set theory [13] is a major mathe-
matical instrument for managing uncertainty and
it consists of offering a formal approximation of a
crisp set in terms of a pair of sets representing
the lower and upper bound of the original set.

Given a set of objects U called the universe of
discourse, an equivalence relation R ⊆ U × U ,
and a subset of U denoted by X, in order to
approximate X with respect to R we consider the
following definitions:

Definition 1: The lower approximation of a set
X with respect to R is the set of all objects which
certainly belong to X:

RX =
⋃
x∈U
{R(x) : R(x) ⊆ X}

Definition 2: The upper approximation of a set
X with respect to R is the set of all objects which
possibly belong to X:

RX =
⋃
x∈U
{R(x) : R(x) ∩X 6= ∅}

Definition 3: The boundary region of a set X
with respect to R is the set of all objects which cannot
certainly be classified as either belonging to X or not
belonging to X:

RB = RX −RX

Definition 4: A rough set is a tuple 〈RX,RX〉,
where RX is the lower approximation (Definition
1) of the target set X and RX is the upper approxi-
mation (Definition 2) of the target set X .

Let RCK and RCk denote the lower and upper
approximations of a cluster Ck, and let RB =
RCk−RCk be the boundary region of Ck. The tu-
ple 〈RCk, RCk〉 is called the rough set associated
to Ck with respect to some equivalence relation R
(see Definition 4). Then the rough sets clustering
problem may be defined as in Definition 5.

Definition 5: Rough sets clustering [8] is the
process of finding a set

RC = {〈RCk, RCk〉|k = 1, p}
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of subsets of a given set of objects X = {xi|i =
1, n, 1 ≤ p ≤ n} such that:
• ∀k, l = 1, p, k 6= l : RCk ∩RCl = ∅
• ∀k, l = 1, p, k 6= l : |RCk ∩RCl| ≥ 0
•
⋃n
k=1RCk = X

• ∀k = 1, p : RCk 6= ∅
• ∀k = 1, p : RCk ⊆ RCk
• ∀k = 1, p,∀i, j = 1, |RCk| : xiRxj∧xi, xj ∈ Ck
• ∀k = 1, p,∀i, j = 1, |RCk| : xiRxj ∧ |{xi, xj} ∩
Ck| ≥ 0.

In a rough sets clustering approach, every clus-
ter Ck is defined in terms of a lower approximation
and an upper approximation. The instances from
the lower approximation certainly belong to the
cluster Ck with respect to some similarity mea-
sure. The instances from the upper approximation
possibly belong to Ck, but we cannot be certain
about this, according to the considered similarity
measure. If an instance belongs to a lower approx-
imation then it does not belong to any other rough
set. On the other hand, if an instance is in the
boundary region of a cluster Ck then it may belong
to several other boundary regions. If an instance
belongs to the lower approximation of a cluster
then it also belongs to the upper approximation of
that cluster.

In the following, we present an overview of
the main steps performed by the ABARC (Agent
BAsed Rough Clustering) algorithm introduced in
[8]. The ABARC algorithm addresses the overlap-
ping clusters problem by modeling clusters using
notions from the rough set theory. It successfully
identifies outliers and, by using software agents,
it is scalable. The algorithm uses the following
arguments:
• X — the dataset
• imax — the number of iterations
• λ — the maximum number of times an agent

may search for a similar one
• σ1 — the similarity limit
• δ — the similarity measure.
The main steps of the algorithm are as follows:
1) Initialize data and parameters:

X, imax, λ, σ1, δ.
2) Let AG be a set of agents, where each agent

is associated with one instance from the
input dataset X.

3) Each agent from AG will asynchronously
start to search for a similarAgent :

a) Nondeterministically select an agent
from AG.

b) If they are not in the same cluster and
if their similarity is less than σ1 then a
similarAgent is found. GOTO Step 4
with the similarAgent.

c) Decrement λ.
d) If λ = 0 then GOTO Step 5 with no

similarAgent.
e) If λ > 0 then GOTO Step 3a.

4) If a similarAgent is found then the agent
moves to its cluster.

5) Decrement imax.
6) If imax > 0 then GOTO Step 3.
7) Stop.
The clustering process described above starts

by initializing the input data and parameters. The
dataset X is normalized using Min-Max normal-
ization [9] and each instance is associated with
one agent. There is one cluster for each agent so,
in the beginning, the number of clusters is equal to
the number of agents which is equal to the number
of instances.

Each agent executes in parallel (Step 3) and it
searches for a similar one based on the provided
similarity measure δ and the similarity limit σ1. If
a similarAgent is found then they are grouped
together (Step 4) otherwise the search process
continues. After λ failed attempts the search for
similar process is aborted for the current agent,
leaving the task to a different agent or to another
iteration (Step 5). Agents are implemented as
lightweight processes in the Elixir programming
language, yielding a highly scalable solution.

Since agents are grouped together only if they
certainly belong to the same cluster (based on the
similarity limit, σ1), the first phase of our approach
will probably produce a large number of clusters.
A second phase (introduced in [8]) unifies similar
clusters producing rough clusters. In this phase,
the unification process is based on a second
similarity limit, σ2, denoting the level up to which
two instances are possibly similar.

Even after the second phase there might be a
significant number of clusters remaining, but most
of them are normally composed of a very small
number of entities which are not similar to either
of the ‘normal’ clusters. The instances from these
small clusters will be marked as possible outliers.
Nevertheless, in the third phase of our approach
(presented in [8]), we assign them to the closest
cluster and we get the final clustering structure.
Thus, the algorithm produces a set of clusters
such that:
• all instances from the dataset belong to at

least one cluster
• given any two clusters their intersection might

not be the empty set, i.e., the clusters might
overlap; we refer to the instances from the
overlapping regions as rough instances

• even if they are assigned to the closest clus-
ter, the outliers are clearly marked as such

4. METHODOLOGY

This paper aims primarily at examining the ef-
fect of different distance measures on a cluster-
ing algorithm’s performance and this section is
dedicated to explaining the methodology used in
this study for determining the impact of similarity
measures on a clustering process outcome.
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The experiments are conducted on several
standard datasets: Iris [4], Seeds [10], Wine [5],
Ionosphere [19], Ecoli [12], Glass [7]. For each
dataset we evaluate the accuracy of the ABARC
algorithm (from [8]), as well as the reported rough
instances (instances that are close enough to
more than one cluster), by selecting in turn each
of the distances that we want to evaluate. The
clustering algorithm (Section 3) is implemented in
Elixir [3], while the analysis part (Sections 4-A,
4-B and 4-C) is implemented in Ruby [17]. Elixir
was chosen because it has a great multi-threaded
performance making it one of the best choices
for highly-concurrent scenarios. Ruby was chosen
because of its elegant syntax and its focus of
software development productivity.

In order to have a better insight of the cluster
overlapping problem, we have generated charts
showing the clusters as per the official documen-
tation of all the considered standard datasets (see
Figure 1).

For each dataset we have performed a Principal
Component Analysis (using scikit-learn [14]) utiliz-
ing the first two principal components for the chart
generation. The total variation captured by the
first two principal components is, for each dataset,
as follows: 97.76% (Iris), 99.98% (Wine), 99.67%
(Seeds), 44.46% (Ionosphere), 72.52% (Ecoli),
74.04% (Glass).

As it may be seen from Figure 1, the charts
corresponding to the first three datasets are very
similar to the reality, as given in the official doc-
umentation for each dataset. In all cases the
vagueness in cluster boundaries is clear: some of
the clusters are very close to each other, others
overlap. Also, some instances are far away from
the denser cluster regions.

4.1. Similarity Measure Evaluation Based on Ac-
curacy

In order to study the influence of various simi-
larity measures on a rough clustering process, our
first approach is to compute the accuracy of the
algorithm described in Section 3 for each similarity
measure.

In this study, we examine the following similarity
measures: Manhattan, Chebyshev, Euclidean and
Minkowski [2], [6], [9]. Actually, the Minkowski
distance between two instances x and y is a
generalized form of the other three distances and
it is defined by

dMIN =
( n∑
i=1

∣∣xi − yi∣∣p) 1
p

where p ∈ R, p ≥ 1, and x, y ∈ Rn. For p = 1 it
corresponds to the Manhattan distance, while for
p = 2 it corresponds to the Euclidean distance.
The Squared Euclidean distance (which is just
the square of the Euclidean distance) is also

considered in our study. When p reaches infinity,
the Chebyshev distance is obtained

lim
n→∞

( n∑
i=1

∣∣xi − yi∣∣p) 1
p

= max
1≤i≤n

∣∣xi − yi∣∣
We consider several standard datasets and,

given a similarity measure, we execute the cluster-
ing algorithm several times for each dataset. We
collect the accuracy from each execution and we
compute the minimum, maximum and average ac-
curacy. This process is repeated for each similarity
measure.

4.2. Identifying Rough Instances for Benchmark-
ing Purposes

The evaluation process from Section 4-A uses
the accuracy to compare similarity measures in a
rough clustering context. However, a more suitable
approach when dealing with hybrid data would be
to compare the rough instances produced by the
algorithm using a certain similarity measure with
the actual or true rough instances. By rough in-
stances we mean instances that are close enough
to more than one cluster (instances from overlap-
ping regions may fall in this category). By hybrid
data we understand any instance for which the
membership to a cluster is arguable (this includes
rough instances and outliers — instances that are
far away from any cluster).

The accuracy of a clustering algorithm is com-
puted based on the actual or true cluster structure
given in the official dataset documentation. In the
same fashion, we would like to find some index
(like accuracy) that measures the roughness of
an approach, i.e., an indicator for the quality of the
reported rough instances. Such an index should,
of course, not be biased and one possible way in
achieving this would be to tie its calculation to the
actual or true rough instances in a similar way the
accuracy does.

Unfortunately, the first problem in achieving the
aforementioned goal is the fact that the official
documentation of any dataset (as far as we know)
does not specify the actual rough instances. In
practical scenarios, the hybrid instances could be
validated by a domain expert, but there should
be other possibilities as well, at least for bench-
marking purposes. This is why our first intent is
to propose an objective approach for finding the
actual or true rough instances from a dataset and,
secondly, to introduce a first attempt for a rough-
ness index that takes into account this information.

Algorithm 1 shows the proposed process of
finding the actual rough instances.

The algorithm receives as a first argument the
set of clusters C = {Ck|k = 1, p}, as specified
in the official dataset documentation, where p
represents the number of clusters and Ck are
subsets composed of elements from the dataset
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Fig. 1: Overlapping clusters in the considered datasets.
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X = {xi|i = 1, n, 1 ≤ p ≤ n}. The second
argument, τ , denotes the rough threshold and
it is used for deciding if an instance should be
considered a rough one. The last argument, δ,
represents the distance function used in the anal-
ysis process. The algorithm returns the set RI of
instances that will be considered truly rough.

Algorithm 1: Find Rough Instances
Data: C, τ, δ
Result: RI — the set of actual rough

instances
1 RI = ∅
2 while true do
3 ID = computeMeanDistances(C, δ)
4 RI1 = computeRoughInstances(ID, τ)
5 if RI1 = ∅ then
6 break
7 end
8 C = C 	RI1
9 RI = RI ∪RI1

10 end

The algorithm starts by computing a mapping,
ID, between each instance and the mean dis-
tance corresponding to each cluster

ID = X
m−→M

where the m−→ symbol denotes a mapping be-
tween each element of X and a set

M = {mk|k = 1, p}

of mean distances.

Given an instance xi ∈ X, the mean distance
corresponding to cluster Ck is

mk =

∑|Ck|
j=1 δ(x

i, xj)

|Ck|
, xj ∈ Ck, j 6= i

In line 4 from Algorithm 1, the set RI1 of rough
instances is computed by selecting all instances
from ID having the following property

∃ i, j 3 |mi −mj | ≤ τ

where mi,mj ∈ M represent, respectively, the
mean distances of clusters Ci and Cj for a given
instance, and τ is the rough threshold.

The instances from RI1 are removed from the
set of clusters, as indicated by the 	 operator, and
they are added into the result set, RI.

The whole process is repeated until the set RI1
is empty.

4.3. Similarity Measure Evaluation Based on the
Rough Instances

In order to evaluate the influence of a certain
similarity measure on the rough instances, we
compare the rough instances reported by the
algorithm described in Section 3 with the rough
instances proposed by the Algorithm 1 from Sec-
tion 4-B.

Given a similarity measure, we execute the
algorithm several times (N ) on a certain dataset
and we collect the reported rough instances from
each execution.

For each rough instance xi we compute the
occurrence rate

occxi =
n

N
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where n denotes the number of occurrences of
the instance in the series of N executions.

For a given distance d, we compute the rough
score as shown in Definition 6.

Definition 6: The rough score of a given similarity
measure is the ratio between the sum of the occurrence
rates of the validated rough instances and the sum of all
occurrence rates:

RSCκd =

∑|RId|
i=1 1RIκ(x

i) · occxi
|RIκd |

where:
• RId is the set of rough instances reported by

the clustering algorithm for a certain similarity
measure (or distance, d)

• RIκ is the set of actual rough instances produced
by the Algorithm 1 from Section 4-B for which
occxi ≥ κ, where κ ∈ [0, 1] represents the
minimum confidence of the rough instance xi

• 1RIκ is the indicator function of RIκ:

1RIκ(x
i) =

{
1, if xi ∈ RIκ ∧ occxi ≥ κ
0, otherwise.

• RIκd is the set of rough instances reported by the
clustering algorithm for a distance, d, and mini-
mum confidence, κ.

As seen in Definition 6, the rough-score de-
pends on a fixed parameter κ denoting the con-
fidence of each rough instance xi — so only
the instances having an occurrence rate higher
than κ are taken into account. Given a similarity
measure, we compute the rough score for several
values of κ.

5. RESULTS AND DISCUSSION

This section presents the experimental setup of
our study and discusses the obtained results. The
experiments are conducted on several standard
datasets: Iris [4], Seeds [10], Wine [5], Ionosphere
[19], Ecoli [12], Glass [7].

The Iris dataset [4], one of the most widely
used datasets in pattern recognition, contains 150
instances with four attributes denoting geometric
information regarding three species of Iris plants.
There are three classes with 50 instances each,
one of the classes being linearly separable from
the other two. The data is scaled in the [0, 1] range
using Min-Max normalization [9] and the algorithm
described in Section 3 is applied with the following
parameter setting: imax = 100, λ = 100, σ1 =
0.0115, and σ2 = 0.1. For each of the considered
distances, the clustering algorithm is executed 50
times computing the accuracy and rough score as
described in Section 4. Table 1 shows the minimal,
maximal and average accuracy for each similarity
measure.

The Seeds dataset [10] contains 210 instances
with seven attributes describing geometric param-
eters of wheat kernels. There are three classes

of 70 instances each. After normalization (as
described before), the algorithm from Section 3
is applied with the following parameter setting:
imax = 100, λ = 100, σ1 = 0.024, and σ2 = 0.2.
The clustering algorithm is executed 50 times for
each of the considered similarity measures and a
result summary in terms of accuracy is presented
in Table 1.

The Wine dataset [5] contains 178 instances
with 13 attributes describing information of a
chemical analysis of wines grown in the same
region in Italy but derived from three different
cultivars. The data is normalized in the same
fashion as for the other datasets and the algorithm
described in Section 3 is applied 50 times with the
following parameter setting: imax = 100, λ = 100,
σ1 = 0.145, and σ2 = 0.45. Tables 1 shows the
minimal, maximal and average accuracy for the
Wine dataset.

The Ionosphere dataset [19] contains 351 in-
stances with 34 attributes and two classes. After
normalizing the data, the algorithm from Section
3 is applied 50 times with the following parameter
setting: imax = 100, λ = 100, σ1 = 0.1583, and
σ2 = 1.04 and the results in terms of accuracy are
shown in Table 2.

The Ecoli dataset [12] contains 336 instances
with 8 attributes and 8 classes out of which three
classes contain few instances. After normalizing
the data, the algorithm from Section 3 is applied 50
times with the following parameter setting: imax =
100, λ = 100, σ1 = 0.02, and σ2 = 0.16 and the
results in terms of accuracy are shown in Table 2.

The Glass dataset [7] contains 214 instances
with 10 attributes and 7 classes. After normalizing
the data, the algorithm from Section 3 is applied 50
times with the following parameter setting: imax =
100, λ = 100, σ1 = 0.1112, and σ2 = 0.586 and the
results in terms of accuracy are shown in Table 2.

The rough instances together with their oc-
currence rates for each similarity measure are
available in our previous work from [21] and are
excluded from this paper for brevity reasons.

The analysis process described in Sections 4-B
and 4-C is then applied for each dataset obtaining
the rough scores displayed in Table 3. A NaN
value in Table 3 indicates that no rough instances
have been reported by the clustering algorithm in
that case.

Considering Table 1, the best results on the
average are for the Minkowski distance where
p = 2.3 and, in our previous work from [21],
we observed approximately the same situation for
the rough scores. Moreover, the following order
relations between the scores (accuracy, rough)
of different Minkowsky distances (expressed as
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TABLE 1: Accuracies for the Iris, Seeds and Wine datasets.

Similarity Acc Iris (%) Acc Seeds (%) Acc Wine (%)
measure Min Avg Max Min Avg Max Min Avg Max

Manhattan 86.0 95.69 96.67 61.43 86.17 87.62 78.65 88.33 91.01
Chebyshev 83.33 84.07 85.33 83.33 90.36 90.95 89.89 91.52 92.7
Euclidean 91.33 96.49 96.67 79.52 91.1 91.43 72.47 96.81 98.31

Squared Euclidean 88.0 96.36 96.67 90.95 90.98 91.43 72.47 96.57 97.75
Minkowski p =

√
2 85.33 96.39 97.33 89.05 91.32 91.43 82.02 92.07 92.7

Minkowski p = 2.3 96.0 96.65 96.67 90.95 91.39 91.43 84.83 97.48 97.75
Minkowski p = 2

√
2 96.0 96.65 96.67 89.52 90.97 91.9 84.83 95.34 96.63

Minkowski p = 3 94.0 96.6 96.67 73.81 90.29 91.9 78.65 92.62 95.51

TABLE 2: Accuracies for the Ionosphere, Ecoli and Glass datasets.

Similarity Acc Ionosphere (%) Acc Ecoli (%) Acc Glass (%)
measure Min Avg Max Min Avg Max Min Avg Max

Manhattan 60.29 65.54 66.57 63.99 65.51 70.24 86.92 88.69 90.19
Chebyshev 58.29 58.29 62.29 45.54 47.77 50.89 0.0 75.42 89.72
Euclidean 69.71 69.77 70.29 59.82 64.11 71.13 88.32 89.72 90.65

Squared Euclidean 62.0 68.46 70.57 59.23 63.63 67.86 88.32 89.58 90.65
Minkowski p =

√
2 46.0 63.94 68.86 61.01 66.16 72.92 87.38 88.41 89.25

Minkowski p = 2.3 62.57 69.6 70.57 61.01 64.64 71.43 88.32 88.88 90.19
Minkowski p = 2

√
2 51.43 65.86 70.0 63.39 65.09 67.26 0.0 71.59 90.19

Minkowski p = 3 51.14 64.74 70.86 59.82 59.82 72.62 86.92 87.99 89.72

values of p) appeared to emerge

(p = 1) ≤ (p =
√
2) ≤ (p = 2) ≤ (p = 2.3)

(p = 2.3) ≥ (p = 2
√
2) ≥ (p = 3) ≥ (p =∞)

where (p = n) is the score (accuracy or rough) of
the Minkowsky distance for p = n.

One of the goals of the current work was to
check to what degree do these relations hold for
other datasets and in doing so we have tried
to choose datasets with many hybrid instances.
As we can see in Table 2, the aforementioned
relations do not hold, but still, for p = 2.3 we obtain
results very close to the best one in all cases.
In what concerns the rough scores (Table 3), it
seems that the best results (high rough scores
for high confidence values) are obtained in most
cases for values of p close to 2.3. For example,
for Wine and Seeds the best results are obtained
for p =

√
2, while for the other datasets p = 2

√
2

gives the best results, but these values of p are
both close to 2.3.

Even though the results from our previous work
[21] suggested that the Minkowsky distance with
p = 2.3 is the best one, our current study shows,
as expected, that this is not the case, but still,
the best result is in general obtained for val-
ues of p close to 2.3. This is probably caused
by the fact that the clusters from most datasets
have a similar spherical shape. The scores tend
to decrease for p > 2.3 probably because the
value of the Minkowsky distance decreases with
increasing values of p and hence more instances
are accepted as similar including possible outliers.
Moreover, with increasing values of p the sphere
like shape of clusters expands, becoming a square
for p =∞. Similarly, for decreasing values of p the

spherical shapes shrink accepting fewer and fewer
instances, which could explain why the scores
tend to degrade for smaller values of p.

6. CONCLUSIONS AND FUTURE WORK

An important challenge in classification prob-
lems is the proper selection of the similarity mea-
sure because the outcome is greatly influenced by
this decision. A widely used similarity measure is
the Euclidean distance and we wanted to know
whether this is the best choice when dealing
with hybrid data, with situations where the cluster
boundaries are not clearly defined. In this regard,
we have tried to select some standard datasets
having clusters with large overlapping regions and
we have studied the influence of each consid-
ered similarity measure from two perspectives: the
influence on the classification accuracy and the
influence on the hybrid data detection (particularly,
rough instances). Our experiments indicate that
the best results are obtained in general for the
Minkowsky distance with values of p close to 2.3,
but, as discussed in the paper, this might be
caused by the fact that most clusters have similar
spherical shapes.

A major issue in pattern recognition is outlier
management, which could have a major impact on
the result if handled improperly. For example, in a
regression analysis context, even a single outlier
could greatly influence the outcome. Our algorithm
is able to detect outliers and outputs the result
with and without outliers. We would like to direct
our future efforts to outlier management first, by
validating our results and second, by investigating
the way outliers are influenced by the similarity
measure selection.
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TABLE 3: Rough scores with minimum confidences (κ) ranging between 0 and 1 with a step of 0.1.

Similarity measure 0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Ir
is

Manhattan 2.61 11.0 25.5 25.5 25.5 20.0 20.0 NaN NaN NaN NaN
Chebyshev 6.36 9.5 13.13 14.31 19.5 11.0 11.0 0.0 0.0 0.0 0.0
Euclidean 5.9 38.5 38.5 38.5 38.5 51.33 51.33 45.0 45.0 45.0 0.0

Squared Euclidean 14.88 15.25 18.39 18.39 59.33 89.0 89.0 89.0 89.0 98.0 NaN
Minkowski p =

√
2 5.56 36.0 36.0 36.0 36.0 48.0 46.0 46.0 46.0 46.0 0.0

Minkowski p = 2.3 15.71 18.17 27.25 43.6 43.6 54.5 80.0 80.0 86.0 NaN NaN
Minkowski p = 2

√
2 7.61 18.88 25.17 31.71 62.0 62.0 62.0 62.0 93.0 98.0 NaN

Minkowski p = 3 6.12 16.0 17.33 29.71 59.33 59.33 59.33 89.0 89.0 96.0 NaN

W
in

e

Manhattan NaN NaN NaN NaN NaN NaN NaN NaN NaN NaN NaN
Chebyshev 7.73 11.94 20.24 20.0 20.29 33.33 33.33 33.33 50.0 100.0 100.0
Euclidean 5.36 8.0 10.47 15.33 23.0 0.0 0.0 0.0 0.0 NaN NaN

Squared Euclidean 3.65 6.83 10.91 6.4 0.0 0.0 0.0 NaN NaN NaN NaN
Minkowski p =

√
2 5.72 8.66 10.63 11.47 14.0 16.55 10.57 12.33 0.0 NaN NaN

Minkowski p = 2.3 4.99 8.87 9.39 10.67 0.0 0.0 0.0 0.0 0.0 NaN NaN
Minkowski p = 2

√
2 4.03 6.33 8.29 8.5 0.0 0.0 0.0 0.0 NaN NaN NaN

Minkowski p = 3 5.15 7.04 10.74 23.33 16.0 0.0 0.0 0.0 0.0 NaN NaN

S
ee

ds

Manhattan NaN NaN NaN NaN NaN NaN NaN NaN NaN NaN NaN
Chebyshev 1.74 2.51 7.4 4.75 0.0 0.0 0.0 0.0 NaN NaN NaN
Euclidean 3.62 4.87 10.34 17.5 18.62 19.0 15.0 NaN NaN NaN NaN

Squared Euclidean 4.49 6.94 8.4 8.64 27.56 41.6 52.0 86.0 86.0 NaN NaN
Minkowski p =

√
2 4.97 7.8 9.35 13.52 17.45 14.86 22.29 52.0 40.0 0.0 0.0

Minkowski p = 2.3 3.58 6.07 11.64 21.62 25.08 37.6 33.5 35.0 NaN NaN NaN
Minkowski p = 2

√
2 4.09 7.01 11.74 20.46 24.11 29.56 41.0 41.0 31.33 31.33 0.0

Minkowski p = 3 3.41 4.73 7.04 8.38 18.92 7.78 14.0 14.0 0.0 0.0 NaN

Io
no

sp
he

re

Manhattan 2.0 1.27 0.0 0.0 0.0 0.0 0.0 0.0 0.0 NaN NaN
Chebyshev 14.5 19.33 19.33 19.33 29.0 29.0 NaN NaN NaN NaN NaN
Euclidean 2.65 6.45 0.0 0.0 0.0 0.0 0.0 0.0 0.0 NaN NaN

Squared Euclidean 1.85 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 NaN NaN
Minkowski p =

√
2 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 NaN NaN NaN

Minkowski p = 2.3 1.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 NaN NaN
Minkowski p = 2

√
2 2.29 37.0 37.0 37.0 74.0 74.0 74.0 74.0 NaN NaN NaN

Minkowski p = 3 5.0 8.24 0.0 0.0 0.0 0.0 0.0 0.0 NaN NaN NaN

E
co

li

Manhattan 3.05 7.04 6.62 0.0 0.0 0.0 0.0 0.0 0.0 0.0 NaN
Chebyshev 4.64 22.93 47.0 52.0 56.0 56.0 56.0 48.0 48.0 48.0 NaN
Euclidean 2.88 8.98 11.46 13.45 11.14 15.6 26.0 78.0 NaN NaN NaN

Squared Euclidean 3.96 10.48 14.16 18.22 27.2 56.0 NaN NaN NaN NaN NaN
Minkowski p =

√
2 3.23 8.57 13.83 28.4 47.33 47.33 47.33 37.0 NaN NaN NaN

Minkowski p = 2.3 4.61 12.11 16.35 17.87 19.0 22.4 0.0 NaN NaN NaN NaN
Minkowski p = 2

√
2 3.31 9.31 13.43 19.5 26.0 39.0 78.0 78.0 NaN NaN NaN

Minkowski p = 3 2.23 9.5 10.36 10.29 24.0 24.0 24.0 36.0 NaN NaN NaN

G
la

ss

Manhattan 10.0 34.0 34.0 34.0 NaN NaN NaN NaN NaN NaN NaN
Chebyshev 8.0 16.0 NaN NaN NaN NaN NaN NaN NaN NaN NaN
Euclidean 6.44 34.0 34.0 34.0 NaN NaN NaN NaN NaN NaN NaN

Squared Euclidean 9.2 34.0 34.0 34.0 NaN NaN NaN NaN NaN NaN NaN
Minkowski p =

√
2 8.53 25.5 25.5 36.0 NaN NaN NaN NaN NaN NaN NaN

Minkowski p = 2.3 11.67 17.0 34.0 34.0 NaN NaN NaN NaN NaN NaN NaN
Minkowski p = 2

√
2 50.0 50.0 50.0 80.0 80.0 80.0 80.0 80.0 80.0 NaN NaN

Minkowski p = 3 35.0 35.0 52.0 52.0 72.0 72.0 72.0 72.0 NaN NaN NaN
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