
 

 

Abstract: The design of effective Wireless Sensor 
Networks (WSNs) is an important research and 
application field. It generates energy-efficient 
solutions to monitor the environment, industrial 
processes, and buildings. Gathered data offer 
various opportunities; one of the most prominent is 
the ability to enhance the management of 
environments and processes. Recently, WSNs are 
gaining importance because of widespread of the 
Internet of Things paradigm that connects all 
computing systems and resources in a common, 
structured network. 

In the article, the design case of WSN is 
presented. First, a general overview of WSNs 
concept is given. The importance of low-power 
consumption in WSNs is stressed. The general 
requirements are defined for the implementation 
with the low-power consumption as the particularly 
important goal. As a consequence, more lightweight 
and low-power compatible network protocol 
(SimpliciTI) has been chosen for the design. The 
hardware and software implementation details for 
network end and access point nodes are presented 
in details. The SimpliciTI protocol needed a few 
important supplements to be more efficient and 
reliable in practical utilization; the supplemented 
features are also outlined. The final result of the 
presented work is the operational prototype of low-
power WSN eco-system that can be adapted, by 
setting various configuration parameters, to the 
specific context of each practical application.  
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1 INTRODUCTION 

ECENT achievements in low-power and 

wireless networking computing platforms 

enable the development of the new generation of 

distributed data acquisition, processing, and 

communication networks, generally denoted as 

wireless sensor networks (WSNs). In addition, we 

are witnessing the rapid evolution of the Internet 

of Things (IoT) paradigm that has the ambition to 

connect literally all, even the smallest, embedded 

systems into a global, structured network. As a 

consequence, this up-coming massive data 

exchange brings a lot of opportunities to 
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implement more efficient monitoring and control 

systems for a wide range of environments, 

buildings, industrial and other processes.  

Ongoing technology evolution enables 

development of more efficient solutions in almost 

all areas of our lives, including more prominent 

areas as health, agriculture, industry, military and 

security equipment, intelligent environments, 

smart grids, etc… More detailed overviews of the 

WSNs and IoT areas are in [1, 2].  

The development of efficient WSNs requires 

knowledge in several related areas. Nonetheless, 

sensor networks are not just a communication 

platform, but much more general concept that 

better coincides with widely known IoT paradigm. 

Therefore, WSNs are basically a multidisciplinary 

area, where the development of efficient solutions 

requires knowledge from a wide range of other 

computing-related areas (e.g. wireless and wired 

communications, embedded systems, sensors, 

data processing, statistics, machine learning, 

knowledge extraction, cloud and distributed 

computing). Consequently, research and 

development teams from various fields usually join 

wider WSNs related associations or alliances (e.g. 

Zigbee [3], ZWave [4], LoraWAN [5]). 

Since the number of nodes in sensor networks 

rapidly increases, several important problems 

appear. Mostly, problems are related to the rapidly 

growing amount of data that is acquired in these 

quickly expanding networks. As a consequence, 

there is a permanent need for research on more 

efficient data processing and interpretation 

techniques, that will allow data to be stored in 

more aggregated forms gained by compression, 

statistics or even learning and knowledge 

extraction methods. These representations are 

much more compact and have higher information 

content.  

As stated before, WSNs are a multidisciplinary 

concept and data processing is just one part of the 

whole story. Even more important part of the 

system is data utilization in the development of 

better monitoring and/or control algorithms to 

manage our environments, processes, and 

buildings more efficiently.  
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On the other side, the rapid development of 

sensor networks also brings some problematic 

consequences. In particular, these are often 

reflected in worse connectivity between nodes 

than expected and the lack of standardization of 

all elements in the network. Therefore, the 

problems may appear when connecting nodes of 

different types and manufacturers.  

As a response, several standardization efforts 

emerged to enhance the compatibility and 

integration of various sensor nodes – 

standardization is usually more efficient inside 

wider associations of researchers, developers, 

and manufacturers (e.g. Zigbee, ZWave, 

LoraWan). They all represent separate eco-

systems for providing solutions for the IoT 

paradigm [6-9].  

In addition to a better standardization and other 

advantages, the solutions from these wider eco-

systems also show some weaknesses, especially 

when they become more complex. The complexity 

usually comes with a wider range of functionalities, 

support concepts and ease of implementation, 

integration, and maintenance. However, it usually 

also generates higher demands for computing 

resources and increases the power consumption 

of systems. Therefore, a question of optimal 

compromise between the complexity and power 

consumption emerges and it should be carefully 

examined.  

In our previous work, the solutions with different 

levels of complexity have been implemented: quite 

complex and also more lightweight solutions. We 

have carefully examined the pros and cons of 

each one of them and came to the conclusion, that 

there is no general and definite answer or 

compromise point for all various applications. 

According to our experience, there is probably a 

need for systems with various relations between 

functionality and consumption – with more 

complex systems residing at higher layers of 

structured networks and lightweight end nodes 

more at the bottom layers. 

In continuation, we present a practical case of 

integrated implementation of the lightweight type 

of WSN. In the next section, we review the general 

concepts in sensor networks and IoT: end-devices 

and protocols. The following section includes the 

details of the software (firmware) and hardware 

proof-of-concept implementation of the sensor 

network, including access point and end node 

prototypes. The final conclusions are presented in 

the last section.  

2 OVERVIEW OF SENSOR NETWORKS 

There are basically two most important 

components of sensor networks. The first one is 

end node (ED) that plays a crucial role in 

performing measurements and wireless 

communication exchange with other nodes or 

peers in the network. Since there is usually a large 

number of end nodes, the second crucial 

component becomes network platform. Its main 

task is to perform reliable transmission of all 

acquired and other data and at the same time to 

allow end nodes to operate with low power 

consumption. The latter is usually gained by 

putting end nodes to the state of sleep most of the 

time.  

As stated, end nodes with the communication 

protocol form essential parts of WSN platform. 

Therefore, the efficiency of the whole platform 

depends deeply on the efficiency of both essential 

components. In the rest of this section, an 

overview of those two components is given in 

more details. 

2.1 End Node - Basic Element of WSN 

End nodes perform crucial tasks in sensor 

network – they acquire and send data to other 

nodes in the network. Since the amount of 

acquired data is rapidly growing, some sort of data 

aggregation or even knowledge extraction is more 

and more desired. In modern sensor networks, 

end nodes are therefore also incorporating more 

and more data processing, aggregation and even 

learning or knowledge extraction techniques.  

When using end nodes in practical applications, 

also few other aspects become very important:  

 autonomous, mobile operation 

 low power consumption 

 low time and space complexity  

 low price  

 standardized compatibility 

 ease of integration and maintenance  

To satisfy all stated requirements, protocols 

usually need a lot of adjustments. The most 

prominent problem is how to efficiently allow end 

nodes to sleep majority of the time, but still 

perform their networking functionalities (e.g. 

routing, connections maintenance).   

2.2 Protocols in WSN 

More complex protocols (e.g. Zigbee), offer a 

wider range of functionality for WSNs (e.g. mesh 

routing), but they also have higher computational 

complexity. Some of them (Zigbee, 6LoWPAN) 

are based on a fairly widespread standard IEEE 

802.15.4 [10], that defines only the physical and 

"Media Access Control" (MAC) layer, but not the 

higher communication layers.  

As an alternative to complex protocols, the more 

lightweight protocols appeared – they offer limited 

functionality which usually comprises only a 

subset of lower communication layers and 

consequently induces simpler implementations. 

However, they can operate on simpler and 

cheaper systems with reduced energy 

consumption. The latter is an important 



 

comparative advantage of this alternative concept. 

Therefore, for many applications, lightweight 

protocols represent an acceptable compromise.  

A representative example of a lightweight 

protocol is SimpliciTI, supported by Texas 

Instruments [11]. It offers few important 

advantages. The most prominent is its openness 

and simplicity. On this basis, we have decided to 

implement a research proof-of-concept prototype 

of WSN, that is presented in more details in the 

next two sections. 

3 SIMPLICITI PROTOCOL 

The name of the protocol already reflects its 

purpose: simplicity. The main difference in 

comparison to more complex networking protocols 

(e.g. Zigbee) is the lack of support for full-mesh 

topology and only the partial inclusion of the 

application protocol layer. However, limited 

functionality brings the most prominent 

comparative advantage: low resource and energy 

consumption and related low price. 

The important specific features of the SimpliciTI 

protocol are: 

 small computational complexity (a 

simple microcontroller, 8kB of software 

and 1kB of data memory) 

 some advanced network management 

functions (safety, resistance to wireless 

interference, dynamic linking of nodes) 

 support for low power operation of end 

nodes ("sleep mode" support)  

3.1 Types of Links and Nodes 

The SimpliciTI protocol supports two types of 

network connections:  

 star topology, where all nodes are 

connected to the central node 

 point to point (P2P) links between nodes 

("peer to peer")  

For smaller and simpler networks, it is sufficient 

to rely on P2P links. In networks with a larger 

number of end nodes, usually, star topology is 

applied; it is shown in Fig.1. In case of the star 

topology, we need to implement several different 

types of nodes: 

 access point (AP): a central node that is 

always active and maintains connections 

to end nodes and higher network layers 

 end node (ED): low power operation 

(“sleep” and “active” operation modes) 

node that performs data acquisition and 

maintains a connection with AP 

 range extender (RE): extends network’s 

range by repeating network messages in 

his range 

The SimpliciTI protocol also provides some 

more advanced network management features: 

 change of frequency communication 

channel (frequency band) in case of 

interference from the environment 

 monitoring the quality and performance 

of links with end nodes 

 monitoring the operation of the end 

nodes 

Fig. 1. Star topology schema of the SimpliciTI protocol [11]. 

As a consequence, network and consisting 

nodes can respond to various events that happen 

inside the network or in the external environment.  

3.2 The Structure of SimpliciTI Protocol 

The protocol consists of three logical layers: 

 Data Link or Physical 

 Network 

 Application 

The naming of the layers is adopted from the 

specification of the SimpliciTI protocol [11].  

The Physical or Data Link layer functionality is 

formally implemented in the wireless 

communication electronic circuit CC2500, that is 

connected to the host microcontroller through the 

Serial Programming Interface (SPI) bus. In the 

software implementation library, two modules are 

related to this layer: 

 MRFI ("Minimal RF Interface") 

 BSP ("Board Support Package")  

MRFI module performs basic operations for 

wireless communication, while BSP module 

performs SPI communication, executes main 

application loop and controls other peripheral 

devices on host microcontroller. 

The Network layer (NWK) is an integral part of 

the SimpliciTI protocol. Its main task is to manage 

transmit/receive message queues and message 

transmission towards receiving node. The latter is 

determined by the port number that is a part of the 

destination address field contained in the 

message. 

The Application layer is implemented in the 

context of the protocol only to a limited extent. As 

a consequence, it should be supplemented to 

perform well in practical applications. It is 



 

particularly important to take care of the reliability 

of the transmission. This is usually the functionality 

of the transport layer in ISO/OSI reference model 

[14] that is not present in this case. Therefore, we 

need to implement custom message 

acknowledgment mechanism and other features 

by ourselves. 

3.3 The Performance of SimpliciTI Protocol 

The star network topology implies central AP 

node that takes care of all connected nodes in its 

vicinity. For reliable performance, some more 

advanced network management functionalities 

are needed.  

The prominent aspect of all WSNs is safety. It 

can be considered from various viewpoints. On a 

basic level of nodes, there is a possibility to 

constrain the establishment of the link only to 

nodes that expose valid network key that matches 

the key on AP node.  

On the other hand, once the link is properly 

established, only data can be exchanged between 

central and end nodes. Since we know, that the 

SimpliciTI protocol has minimal resource 

demands, we limit the number of links to nodes to 

8 on AP node and to 2 on end node (ED). 

The end nodes also have another option to send 

messages to other nodes even without the 

properly established link to the network guided by 

AP node. This mode is denoted as “broadcast”. In 

this case, we have no confirmation whether any 

node received the broadcasted message.  

4 PROTOTYPE OF SIMPLICITI SENSOR NETWORK 

For the practical evaluation of the lightweight 

protocol based sensor network, we chose to 

implement the proof-of-concept prototype that is 

based on the SimpliciTI protocol. The initial 

prototype is presented in [16]. 

Before the actual work, we have set few general 

requirements to be followed strictly during the 

implementation: 

 operation with the lowest possible 

energy consumption 

 use of star topology with an access key 

 system's resistance to extraordinary 

network events (e.g. reset of ED or AP 

nodes, frequency band interference) 

 acknowledge mechanism to verify 

transmission of messages 

 two-way transmission of messages 

between the network and the serial 

interface for further integration 

 if applicable, use of the existing (of-the-

shelve) components 

For the implementation, we selected the 

SimpliciTI protocol [11] and the set of wireless 

modules EZ430-RF2500, manufactured by Texas 

Instruments [12].  

The SimpliciTI Protocol was supplemented with 

needed additional features in accordance with the 

initial requirements. The firmware programs for AP 

and ED nodes were developed in the IAR 

development environment [13]. The solutions 

were based on a reference application provided by 

the manufacturer. The reference application is 

more a proof-of-concept demonstration and needs 

to be supplemented for operation in a real 

environment with a larger number of connected 

nodes. Special attention was devoted to common 

network events in real environments (e.g. restart, 

reset, interference, connection interrupts). 

The details of the hardware and software 

implementation of nodes and protocol 

enhancements are presented in the remaining 

sections. 

4.1 Wireless Module for ED and AP Node 
Prototypes 

Due to the decision to use existing modules, we 

were able to devote more attention to design 

various prototypes of the end and central nodes in 

addition to supplementation of the SimpliciTI 

protocol with desired functionalities.  

The basis of all end and AP nodes prototypes 

was the wireless module eZ430-RF2500T that 

consists of two main components: 

 MSP430F2274 microcontroller 

 CC2500 wireless transceiver circuit 

Other visible components of the module are two 

LEDs, a pushbutton, an integrated antenna, and 

several expansion pins (Figure 2). The low-cost 

development kit contains two modules: one is 

attached to battery board as an end node, and the 

other is attached to USB programming and 

debugging interface and can be used as an AP 

node.  

Fig. 2. Wireless eZ430-RF2500T module. 

4.2 Implementation of End Node (ED) 
Prototypes 

The end node (ED) is usually required to 

operate on battery supply and therefore needs to 

consume as small amount of energy as possible. 

This feature is usually achieved by supporting two 

different modes of operation: 

 Active mode, when node is performing 



 

measurements on analog sensors, 

detecting or changing the state of 

input/output digital pins, and performing 

wireless communication with AP node 

 Sleep mode, when the majority of 

resources that consume energy is 

switched off with the exception of wake-

up timer 

To minimize power consumption, the node 

needs to spend as much time as possible in sleep 

mode because the difference in power 

consumption between both modes is quite 

substantial.  

However, in some applications, node still has to 

respond to real-time events (e.g. motion detection, 

keypress) on digital inputs or must change the 

state of the digital output. Therefore, the suitable 

periods of sleep mode need to be adjusted for 

each application separately.  

To satisfy all those potential application and 

protocol specific requirements, end node was 

designed with following features: 

Initial Connection 

On startup, the node attempts to connect to the 

network’s access point. First, it identifies access 

points on all four frequency channels and tries to 

establish a connection link. If it fails, the node goes 

into sleeping mode and repeats the procedure 

after it wakes up into active mode again. 

Described procedure consumes more energy and 

should be executed only when there is an active 

AP node in the range. 

Active Mode 

The behavior of the node in this mode varies 

according to the status of the link and the event 

that caused wake-up from the Sleeping mode. 

First, the cause is determined and proper action 

taken. If the change on digital input was detected 

(e.g. motion, keypress) then the state of digital 

inputs is read. If the periodic wake-up was 

performed, then the node performs analog to 

digital conversions (ADC) on all four analog input 

pins. If the link is operational, the node sends the 

acquired data to the AP node, otherwise, it 

switches to the “Initial connection” procedure. 

Link Monitoring 

The end node periodically sends “heartbeat” 

message after ADC message. This message 

includes time, temperature and battery level data. 

In addition, it requires AP node to return 

acknowledge (ACK) upon the received message. 

This acknowledge is used to check whether the 

link is still active. Because wireless transceiver 

must be active while waiting for ACK message, the 

power consumption is slightly higher. To minimize 

overall power consumption, “heartbeat” message 

is sent on every N ADC-message cycles. The 

parameter N can be configured in the application 

specific context. A Higher value of N means less 

power consumption, but the link is checked less 

frequently. If ACK is not received, the node 

switches to “Initial connection” procedure. 

Message Acknowledge Request 

The node may request acknowledge also on all 

data messages to AP node. This is particularly 

suited to more important events that are related to 

alarm, security-related or other dangerous 

situations. 

Message Counter 

The node increments message counter on each 

message being sent. The counter is included in 

each message and can be used at the AP node to 

check whether all messages from certain node 

were received properly.  

All described features contribute to the better 

robustness of sensor network to various events. 

To summarize our work, we have designed 

several prototypes of an end node by embedding 

eZ430-2500T wireless module in various types of 

end nodes: motion, temperature and brightness 

sensors; the desktop keypad with sensors and two 

push-buttons. Few end node prototypes are 

shown in Fig. 3. 

Fig. 3. Examples of end node (ED) prototypes. 

4.3 Implementation of AP Node Prototypes 

The fundamental task of an AP node is to 

establish and maintain connections with end 

nodes. In addition, received data is usually 

processed on this node or relayed to higher levels 

of the structured network.  

In addition to pure communication load, AP 

node also needs to perform few important network 

maintenance tasks. They are presented below 

with brief explanations. 

Network Performance Monitoring 

Besides sending and receiving messages, also 

additional status data is processed and basic 

statistical analysis is performed. There are various 

sources of data for analysis: network layer reports 

on transmission signal levels and errors, the 

message counter is included in messages. All 

these need to be processed to maintain the quality 

and reliability of connections and robustness to 



 

potential interferences from other similar 

communication equipment and the general 

environment. 

End Nodes Monitoring 

The AP node tracks the time of the last 

successfully received message from each linked 

end node. If this time is greater than the permitted 

interval, the link with certain end node is deleted 

from the table. Probably the node stopped working 

or is removed from network permanently. This 

releases space in the table for connections with 

new end nodes. 

Links Quality and Interference Monitoring 

A lot of electronic equipment that we usually 

keep in our surrounding can interfere with sensor 

networks. Therefore, it is vital to monitor the 

quality of links and identify potential interferences. 

This is particularly dangerous when the level of 

interference is too high and causes lack of 

communication between AP and ED nodes. In this 

case, it is not so trivial to recover from such 

situation.  

However, there is a possibility of using various 

communication channels (frequencies) in the 

SimpliciTI and this concept can be utilized to find 

and switch the communication to other, less 

contaminated frequency channel (Fig. 4). This 

action needs to be broadcasted to all nodes, 

however, because of interference, it is not 

guaranteed that all nodes will receive this 

announcement. Therefore, a general link failure 

detection must be built also in the firmware of end 

nodes (as described in the previous section). As 

consequence, end nodes are able to detect link 

failure also in all other cases (e.g. AP failure, ED 

movement outside the range). 

Fig. 4. Flowchart of Frequency Agility Channel Change 

algorithm in the SimpliciTI protocol [11]. 

In addition to described network maintenance 

tasks, UART based serial connection console was 

implemented. This allows the integration of 

SimpliciTI network nodes to other host systems. 

The serial protocol is defined and basically 

represents the conversion between data and 

configuration messages in SimpliciTI protocol to 

serial messages.  

We have implemented two prototypes of the AP 

node. One is eZ430-2500T wireless module 

attached to existing USB programming and 

debugging interface that can connect to USB host. 

The other AP prototype connects over serial 

UART connection to Gateway V1 module that 

converts ED nodes messages into IEX2 (CANBUS 

based) protocol that is used in Integra BM - 

Industrial and Home Automation system from the 

company Cybrotech Ltd. Both prototypes are 

shown in Fig. 5. 

Fig. 5. Two Access Point (AP) node prototypes. 

5 CONCLUSION 

The implemented prototype of low-power and 

lightweight protocol based wireless sensor 

network represents an important basis for our 

further research - in the narrower field of the 

WSNs as well as in wider areas of industrial and 

home automation, intelligent building 

management, ambient intelligence, and smart-

cities.  

We have implemented a more general, 

parametrical solution that can be configured in the 

context of the specific application. By setting the 

presence of ACK messages, timeouts, wake-up 

periods and other parameters, one can achieve 

various compromises in general relation between 

power consumption and responsiveness of the 

network. Power consumption can be reduced at 

the expense of lower responsiveness and vice 

versa. 

We have a lot of ideas, how to extend our work 

[15]. We would like to test performance on lower 

frequency bands that have longer range and better 

materials penetration property. We would also like 

to study and include further improvements and 

supplementations of the system with the latest 

achievements in the fields of microcontrollers and 

wireless communications. In particular, we expect 

a massive spread of IoT paradigm and further 

enhancements of the systems’ energy efficiency. 

However, this also means an ever-increasing 



 

amount of data acquired, which is a problem that 

is probably more demanding than the WSNs 

paradigm itself. Therefore, a lot of resources in 

further research efforts will need to be focused on 

the techniques of more efficient extraction of 

information and knowledge from acquired data. 

Hopefully, this will bring our wellbeing to a higher 

level. 
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