
 
Abstract: In this study, a compressive sensing 

(CS) method is used together with hybrid optical 
cryptography for image encryption and 
compression. In this work, CS is achieved with the 
orthogonal matching pursuit (OMP) algorithm. 
Then, the CS-OMP algorithm is combined with the 
double random phase/amplitude encryption 
(DRPAE) method to achieve both compression 
and encryption of data. In order to achieve high 
security, the keys used in CS and DRPAE are 
transmitted to the receiver by an asymmetric 
cryptography method. Thus, the overall 
cryptographic system is a hybrid optical system 
(both symmetric and asymmetric) since DRPAE is 
a symmetric optical encryption method. In this 
approach, data size is decreased, and use of 
detection matrix in CS also protects DRPAE 
optical keys against well-known attacks. Phase 
recovery and dirac delta function methods were 
applied for cryptoanalysis of the proposed 
method. The experimental results with image 
encryption/decryption showed that the method is 
capable of high accuracy encryption and 
decryption with correct keys. It was not possible 
to achieve correct decryption when the proposed 
attack methods were used. 

 
Index Terms: Compressive sensing, image 

compression, orthogonal matching pursuit, optical 
cryptography, hybrid cryptography, Fourier 
related transforms, double random 
phase/amplitude optical key encryption, data 
compression, sensor reduction.  

1. INTRODUCTION 

Compressive Sensing was first developed by 
Emmanuel Candes, Stanford University in 2004 
when dealing with problems of magnetic 
resonance imaging. He showed that data could 
be sampled independently from Nyquist criteria 
under certain conditions of sparsity. Audio, 
video, and radar signals used in many 
applications are sparse or compressible in 
general.  

 
The common practice until now has been to 

measure signals without considering 
compressibility, and then converting them to  
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sparse signals, for example, by using a small 
number of transform coefficients containing most 
of the information. According to classical signal 
processing techniques, the signal must be 
sampled above the Nyquist rate (twice the 
maximum frequency of the signal) in order to 
reconstruct the signal correctly. As a result of 
such sampling, the raw digital signal is obtained. 
If the measured signal is compressible, the raw 
digital signal can be transformed to another 
space so that a small number of transform 
coefficients can be used to recover the image 
with negligible loss of information  [1-4]. 

In the compressive sensing (CS) method, the 
signal/image is first measured in a space in 
which it is sparse, meaning many of its elements 
are negligibly small, and therefore can be 
approximated by zeros. The original 
signal/image is recovered by using a CS method  
[5-8]. 

 
Several advantages of compressive sensing 

are given as follows: 

1. Reduction of the number of sensors for 
measurements of signals/images.  

2. Reduction of the data loading and 
transmission process. 

3. Less number of samples needed in the 
analog to digital conversion process.  

4. Reduced power consumption and 
hardware complexity [5-8]. 

 
Cryptography is the name given to methods 

used in encryption and decryption of information. 
Reliability, data integrity, mathematical methods 
of dealing with information security, and issues 
such as authentication are important research 
topics in cryptography. In general, cryptography 
is divided into three types: symmetric, 
asymmetric, and hybrid cryptography. 

 
In this work, image compression and 

encryption are realized by using the method of 
orthogonal matching pursuit (OMP) and a hybrid 
optical cryptography method. 

1.1 Previous Studies 

In the study described by Amir and Esther [9], 
it is proposed that the EEG signal is used as a 
coded signal with compression in the 
measurement vector. No cryptoanalysis work 
was included. In the work by Minal and Rajankar 
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[10], the rows and columns of the detection 
matrix are replaced and encrypted. No 
cryptoanalysis application was specified. Rachlin 
and Baron [11] suggested that compressive 
perception can be used in data security and 
cryptography as opposed to Nyquist theory. The 
use of the detection matrix for encryption and 
decryption was discussed. In Örsdemir, Altun 
and Sharma [13], a randomly generated 
detection matrix was proposed for encryption. 
Ramezani et al. showed that the detection matrix 
can be used for encryption and decryption 
provided that M > 2K where M is the number of 
measurements, and K is the degree of sparsity 
(the number of nonzero elements) [14]. In the 
study by Zhang, Wong, Xiao and Li [15], 
encryption and decryption were implemented 
using the detection matrix. In Zhang, Ren, Feng, 
and Qian [16], the transformation matrix was 
used for encryption and decryption. Mo, Zhang, 
Zheng, and Zhou in [17] showed that encryption 
and decryption can be performed using the 
Hadamard matrix for the detection matrix. In the 
study by Peng, Zhang, Wei and Yu [18], phase 
ciphering was performed with a phase key 
without compression. In the studies by Carnier, 
Usategui, Arcos and Juvels [19], by Peng, We 
and Zhang [20], and by Frauel, Castro, 
Naughton and Javidi [21], phase methods for 
encryption/decryption were elaborated.  

2. COMPRESSIVE SENSING OMP METHOD 

Compressive sensing (CS) has become a very 
important research area in recent years as it has 
enabled new directions of research in many 
applications such as reduction of data size and 
reduction of sensor systems. Examples of 
application areas of compressive sensing include 
tomography, radar, communications, image and 
signal processing, and wireless sensor networks 
[1, 22, 23]. 

 

The number of measurements (M) required to 
perform compressed sensing depends on the 
degree of rarity (K), the signal size (N), and the 
reciprocal correspondence between the rarity 
and the measurement matrix. An important 
relationship established in the literature is the 
following [1, 2, 5, 24]: 

 

                � ≥ (� ∗ ���(�))		         (1)           

 

The OMP algorithm is an important iterative 
CS algorithm. Its block diagram is given in Figure 
1 where MGS is the Modified Gram-Schmidt 
method. 

Orthogonal Matching Pursuit (OMP) is an 
iterative method to recover a sparse signal from 
the measured signal. If Eq. (1) is satisfied, the 
sparse signal can be recovered by OMP with a 
very large probability [1, 2, 4, 7]. 

3. CRYPTOGRAPHY 

Information security has become very important 
in  areas  such  as  government,   banking,  and  
 
 

 

applications of the internet. Cryptography is 
concerned with the safe transmission of data by 
encryption and decryption of information. The 
design of a secure encryption/decryption 
algorithm is crucial in cryptography. 
Cryptoanalysis involves methods to investigate 
the strengths and weaknesses of cryptographic 
systems [25-27]. 

 

 

 



A cryptosystem has five elements specified in 
Figure 2 as follows: 

 

1. P=Plaintext 

2. K=Key 

3. E=Encryption 

4. C=Ciphertext 

5. D=Decryption 
 

 

Figure 2: Encryption and decryption operations. 

Symmetric encryption algorithms use the 
same key for encryption and decryption 
operations. Symmetric encryption is very fast 
and easy to implement in electronic devices. In 
asymmetric encryption, one general key is used 
for encryption, and another special key is used 
for decryption. Asymmetric encryption algorithms 
are usually developed with very large prime 
numbers [25-27]. In the proposed method, the 
RSA algorithm is used for asymmetric encryption 
of the keys [28]. Its procedure is given below. 

 

Figure 3: Symmetric encryption. 

Two very large prime numbers p and q with 
N=pq as well as bit length n are selected. N does 
not exceed n bits in length. The algorithm 
generates two keys: e, the public key, and d, the 
private key. e is an integer less than Q and co 
prime to Q where Q=(p-1)(q-1). d is found by 

                       
1 modd e Q                         (2) 

where 
1d  is the multiplicative inverse of d 

modQ. 

  A message M is coded as an integer such 

that 0 M N  , and M is prime to N. The 
message is encrypted as a ciphertext C by 

                        modeC M N                    (3) 

     Decryption is achieved by recovering M from 
C by using  

                       moddC M N                      (4) 

Using asymmetric and symmetric encryptions 
together is named hybrid cryptography. Hybrid 
cryptography increases the advantages and 
decreases the disadvantages of the asymmetric 
and symmetric encryptions [25-27]. Symmetric 
encryption algorithms use the same key for 
encryption and decryption operations. Symmetric 
encryption is very fast and easy to implement in 
electronic devices. In asymmetric encryption, 
one general key is used for encryption, and 
another special key is used for decryption. 
Asymmetric encryption algorithms are usually 
developed with very large prime numbers [25-
27]. In the proposed method, the RSA algorithm 
is used for asymmetric encryption of the keys 
[28]. Its procedure is given below. 

 
 

 

Figure 4: Asymmetric encryption. 

4.  ENCRYPTED IMAGE COMPRESSION WITH  

ORTHOGONAL MATCHING PURSUIT 

In the proposed 2-dimensional method, a 
compressive sensing (CS) method is used 
together with hybrid optical cryptography for 
image encryption and compression. The keys 
used are transmitted by the RSA algorithm. 

 
 CS is achieved with the orthogonal matching 

pursuit (OMP) algorithm. Then, the CS-OMP 
algorithm is combined with the double random 
phase/amplitude encryption (DRPAE) method to 
achieve both compression and encryption of 
data. The overall cryptographic system is a 
hybrid system since DRPAE is a symmetric 



encryption method whereas RSA 
encryption of the keys is an asymmetric method.. 
In this approach, data size is decreased, and use 
of detection matrix in CS also protects DRPAE 
optical keys against well-known attacks.

 

The image of size I*I is first divided in
of size J*J. For example, I=256, and 
elements of each block are ordered 
lexicographically to generate a 1-D signal of 
length J

2
. Next the sparse signal per block is 

generated with length M satisfying M
by using a detection matrix, and 
largest elements in magnitude and zeroing the 
others. The detection matrix is generat
and post multiplying fast transform matrices
reordered by random permutation matrices. 

 
The overall algorithm is shown in Figure 5 

where 

x: Plain text or plain image (input signal)

A: ASCII conversion of the input signal

φ: The formation of the detection matrix by 
permutations 

K:  p1 and p2 complex, and randomly 
distributed phase and amplitude masks 
generating symmetrical optical keys

y: <x.φ.p1.p2> matrix representing
compressed encrypted output signal

 

 

Figure 5: Proposed algorithm

The optical phase/amplitude keys p1 and p2 
are generated with random complex numbers. 
The phase covers 360 degrees. The resulting 
optical encryption system using the
transform is shown in Figure 6. This is repeated 
once more for a 4-f optical encryption system for 
additional security. The resulting encrypted 
signal is of smaller size than the original signal.
 

Figure 6: 2-f optical encryption system.

method whereas RSA used for 
is an asymmetric method.. 

In this approach, data size is decreased, and use 
of detection matrix in CS also protects DRPAE 

known attacks. 

is first divided into blocks 
256, and J=16. The 

elements of each block are ordered 
D signal of 

Next the sparse signal per block is 
M≥K* log(N) 

using a detection matrix, and keeping M 
largest elements in magnitude and zeroing the 

The detection matrix is generated by pre 
and post multiplying fast transform matrices 

ermutation matrices.  
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and amplitude masks 
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Proposed algorithm. 

The optical phase/amplitude keys p1 and p2 
are generated with random complex numbers. 

360 degrees. The resulting 2-f 
encryption system using the Fourier 

. This is repeated 
encryption system for 

additional security. The resulting encrypted 
signal is of smaller size than the original signal. 

 

system. 

5.  RESULTS 

The experimental 2-D result
Figures 7, 8 9 and 10. Figure 
original image. Figure 8 shows the encrypted 
image obtained with the OMP
blockwise processing. Figure 9 
obtained after decryption when the correct key i
used. The image is essentially the same as the 
original image. Figure 10 shows the result 
obtained after decryption when the wrong key is 
s used. The image is totally unrecognizable. 

 

The phase/amplitude keys were used in a 4f 
optical cryptography system. The measurement 
matrix for the OMP algorithm was also 
constructed using Fourier related fast transforms 
such as discrete Fourier transform (DFT), 
discrete cosine transform (DCT),  real sinusoidal 
transform (RST), Haar wavelet transform
Hadamard transform, discrete sine transform 
(DST) and discrete cosine-III transform (DC3T)
[29] together with random permutation matrices

.  

Figure 7: Original image

 

Figure 8. Encrypted and coded
…..OMP method

results are shown in 
. Figure 7 shows the 

shows the encrypted 
OMP method and 

 shows the result 
the correct key is 

used. The image is essentially the same as the 
shows the result 

decryption when the wrong key is 
s used. The image is totally unrecognizable.  

The phase/amplitude keys were used in a 4f 
cryptography system. The measurement 

matrix for the OMP algorithm was also 
constructed using Fourier related fast transforms 
such as discrete Fourier transform (DFT), 
discrete cosine transform (DCT),  real sinusoidal 
transform (RST), Haar wavelet transform, 
Hadamard transform, discrete sine transform 

III transform (DC3T) 
together with random permutation matrices. 

 
Original image. 

Encrypted and coded image by   
OMP method. 



 

 
    Figure 9: Decrypted image when the correct      
….key is used. 

Phase recovery and dirac delta function 
methods were applied for cryptoanalysis of the 
proposed method. The experimental results with 
image encryption/decryption showed that the 
method is capable of high accuracy encryption 
and decryption with correct keys. It was not 
possible to achieve correct decryption when the 
proposed attack methods were used. 

 

 
    Figure 10: Decrypted image when the wrong 

…key was used. 
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