
 

 

Abstract: This paper presents a method for image 
encryption and decryption based on optical phase 
recovery and chaotic neural network implemented by 
computer. Blockwise image compression with a 
discrete cosine transform is applied before the image is 
processed with a chaotic neural network. This is 
followed by optical phase masking and phase 
truncation in the Fourier domain. The input values to 
the chaotic neural network are the three transformed 
RGB components of each pixel of an image. Three 
well-known chaotic systems, Chua, Lorenz, and Lű 
systems are used to generate weights and bias 
matrices for each pixel in the chaotic neural network. 
Besides, a chaotic tent map is employed to make sure 
the relationship between the input plain image and 
cipher image is nonlinear. The neural network process 
is repeated several times by the computer so that the 
encrypted image is highly decorrelated. Security 
performance analysis of the system through crypto 
analysis is presented to demonstrate that the whole 
system has high security and thus is infeasible to 
break. 

 
Index Terms: Phase recovery, Security and 

Encryption, Neural Network  

1. INTRODUCTION 

In 1995, Refregier and Javidi proposed classic 
encryption and decryption method by introducing 
double phase mask in the Fourier domain [1]. 
However, this classic method was proven to be 
vulnerable to plain text attack and cipher text 
attack because of its linearity [2-4]. To eliminate 
this disadvantage, the classic method has been 
extended by introducing nonlinearity in a chosen 
domain such as fractional Fourier domain and 
Fresnel domain [5-8]. Most of these methods are 
based on a complex transform. 

It is shown that neural network is useful for 
encryption because of its nonlinearity. In fact, not 
all neural networks are suitable for encryption 
system. Most neural networks focus on how to 
process the data for classification or regression 
efficiently. In addition, most of the threshold  
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functions used in neural networks are not 
invertible. This means it is hard to recover the 
original data correctly. Nevertheless, these 
drawbacks do not prevent neural networks from 
being an important component in the encryption 
field. 

Unlike the above methods, this paper describes 
a method based on simultaneous phase masking 
and processing with a chaotic neural network to 
achieve a nonlinear encryption and decryption 
system. Combining these two different methods 
makes crypto attacks more difficult. Most of the 
systems that have been proven to be vulnerable to 
attack, rely on one complicated transform or two 
identical nonlinear behaviors on input and output 
domains of the system. The symmetry of the 
system raises the risk of being attacked.  

Since chaotic systems have good properties like 
high nonlinearity and parameter sensitivity [9-12], 
they are often integrated with other systems for 
data protection and data authentication.  For 
instance, in [9], a neural network with chaotic 
neurons is proposed for block cipher. Though this 
method has high security, it seems vulnerable to 
attack because of the identical weight and bias 
matrices.  

In this paper, a generalized chaotic neural 
network with three inputs, three outputs and one 
3-neuron hidden layer is proposed. The three RGB 
components of an image after compression are 
used for the input of the neural network. The 
weight and bias matrices are generated by three 
well-known chaotic systems. The matrices used 
are totally different every cycle. For further 
security, a chaotic tent map is applied at the end of 
the network. 

2. NONLINEAR TENT MAO FUNCTION AND CHAOTIC 

SYSTEMS 

To generate high nonlinearity in a neural 
network, use of chaotic systems and tent map 
function are effective. A brief review of these 
nonlinear components is given as follows. 

The nonlinear discrete tent map function is 
defined by the following equation [13, 14]: 
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where parameters a  and S  are given by the user. 

In general, S  is determined by the size of an 

image [15]. For instance, S  is 128 for an 128 128  

image. The value of argument x  is the 
transformed RGB components of an image. 

The inverse of function (1) is given by the 
following function [16]: 
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Here, parameter a  should be the same as in 

function (1). y  is the output of the tent map. 

The three chaotic systems are determined by 
the following differential equations [17, 18]: 

a) Chua system 
.
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b) Lű system 
.

2 2 236( )x y x   

.

2 2 22 20y x z x                                        

.

2 2 2 23z x y z                             (3b) 

c) Lorenz system 
.
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3.  PROPOSED ENCRYPTION AND DECRYPTION 

SYSTEM 

The system can be divided into four parts: 
discrete cosine transforms (DCT) for 
compression, chaotic neural network, phase 
masking, Fourier transform and phase truncation. 

DCT is very common in image compression. Here, 
it is used to reduce the number of generated 
weights and bias matrices.  

The inputs of the neural network are the 
transformed RGB components of the input image. 
After the image color components are multiplied by 
the weight matrices, the components are further 

mapped into the interval  1,1.3 . The mapping 

result is divided into two parts: 2kY  and 3kY . The 

XOR operation is applied with 3kY  and bias 

matrices. 
The XOR operation result is then processed by 

the chaotic tent map function. The output of the 

tent map is combined with 2kY  to generate the 

output of the neural network. The neural network 
process can be repeated several times to make 
sure the results are chaotic enough.  
In the end, only the amplitude of the results is kept 
as the encrypted image after the phase masking 
and truncation process. The encryption algorithm 
can be described as follows: 

Step 1: To reduce the number of generated 
weights and bias matrices, the DCT is applied on 
the blocks of the RGB components of the image. 
Only those pixels whose values are above the 
chosen threshold are kept with their relative 
positions, and the other pixels are zeroed. NUM 
denotes the number of nonzero pixels. M denotes 
the number of iterations. The RGB components 
vector is denoted by 

 kI k

T

k kR G B  

where 1, 2,k NUM   . 

Step 2: Choose nine numbers randomly as the 

initial parameters 1 (0)x , 2 (0)x , 3 (0)x , 1 (0)y , 

2 (0)y , 3 (0)y , 1(0)z , 2 (0)z , 3 (0)z . Iterate each of 

the three chaotic systems using the Runge-Kutta 

algorithm for   N NUM  times. Choose NUM 

generated data from N data with user defined 

indices. Thus 1 (0)x , 2 (0)x , 3 (0)x , 1 (0)y , 2 (0)y , 

3 (0)y , 1(0)z , 2 (0)z , 3 (0)z  are obtained where 

1,2,i NUM  . 

Step 3: At each iteration, weight matrix iW , bias 

matrices iB   and iP   are defined as follows: 

     
     
     

1 2 3

1 2 3

1 2 3

i

x i x i x i

W y i y i y i I

z i z i z i



 
 

  
  

 

     14, mod ( ) 10 , 255 1,     1,2,3j ja j i x i floor x i j   

 

   [ 1, , 2, , (3, )]TiP a i a i a i  

   [ 1, , 2, , (3, )]TiB b i b i b i               (4) 

where    1, , 2, , (3, )b i b i b i  are set as 0 or 1 

randomly beforehand, mod( , )x y  returns the 



 

remainder after division, and ( )floor x  function 

rounds the value of x to the nearest integer less 
than or equal to x. Besides, the 3 3  matrix I  

makes sure that iW  has inverse matrix 1
iW  . 

Matrix iS  is a linear shuffling matrix of the RGB 

components of the output of the neural network. It 
changes the positions of the RGB components, so 
it is a 3 3  matrix with only one element 1 in each 

row/column. It is defined as follows: 

     1 2 3[ , , ]iD y i z i x i  

   1, 1 2, 2 1i iS index S index             (5) 

where 1index  and 2index  are indices of the 

maximum value and minimum value in matrix iD , 

respectively.  

Step 4: the matrix kY  is defined as follows: 

k i kY W I                            (6) 

kY  is mapped into the interval  1,1.3  : 

[1,1.3]
map

kY                            (7) 

The mapping process is defined as follows: 
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where ( ) tanh( )N x qx  and q  is constant. 
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XOR operation: 

4 3k k iY Y B                       (11) 

where   means exclusive OR implementation bit 
by bit.  

Tent map implementation is done as 

 5 4 2,k tent i k kY f P Y Y                  (12) 

where iP  is the parameter a  in equation (1a).  

Shuffling the positions of RGB components is 
achieved by 

6 5k i kY S Y                        (13) 

Step 5: Let M
6kY  be the output of the chaotic 

neural network after M iterations, and maskM  be a 

phase mask. We get 

7 6
mask M

k kY M Y                      (14) 

Applying the Fourier transform gives 

8 7( )k kY FT Y                       (15) 

where ()FT  means Fourier transform. It is 

implemented by FFT. Finally the amplitude is 
computed as 

9 8k kY Y                          (16) 

9kY  is the output of the encryption system. 

The decryption process needs to recover 

  N NUM  data points by using the inverse 

weight and bias matrices. The decryption process 
can be described as follows: 

Step 1: Since the phase mask is known, M
6kY  

can be recovered from 9kY  by using algorithm of 

Gerchberg and Saxton [19]. Then, the inverse 

matrix 1
iS  is used to get M 1 M

5k i 6kY S Y . 

Step 2: As seen in Eq. (1a), the output of the tent 

map must be an integer. Since 2kY  is either zero 

or a decimal number, M
4kY  is recovered as follows: 
1

4 5( ( )),M M
k tent i kY f P floor Y           (17) 

where 1 ()tentf   is the inverse function of ()tentf  and 

iP  is the same as in equation (4). 

Step 3: M
3kY , M

2kY  and M
kY  are recovered as 

follows: 
XOR operation: 

3 4
M M
k k iY Y B                      (18) 

Abstract the decimal part: 

2 5 5( )M M M
k k kY Y floor Y                (19) 

'
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Step 4: With the inverse function 1 ()N   and the 

inverse matrix 1
iW , the original image is 

recovered as follows: 
-1 '( )M M

k kY N Y                    (21) 

Mapping M
kY  into the initial interval gives 

1
map

M M
k k i kY I W Y                   (22) 

We iterate steps 2 through 4 for M times. 
Step 5: The original image is recovered with 

zero padding and processing with the inverse 
discrete cosine transform (IDCT). Zero padding 
uses zeros to fill the rest of the positions so that the 
size is the same as the original one. 
Zero padding and IDCT: 

2( )k kI idct I                       (23) 

where idct2()  is two-dimensional IDCT. 



 

Figure 1: Neural network flowchart. 

4. NUMERICAL SIMULATION AND SECURITY ANALYSIS 

In the simulations, five 128 128  images were 

used as input original image. Before using the 
DCT, the input image is divided into 256 8-by-8 
blocks so that the DCT is used efficiently. After 
division, the DCT is applied on each of the three 
RGB components in each block. 

For a typical image, since most of the visually 
significant information about the image is 
concentrated in just a few coefficients of the DCT, 
most of the DCT coefficients are zeroed. Here, for 

each 8-by-8 block, only 10 of the 64 DCT 
coefficients are kept. They are the first four 
elements in the first row, the first three elements in 
the second row, the first two elements in the third 
row and the first element in the fourth row. 
Thereby, NUM is set equal to 10 256 2560  . To 

fulfill the condition   N NUM , N is set equal to 

10000. The number of iterations with the chaotic 
neural network is chosen equal to 5M  . Figure 2 
shows five different cases with correct encryption 
and decryption.  

 

 

 
 

 

 
Figure 2: First row: original image; Second row: corresponding decrypted image. 

 
According to cryptography, a desirable 

encryption scheme requires high sensitivity to 
cipher keys. Thus, a large key space is essential to 
make brute-force attacks infeasible. Besides, the 
key should be hard to recover from some special 
attacks like statistical attacks. In the proposed 
method, there are three keys. The first key is the 
nine numbers chosen as the initial input of the 
chaotic neural system. The second key is the 
method used to choose NUM parameters from N 
generated parameters. The last key is the phase 
mask. 

The last key is uniformly distributed from 0  to 
2 .The first and the last keys are both chosen 

from real numbers. Their key spaces are large 
enough to resist brute-force attacks. As for the 
second key, N must be large enough to maximize 

the permutation formula NUM
NP . This will make it 

harder to choose the correct NUM numbers from 
N generated numbers. In the simulation, the key 

space is of size 2560
10000P . Though its key space is 

much smaller than the first one and the last one, 
combining them together produces desirable 
security. 

Unlike the encryption system based on phase 
masking and Fourier transform [1] and the original 
chaotic neural network method [9], the proposed 
system combines the two systems together. This 
combination makes the whole system more 
secure with the following reasons. Though the 
chaotic neural network algorithm uses 160 bits as 
authentication code, it splits the code into nine 
parts with 32 bits for each part. That is equivalent 



 

to nine independent 32 bits keys. According to the 
propositions in [20], the key space should be at 

least of size 642  to resist brute-force attack. The 

key space of the method by Bigdeli is not large 
enough, and the nine independent 32 bits keys can 
be retrieved by parallel computation and 
brute-force attack. Besides, it is unlikely to use 
many bits (like 256 bits) for each key because the 
memory of the encryption system is limited. 
Besides, enlarging the space of each key is not 
always desirable because it increases the 
computation time and causes system overflow 
easily. However, we can add more keys instead as 
in the proposed system. When the phase masking 
encryption system is added, it is harder to break 
the system without phase information. Though 
papers [2-4] claim that the encryption system 
based on phase recovery can be attacked by 
some special methods, these attacks all belong to 
plaintext attack. In the proposed method, plaintext 
attack does not work because of the high 
nonlinearity of the neural network in front of the 
phase masking system. 

Moreover, a good chaos-based encryption 
scheme requires high sensitivity according to the 
initial conditions. That means the outputs of the 
system should be indistinguishable from random 
images even if the initial conditions change 
slightly. For the proposed encryption system, there 
are two initial conditions. The first condition is the 
key, and the second one is the image to be 
encrypted. Hence, the study of the sensitivity to the 
initial conditions should be done in the following 
way: 

Fix an image and choose a large number of 
slightly different keys. 

Fix a key and choose a large number of images 
that differ slightly. 

Both of the two studies are based on a novel 
randomness evaluation method with applications 
to image shuffling and encryption [22]. The 
evaluation method measures the randomness of 
the encrypted result. However, randomness only is 
not sufficient to show that the system is sensitive 

to the initial condition because it is evaluated on 
the whole encrypted image. It is possible that local 
similarity exists between two cipher images 
corresponding to the same test image. Thus, the 
most ideal results require that the outputs are 
totally random and decorrelated 2 by 2. 

Now we consider cases with a small change of 
the initial numbers. In each case, only one number 

changes with order 1210 . The image encryption 

(IE) test procedure is given as follows: 

1.    Generate nine initial real numbers randomly 
and use them to create keys. 

2.    Fix an image. 

3.    Add 1210  to one of the nine initial real 

numbers and use them to create wrong 
keys. 

4.    Use the image in step 2 and wrong keys in 
step 3 to obtain the encrypted image. 

5.    Repeat step 1 to step 5 a large number of 
times 

If the evaluation score is larger than 0.95, then 
the sample result can be regarded to be 
indistinguishable from random samples. Note that 
qualified percentage presents the probability that 
the cipher image is indistinguishable from random 
image. As seen in Table 1 and 2, even a change of 

order 1210  causes the decryption process to fail.   

The procedure of the second test is given as 
follows: 

1.    Generate nine initial real numbers randomly 
and use them to create keys. 

2.    Fix the key and choose an original image. 
3.    Generate a slightly different image by 

adding 1  to each pixel of the original 

image. 
4.    Use the image in step 3 and the keys in step 

2 to obtain the cipher image. 
5.    Test the correlation and randomness of the 

above cipher images. 
6.    Use another original image and repeat step 

1 to step 5.  

 

Table 1: IE Evaluation Scores ( 310 ) for Key Sensitivity. 

Test Image Iteration 
Number 

IE Correlation 
Coefficient 

  Min 
Score 

Max 
Score 

Qualified Percentage 
(%) 

 

Lena 100000 943 990 98.14 0.0016~0.0036 
Forest 100000 962 987 100 0.057~0.081 

Basketball 100000 951 972 100 0.0098~0.026 
Pepper 100000 948 967 97.67 0.0011~0.0072 
Baboon 100000 972 984 100 0.0063~0.049 

 
 



 

  

Table 2: IE Evaluation Scores ( 310 ) for Image Sensitivity. 

Test 
Image 

Iteration 
Number 

Pixel 
Difference 

IE Correlation 
Coefficients 

   Min 
Score 

Max 
Score 

Qualified 
Percentage (%) 

 

Lena 1024 1  950 997 100 0.0096~0.02 

Forest 1024 1  945 974 98.89 0.024~0.059 

Basketball 1024 1  977 990 100 0.068~0.24 

Pepper 1024 1  950 957 98.45 0.012~0.027 

Baboon 1024 1  949 971 96.38 0.0033~0.017 

 

A color image has three channels: R, G and B. 
Before encryption, each pixel in the original image 
is highly correlated with its adjacent pixels. 
However, a valid encryption system should 
guarantee the pixel values to distribute uniformly in 
all directions. Figures 3(a)-(f) show the correlation 
relation either in horizontal, vertical or diagonal 
direction. As seen in Figure 3, the image after 
encryption is highly decorrelated. In horizontal, 
vertical and diagonal directions, the pixels do not 
correlate with neighboring pixels anymore, and 
distribute uniformly in the whole image space. 

We also compared the correlations of adjacent 

pixels by computing the correlation coefficient xyr  

with the following formula: 

 

(( ( ))( ( )))

( )
xy

E x E x y E y
r

D x D y

 
             (24) 

where ( )E x  and ( )D x  are the expectation and 

variance of the pixel value x , respectively. Table 3 
compares the correlation coefficients with 
traditional DRPE [1], original chaotic neural 
network [9] and AES encryption algorithm [21]. 
Table 3 shows that the proposed method 
outperforms the traditional DRPE and the original 
chaotic neural network with smaller correlation 
coefficient. A valid encryption system should 
guarantee that the pixels distribute uniformly in the 
image after encryption. Figures 4 (a)-(f) suggest 
that the histogram of the encrypted image is much 
smoother than the original image. 

 
 

 
Table 3: Correlation coefficients of “Lena” and “Baboon” after encryption. 

Object Vertical Horizontal Diagonal 

 AES/Neural/Proposed AES/Neural/Proposed AES/Neural/Proposed 
Lena    

R channel 0.0836/0.0122/0.00521 -0.023/0.0183/-0.0011 0.170/-0.0119/-0.0023 
G channel 0.0173/0.0188/0.00323 0.0477/0.0158/0.00179 -0.027/-0.0542/-0.0022 
B channel 0.0994/0.0677/0.00655 0.0298/-0.0238/-0.002 0.011/-0.0865/-0.0017 
Baboon    

R channel 0.1022/0.0141/0.00128 0.1451/0.0257/0.00101 0.3537/0.096/0.00122 
G channel 0.0211/0.0941/-0.0086 0.0104/-0.0255/-0.007 -0.051/0.0692/-0.0017 
B channel 0.1293/0.0315/0.00594 0.1282/0.017/-0.0090 0.0198/0.064/-0.0006 

 



 

 

 

 

Figure 3: Correlation Relation in Horizontal, Vertical and Diagonal Directions. 

 

 

Figure.4: Histogram of (a) Original Peppers (b) Encrypted Peppers (c) Original Forest (d) Encrypted Forest (e) Original 
Basketball (f) Encrypted Basketball. 

 
5. CONCLUSIONS 

In this paper, an encryption system based on 
simultaneous use of a chaotic neural network, 
phase masking, Fourier transform and phase 
truncation is proposed. The input image is first 
blockwise compressed by DCT, and next 
processed by a 3 3  one layer chaotic neural 

network. Since the whole encryption process 
repeats several times, a one layer network is 
enough (i.e. a multiple layers network is the same 
as a one layer network repeated several times). 
Compared with the original chaotic neural network 

[9], the new method reduces the number of 
weights and bias matrices. In our simulation, only 
2560 matrices are used in every cycle of the neural 
network, while the original one needs 
128 128 16384   matrices. At the output of the 

neural network, phase masking, Fourier 
transforms and phase truncation operations are 
employed. Since the key space of phase mask is 
large enough and the output phase is completely 
discarded, it is unlikely to recover the phase mask 
key without knowing any information on the phase 
beforehand. As seen in Table 1 and 2, the system 



 

is of high nonlinearity. Table 3 shows that the 
proposed method outperforms its opponents. 
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