
 

 

Abstract — This paper presents an implementa-
tion of the digital signature module for document 
management systems. The presented solution 
enables signing documents using smart cards. 
The module consists of a server side component, 
installed as a plug-in for web-based document 
management systems, and a client side 
component which is automatically downloaded 
and executed on the user’s computer in order to 
create signature. Generated document signatures 
are in accordance with the XML Signature 
specification. The signatures are stored as XML 
documents in the same document management 
system. Validation of created signatures can be 
performed inside document management systems, 
but also signatures can be validated if document 
leaves this system. The proposed solution is 
tested on the Alfresco system. 

 
Index Terms — Alfresco, digital signature, 

document management systems, smart card, XML 
signature  

1. INTRODUCTION 

HE growth of the Internet, and thus the 
growth of e-business as well as systems for 

electronic document management has brought to 
the fore the need for an electronic equivalent of a 
handwritten signature. 

 
One of the most significant problems, in the 

early stages of the document management 
systems (DMS) use, was that most documents 
had to be signed by a hand. As a consequence of 
this, document management systems, beside 
original electronic documents, also contained a 
scanned copy of documents with handwritten 
signatures. This caused many problems of which 
the most striking were unnecessary redundant 
data as well as “breaking” workflow at the phases 
before and after signing. The lack of a valid digital 
signature for electronic documents prevented the 
full utilization of document management systems, 
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i.e. an organization functioning without the use of 
paper (paperless office). The reason for this was 
primarily a legal issue, not technical, because 
there was no legal act that would equalize an 
electronic signature with a handwritten signature. 
 

In June 2000, the U.S. Congress approved the 
Electronic Signatures in Global and National 
Commerce Act (E-SIGN Act) [1]. This broad 
legislation gave electronically generated 
signatures a new legitimacy by preventing contest 
of a contract or signature based solely on the fact 
that it is in the digital form. In other words, an 
electronic transaction can not be denied 
authenticity because of its electronic nature alone 
[2]. 

 
Currently one of the important functionality that 

is being developed in modern document manage-
ment systems is the support for digital signing of 
documents. 

 
In this paper we propose the solution for 

creation of digital signatures in a web-based 
environment. The proposed system is based on 
Java platform and can be easily adopted for use 
in different Java web-based applications, 
especially in web-based document management 
systems. The system creates the signature on a 
user (client) computer, while the signature is 
stored on the DMS server in the form of an XML 
document that complies with the XML Signature 
specification [3]. The signature key which is used 
for a signature generation is stored on a user’s 
smart card. The proof of concept for the proposed 
system is carried out through the implementation 
of a digital signature module used for the Alfresco 
document management system [4]. Alfresco is 
currently one of the widely used open source 
document management systems with the variety 
of functionality, but without support for digital 
signatures in the standard distributions. 

 
The rest of the paper is structured as follows. 

Section 2 presents related work while the XML 
Signature specification is presented in Section 3. 
Architecture of our digital signing module is 
specified in Section 4. Creation of the Java Web 
Start file is discussed in Section 5. Section 6 
explains the client application for signing. The 
creation of the XML Signature document is 
presented in Section 7, while validation of signa-
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ture is analyzed in Section 8. Section 9 concludes 
the paper and outlines future research directions. 

2. RELATED WORK 

The paper [5] suggests a security mechanism 
for establishing a secure electronic document 
repository system. Authors in the paper [6] 
suggest the architecture to provide protection of 
authorship and temporal information in grid-
enabled workflow management systems. The 
proposed architecture can be used in the 
resolution of conflicting intellectual property 
claims and in the reliable chronological 
reconstitution of scientific experiments. The 
application of digital signatures and PKI 
infrastructure in the agent-based application for 
distance learning is presented in the paper [7].  

 
Long-term archival of signed documents is 

analyzed in the paper [8]. Authors propose a 
protocol that deals with the weakening of 
cryptography over time and the need to re-
validate signed documents and their certificates.  

 
The work presented in the paper [9] describe a 

solution to add an XML digital signature capability 
without modifying existing XML-based B2B 
systems by using the signature proxy between 
applications that watches for XML messages 
exchanged on the network. By utilizing the 
structure predominance of the XML documents 
and the security of conventional digital signature, 
the paper [10] propose a multi-signature scheme 
of XML documents based on RSA scheme.  

 
The paper [11] emphasized on the research 

and implementation of the integrity protection 
mechanism on web pages by the customized 
middleware which is embedded in the web server. 
Authors in the paper [12] address the design of 
the RSA-based blind decoding protocols for 
providing the user’s privacy when shopping for 
electronic documents.   

 
Methods and risks involved in creating digital 

signatures on workstations other than the user’s 
primary workstation are examined in [13]. The 
challenge is to allow the user to create a digital 
signature, which requires their private key, at 
workstations where the key’s security cannot be 
guaranteed. The framework for the protection of 
mobile users from untrusted terminals is 
proposed in [14]. It allows a user to generate 
conditional digital signatures at untrusted 
terminals, to review signed documents form a 
trusted terminal before a certain deadline, and to 
revoke unintended signatures.  

 
The paper [15] proposes a new digital 

signature scheme which focuses on the situation 
of document reviewing applications with a 
designated reviewer order. Model of the El-
Gamal-based digital signature scheme suitable 

for a digital copyright protection is proposed in 
[16]. A scheme of digital signature in electronic 
government is proposed [17]. This scheme 
settles some specific problems such as spilling 
out secret and forging or denial. 

3. XML  SIGNATURE SPECIFICATION 

Portability of XML as a data format, and its 
growing use in electronic business communica-
tions were the main reasons for creating the 
specifications for the representation of the 
electron signature using the XML syntax - XML 
Digital Signature [2]. 

 
XML Signature is the result of a joint effort of 

the Internet Engineering Task Force (IETF) and 
the World Wide Web Consortium (W3C) to create 
a highly extensible syntax for the digital signature 
over the electronic media (including XML 
documents). The proposed specification should 
provide a consistent means to handle composite 
documents from diverse application domains. 
XML Signature is itself an XML document 
containing all of the information needed to 
process the signature including the verification 
information. Besides the syntax (XML Signature 
scheme), the XML Signature specification defines 
the rules for generating an XML document that 
represents a digital signature as well as rules for 
verification of signatures represented as such 
document [3]. Based on the relation of an 
electronic resource which is signed and the XML 
document that represents digital signature of the 
resource, there are three types of signatures, 
where the first two exist only in the case when the 
signed resource is an XML document: 

 Enveloped type: Signature is located within 
the signed document, i.e. the root element of 
the signed document is the immediate parent 
element of the root element of a digital 
signature. 

 Enveloping type: A signed document is 
located within a document that represents a 
digital signature, i.e. the root element of the 
original document is child of the root element 
of a digital signature. 

 Detached type: The signed document is kept 
apart from the document representing the 
digital signature, i.e. there is no content-wise 
parent-child relationship between them. 

4. THE ARCHITECTURE OF THE DIGITAL SIGNING 

MODULE 

The digital signing module is implemented as a 
client-server application. The server side of the 
module is practically an extension (plugin) of the 
of a web-based DMS to support a digital 
signature, while the client side application 
enables the user to create a digital signature on 
her/his local computer and to forward it back to 
the DMS server. The client application is used to 
support signing of documents using keys on 
smart cards that are physically located with the 



 

user. 
The sequence diagram in Figure 1 describes 

the conceptual process of digital signing of 
documents in a DMS. A user initiates a document 
signature creation by selecting the digital signing 
action on the appropriate document. The result of 
this activity is a web page for the digital signing. 
By choosing the appropriate options on this page 
the JNLP (Java Network Launch Protocol) [18] 
file is created and passed to the user. This JNLP 
file describes the digital signing client application 
and also contains the parameters for that 
application. Launching the JNLP file via Java 
Web Start technology on the user’s computer 

causes a download and start of the digital signing 
client application on the computer. Then, the user 
enters the PIN code required for access to her/his 
smart card. Upon the execution of this activity, 
the application will perform digital signing, and 
then forward the signature along with the 
certificate used for signature validation back to 
DMS server. 

 
The DMS server, i.e. its digital signing module, 

by using the received parameters (signature and 
certificate) creates the XML document according 
to the XML Signature specification, and notifies 
the client about the result. 

 

 
Figure 1. Client-side digital signing of documents in a web-based DMS 

 

5. JNLP FILE CREATION 

The process of the JNLP file generation for the 
digital signature application is initiated by 
choosing the appropriate option on the digital 
signature page (Figure 1). The selection of this 
option will cause execution of the 
JPGeneratorServlet servlet (Figure 2) which will 
generate the JNLP file and forward it to the client. 
To generate the JNLP file, JNLPGeneratorServlet 
relies on the JNLPGenerator class. This class 
generates the JNLP file using an appropriate 
template. The example of a template which is 
used to generate the JNLP file is shown in Listing 
1. Template parameters, i.e. the variables that 
JNLPGenerator will replace by theirs values are 
marked with $ {param name} declaration. In the 
presented example, the JNLP template parame-

ters are: 

 host: the DMS server name, 

 locale: the locale of the digital signature 
application, 

 hashCode: the hashCode created form the 
document that is signed, and 

 cookie: the cookie of the current user’s 
session with the DMS application. 

 
For the purpose of generating a hash code 

JNLPGeneratorServlet uses the ExtendedXML-
Signature class that is an upgrade from the 
XMLSignature class available in the Apache XML 
Security [19] library. The ExtendedXMLSignature 
class enables creation of the XML Signature 
document where the process of the signature 
creation is separated into two phases (steps). 
 



 

 
Figure 2. Classes used to create JNLP file 

 

The first phase, which takes place during the 
JNLP file generation, is the process of forming 
the <ds:SignedInfo> element [3], i.e. generating 
its hash code. Hence, the <ds:SignedInfo> 
element contains hash code of the document that 
will be signed [3], the document’s hash code must 

be generated before generating  the 
<ds:SignedInfo> hash code. The class 
DocumentResolver is used by ExtendedXML-
Signature to access the required document in 
DMS for document’s hash code generation. Its 
specialization AlfrescoDocumentResolver is used 
for accessing the document stored in the Alfresco 
system. A user signs the <ds:SignedInfo> hash 
code by using the client application for digital 
signing and thus indirectly signs the document 
which she/he wants to sign [4] (the 
<ds:SignedInfo> contains the hash code of the 
document). 

 
The second phase, which occurs when 

generating the XML document with the digital 
signature, is the process of adding the digital 
signature and the certificate for the signature 
validation into that XML document. 

 
<jnlp spec="1.0+" codebase="http://${host}/alfresco/signature"> 
  <information> 
    <title>Digital Signature</title> 
    <homepage href="http://forge.alfresco.com/projects/digsig/" /> 
  </information> 
  <security> 
    <all-permissions/> 
  </security> 
  <resources> 
    <j2se version="1.6+" /> 
    <jar href="signature-client.jar" /> 
    <jar href="commons-httpclient-3.1.jar" /> 
    <jar href="commons-logging-1.1.1.jar" /> 
    <jar href="miglayout-3.6-swing.jar" /> 
    <extension name="bcprovider" href="jnlp/bcprovider.jnlp"/> 
  </resources> 
  <application-desc  
    main-class="rs.ac.uns.ftn.informatika.dms.signature.client.Signature"> 
    <argument> 
      -c yu.ac.ns.ftn.informatika.dms.signature.client.SmartCardPanel  
    </argument> 
    <argument>-l ${locale}</argument> 
    <argument>-h ${hashCode}</argument> 
    <argument>-r http://${host}/alfresco/signature/response</argument> 
    <argument>-s ${cookie}</argument> 
  </application-desc> 
</jnlp> 

 
Listing 1.  JNLP file template 

 

6.  CLIENT APPLICATION FOR DIGITAL SIGNING 

The application for digital signing is modeled 
with the classes represented in Figure 3. The 
Signature class represents the basic class of the 
application. This class uses the appropriate 
specialization of the SignaturePanel class. If the 
signature is done using smart cards, the 
specialization of SmartCardPanel is used. The 
proper implementation of SignaturePanel requires 
the users to enter relevant authentication data 
specific to a particular type of storage keys. For 
example, in the case of smart cards, the user 
must enter her/his PIN code. In the case of key 
store files the user must select a key store file 
and enter the password. Also, each Signature-
Panel specialization must implement the digital 
signing process which usually depends on the 
type of the key storage. The ValidationException 
and ExecutionException classes model the errors 
that can occur when the entered data are vali-

dated, or during the execution of digital signing.  
 
The class Message provides access to 

application’s labels of the specified locale 
(language). The parameters for the application 
(for the Signature class), are following: 

 Name of class that represents an appropriate 
implementation of SignaturePanel. In this way 
it is possible to define the medium for the key 
storage that the application uses. 

 Application locale, i.e. language that will be 
used for displaying labels and messages of 
the application. This locale can be the same 
as the locale of DMS.  

 The return address, i.e. the address of the 
DMS server. The application will send back 
the digital signature and the certificate to that 
address. 

 Cookie of the current session under the DMS 
server. This cookie is passed to the 
application so that it can send the digital 



 

signature and the certificate to the same 
session which is established between the 
user’s web browser and DMS server.  

 

 
Figure 3. Class diagram of client application 

 

After the digital signing was done, the 
application (the Signature class) sends back to 
the DMS server the created digital signature and 
the certificate (Figure 1) via HTTP (Hypertext 
Transfer Protocol) or HTTPS (Hypertext Transfer 
Protocol Secure) protocol. 

 
In order to start this application, Java and 

appropriate PKCS#11 library must be installed on 
the client computer. Also, the computer must be 
equipped with a PCSC-compliant smart card 
reader. 

7. THE CREATION OF XML  SIGNATURE DOCUMENT 

The address to forward the digital signature 
and the user’s certificate, listed as parameters of 
digital signature application, is in fact the address 
of SignatureServlet (Fig. 4). This servlet uses the 
appropriate specialization of the Signature-
DocumentCreator class to create a new XML 
document in DMS, which contains the digital 
signature of the requested document. To create 
this document SignatureDocumentCreator relies 
on the ExtendedXMLSignature class. At this 
moment, the second phase of the process of 
generating the XML signature document is 
performed. The created signature and 
appropriate certificate are inserted in this XML 
document. 
 

 
Figure 4. Classes for XML Signature document creation 

8. DIGITAL SIGNATURE VALIDATION 

The class diagram in Figure 5 models digital 

signature validation. The verification of the digital 
signature under a DMS is implemented with 
SignatureValidationBean. The subclass Alfresco-
SignatureValidationBean is a specialization used 
for signature validation under the Alfresco DMS. 
This class adapts signature verification to 
Alfresco and its GUI. The class Signature-
ValidationBean relies on the class XMLSignature 
to verify signature. Access to document under a 
DMS is carried out with the appropriate 
implementation of the DocumentResolver class. 

 

 
Figure 5. Classes for signature validation 

9. CONCLUSION 

The adoption of legal regulations which ensure 
the legal validity of digital signatures has led to 
increasing importance for the existence of digital 
signature functionality in modern document 
management systems.  
 

This paper presents the architecture of the 
digital signature module that can be used in 
different document management systems. The 
complete module has been developed in JEE and 
XML technology. By using this module it is 
possible to create digital signatures of documents 
stored in document management systems using 
smart cards. Formed digital signatures are 
created by the XML Signature specification and 
can be verified not only in the document 
management systems but also outside them. 
 

We plan to integrate this module with the PKI 
systems for certificate issuing, and with the 
timestamping systems. Generation of a digital 
signature within a document to be signed, in 
cases where this is supported by the document 
specification (e.g. PDF documents), is also under 
way. 
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