
 

 
Abstract: As a result of development, humanity's 

need for energy is constantly increasing. However, 
the resources of the environment are finite. New 
resources need to be sought and the efficiency of 
using old resources needs to be increased for 
long-term sustainability. One way to make energy 
use more efficient is to increase control 
management efficiency. Making control 
management more effective requires reducing 
disruptive effects. Social engineering is a 
controlled hidden disturbance of the system that 
serves its own purpose and is not intended for the 
long-term sustainability of the system. The present 
study examines the energetic impact of social 
engineering. The extent of the energy impact 
shows that deliberate external intervention 
involves a high degree of unnecessary energy 
consumption. Therefore, protection against social 
engineering is very important to reduce disruption, 
to reduce energy consumption, and, at the same 
time, to improve long-term sustainability.  
 

Index Terms: social engineering, hidden control, 
energy, energy balance, unified energy model 

1. INTRODUCTION 

The humanity has reached the next stage of 
industrialization. The development of the industry 
is accompanied by a rapid increase in energy 
demand. In addition to the functions that provide 
the conditions for existence, convenience 
functions are increasingly appearing. The energy 
requirement for comfort features increases 
exponentially as technology advances [1-3]. All 
this leads to the need to develop awareness of 
energy efficiency in people from a young age. 
Awareness should be included in the education 
[4-9]. Also, efficiency-enhancing technologies 
should be supported through regulatory elements 
[10].  

 
Efficiency can be increased in two ways. On 

one hand, the amount of energy required to 
produce the function of the system can be 
reduced. On the other hand, the impact of system 
disturbances can be reduced. This study 
examines the energetic impact of social 
engineering in systems. Social engineering is a 
hidden external distraction caused by the human 
mind. It is not the long-term sustainability that is 
the goal of this disruption, but the intention of the  

 
 

 
system that is different from its original purpose  
[11,12]. Thus, social engineering appears as the 
hidden control of the system. Because of this, the 
energy consumption of the system can change 
significantly [13-17]. 

 
The study examines the energetic impact of 

the process model of the cybernetic loop used in 
control theory using the general energy model of 
the systems [18-20]. An earlier study introduced 
a combined process model for cybernetic loop 
and social engineering. Thus, the energy study of 
general cybernetic loop can be extended to the 
unified model. Based on the examination of the 
unified model, the energetic impact of social 
engineering can be presented. Thus, it becomes 
certain that the importance of protection against 
social engineering is huge, because it can reduce 
the energy consumption of the systems and 
increase the life span of the system.  

2. BASIC MODELS OF THE STUDY 

One of the basic elements of the study is the 
process model of the cybernetic loop used in 
control theory. Its general structure contains a 
part-process regulated in the system. Negative 
feedback is associated with that part-process, 
which realizes the control. The model also 
includes the effect of environmental disturbance. 
According to its operation, the control system 
receives feedback information about the state of 
the system from the starting point. Comparing the 
obtained state with the desired state, the control 
system produces the intervention that is at the 
end of the feedback. The process model 
supplemented in connection with social 
engineering also includes the scope of hidden 
regulation [21-26]. Figure 1. shows the general 
process model of the cybernetic loop. Figure 2. 
shows the process model combined with social 
engineering. 

 
Another basic element of the study is the 

general energy model of systems. The important 
parameters of the components are to be 
determined according to the principle of energy 
aspects. The main aspects are storing, 
processing, and transmitting [18]. Figure 3. 
shows the general energy model of the systems. 
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1. Figure: Cybernetic loop [11] 
 
 

3. SYSTEM DISTURBANCE OF NATURAL ORIGIN 

System disturbance of natural origin is based 
on the randomness of natural effects. In the case 
of natural effects, the direction of the effect 
cannot be predicted. Most effects make it difficult 
to implement system functions. However, there 
are also effects that help the system work. 
However, it can also be detrimental if the system 
comes to a desired state in time sooner than it 
would safely be tolerated. While modeling these 
effects, the control of the system approaches the 
model of the general cybernetic loop. This is 
because the process model of the cybernetic 
loop contains undefined environmental 
disturbance. This can be considered as random 
interference. For the energy description, it is 
worth producing an energy model of the general 
cybernetic loop. This can be produced by 
modeling the energy balance of the implemented 

processes. The realized processes in reality 
mean the energy effect of the sensors, the 
processing devices, the actuators and the 
disturbing factors. 

 
Impact of random disturbance on the energy 

household in the case of the general cybernetic 
loop: 

- in the aspect of energy storage, the change 
in energy is random, only an expected 
value can be calculated, 

- in terms of energy conversion, the need and 
extent of conversion is random, only an 
expected value can be calculated, 

- in the aspect of energy transfer, the need for 
transfer is random, only an expected value 
can be produced. 

 

 

 
2. Figure: Unified control model [11] 
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3. Figure: General energy model [18] 

 
 

To summarize the energetic effect of natural 
disturbance, its model is based on the general 
process model of cybernetic loop. The energy 
effects are random according to the natural 
effects. The standard deviation, expected extent 
and direction of the effect can only be predicted 
on the basis of the observations. 

4. SOCIAL ENGINEERING 

The goal of social engineering is to utilize 
system resources for system-independent 
external purposes in a way that is unobtrusive to 
system management. Definition with a cybernetic 
aspect: "social engineering is the hidden external 
control of a system that seeks to exploit system 
resources to achieve its own goals." [11]. 

 
By definition, it appears that the pattern of this 

type of effect is not random. In order to achieve 
the goal, the interference becomes controlled. 
The system is still subject to random natural 
disturbances, but in addition to these, there is a 
constant nature of hidden control. The basis of 
the energy modeling in this case will be the 
model of the combined control circuit.  

 
Impact of disturbances in the case of the 

combined cybernetic loop on the energy 
household: 

- in the aspect of energy storage, the change 
in energy contains constant values in 
addition to the random components, 

- in terms of energy conversion, both the need 
and the extent of the conversion include 
constant values in addition to the random 
components, 

- in the aspect of energy transfer, both the 
necessity and the extent of the transfer 
contain constant values in addition to the 
random components. 

 
As a summary of the unified energy effect, it 

can be said that its model is based on the unified 
cybernetic loop process model. In addition to 
random natural effects, there are permanent 
controlled effects. Thus, the motion of the system 

is more determined than in the case of 
completely natural disturbances. 

 
In order to show the energetic effect of social 

engineering, it is worthwhile to form the energetic 
difference between the two models. This results 
in the dwarfing of random disturbances: 

- in terms of energy storage, the change in 
energy is almost constant, 

- in terms of energy conversion, both the need 
and the amount of conversion are almost 
constant, 

- in terms of energy transfer, both the need 
and the extent of the transfer are almost 
constant. 

 
Based on the above, it can be said that the 

energetic impact of social engineering is of a 
constant nature. Even though it is present in a 
hidden way, its effect can be even significant. 
Therefore, protection against social engineering 
is very important in both social systems and 
technical systems. This includes the development 
of tools and processes involved and the 
preparation of endangered human resources. 

5. CONCLUSION 

Humanity's energy hunger is growing rapidly 
due to the development of industry. The 
implementation of convenience functions also 
involves use of increasing amount of energy. For 
this reason, the energy consumption of systems 
deserves increased attention. The primary goal is 
to make the energy use of systems more efficient 
for long-term sustainability. Optimizing energy 
use also includes examining the efficiency of 
functional operation and examining interfering 
effects. Reducing interference can also reduce 
system energy consumption. 

 
The present study examines the energetic 

impact of social engineering. This kind of effect is 
an intervention deliberately and covertly brought 
about by the human mind, which has an end in 
itself and is not intended to ensure the 
sustainability of the system. The study models 
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the control using a process model of control 
theory cybernetic loop. The study uses the 
general energy model of the systems to model 
the energy characteristic of the cybernetic loop. 
Furthermore, the study shows the energetic 
impact of social engineering using a combined 
process model of cybernetic loop and social 
engineering. All this shows the importance of 
protection against social engineering, which can 
significantly reduce the energy consumption of 
the system. This also significantly increases the 
sustainability of the system. 

REFERENCES 

[1] Albini, A., Albininé Budavári, E., Rajnai, Z., "Energetic 
Sustainability of Systems", MDPI, Proceedings, 63-1, p. 
50, 2020. 

[2] Tokody, D., "Digitising the European industry - holonic 
systems approach". Procedia Manufacturing, 22, pp. 
1015-1022, DOI:10.1016/j.promfg.2018.03.144., 2018. 

[3] Kiss, M., Breda, G., Muha, L., “Information security 
aspects of Industry 4.0”, Procedia Manufacturing, vol 
2019(32), pp. 848-855, 2019. 

[4] Mester, Gy., "Novi trendovi naučne metrike, Proceedings 
of the XXI Skup Trendovi Razvoja: “Univerzitet u 
Promenama...”, TREND 2015, paper No. UP 1-3, pp. 23-
30, ISBN 978-86-7892-680-8, DOI: 
10.13140/RG.2.1.1754.2486, Zlatibor, Serbia, 23. - 26. 
02. 2015. 

[5] Mester, Gy., "New Trends in Scientometrics", 
Proceedings of the SIP 2015, 33nd International 
Conference Science in Practice, pp. 22-27, 2015. 

[6] Rodic A., Jovanovic, M., Popic, S., Mester, Gy., 
“Scalable Experimental Platform for Research, 
Development and Testing of Networked Robotic 
Systems in Informationally Structured Environments”, 
Symposium Series on Computional Intelligence, 
Workshop on Robotic Intelligence in Informationally 
Structured Space, In: Proceedings of the IEEE SSCI 
2011, pp. 136-143, Paris, 2011. 

[7] Mester, Gy., “Rankings Scientists, Journals and 
Countries Using h-index”, Interdisciplinary Description of 
Complex Systems, 14(1), pp. 1-9, 2016. 

[8] Dobrilovic, D., Odadzic, B., “Virtualization Technology as 
a Tool for Teaching Computer Networks”, International 
Journal of Educational and Pedagogical Sciences, vol 
2(1), pp. 41-45, 2008. 

[9] Mester, Gy., “Academic Ranking of World Universities 
2009/2010”, Ipsi Journal, Transactions on Internet 
Research, TIR 7(1), pp. 44-47, 2011. 

[10] Kovács, Z., “Cloud Security in Terms of the Law 
Enforcement Agencies”, Hadmérnök, vol 7(1), pp. 144-
156, 2012. 

[11] Albininé Budavári, E., Rajnai, Z., "Social Engineering - 
The Hidden Control", MDPI, Proceedings, 63-1, p. 60, 
2020. 

[12] Albininé Budavári, E., Rajnai, Z., "The Role of Additional 
Information in Obtaining information", Interdisciplinary 
Description of Complex Systems, 3-A, 438-443, 
doi:10.7906/indecs.17.3.2., 2019. 

[13] Albini, A., Tokody, D., Rajnai, Z., "Adaptation of cloud 
theory in the infocommunication system of autonomous 
vehicles", Interdisciplinary Description of Complex 
Systems, 18-3, pp. 369-374, DOI:10.7906/indecs.18.3.6, 
2020. 

[14] Albini, A., Tokody, D., Rajnai, Z., "Theoretical Study of 
Cloud Technologies", Interdisciplinary Description of 
Complex Systems, 3-A, 511-519, 
doi:10.7906/indecs.17.3.11., 2019. 

[15] Albini, A., Rajnai, Z., "General Architecture of Cloud", 
Procedia Manufacturing, 22, 485-490, 
doi:10.1016/j.promfg.2018.03.074., 2018. 

[16] Albini, A., Tokody, D., Rajnai, Z., "The Categorization 
and Information Technology Security of Automated 
Vehicles", Interdisciplinary Description of Complex 
Systems, 16-3A, pp. 327-332, 
DOI:10.7906/indecs.16.3.4, 2018. 

[17] Kasac, J., Stefancic, H., Stepanic, J., “Comparison of 
social and physical free energies on a toy model”, 
Physical Review E, vol 70(1), pp. 16117-16124, 2004. 

[18] Albini, A., Rajnai, Z., "Modeling general energy balance 
of systems", Procedia Manufacturing, 32, 374-379, 
doi:10.1016/j.promfg.2019.02.228., 2019. 

[19] Albini, A., Iantovics, L.B., Mester, Gy., "Unified Aspect 
Search Algorithm", Interdisciplinary Description of 
Complex Systems, 17-1A, pp. 20-25, 
DOI:10.7906/indecs.17.1.4, 2019. 

[20] Mester, Gy., “Modeling of Autonomous Hexa-Rotor 
Microcopter”, Proceedings of the IIIrnd International 
Conference and Workshop Mechatronics in Practice and 
Education, MechEdu 2015, pp. 88-91, ISBN 978-86-
918815-0-4, Subotica, Serbia, May 14-16, 2015. 

[21] Mester, Gy., “Backstepping Control for Hexa-Rotor 
Microcopter”, Annals of Faculty Engineering Hunedoara - 
International Journal of Engineering, Tome VIII, 
Fascicule 3 (July – September), pp. 121-125, ISSN 
1584-2665, 2015. 

[22] Mester, Gy., "Obstacle - Slope Avoidance and Velocity 
Control of Wheeled Mobile Robots Using Fuzzy 
Reasoning", Proceedings of the IEEE 13th International 
Conference on Intelligent Engineering Systems, April 16-
18, 2009, pp. 245-249,2009. 

[23] Rodic, A., Mester, Gy., “Control of a Quadrotor Flight”, 
Proceedings of the ICIST Conference, pp. 61-66, ISBN: 
978-86-85525-12-4, Kopaonik, Serbia, 03-06.03.2013. 

[24] Mester, Gy., “Sensor-Based Control of Autonomous 
Wheeled Mobile Robots”, The Ipsi BgD Transactions on 
Internet Research, TIR, Vol. 6, No. 2, pp. 29-34, ISSN 
1820-4503, 2010. 

[25] Mester, Gy., Rodic, A., “Navigation of an Autonomous 
Outdoor Quadrotor Helicopter”, Proceedings of the 2nd 
International Conference on Internet Society 
Technologie and Management ICIST, ISBN: 978-86-
85525-10-0, pp. 259-262, Kopaonik, Serbia, 01-
03.03.2012. 

[26] Mester, Gy., "Modeling of the Control Strategies of 
Wheeled Mobile Robots",Proceedings of the Kandó 
Conference 2006, January 12-13, 2006, pp. 1-3, 2006. 
 

 
Edina Albininé Budavári, Microsoft certified 
system engineer, electric engineer, technical 
manager, safety engineer, PhD student, Obuda 
University, Doctoral School on Safety and 
Security Sciences, Budapest, Hungary, 
Research topics: social engineering, 
cybernetics, autonomous vehicles, systems 

energy. OrcID: 0000-0003-2195-413X. 
 
Zoltán Rajnai (1962) prof. habil. engineer 
colonel, dean of the Óbuda University, Donát 
Bánki Faculty of Mechanical and Security 
Engineering, Budapest, Hungary, operating 
manager of the Doctoral School of Security 
Sciences of the University, cyber coordinator of 

Hungary. He was the Hungarian program director of the 
COMMIT French-Hungarian International Science (RDI) 
project, and a guest lecturer in France at the Military 
Technical College in Rennes. He is the president of the 
Puskás Tivadar Telecommunication Comrades Association. 
His research interests include security of communication 
networks in qualified periods, protection of critical 
infrastructure, information security.  

40


