
 

Abstract: Existing security and surveillance 
systems have been one of the main factors behind 
the current trend of privacy decline. State-of-the-art 
AI methods have allowed security systems to scale 
up much faster without improving privacy. We 
identify data transfers from surveillance system 
deployment sites to the cloud as the main reason 
for the lack of privacy. This allowed both the system 
operators and third-party internet service providers 
to compromise the data integrity and violate the 
privacy of the individuals recorded by the 
surveillance system. We propose a novel security 
system based on neuromorphic computing and 
edge AI that provides strong privacy guarantees 
and significantly reduces operational costs. 

 
Index Terms: edge AI, neuromorphic computing, 

privacy, security, surveillance 
 

1. INTRODUCTION 

Privacy violations are often justified by security 
concerns. However, in most cases, the trade-offs 
between privacy and security are not inherent. The 
discussion about this trade-off is a long-standing 
issue [1]. More recently the authors of [2] analyzed 
the effectiveness of U.K. and U.S. surveillance 
systems in the period from 2006 to 2016 and did 
not find a reliable indicator of improved security 
despite the significant decline of privacy of citizens 
during that time period. Often, the site of operation 
played an important role in the performance of the 
monitoring system [3]. It is clear that the large-
scale data collection on citizens has not reduced 
the number of security incidents, and at the same 
time it has required reasonable financing from 
governments. 
 
Conversely, some security systems such as CCTV 
surveillance cameras have had substantial 
success and were associated with a significantly 
increased probability of crimes being solved [4], 
or, at airports, they reduced waiting time [5]. CCTV 
based systems are also actively used to support 
quick response to medical emergencies, de-
escalating violence, and fast response to crime. 
According to a pilot survey [6], most of the public 
transport users are not concerned with and see 
significant benefits of CCTV based security 
system. 
 

However, even for the successful security 
systems, the main downside, which is still a major 
concern, is the violation of privacy. During the 
operation of CCTV systems, even the bystanders, 
not directly involved in incidents, are tracked and 
information is forwarded and processed in 
centralized government-owned facilities. The 
existing surveillance systems could be modified to 
be more privacy-preserving through software and 
policies in data handling. However, the fact still 
remains that these systems remain easy to be 
tampered by both the law officials and the 
malicious actors. 
 
Another issue with the security systems, such as 
CCTV, is the amount of operator labor required. 
The high amount of operator labor makes the 
system both unscalable, but also error-prone in 
certain situations since the operators are usually 
assigned with too many cameras to be able to 
follow the incidents involving many actors or 
complex interactions.  
 
All these issues have been addressed by the 
advent of smart security systems implementing 
advanced AI techniques, such as neural networks, 
to perform tasks e.g., recognizing an assault or 
other unwanted human behaviors [7], and 
automated facial recognition systems [8]. 

2. AUTOMATED FACIAL RECOGNITION 

A major study by Cardiff University on the use of 
an automated facial recognition (AFR) system by 
the South Wales Police [9] shows that there are 
many privacy issues for which policies and laws 
are not yet in place. This is even more concerning 
as the study shows that images used to train the 
recognition algorithm are shared between 
countries and are often sourced from social media.  
As the authors suggest, there is a certain myth that 
the facial recognition implemented in today's 
surveillance systems is fully automated and 
controlled only by algorithms, which is not true [9]. 
The system should be called "Assisted Facial 
Recognition" because the final decision as to 
whether a person meets certain criteria rests with 
a human. This is clearly demonstrated in Figure 1 
which shows the process used by the South Wales 
Police’s surveillance system. 
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There are certain individuals who are often 
identified by the AFR system as potential suspects 
even though they have no criminal record. These 
individuals are referred to as "lambs". In the 
Cardiff study, there is a case where the South 
Wales Police asked a person to show their ID after 
they were incorrectly identified by the detection 
system as a potential hit person. The person was 
not so much concerned about the surveillance 
system, but whether the system would always 
recognize him/her as a potential suspect. 
Unfortunately, this is a valid concern. 
 
A paper published by an MIT research group 
suggests that Amazon's facial recognition 
software "Rekognition" performs worse on women 
and people with darker skin [10]. This has already 
been disputed by Amazon stating that the 
research group used an incorrect performance 
methodology and an outdated algorithm [11]. 
Nonetheless, it is still concerning that different 
algorithm can lead to different levels of social 
inequity and discrimination. 
 
A report from Business Insider [12] shows that 
China, which is a pioneer in facial recognition, is 
using this technology for a "social credit system" 
that rates a person based on their behavior. The 
larger the score, the more privileges a person 
enjoys in such a system. In some cases, this could 
be useful, e.g., to keep the streets clean, as 
people who drop trash will be punished by the 
system, on the other hand, this could be used 
against political dissidents who are known to 
criticize the government or similar cases. 

3. PERFORMANCE AND COSTS  

 
The above are just some of the privacy issues with 
today's facial recognition systems. These cannot 
be ignored, as shown by the case of the City of 

San Francisco, which banned the use of facial 
recognition systems due to their unreliability [13].  
That facial recognition technology still doesn't 
work as one would expect is shown in a New York 
Times article [14], where a technology expert 
working closely with the Chinese government says 
that there are 20 to 30 million people under some 
form of surveillance, which is far too much for the 
current system. The same is confirmed by the 
Cardiff study, where in situations with large 
crowds, such as a championship, the system had 
performance problems. The system's notification 
was coming 60 seconds after a person was 
identified, and in some cases, it even crashed [9]. 

 
The performance of face recognition algorithms is 
often reported using images or videos captured 
under ideal conditions, e.g., profile images from 
social media, captured footage from police 
stations, and high-resolution training data created 
specifically for these algorithms, such as 
ImageNet [15] or the IIIF [16]. However, most of 
the time these conditions do not prevail in the 
places where this technology is used, e.g., people 
often move in different directions and thus their 
profiles are also captured by the camera from 
different angles. Another important situation, 
which is usually ignored, is pollution or smog. In 
these conditions, face recognition does not work 
well, and when the visibility is less than 3 m, as in 
Harbin - China, it does not work at all [17]. 
 
As noted, facial recognition technology is not fully 
automated, and the success rate depends on 
individuals trained to use and monitor these 
systems. These specially trained individuals come 
at a noticeable cost and require additional funding 
for the entity deploying these systems 
(government, police agencies). A report from the 
University of California [3] clearly shows that a 
monitoring system implemented by the City of San 
Francisco failed to achieve its stated goals 

Figure 1- Process diagram of AFR Locate [9] 
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because the users of the system had little or no 
understanding of the technical aspects and the 
monitoring department did not have a dedicated 
project manager. 
 
These findings are in contradiction with reports of 
highly performant surveillance systems that are 
able to track the activities of any person with an 
insignificant margin of error. Possible explanations 
range from the intentional placement of such 
information by the government with the goal of 
making citizens more cautious if they think they 
are constantly being watched [14], or due to 
populism and the spread of fake news, as 
described in [18]. 

4. NEUROMORPHIC AI ENABLES PRIVACY 

PRESERVING SECURITY SYSTEMS 

AI-enabled security systems unfortunately have 
many drawbacks. Due to high computational costs 
required to run deep neural networks, all the data 
from sensors is stored and processed in the cloud 
opening it up to vulnerabilities to be exploited both 
by the system operators and the third-party 
external actors. Another serious drawback of 
current AI systems are unreasonable energy 
requirements necessary to operate these systems 
[19]. 
 
Neuromorphic computing is the next step in the 
development of hardware and algorithms inspired 
by the architectures and functional properties of 
biological neural networks. The distinguishing 
factor of neuromorphic AI over the current state-
of-the-art AI systems is the orders of magnitude 
lower energy consumption and low latencies 
which makes the neuromorphic AI particularly 
viable for deployment on the edge. 
 
In the recent years we have witnessed a leap in 
the advances of neuromorphic computing from the 

development of more advanced chips like 
SpiNNaker2 [20] and Intel Loihi [21] to advances 
in neuromorphic AI algorithms. The novel 
algorithmic approaches offer methods for both 
conversion of artificial neural networks to their 
neuromorphic variants [22], [23] and the direct 
training of the neuromorphic compatible neural 
networks [24], [25]. 
 
Current advanced monitoring AI systems such as 
smart security cameras that detect actions [26], or 
speech recognition [27] systems that constantly 
stream data to the cloud present a major privacy 
issue. The recent developments suggest that 
current AI security systems could potentially be 
replaced by neuromorphic AI solutions. The 
intrinsic properties of neuromorphic AI would allow 
for all the data to be processed locally and the 
privacy could be restored without a loss in 
functionality.  
 
Next to neuromorphic chips, the neuromorphic 
sensors similarly mimic the functional properties of 
biological sensing systems. These sensors, such 
as DVS cameras [28], are specialized devices that 
outperform the traditional counterparts, like RGB 
cameras, in certain aspects like temporal 
resolution and energy efficiency.  
 
More importantly, DVS cameras operate in an 
event-based fashion and without color sensors, 
which offer an additional layer of privacy protection 
and potentially a better performance for action 
recognition from video streams. 
 
We propose a security system framework that 
exploits the recent advances in neuromorphic AI 
to provide the specifications and features 
matching the current advanced AI security 
systems while respecting the privacy constraints, 
and significantly reducing operational costs, see 
Figure 2.  

Figure 2 - Architecture schematic of a neuromorphic AI-based security system  
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The fact that all the AI processing is done on the 
edge, with orders of magnitude less energy, 
removes the need for the expensive cloud 
computing infrastructure which is the major factor 
in reducing operational costs of the system. In 
addition, the privacy guarantees of the 
neuromorphic security system would enable 
adoption in situations and countries that did not 
previously approve of security surveillance 
systems due to privacy concerns. 

5. CONCLUSION 

In this article, we have presented the current state 
of security surveillance systems and the privacy-
related issues that have persisted even after the 
transition to AI-enabled solutions. We have also 
pointed out the significant operational costs that 
are a major factor in the considerations for the 
deployment of security systems. We reviewed the 
current advances in neuromorphic computing and 
AI and pointed to the potential opportunities for 
applying the neuromorphic methods to security 
systems. More specifically we propose a 
neuromorphic AI-based surveillance system that 
would respect the privacy policies and significantly 
reduce the operational costs. 
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