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Editorial: Topics in Applied Informatics
and Self-Driving Cars
Guest Editor: Gyula Mester
The issue articles concentrate on creative research of young researchers and is done in 6 different
research environments. These 6 environments come from four different countries, Austria, Ecuador, Hungary, and
Serbia. The research results in this journal include the following papers:
The paper:
Bio-Inspired Neuromorphic AI Methods Enables Privacy Respecting Security and Surveillance
(by Delilovic Namik, Salaj Darjan)
proposed a novel security system based on neuromorphic computing and edge AI that provides strong
privacy guarantees and significantly reduces operational costs. This article presented the current state of security
surveillance systems and the privacy-related issues that have persisted even after the transition to AI-enabled
solutions. The article stressed the significant operational costs that are a major factor in considerations for a
deployment of security systems.
Paper titled:
Smart Devices and Services in The Library - The Importance of Smart Libraries
(by László Berek)
described smart devices and services in libraries and importance of smart libraries in smart cities. The
development of technology and changes in info communication also have a major impact on libraries. Based on
the experience of the last decade, the smart library is the best way to serve the information and knowledge needs
of smart cities. To achieve this, the staff of smart libraries also must evolve with the development of technology.
The paper:
Development of a Voice-Command Based Interactive Educational Toys for Preschool Age
Children
(by János Simon, Zlatko Čović and Zoltán Papp)
presents an application of an implemented system for pedagogical - special educational purposes in the
form of an interactive toy that uses voice commands in Serbian and Hungarian language. The research consists
of three parts. The first part of the research is the development of hardware. The second part deals with the
development of software for an interactive educational toy. The third part of the research refers to the
development of a web system that would be responsible for content management and analysis and statistical
processing of collected data.
Paper titled:
Autonomous driving
(by Jelena Pisarov)
explains how autonomous vehicles function and what their position and importance in new mobility
concepts are. New developments in autonomous vehicles are being accomplished and introduced to users’
demands. Many car companies have developed their own driverless vehicles and detected some problems with
them. The future of the modern world faces the appearance of different ways of mobility. Self-driving electrically
powered robotic cars have obtained a huge strive in today’s world. The major flaws of autonomous vehicles are
cyber security and safety what is discussed throughout this paper.
The paper:
Adaptation of Bittorrent Technology for Routing Autonomous Vehicles
(by Attila Albini, Edina Albininé Budavári, and Gyula Mester)
recommends the possibility of adapting the operating principle of grid technologies used in information
technology cloud systems to implement the route planning function of transport systems. The working principle of
bittorrent technology seems to be applicable as a tailor-made solution. In this solution, traffic participants share
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traffic data and calculation tasks with each other. Thus, the communication also contains only the results of the
subtasks. By applying this method, there is no need to download huge amounts of data.
The paper:
Application of Eye Movement Monitoring Technique in Teaching Process
(by Sanja Maravić Čisar, Robert Pinter, Attila Kővári, and Miklos Pot)
presents a project which aims to integrate the eye tracking system into the teaching process at Subotica
Tech – College of Applied Sciences. The results from the eye tracking system can aid students in developing
better applications, whose design and user experience meet the requirements of most users and will, therefore,
be perceived as optimal applications. With the help of eye tracking devices, students can obtain information about
how others use their application. Data on how other users generally use the user interface, how fast or in which
order they select the options, is directly related to the quality of the design and the usability of the application.
The paper:
The Energy Impact of Social Engineering
(by Edina Albininé Budavári and Zoltán Rajnai)
examines energetic impact of social engineering. As a result of the development, humanity's need for
energy is constantly increasing. However, the resources of the environment are finite. Social engineering is a
controlled hidden disturbance of the system that serves its own purpose and is not intended for the long-term
sustainability of the system. Therefore, protection against social engineering is very important to reduce
disruption, to reduce energy consumption, and, at the same time, to improve long-term sustainability.
The paper:
Implementing New Mobility Concepts with Autonomous Self-Driving Robotic Cars
(by Jelena Pisarov and Gyula Mester)
describes new mobility concepts that enable higher-order automation with self-driving vehicles. These are
the Autonomous Valet Parking system and three deployment scenarios or approaches that influence the
development of automated vehicles. Developing a fully autonomous driving car is currently one of the biggest
challenges for the automotive industry. The Autonomous Valet Parking system allows users to relegate parking
maneuvers to the vehicle computer, which is able to navigate the vehicle from the drop-off zone to the parking
and from the parking to the pick-up zone.
The paper:
Human Perception inside of a Self-Driving Robotic Car
(by Bautista César)
describes human perception inside of self-driving robotic car. Currently, self-driving cars have reached a
very high technological level. The development of sensors, algorithms, and actuators have made it possible to
generate advances in vehicle autonomy. The perception is a main part of this advances. The movement of the
vehicle must be planned and regulated to carry out the driving tasks and respect the limitations introduced by the
vehicle model and traffic laws. Several companies have invested time and money to lead this race to create
safety roads and change the form of transportation.
The paper:
The Cybersecurity Challenges of COVID-19
(by Zoltán Nyikes)
presents the cybersecurity challenges of COVID-19. The emergency caused by the COVID-19 pandemic
has rearranged the world of work, education, and social contact. The author undertook to demonstrate, in terms of
safety aspects, the immediate and long-term tasks that employers and employees have to solve. The author sets
out how public authorities and service providers can make cyberthreat safer for users.
All of the presented works give a careful study of the problems, the editor believe that the whole issue is
very interesting read.
Prof. Gyula Mester, Orcid ID: 0000-0001-7796-2820.
Óbuda University, Doctoral School on Safety and Security Sciences, Budapest, Hungary, 2021.
Gyula Mester, D. Sci., PhD, Full Professor, Óbuda University, Doctoral School on Safety and Security Sciences, Budapest,
Hungary. Orcid ID: 0000-0001-7796-2820, h-index = 38, researcher of Robotics, Self-Driving and Flying Cars, Scientific
Metrics. Full member of the Hungarian Academy of Engineering, American Romanian Academy of Arts and Sciences.
Member of the World Academy of Science, Engineering and Technology, New York Academy of Sciences. Man of the Year
1997 and 2011 by the American Biographical Institute. His CV was published in the Marquis ‘Who’s Who in the World 1997’.
E-mail: drmestergyula@gmail.com
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Bio-Inspired Neuromorphic AI Methods
Enables Privacy Respecting Security
and Surveillance
Delilovic, Namik and Salaj, Darjan
Abstract: Existing security and surveillance
systems have been one of the main factors behind
the current trend of privacy decline. State-of-the-art
AI methods have allowed security systems to scale
up much faster without improving privacy. We
identify data transfers from surveillance system
deployment sites to the cloud as the main reason
for the lack of privacy. This allowed both the system
operators and third-party internet service providers
to compromise the data integrity and violate the
privacy of the individuals recorded by the
surveillance system. We propose a novel security
system based on neuromorphic computing and
edge AI that provides strong privacy guarantees
and significantly reduces operational costs.

However, even for the successful security
systems, the main downside, which is still a major
concern, is the violation of privacy. During the
operation of CCTV systems, even the bystanders,
not directly involved in incidents, are tracked and
information is forwarded and processed in
centralized government-owned facilities. The
existing surveillance systems could be modified to
be more privacy-preserving through software and
policies in data handling. However, the fact still
remains that these systems remain easy to be
tampered by both the law officials and the
malicious actors.

Index Terms: edge AI, neuromorphic computing,
privacy, security, surveillance

Another issue with the security systems, such as
CCTV, is the amount of operator labor required.
The high amount of operator labor makes the
system both unscalable, but also error-prone in
certain situations since the operators are usually
assigned with too many cameras to be able to
follow the incidents involving many actors or
complex interactions.

1. INTRODUCTION
Privacy violations are often justified by security
concerns. However, in most cases, the trade-offs
between privacy and security are not inherent. The
discussion about this trade-off is a long-standing
issue [1]. More recently the authors of [2] analyzed
the effectiveness of U.K. and U.S. surveillance
systems in the period from 2006 to 2016 and did
not find a reliable indicator of improved security
despite the significant decline of privacy of citizens
during that time period. Often, the site of operation
played an important role in the performance of the
monitoring system [3]. It is clear that the largescale data collection on citizens has not reduced
the number of security incidents, and at the same
time it has required reasonable financing from
governments.

All these issues have been addressed by the
advent of smart security systems implementing
advanced AI techniques, such as neural networks,
to perform tasks e.g., recognizing an assault or
other unwanted human behaviors [7], and
automated facial recognition systems [8].
2. AUTOMATED FACIAL RECOGNITION
A major study by Cardiff University on the use of
an automated facial recognition (AFR) system by
the South Wales Police [9] shows that there are
many privacy issues for which policies and laws
are not yet in place. This is even more concerning
as the study shows that images used to train the
recognition algorithm are shared between
countries and are often sourced from social media.
As the authors suggest, there is a certain myth that
the facial recognition implemented in today's
surveillance systems is fully automated and
controlled only by algorithms, which is not true [9].
The system should be called "Assisted Facial
Recognition" because the final decision as to
whether a person meets certain criteria rests with
a human. This is clearly demonstrated in Figure 1
which shows the process used by the South Wales
Police’s surveillance system.

Conversely, some security systems such as CCTV
surveillance cameras have had substantial
success and were associated with a significantly
increased probability of crimes being solved [4],
or, at airports, they reduced waiting time [5]. CCTV
based systems are also actively used to support
quick response to medical emergencies, deescalating violence, and fast response to crime.
According to a pilot survey [6], most of the public
transport users are not concerned with and see
significant benefits of CCTV based security
system.
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Figure 1- Process diagram of AFR Locate [9]

There are certain individuals who are often
identified by the AFR system as potential suspects
even though they have no criminal record. These
individuals are referred to as "lambs". In the
Cardiff study, there is a case where the South
Wales Police asked a person to show their ID after
they were incorrectly identified by the detection
system as a potential hit person. The person was
not so much concerned about the surveillance
system, but whether the system would always
recognize him/her as a potential suspect.
Unfortunately, this is a valid concern.

San Francisco, which banned the use of facial
recognition systems due to their unreliability [13].
That facial recognition technology still doesn't
work as one would expect is shown in a New York
Times article [14], where a technology expert
working closely with the Chinese government says
that there are 20 to 30 million people under some
form of surveillance, which is far too much for the
current system. The same is confirmed by the
Cardiff study, where in situations with large
crowds, such as a championship, the system had
performance problems. The system's notification
was coming 60 seconds after a person was
identified, and in some cases, it even crashed [9].

A paper published by an MIT research group
suggests that Amazon's facial recognition
software "Rekognition" performs worse on women
and people with darker skin [10]. This has already
been disputed by Amazon stating that the
research group used an incorrect performance
methodology and an outdated algorithm [11].
Nonetheless, it is still concerning that different
algorithm can lead to different levels of social
inequity and discrimination.

The performance of face recognition algorithms is
often reported using images or videos captured
under ideal conditions, e.g., profile images from
social media, captured footage from police
stations, and high-resolution training data created
specifically for these algorithms, such as
ImageNet [15] or the IIIF [16]. However, most of
the time these conditions do not prevail in the
places where this technology is used, e.g., people
often move in different directions and thus their
profiles are also captured by the camera from
different angles. Another important situation,
which is usually ignored, is pollution or smog. In
these conditions, face recognition does not work
well, and when the visibility is less than 3 m, as in
Harbin - China, it does not work at all [17].

A report from Business Insider [12] shows that
China, which is a pioneer in facial recognition, is
using this technology for a "social credit system"
that rates a person based on their behavior. The
larger the score, the more privileges a person
enjoys in such a system. In some cases, this could
be useful, e.g., to keep the streets clean, as
people who drop trash will be punished by the
system, on the other hand, this could be used
against political dissidents who are known to
criticize the government or similar cases.

As noted, facial recognition technology is not fully
automated, and the success rate depends on
individuals trained to use and monitor these
systems. These specially trained individuals come
at a noticeable cost and require additional funding
for the entity deploying these systems
(government, police agencies). A report from the
University of California [3] clearly shows that a
monitoring system implemented by the City of San
Francisco failed to achieve its stated goals

3. PERFORMANCE AND COSTS
The above are just some of the privacy issues with
today's facial recognition systems. These cannot
be ignored, as shown by the case of the City of
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because the users of the system had little or no
understanding of the technical aspects and the
monitoring department did not have a dedicated
project manager.

development of more advanced chips like
SpiNNaker2 [20] and Intel Loihi [21] to advances
in neuromorphic AI algorithms. The novel
algorithmic approaches offer methods for both
conversion of artificial neural networks to their
neuromorphic variants [22], [23] and the direct
training of the neuromorphic compatible neural
networks [24], [25].

These findings are in contradiction with reports of
highly performant surveillance systems that are
able to track the activities of any person with an
insignificant margin of error. Possible explanations
range from the intentional placement of such
information by the government with the goal of
making citizens more cautious if they think they
are constantly being watched [14], or due to
populism and the spread of fake news, as
described in [18].

Current advanced monitoring AI systems such as
smart security cameras that detect actions [26], or
speech recognition [27] systems that constantly
stream data to the cloud present a major privacy
issue. The recent developments suggest that
current AI security systems could potentially be
replaced by neuromorphic AI solutions. The
intrinsic properties of neuromorphic AI would allow
for all the data to be processed locally and the
privacy could be restored without a loss in
functionality.

4. NEUROMORPHIC AI ENABLES PRIVACY
PRESERVING SECURITY SYSTEMS
AI-enabled security systems unfortunately have
many drawbacks. Due to high computational costs
required to run deep neural networks, all the data
from sensors is stored and processed in the cloud
opening it up to vulnerabilities to be exploited both
by the system operators and the third-party
external actors. Another serious drawback of
current AI systems are unreasonable energy
requirements necessary to operate these systems
[19].

Next to neuromorphic chips, the neuromorphic
sensors similarly mimic the functional properties of
biological sensing systems. These sensors, such
as DVS cameras [28], are specialized devices that
outperform the traditional counterparts, like RGB
cameras, in certain aspects like temporal
resolution and energy efficiency.
More importantly, DVS cameras operate in an
event-based fashion and without color sensors,
which offer an additional layer of privacy protection
and potentially a better performance for action
recognition from video streams.

Neuromorphic computing is the next step in the
development of hardware and algorithms inspired
by the architectures and functional properties of
biological neural networks. The distinguishing
factor of neuromorphic AI over the current stateof-the-art AI systems is the orders of magnitude
lower energy consumption and low latencies
which makes the neuromorphic AI particularly
viable for deployment on the edge.

We propose a security system framework that
exploits the recent advances in neuromorphic AI
to provide the specifications and features
matching the current advanced AI security
systems while respecting the privacy constraints,
and significantly reducing operational costs, see
Figure 2.

In the recent years we have witnessed a leap in
the advances of neuromorphic computing from the

Figure 2 - Architecture schematic of a neuromorphic AI-based security system
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Comput. Syst., vol. 96, pp. 386–397, Jul. 2019, doi:
10.1016/j.future.2019.01.029.

The fact that all the AI processing is done on the
edge, with orders of magnitude less energy,
removes the need for the expensive cloud
computing infrastructure which is the major factor
in reducing operational costs of the system. In
addition, the privacy guarantees of the
neuromorphic security system would enable
adoption in situations and countries that did not
previously approve of security surveillance
systems due to privacy concerns.
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Communication,” in Proceedings of EdMedia +
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J. Hall, “China ’ s CCTV culture suffers as record high
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Independent,
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5. CONCLUSION
In this article, we have presented the current state
of security surveillance systems and the privacyrelated issues that have persisted even after the
transition to AI-enabled solutions. We have also
pointed out the significant operational costs that
are a major factor in the considerations for the
deployment of security systems. We reviewed the
current advances in neuromorphic computing and
AI and pointed to the potential opportunities for
applying the neuromorphic methods to security
systems. More specifically we propose a
neuromorphic AI-based surveillance system that
would respect the privacy policies and significantly
reduce the operational costs.
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Smart Devices and Services in The Library
- The Importance of Smart Libraries
Berek, László


identified three time periods to illustrate the
evolution of technology and the changing
significance of the smart library.
The analysis was carried out on publications
published between 2001 and 2017.
The first period: Publications published
between 2001 and 2011 were mainly concerned
with library automation and borrow/return
automation.
The second period: Journal articles published
between 2012 and 2014 mostly focused on UserCentered Services. Studies have been published
on the further development of automated library
services: integrating mobile apps into the library
system, smartphone usage at the library, and
using technology to communicate with users in
as many ways as possible.
The third period: The next period (2015-2017)
was marked by the authors with the concept of
"Knowledge
Infrastructure".
The
terms
"information" and "knowledge" appeared most
frequently in publications during this period. In
addition to these, there is a growing number of
publications dealing with the smart library's
connection to the smart city. [2]
Of course, the term "smart library" now implies
that libraries have reached a level of
development that makes them an integral part of
smart cities or smart university campuses. Also,
smart technologies are being applied to all
aspects of library services and workflows.

Abstract: The development of technology and
changes in infocommunication also have a major
impact on libraries. How does the smart library
relate to smart cities? What are the technologies
and services that characterize smart libraries?
How the development of infocommunication and
IoT tools influence the library of the future? What
we can discover from national library statistics on
smart libraries?
Index Terms: smart systems, smart library,
smart cities, Internet of things, infocommunication,
artificial intelligence, library automation, library
statistics

1.

INTRODUCTION

Technological developments have radically
changed and continue to influence the fields of
information and library science. In every era, the
evolution of the library has adapted to the needs
of its users and the community, adapting to the
new developments in technology. This is not
surprising, since the main task of the library is to
serve society through its services (whatever is
the type of library).
In this paper, we look at the smart components
of the new generation of libraries, showing how
they interact with each other. Then we analyze
the changes in smart library services over the last
decade using the library statistics of the
Hungarian
Library
Institute.
(Nationwide
statistics)

3. COMPONENTS OF SMART LIBRARY

2. DEFINITIONS OF SMART LIBRARY

The characteristics and components of a smart
library can be grouped into three factors. The
combination of these components is a necessary
condition for a smart library. At the same time, if
one of these factors is not fulfilled, the smart
library cannot be realized.

How can we describe how a smart library
works?
The term smart library appeared in the
literature in the early 2000s. It was, probably, first
mentioned in an academic publication in 2003. [1]
The meaning of smart library has grown over the
years as smart technologies have evolved. A text
analysis of the literature on the subject is very
demonstrative.
The
authors
have

- Smart technology - The level of technology.
The library adopts the technological
advances that library users require
...because these technologies are already
used in all areas of life.

Berek, László. Author is with the Óbuda University Doctoral
School for Safety and Security. Library director of Óbuda
University, University Library. Hungary (e-mail: berek.laszlo@uniobuda.hu).
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Figure 1. Does the library have its own website?
(Based on Library statistics of the Hungarian Library Institute) [7] [8] [9]

- Smart services - Services should be
organized and implemented to meet user
needs. This is the level where real userfriendly and service-oriented operations
can be achieved.
- Smart People - At this level, of course, we
are not only thinking about the library staff,
but also about the library users. On the one
hand, users need to demand the
possibilities offered by new technologies,
and on the other hand, librarians need not
only to understand the new way of working,
but also to be able to teach and explain it
to library users.

of using RFID technology in the trade - with
some delay - the libraries have begun to
apply these solutions, according to the
special requirements. The continuous
development of technology is giving
libraries new opportunities. Improvements
through technology have an impact on
many library workflows. The use of RFID
technology is of particular importance in
the area of library security.
- Wireless technology. Wireless access is, of
course, becoming more and more common
in services, which are linked to other
systems. Today, it is not only citizens in
smart cities who use wireless devices as a
natural part of their lives, libraries have
adapted to these needs, too.
- Mobile technology. Citizens in smart cities
now do most of their administration on
mobile devices. Libraries need to adapt to
these needs: it is no longer enough to
make their online content available on a
mobile device; new services are also
emerging in libraries through various
mobile applications.
- Standards and protocols. The use of
standards and protocols is essential for
providing online information resources and
for building databases. In particular, it is
important that the knowledge and
resources archived in libraries and
repositories are not only available in
library’s isolation. As part of a smart city or
a smart campus, this content must also be
accessible to everyone in other connected
systems (more precisely, according to the
right permissions and access levels).

These factors not only interact, but also build
on each other in all directions, complementing
each other. Together, the individual factors
interact to form a complex unit.
3.1 Smart Technology
Among the factors that determine smart
libraries, the existence of technology is essential.
The adaptation and use of technology in other
areas also have implications for the organization
of services.
Mobile technology, wireless
systems, RFID technology, LED technology, IoT /
Internet of Things, data mining, standards and
protocols… that enable the library's online
systems to work. It can be argued that these
technologies alone do not make a smart library,
but without them, the services that library users
now expect cannot be designed.
- RFID technology. The technology has been
in libraries for years. After the appearance
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Figure 2. Does the library have a free public wi-fi hotspot?
(Based on Library statistics of the Hungarian Library Institute) [7] [8] [9]

Of course, this is not an absolute list; as new
technologies get developed, the library system
also adapts to them. Some of the technologies
used in libraries: cloud computing, virtual
technology, data mining, artificial intelligence
technology. Of course, just as 5G technology is
having an impact on smart cities, so too is this
technology coming to smart libraries. [5]

researchers are putting smart people at the heart
of the system. “In general, a smart city will need
smart people who will need smart libraries to
learn, work, and lead a high-quality life.” [6]
4. HUNGARIAN LIBRARIES IN A SMART WAY
Smart technologies and services have been
introduced in Hungarian libraries over the past
decade. Looking at the relevant library statistics
of the last 11 years, we can see the continuous
development of smart services. Official yearly
library statistics are publicly available in Hungary.
Statistics were taken from the libraries based
on the following criteria:
- Open libraries - publicly accessible to
anyone;
- The library's collection is more than hundred
thousand items.
With these two conditions we have ensured
that only libraries that are accessible to all
citizens and that are definitely based in a city are
included in the selection.
From the statistical data sets, we examined
portal services, Wi-Fi access, and mobile
technology. The data analyzed consisted of the
answers to the following questions:
- Does the library have its own website?
- Does the library have a free public Wi-Fi
hotspot?
- Does the library have a mobile version of its
website?

3.2 Smart Services
These services are based on the technologies
presented before. Smart library services must
fulfil the most important task: to develop
knowledge services that meet the needs of the
user. Of course, user needs differ from user to
user. An important point for the library's smart
services is to know and adapt to these needs
when designing and developing its services.
The services of the smart library can be
separated into the services implemented in the
physical spaces of the library as well as on the
online, virtual interfaces.
By providing smart services, the smart library
creates the learning and research digital
ecosystem, environment that the citizen of the
smart city needs. The implementation of new
information technologies in smart library services
is clearly a way to increase service efficiency.
Traditional library services will be transformed
and further developed as these technologies are
adopted. [4]

4.1 Smart Portal Services

3.3 Smart People

Libraries have introduced more and more
online services over the past decade. Most of
these services appear in the libraries' online
systems and on their websites. It is worth looking
at the statistics to see how library portals have
developed over the last 11 years.

People in smart cities have a growing need for
information and knowledge. This naturally has an
impact on libraries. Library staff's skills in new
technologies are essential. One cannot use smart
technology, build and operate smart services
without smart staff at the library. Of course, many
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Figure 3. Does the library have a mobile version of its website?
(Based on Library statistics of the Hungarian Library Institute) [7] [8]

To the question in the statistics - Does the
library have its own website? - the following
answers were given:
- No website;
- Simple structure, static data content;
- Complex structure, permanently updated
content;
- Portal services, daily/several times a day
updated content.

development of library services. Increasingly,
library online systems are being accessed via
mobile devices. The issue of mobile applications
for smartphones has only been included in library
statistics for a few years, so no trend can be
plotted in this area.
However, the statistics include information on
the availability of the library's online systems on
mobile platforms from 2010 onwards. “Does the
library have a mobile version of its website?”
In 2008, the library statistics did not include this
question, so we have plotted the data for 2013
and 2019. Even in this 6-year interval, it is clear
that the development of online library systems is
clearly moving in this direction. While in 2013
only 16% of library websites had a mobile
interface, by 2019 this had increased to 53%.
[Figure 3.]
Of course, there are some other specific smart
technologies and services in Hungarian libraries,
but the aforementioned ones are relevant in the
available statistics.

It is clear that portal services have evolved
considerably in recent years. The number of
large libraries with a "No website" response has
decreased from 12% to 5%. The number of
libraries with a special portal service, with a
website updated at least once a day, has
increased from 9% to 39%. [Figure 1]
4.2 Wi-Fi Technology
Wireless technology is an important foundation
for smart cities and smart campuses. Most smart
services use wireless technology. To the
question in the library statistics - Does the library
have a free public wi-fi hotspot? - the libraries
could answer yes or no.
Almost half of libraries had public wi-fi hotspots
in 2008, according to the data. The statistics for
2008 showed that 49% of libraries provided wi-fi
for users, increasing to 96% in 2019.
It is clearly visible how much the environment
has changed in Hungarian libraries in the past
decade. Of course, this trend is worldwide, and
the graph shows that libraries are adapting to the
needs of citizens in smart cities. [Figure 2.]

5. CONCLUSION
Based on the experience of the last decade,
the smart library is the best way to serve the
information and knowledge needs of smart cities.
To achieve this, the staff of smart libraries must
also evolve with the development of technology.
Of course, at the heart of the system, as several
researchers have already argued, are the smart
people, whose needs must be met by smart
library services.
As we can see from library statistics, libraries
in Hungary have made great steps in this area
over the last decade. Nevertheless, the
development of technology and smart tools is not
stopping and usage is growing exponentially.
Thus, we cannot stop on the path of library
smartness.

4.3 Mobile Devices
Mobile technology and the spread of
smartphones have also had an impact on the
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Development of a Voice-Command Based
Interactive Educational Toys
for Preschool Age Children
Simon, János; Čović, Zlatko; and Papp, Zoltán


development teams have developed their own
speech recognition systems but Serbian and
Hungarian have not been supported yet [3].
Testing has shown that the platform works well
with English-language commands. For speakers
of English and other familiar languages, there are
many programs that convert speech to text. But
that is not the case for languages from Hungarian
or Serbian speaking area. It is not profitable for
big companies to develop that kind of a solution,
and there is no one else who would deal with it.

Abstract: This paper presents an application of
an implemented system for pedagogical - special
educational purposes in the form of an interactive
toy that uses voice commands in Serbian and
Hungarian language. The project consists of three
parts. The first part of the project is the
development
of
hardware,
an
interactive
educational toy, which is based on the IoT platform
with speech recognition support for Serbian and
Hungarian language. This part of the research
refers to the selection of appropriate hardware
components, such as sensors, communication
modules and IoT platforms, and which meet the
criteria
of
fast
signal
processing,
fast
communication, low power consumption, and high
reliability. The hardware is installed in a plush toy.
The second part deals with the development of
software for an interactive educational toy. The
accelerated development of technology has
contributed to the improvement of educational
methods in all segments and levels of education.
In addition to application of a number of
information and communication technologies, the
teaching method and teaching principles are
changing. Games are a form of active learning that
allows a child to control the process to a certain
extent and to achieve a certain interaction with the
game. Game-based learning (GBL) is based on an
active learning methodology and encourages
commitment-based
learning
activities
and
challenges to achieve set learning goals. The third
part of the research refers to development of a web
system that would be responsible for content
management
and
analysis
and
statistical
processing of collected data.

Speech recognition is a task that involves
recognizing patterns on multiple levels, in which
sound signals are examined and structured into a
hierarchy of parts of words, phrases and
sentences. Each level provides an additional
temporary constraint, such as: a familiar
pronunciation of a word or the correct sequence
of words. This hierarchy of constraints can best
be exploited by combining decisions based on
probability at a lower level and decision-making
only at the highest level [10][7].
Speech is a natural form of communication for
people. We learn all the relevant skills during
early childhood, without instructions, and we
continue to apply that to our speech
communication throughout our lives. For us, it
becomes so natural that we are not able to
realize at all how complicated the phenomenon of
speech itself is. The human vocal tract and
articulators are biological organs with nonlinear
characteristics, whose work is not only under
conscious control, but is also influenced by
factors ranging from sex to emotional state [8].
As a result, vocalization can vary widely in terms
of accent, pronunciation, articulation, roughness,
uniqueness, volume, and speed; also, during
transmission, our irregular speech pattern may
be further disrupted by background noise and
echo, as well as electrical characteristics (if
telephones or electronic equipment are used). All
of these source variabilities make speech
recognition, even just speech generation, a very
complex problem [4].

Index Terms: IoT; Neural Network; Speech
recognition; Raspberry Pi.

1. INTRODUCTION
Related work from conferences and scientific
journals dealing with this topic were analyzed
[5][4][12]. This work follows the reviewed articles
from similar solutions that are based on platforms
such as Amazon Alexa, Apple Siri, Google
assistant, etc., ready-made solutions or

What makes people so good at speech
recognition? The human brain is known to be
wired differently than a computer; in fact, it

Manuscript received June 1, 2021.
Simon János is with the Department of Technology / Faculty of
Engineering / University of Szeged (e-mail: simon@mk.uszeged.hu).
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operates under a radically different paradigm of
computation. While a conventional computer
uses a very fast and complex CPU with explicit
program instructions and locally addressable
memory, human brain uses a massive parallel
collection of slow and simple processing
elements (neurons), densely connected by
weight (synapses) whose power is modified with
experience, directly supporting the integration of
multiple constraints and providing a distributive
form of associative memory.

3. GOOGLE SPEECH SERVICE
Google Speech service allows users to convert
speech to text, using neural network models with
great accuracy. It supports all devices that have
the ability to send REST or gRPC requests and
provides easy integration with user applications
[12]. Speech service recognizes one of the three
methods:
• Synchronous
speech
recognition
is
performed by sending audio data to Google
Speech service, which performs speech
recognition and immediately returns a
response
containing
the
recognized
command. Requirements are limited to an
audio data length of 1 minute.
• Asynchronous speech recognition is a
method in which audio data is sent to the
Speech API and the Long Running
Operation is started. Using this operation, it
is possible to periodically download the
recognition results. This method is used for
requests with a duration of up to 80 minutes.
• Real-time recognition performs speech
recognition by continuously sending audio
data through a gRPC bidirectional stream.
The requirements are such as to provide
real-time recognition at the same time as the
user speaks.

Impressive brain superiority in a wide range of
cognitive skills, including speech recognition, has
inspired research into a new computing
paradigm. The paradigm, used since the 1940s,
suggested that brain-like models can lead to
brain-like performance in many complex tasks.
This field of research is now known as
connectivism or the science of artificial neural
networks [1].

In this project, a synchronous speech recognition
approach was implemented In this case, the
command from the local audio file is processed in
real time. The maximum duration of a command
that can be processed in this way is 1 minute.
The file sharing protocol requires that an HTTP
POST request be made to the Google Speech speech recognition service, with the encoded
audio file being placed in the post request data
field.

Figure 1: Structure of a speech recognition system.

What is the current state of speech recognition
skills? This is a complicated question, because
the accuracy of the system depends on the
conditions under which it was developed [2].
Under sufficiently directed conditions, almost any
system can achieve accuracy similar to a human,
but it is much more difficult to achieve good
accuracy under general conditions.

It is assumed that the project will run on a
dedicated resource-limited computer, so the code
is written in the Python programming language.
Logically, the project is divided into two large
units in such a way that one unit focuses entirely
on waiting and recognizing the keyword,
recording the sound, encoding it in the
appropriate format and sending it to the
appropriate server. The second unit deals with
the interaction with users.

2. SPEECH RECOGNITION METHODS
Human speech has very specific features that
make it difficult to process it in computing. The
most common approach used is to divide speech
into words, and then into phonemes, each of
which is processed separately by certain
algorithms, regardless of the fact that speech is a
dynamic process without clearly separated parts.
Speech is considered to be a continuous
sequence of steady states combined with
dynamically changing states [9]. In this state
sequence, somewhat similar classes of
phonemes can be defined. Speech recognition is
the process of converting speech signals into a
series of words, using an algorithm implemented
as a computer program [16]. Most speech
recognition systems are based on the use of a
hidden Markov model, and use neural networks
as the architecture.

The purpose of the keyword recognition system
is to call a voice assistant who will start listening
to the requests made by the user. The keyword
recognition system constantly listens to the voice
string
and modifies it to make it easier for
the decoder to decode the input. In the general
case, the voice string contains noise
, so the
input signal can be recorded in a form
where
is the clear audio
signal. In order to clear the input audio signal
from noise, noise reduction algorithms are used

14

[14]. After noise reduction, it is necessary to
equalize the spectrum of audio signals. Namely,
a child who uses an interactive learning toy has a
specific voice, so it is necessary to use the
appropriate sampling frequency. A FIR filter can
be used to equalize the audio spectrum. When
the input audio signal is cleared of noise and its
spectrum is balanced, the array is converted from
analog to digital form. The keyword listening
system then sends an audio signal to the
keyword model, which checks to see if the
keyword is in the input audio signal string. The
keyword model solves the binary classification
problem [6]. Namely, this model classifies the
input audio sequence into two sets. The elements
of the first set are words that are keywords, while
the elements of the second set are words that are
not keywords. One of the methods for solving the
problem of binary classification is by using neural
networks. Since the input audio signal can be
viewed as a time series that can vary in length, it
is necessary to apply recurrent neural networks.

Figure 3: Audio subsystem setup

In this utility, it is possible to change the volume
and mute or unmute the sound with the "m" key.
The program gives the possibility to change the
audio subsystem (if there are more than one)
using the left and right arrow keys.
5. SOFTWARE TOOLS
Python is an interpreted, object-oriented
programming language with dynamic semantics.
It supports modules and packages that
encourage program modularity and code reuse.
The Python interpreter and extensive standard
library are available in source or binary form free
of charge for all major platforms and can be
freely distributed [11].

4. THE STRUCTURE OF THE DEVELOPED SYSTEM
This section presents the basic structure of
automatic speech recognition systems that are
TTS (text to speech) and STT (speech to text).
The main elements of speech that must be taken
into account when creating such systems are
explained [15]. The following speech recognition
algorithms and tools were used artificial neural
networks, hidden Markov models, and deep
neural networks. The architecture of the speech
synthesis system is also explained and all the
analyzes that the system performs during
processing are described in Fig 2. The last part of
the report describes the implementation of a
voice recognition application (Voice command)
within the Raspbian operating system.

PHP (Hypertext Preprocessor) is a specialized
scripting language primarily intended for creating
dynamic web content and is executed on the
server side. Supports multiple web servers as
well as operating systems. Today, most sites are
created using PHP. It has very good integration
with various databases and supports several
programming
paradigms:
imperative
programming, functional programming, objectoriented programming, procedural programming,
and reflection. PHP is the basic technology that
was used in the development of the web
platform. The communication script on the server
side was also implemented using PHP.
6. USED HARDWARE PLATFORM
The components of the physical architecture of
the system are a computer and development
environments (Raspberry Pi 4 was used in this
project) to which a camera and a microphone are
connected via a USB port. The figure below
shows the physical architecture of the complete
system connected as a whole, with the arrows
illustrating the name and description of the
individual components. Fig 4. shows the main
system component with connection options, i.e.,
the appearance of the GPIO Raspberry Pi [5].

Figure 2: System overview

Volume and other sound characteristics can be
changed at the command line, or using a small
graphics utility called Alsamixer as depicted on
Fig 3.

15

7. WEB PLATFORM
A web-based platform for content management,
collection, processing, and display of data from
the interaction process has been created. The
administrative web platform has several options
for working with content categories, for entering
and editing content, as well as for tracking
statistics created based on the use of the system.
Scripts for communication with the hardware part
were also created. In addition to PHP, HTML,
CSS, JavaScript with additional libraries were
used. All data on the server side is stored in a
MySQL database. Two-way communication
between hardware and software is done via
HTTP protocol and several API links.

Figure 4: System hardware component

The Raspberry Pi 4 can be powered by an
external battery or direct mains power. The
keyboard connects via Bluetooth. The large
screen is activated via a micro-HDMI to HDMI
connection. It is possible to connect a separate
microphone and a separate camera, but in this
case, one webcam is used that is connected via
a USB port. A small display, which can display 16
characters, and a LED ring that is powered via
the Raspberry Pi 4 motherboard. The LED ring is
used to give a visual feedback to the user. Inside
the plush toy there are two USB speakers.

Figure 6: Testing an interactive speech recognition system

Part of the hardware software is programmed via
the Raspberry Pi 4 motherboard using the Python
programming language. After launching the
software, the interactive toy enters standby mode
and waits for the command words. Voice
recognition is done via Raspberry PI software,
processing a source taken from a USB
microphone. The answer comes from a plush toy
via a USB speaker.

The statistics option is used to view the data
obtained during the interaction. In addition to the
spoken word, data on the language set during the
interaction as well as on the date of data entry
are collected as shown on Fig 6.
In the Categories option, content categories are
displayed. One can also see the modal for
entering a new category.
The user interface of the web platform is clear
and easy to use. All necessary type and safety
checks are performed before entering the data
into the database. To get a better user
experience, AJAX was used, which is a group of
interconnected web development techniques on
the client side used to create synchronous and
asynchronous web applications. Using AJAX,
web applications can send and receive data from
the server asynchronously (in the background)
without changing current display and behavior of
the page.

The plush toy is an interactive educational tool
that knows the correct answer to the identified
task with voice recognition in Serbian and
Hungarian. It provides a multisensory experience
and can contribute to improvements in the
learning process through light and sound effects
as depicted on Fig 5.
User data needs to be stored in a decentralized
database, so that it is available at all times to all
devices connected to the network.

8. ACHIEVED RESEARCH RESULTS
The planned results of the project were:
 Development of a platform for speech
recognition in Serbian and Hungarian,
which can be arbitrarily upgraded with
functions.
 Software solution for interactive learning.
 Development of a management software
for the needs of the system.
Figure 5: Testing an interactive speech recognition system
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 Development of a web platform for data
manipulation and data collection

The software was tested on a Raspberry 4
computer and in a network environment, and
there are no major delays or major issues that
would reduce functionality.

Experiences from the project, i.e., software
solutions can be useful in the development of
other solutions that require speech recognition.

The application of the implemented system for
pedagogical - special educational purposes is
currently in the pilot testing phase. Since the
interactive plush toy has a built-in LED ring, it is
possible to use it to learn color names. Namely,
the LED ring enables the reproduction of any
rainbow color, so it can display the color whose
name is pronounced by the child. In this way, the
interactive plush toy simultaneously improves
both the child's verbal and visual abilities. It is
also possible to reward a child with an
appropriate light from the LEDs, if it answered
correctly the question posed by the plush toy.

The description of the project and the
presentation of all materials as well as the
experiences from this project will be published on
the project website www.ilppc.proj.vts.su.ac.rs,
which is currently being developed.
9. CONCLUSION
After researching the ways and methods with the
implemented voice command, it was concluded
that the currently available platforms does not
have good enough support for Serbian and
Hungarian language. Testing has shown that the
platform works well with English-language
commands. Existing components were used to
create an interactive toy that uses voice
commands in Serbian and Hungarian language.
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 Raspberry Pi 4 Model B Original 4GB
DDR 4 1.5 GHz BCM2711B0 Wireless
with Wi-Fi
 Raspberry Pi 4 case
 Raspberry Pi 4 power supply, 3A, original
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Autonomous driving
Pisarov, Jelena

Index Terms: autonomous vehicles, mobility,
cyber security, carsharing, developments, software
system, acceptance.

Abstract: The future of the modern world faces
the appearance of different ways of mobility. Huge
strive in today’s world have obtained self-driving
robotic cars powered electrically. The paper
explains how autonomous vehicles function as well
as their position and importance in new mobility
concepts. New developments in autonomous
vehicles are being accomplished and introduced to
users’ demands. Many car companies have
developed their own driverless vehicles and
detected some problems with them. The major flaw
of autonomous vehicles is cyber security and safety
which will be discussed throughout this paper.

1. USERS AND USE OF THE NEW MOBILITY
CONCEPTS

N

ew mobility concepts entail innovative programmes and the usage of new technology,
which leads to the digitalization of transportation.
The key enabling technologies of digitalization of
transportation have three basic processes:
automation, digital data, and digital user interface
and system interconnectivity.

Autonomous vehicles have modernized the
mobility of people which means that people no
longer have to come to the vehicle but the vehicle
comes to them and are able to share transportation
and thus lowering the traffic congestion and cost.
Smartphone applications have been developed and
are facilitating the carsharing system. Acceptance
and trust play important roles in the development of
self-driving cars. A producers must gain confidence
that users (drivers) are well-educated not just with
the concept of driverless cars but also with the
digitalized developments needed in order to use the
new mobility concept. A research on the acceptance
of driverless cars will be presented within this
paper.
Furthermore, autonomous vehicles reduce
pollution and are environmentally friendly.

The key enabling technologies of smart mobility
are defined as follows:






It is anticipated that autonomous vehicles will
take over the roads and are the future of
transportation. They offer comfort, safety, and good
driving conditions. However, an area where
autonomous vehicles are used must possess a
proper infrastructure such as good roads, charging
lanes, internet etc. Hereafter, this paper presents
important characteristics, developments, and
features of autonomous cars.

Automation – sensors and systems (e.g.
navigation, speed control etc.).
Digital data – information distribution, automotive vehicle data management, driver
information system.
Digital user interface (driver, operator,
vehicle) – driver-vehicles interaction, task
optimization, maintenance.
Interconnectivity – vehicle fleet management systems, peer to peer networking,
artificial intelligence, knowledge accumulation.

It may be concluded that autonomous vehicles
are the main elements of smart mobility based on
the key enabling technologies mentioned above.
Figure 1 shows a fully automated intelligent
vehicle and its interaction and communication with

Figure 1. Strategy model of Cyber-Physical Vehicle Systems and Infrastructure
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physical and cyber infrastructures. The inevitable
fact is that automation is the element needed for
digitalization of the automotive industry. Vast
automation also has a goal to lower, as much as
possible, the risk of human errors in the process
of transportation [36]. On the other hand, these
tangible systems must be carefully examined in
order to avoid any plausible mishaps and ensure
the driver’s safety.
Furthermore, due to the fact that smart vehicles
will share the same road with traditional vehicles
infrastructure plays a significant role. In the
planning of intelligent transportation systems the
infrastructure such as fast and smart roads, smart
parking places, charging lanes, transport hubs,
overpasses etc. must be taken into consideration.
Smart mobility also entails static data (e.g. digital
maps, traffic regulations) and dynamic data (e.g.
real-time traffic information). The intelligent infrastructure ensures safety and,
if an accident occurs, the driver is able to
react quickly and get help. Intelligent
lightning, surveillance, and security
cameras systems provide additional help,
which allows further automation in operation.
Communication between various systems of an
intelligent vehicle must be achieved. A person
driving a smart vehicle needs to feel safe and
comfortable while on the road. After that, users
must be provided with the explanations and
instruction on how to connect and integrate the
vehicle into the electric charging system as well as
providing charging lanes as frequently on the road
as possible.

Figure 2. Networked system of function units

efficient vehicle has two advantages for the driver
i.e., reduces the costs of fuel (fuel is becoming
more and more expensive these days) and
increases the length of the road being able to
pass. Other relevant benefits are comfort,
economy, and no emission of toxic fumes.
Advanced Driver Assistance Systems are increasingly becoming important for the
driver and automotive industry. A
research of the eco-friendly system
architecture of self-driving vehicles,
eco2DAS is meant to develop such a
system that is universally applicable to
the current infrastructural conditions and supports
each possible set of eco functionalities. The
system is both ecological for the environment and
economical for the driver.
The eco2DAS system means the communication signals, interfaces for information
exchange, and core modules on the system level
(Figure 222). This system is able to carry out
complex optimization functions with its large
number of links and within it has got a framework
for many possible eco functions.

Also worth of mentioning is the fuel efficiency of
self-driving vehicles. These vehicles are ecofriendly and spend lesser fuel than traditional cars
because they have an electrical power. An energy-

Since there is a large number of companies and
institutes which are currently developing better
and better autonomous vehicles, it is believed that

Figure 3. Safety phases of the Autonomous Intelligent Cyber-Physical Vehicle Systems
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people will accept them even more than it is the
case today. It is needless to say that people are
reluctant into adopting new mobility concepts for
the reasons of safety and security. These issues
will be discussed in the following chapter.
2. SAFETY AND CYBER SECURITY ISSUES IN
SELF-DRIVING ROBOTIC CARS
After appearing on the market, self-driving
robotic cars have soon caught the attention of
many drivers who were not reluctant to buy one
and try it out. However, people are used to drive
the cars by themselves and to have an absolute
control over it, so the concept of self-driving cars
may raise couple of crucial questions – the security and safety. Needless to say, self-driving
robotic cars are state-of-the art and nowadays
most of top car companies are producing them
(Tesla, BMW, Volkswagen etc.) and yet, the
question of safety and cyber security is still
present [1-9]. The vast number of these cars can
experience problems with cyber security which
furthermore may affect the functioning of their
networking system. A proper protection at some
instances is not provided or in the worst case
scenario there is no protection at all. These
security omissions may lead to more serious
issues such as disruption of operation or taking
over the control of the vehicle without being in a
direct physical connection.

Figure 4. Venn diagram of the difference between
Automotive Cyber security and Automotive Information
Security [36]

airbags, crumple zone of a car, also electronic
assistants, such as ESP or ABS, must be in
perfect conditions. Checking safety is crucial for
autonomous vehicles and, thus, several points are
taken into consideration: functional safety, active
safety, safety and reliability (e.g., hardware and
software), and human factors. From the point of
cyber security, types of security have been
outlined in Figure 3 [36].
Also, the vehicle must be protected from
stealing. As we protect our credit cards, mobile
phones, lap tops, or any other technology with a
password, in the same manner autonomous
vehicles must have cyber safe system. The
software being used by an autonomous vehicle
needs to be constructed to protect the vehicle from
malfunctions and external attacks. The security
within a vehicle contains information which focuses on confidentiality, integrity, and availability of
information. Figure 4 shows the availability of
information in cyber security system. Figure 5
shows the phases of safety and security while
designing autonomous intelligent vehicle systems.

Safety in self-driving vehicles or any other
vehicle can be defined as endeavor to keep the
vehicle in an excellent condition which ensures the
highest level of safety and protection for the
person driving it. Additionally, every fundamental
part of the vehicle such as brakes, steering,

Figure 5. Safety and security through the design of autonomous intelligent vehicle systems
and intelligent infrastructure
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3. CYBER SECURITY DEVELOPMENTS IN
SELF-DRIVING ROBOTIC CARS

for different researches on vehicle dynamics and
mechanical or electric/electronic components (EE
system). MOBILE is analyzed in the terms of
functional safety. Furthermore, in terms of simple
hazard analysis according to ISO 2626 standard,
which the design of the drive-by-wire system has
to provide [10-16]. The aspects which are investigated on that vehicle are the details of the
architecture of the part of the EE system essential
for vehicle control: displays, inputs, brakes, battery
management, cooling system and knowledge
management. Figure 7 illustrates the core
requirements for the MOBILE set-up.

As said in the previous sections, security and
safety play very important role in smart mobility
developments. Since smart vehicles contain complicated software as well as hardware, any
manufacturer has to ensure that no one (except
the owner or a driver) can obtain the access to the
vehicle. Cyber security is not something that
should be taken for granted but should have a
serious role in the processes of planning and
development of a smart vehicle.
Smart vehicles are often subjected to the risk of
being attacked by hackers and, thus, the product
safety and security, performance, data integrity,
access, privacy, and interoperability must be on
the highest level. For these purposes standards

MOBILE has got an electric drive and control of
propulsion, braking and steering. This electric
drive aids to a powerful base configuration and
provides flexibility in the long-term behavior of the
vehicle. The four-wheel steering ensures areas

Figure 6. The development process of the iterative prototypes of smart mobility [36]

are being introduced to provide rules and planning
guidelines for functional safety of the electronics
systems of smart vehicles. Specifically, standard
for the recommended practice in safety and
security of smart vehicles J3061TM was already
issued in January 2016. Figure 6 shows the
process of development of prototypes of smart
mobility. However, this field is still at the beginning
of development and other standards are yet to be
introduced.

where the vehicle may be applied. For example,
the steering wheel may be implemented with a tierod to be able to steer each wheel separately and
thus the different steering geometries and steering
concepts may be imitated by simple software
application [17-24]. The electro-mechanical braking system within MOBILE is built to outperform
the hydraulic brake systems when it comes to
reaction times. Additionally, MOBILE is powered
by a modular power supply which consists of two
independent units. The principal source of power
for each unit is based on lead-acid batteries of
300 V. The flexible design allows user interface
which means that all input devices can be
exchanged if needed.

A variety of researches have been carried out
since the breakthrough of the autonomous
vehicles to ensure their safety and security. One
of these researches was carried out by the
Institute of Control Engineering and the Institute of
Engineering Design at TU Braunschweig in
Germany. They built an experimental (a prototype)
vehicle MOBILE which is meant to serve as a tool

In the process of development and manufacturing a smart vehicle, issues such as hazard
analysis, risk assessment, threat analysis, safety
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Figure 7. Mechanical set-up of MOBILE

concepts and requirements, system design, as
well as defense-in-depth system planning must be
given close attention. Also, this field is still at its
infancy and other standards and requirements
need to be introduced.

Any person who has a valid driver’s license can
register to the application and use this service
upon payment of the registration fee. The concept
is pretty simple. Such a concept of carsharing has
developed by UBER. A person can install an app
through which they can order a car whenever they
need a ride. Additionally, via UBER one may order
food, groceries, and travel around the city etc.

4. NEW MOBILITY CONCEPTS AND AUTONOMOUS
DRIVING – CARSHARING: “CORE APPLICATION”
OF NEW MOBILITY CONCEPTS
Mobility matters and it is a fundamental need of
every human being. We are constantly on the
move to meet our friends and family, travel on
holiday, or simply, go to the store. There are long
established means of transportation in everyday
life such as bicycles, manual cars, buses, trams,
etc. Autonomous vehicles represent a new
mobility concept. The driver has little or no action
to perform. People most often like to experience a
convenient, affordable, and unremarkable
journey. The marketing of smart city mobility
focuses on providing additional services which are
not available in traditional systems.

5. USERS AND USAGE CONDITIONS
New technologies are based on and managed
through software, digital platforms and applications. The same thing is applied to new mobility
concepts such as carsharing. Mobile applications
are inevitable if a person desires to access
carsharing vehicles [25-32]. These apps give the
user an insight of the available vehicles and their
locations. Next, users decide whether or not they
want to hire the vehicle. Then, the app books a
vehicle and shows the route to it.

Car companies have recognized these desires.
For example, Volkswagen has developed a
shuttle-on-demand (MOIA) which was proven to
be highly efficient and flexible. This electric vehicle
can be booked by a customer via a smartphone
app by simply entering start location and
destination and the MOIA vehicle comes at a
virtual stop up until 250 meters away from the
customer and the app navigates the customer to
the vehicle. This concept of mobility promotes
sharing a journey with other people who are
traveling in the same direction and, thus,
preventing traffic congestion, saving environment
by having fewer cars on the roads, and reducing
traffic. This way of transportation is known as
carsharing. Carsharing existed long before
autonomous cars started to emerge, but the
difference is that the user no longer has to come
to the vehicle but the vehicle comes to the user.

To use this mobility concept, a person must be
technically educated, what means to own a smartphone and to be a little bit technologies savvy, just
enough to know how to use the app. However,
people’s hardware and software skills are
increasing and almost every person in modern
society has at least some knowledge to use it. In
today’s digitalized world this is a must.
Well known app for carsharing Car2Go made a
survey in 2014 and discovered that the users find
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Figure 8. Google and Lexus autonomous vehicles

the digitalization of mobility quite useful. Users say
that cars are available at any time and are able to
use them spontaneously. These facts may explain
the rapid success of flexible carsharing.

a human. Additionally, a dashboard has been
developed to help people comprehend what the
vehicle is doing. Hereafter, it may be concluded
that the driving conditions for the user are
impeccable.

Autonomous vehicles are expected to become
a trivia in lives of human beings. Until that
happens, producers must take into consideration
people’s needs and preferences. Whether a
person will or will not adopt the usage of
autonomous cars, widely depends on how they
feel while driving the car and how safe are they
while driving. Any company which produces AVs
must meet users’ expectations and coax them to
transfer from manual to autonomous cars.

6. DIGITALIZATION OF THE EVERYDAY WORLD AS A
BASIC PRECONDITION FOR NEW MOBILITY
CONCEPTS
Digitalization of the environment and infrastructure around us is inevitable due to the
appearance of self-driving robotic cars. In previous
paragraphs it was discussed how do software and
hardware function within a vehicle but now close
attention must be given to networking with the
environment. The autonomous vehicle has to be
connected to the internet, to the infrastructure and
to the other vehicles and thus the digitalization of
the environment has to take place in order for
people to be able to drive an autonomous vehicle
or use the carsharing concept. Countries and
areas where autonomous vehicles and carsharing
apps are used must be technically equipped i.e.
stations where AVs may be charged and internet
to access the app. Another point is that people
who would like to use these apps must own a
smartphone and nowadays the rate of the people
owning one has significantly risen. Similarly, the
users have to be educated on how to use a
smartphone, internet and apps.

The advantages of AVs for the users are many.
They will liberate those who dislike driving, make
life easier for those who are not able to drive, the
car can act as an important aid to people who are
disabled visually or physically… Moreover, elderly
people will be enabled to move more quickly and
it is not less important for parents distracted by
young children.
It should be anticipated that people will change
their perspective of vehicles and eventually not
notice the difference between driven and driverless cars [33-38]. Users will realize that mobility is
very important and driven cars will eventually be
dropped.
Car producers believe that there are three
things to be accomplished in order for the society
to accept autonomous vehicles. Those are: trust,
comfort, and control. It is out of high importance
that the user actually trusts the safety of the
vehicle, that it is familiar with their surroundings,
journey as well as the user. In other words, the
user must be well informed about what is the
vehicle doing and its operations. Comfort is
something that is always expected. Users will
probably anticipate a car which has a premiumfeel interior, long lasting and easy to maintain,
flexible seating configurations and a modern
dashboard with a screen intuitive to use.

Digitalization of everyday world also means
flexibility of transportation. Practically, the users
almost have no barriers in movement around the
city. Besides, the cost of transportation is lower
because the users may employ the concept of
carsharing and split the ride with another
passenger.
Acceptance and trust of smart vehicles
throughout the world is also something worth
mentioning. Many people around the world are not
willing to adopt smart vehicles because they are
used to being in control of the vehicle itself. A
research has been carried out to increase the
acceptance of self-driving cars which will be
explained in the next paragraph.

Great conditions for the driver and better control
of the vehicle were confirmed with the research
carried out by Google on their autonomous
vehicles. The research proved that their selfdriving Prius and Lexus cars are safer and
smoother when controlling themselves rather than
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Figure 9. Charging a self-driving car and MOAI smartphone app by Volkswagen

randomly given vignettes. The participants have
also done a survey created for this experiment
called Self-driving Car Acceptance Scale (SCAS)
(see Table 1). Participants read the situations and
questions from their vignettes and provided
responses for SCAS. After finishing the experiment the results outlined that the scenarios which
participants have described fits, firstly, to
urban/city driving, then rural/small town driving
and distance/interstate/freeway driving. The
results also showed that participants, on average
have 18.23 years of driving experience, drive 8.29
hours per week and spend 1.79 hours in traffic
jams per week. Participants have also reported
having read articles about self-driving cars and
have seen advertisements on television. Participants rated their familiarity with self-driving cars on

The participants who participated in the
research were recruited via Amazon Mechanical
Turk (AMT). All the participants were required to
be licensed drivers. The material being used was
vignettes. Two vignettes described hypothetical
scenarios concerning a close friend or family
member’s experiences during the first 6 months of
owning a self-driving car and scenarios where the
driver has little or no role during vehicle
automation. There was also a realistic vignette
which described a balance of positive and
negative experiences with the vehicle but it was
written to emphasize a scenario in which the driver
needed to monitor the car carefully during vehicle
automation, human intervention was needed to
avoid the accident. Both vignettes said that the car
was safe. Participant were assigned to read
Table 1. SCAS Items and Descriptive Statistics

Item
Perceived reliability/trust
1. Self-driving cars will be safe.
2. I would trust a self-driving car to get me to my destination.
3. People will need to watch self-driving cars closely to be sure the computers don’t make mistakes.
Cost
4. I would be willing to pay more for a self-driving car compared to what I would pay for a traditional car.
5. The benefits of a self-driving car would outweigh the amount of money it would cost.
6. The cost of a self-driving car would be the most important thing I would consider before purchasing one.
Appropriateness of automation/compatibility
7. I do not think that computers should be driving cars.
8. It is important for a human to be able to take back control from a self-driving car.
9. There are some driving scenarios that will be too difficult for a self-driving car to handle.
Enjoyment of to-be-automated task
10. I enjoy driving a car.
11. I prefer to be the driver rather than the passenger in a car.
12. I enjoy cruising or going for joy rides.
Perceived usefulness of automation
13. A self-driving car would allow me to be more productive.
14. A self-driving car would allow me to be more safe while in the car.
15. Self-driving cars will reduce traffic problems.
Perceived ease of use of automation
16. Self-driving cars will be easy to use.
17. It will be a lot of work to figure out how to use a self-driving car.
18. It would take me a long time to figure out how to use a self-driving car.
Experience with automation
19. I like to use technology to make tasks easier for me.
20. I have bad experiences when I try to use new technology instead of doing things “the old-fashioned way”.
21. There are tasks in my life that have been made easier by computers doing the work for me.
Intention to use automation
22. I would like to own a self-driving car.
23. Even if I had a self-driving car, I would still want to drive myself most of the time.
24. In a self-driving car, it will be important to me to have the option to turn off the computer and drive myself.
Notes: N 288. All questions rated on a Likert scale with end anchors 1=”strongly disagree” and 7 “strongly agree”.
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a scale from 1 (not at all familiar) to 7 (extremely
familiar) and the final result was 4. When it comes
to the acceptance of self-driving cars, people may
accept them under idealized rather than realistic
scenarios at the initial stages of development.

[10] Pisarov, J., “5G i samovozeći automobili,” XXVI Skup
Trendovi razvoja: „Inovacije u modernom obrazovanju”
(TREND 2020), ISBN 978-86-6022-241-3, COBISS.SRID 332796167, paper No. T2.2-4 (12930), pp. 391-394,
Kopaonik, Serbia, February 16-19, 2020.
[11] Pisarov, J., “Önvezető autók okos városokban,” European
Smart, Sustainable and Safe Cities Conference (SSSCC
2020), pp. 1-6, Budapest, Hungary, January 31, 2020.

7. CONCLUSION
To summarize, we may conclude that the
precondition of smart city is smart mobility. In
order for the smart city to function properly there
are two main elements and those are autonomous
intelligent vehicles and vehicle systems, and
intelligent transport infrastructures. Smart mobility
development has become essential since the
demand for creating cooperative intelligent
transport systems has risen. Besides, smart
mobility increases productivity (transport capacity,
comfort), reduces the numbers of accidents and
the emissions of harmful materials. The last but
not the least issue to be resolved is to persuade
people to trust driverless technologies.

[12] Pisarov, J., “Self-Driving Cars are the Solution to
Overpopulation,” European Smart, Sustainable and Safe
Cities Conference (SSSCC 2020), pp. 1-6, ISBN 978-61500-9250-8, NextTechnologies Kft., Budapest, Hungary,
2020.
[13] Pisarov, J., “mBot kerekeken gördűlő mobil robot
irányítása,” Magyar Tudomány Napja a Délvidéken 2019,
Vajdasági Magyar Tudományos társaság (VMTT 2019),
pp. 1-6, Novi Sad, Serbia, December 14, 2019.
[14] Pisarov, J. and Mester, Gy., “Programming the mBot
Robot in School,” International Conference & Workshop
Mechatronics in Practice and Education (MechEdu 2019),
ISBN 978-86-918815-5-9, pp. 45-48, Subotica Tech –
College of Applied Sciences, Subotica, Serbia, December
12, 2019.
[15] Mester, Gy., Pisarov, J. and Németh, E., “Óbudai
Egyetem rangsorolása a Webometrics 2019-es
ranglistákon,” XXXV. Jubileumi Kandó Konferencia 2019
(JKK2019), ISBN 978-963-449-163-7, pp. 234-240,
Óbuda University, Budapest, Hungary, November 14-15,
2019.

REFERENCES
[1]

[2]

[16] Mester, Gy., Pisarov, J. and Zilahy, D., “Magyarországi
robotikai kutatók ranglistája,” XXXV. Jubileumi Kandó
Konferencia 2019 (JKK2019), ISBN 978-963-449-163-7,
pp. 224-233, Óbuda University, Budapest, Hungary,
November 14-15, 2019.

Pisarov, J. L. and Mester, Gy., “Self-Driving Robotic Cars:
Cyber Security Developments,” pp. 599-631, chapter 28,
DOI: 10.4018/978-1-7998-5728-0.ch028, in: Handbook of
Research on Cyber Crime and Information Privacy (2
Volumes), IGI Global, Ed. Maria Manuela Cruz-Cunha
and Nuno Ricardo Mateus-Coelho, pages 753, DOI:
10.4018/978-1-7998-5728-0, ISBN13: 9781799857280,
ISBN10: 179985728X, August 2020.

[17] Pisarov, J., “Experience with mBot-Wheeled Mobile
Robot,” XXXV. Jubileumi Kandó Konferencia 2019
(JKK2019), ISBN 978-963-449-163-7, pp. 47-51, Óbuda
University, Budapest, Hungary, November 14-15, 2019.

Pisarov, J. L., Mester, Gy., “The Use of Autonomous
Vehicles in Transportation,” Tehnika – Mašinstvo, Vol. 76,
No. 2, pp. 171-177, DOI: 10.5937/tehnika2102171P,
2021.

[3]

Pisarov, J. and Mester, Gy., “The Future of Autonomous
Vehicles,” FME Tansactions, Vol. 49, No. 1, pp. 29-35,
DOI: 10.5937/fme2101029P, December 2021.

[4]

Pisarov, J. and Mester, Gy., “The Impact of 5G
Technology on Life in 21st Century,” IPSI BgD
Transactions on Advanced Research (TAR), Vol. 16, No.
2, pp. 11-14, ISSN 1820-4511, July 2020.

[5]

Pisarov, J. and Stojanović, M., “VPython u službi
laboratorijskih vežbi iz fizike na Departmanu za fiziku u
Novom Sadu,” XXVII Skup Trendovi razvoja: „On-line
nastava na univerzitetima” (TREND 2021), ISBN 978-866022-313-7, paper No. T2.4-1 (10633), pp. 419-422, Novi
Sad, Serbia, February 15-18, 2021.

[18] Mester, Gy., “Obstacle Avoidance of Mobile Robots in
Unknown Environments,” Proceedings of the 5th
International Symposium on Intelligent Systems and
Informatics, IEEE SISY 2007, pp. 123-127, DOI:
10.1109/SISY.2007.4342637, ISBN 978-1-4244-1442-0,
Subotica, Serbia, August 24-25, 2007.
[19] Mester, Gy., “Neuro-Fuzzy-Genetic Controller Design for
Robot Manipulators,” Proceedings of the IEEE IECON'95,
International Conference on Industrial Electronics,
Control and Instrumentation, Orlando, Vol. 1, pp. 87-92,
DOI: 10.1109/IECON.1995.483338, ISBN 0-7803-30269, Florida, USA, November 6-10, 1995.
[20] Mester, Gy., Pletl, Sz., Pajor, G., Basic, Dj., “Adaptive
Control of Rigid-Link Flexible-Joint Robots,” Proceedings
of 3rd International Workshop of Advanced Motion Control,
pp. 593-602, Berkeley, USA, March 20-23, 1994.

[6]

Pisarov, J., “On-line polaganje kompleksnog ispita,” XXVII
Skup Trendovi razvoja: „On-line nastava na
univerzitetima” (TREND 2021), Zbornik radova, Ed.
Vladimir Katic, ISBN 978-86-6022-313-7, COBISS.SR-ID
32023305, paper No.UP4.1 (10233), pp. 229-232, Novi
Sad, Serbia, February 15-18, 2021.

[21] Rodic, A. and Mester, Gy., “Sensor-based Navigation and
Integrated Control of Ambient Intelligent Wheeled Robots
with Tire-Ground Interaction Uncertainties,” Acta
Polytechnica Hungarica, Journal of Applied Sciences,
Vol. 10, No. 3, pp. 113-133, ISSN 1785-8860, DOI:
10.12700/APH.10.03.2013.3.9, 2013.

[7]

Pisarov, J. “Szerbiai fizikusok 2020-as ranglistája,”
Magyar Tudomány Napja a Délvidéken 2020, Vajdasági
Magyar Tudományos társaság (VMTT 2020), DOI:
10.13140/RG.2.2.25770.24009, pp. 1-5, Novi Sad,
Serbia, November 14, 2020.

[8]

Pisarov, J., “Az autonóm járművek jövője,” Vajdasági
Magyar Tudóstalálkozó 2020 (VMT 2020), pp. 1-9,
Subotica, Serbia, September 26, 2020.
Pisarov, J. and Mester, Gy., “Rang lista fizičara Srbije,”
XXVI Skup Trendovi razvoja: „Inovacije u modernom
obrazovanju” (TREND 2020), ISBN 978-86-6022-241-3,

[22] Rodic, A. and Mester, Gy., “Virtual WRSN – Modeling and
Simulation of Wireless Robot-Sensor Networked
Systems,” Proceedings of the 8th IEEE International
Symposium on Intelligent Systems and Informatics, SISY
2010, pp. 115-120, DOI: 10.1109/SISY.2010.5647245,
ISBN: 978-1-4244-7394-6, Subotica, Serbia, September
10-11, 2010.

[9]

[23] Mester, Gy. and Rodic, A., “Autonomous Locomotion of
Humanoid Robots in Presence of Mobile and Immobile
Obstacles,” Studies in Computational Intelligence,
Towards Intelligent Engineering and Information
Technology, Editors: Rudas Imre, Fodor Janos, Part III

26

Robotics, Vol. 243/2009, pp. 279-293, ISBN 978-3-64203736-8, DOI: 10.1007/978-3-642-03737-5, SpringerVerlag, Berlin, Heidelberg, 2009.

Pollution,” Interdisciplinary Description of Complex
Systems (INDECS), Vol. 16, No. 3A, pp. 302-312, doi:
DOI: 10.7906/indecs.16.3.1, 2018.

[24] Mester, Gy., “Introduction to Control of Mobile Robots,”
Proceedings of the YUINFO’2006, pp. 1-4, ISBN 8685525-01-2, Kopaonik, Serbia & Montenegro, March 610, 2006.

Jelena Pisarov is a PhD student
at the Óbuda University, Doctoral
School of Safety and Security
Sciences, Budapest, Hungary.

[25] Rodic, A., Katic, D. and Mester, Gy., “Ambient Intelligent
Robot-Sensor Networks for Environmental Surveillance
and Remote Sensing,” Proceedings of the 7th IEEE
International Symposium on Intelligent Systems and
Informatics, SISY 2009, pp. 39-44, ISBN: 978-1-42445349-8, DOI: 10.1109/SISY.2009.5291141, Subotica,
Serbia, September 25-26, 2009.

Working as a teacher of Physics
and IT at Primary school in
Subotica, Serbia.
Orcid ID: 0000-0003-2757-9780,
h-index = 9.

[26] Mester, Gy., “Obstacle Avoidance and Velocity Control of
Mobile Robots,” Proceedings of the 6th International
Symposium on Intelligent Systems and Informatics, SISY
2008, pp. 97-101, ISBN 978-1-4244-2406-1, DOI:
10.1109/SISY.2008.4664918,
Subotica,
Serbia,
September 26-27, 2008.

Her research is mainly focused on
Robotics and Intelligent Systems, Self-Driving Cars, Flying
Cars, Safety and Security Sciences, Safety Systems,
Webometrics, and STEAM Education.
Contact e-mail: jelena.pisarov@gmail.com

[27] Mester, Gy., “Sensor-Based Control of Autonomous
Wheeled Mobile Robots,” The Ipsi BgD Transactions on
Internet Research, TIR, Vol. 6, No. 2, pp. 29-34, ISSN
1820-4503, 2010.
[28] Mester, Gy., “Modeling of the Control Strategies of
Wheeled Mobile Robots,” Proceedings of the Kandó
Conference 2006, pp. 1-3, ISBN 963-7154-42-6,
Budapest, Hungary, January 12-13, 2006.
[29] Mester, Gy., “Obstacle – Slope Avoidance and Velocity
Control of Wheeled Mobile Robots Using Fuzzy
Reasoning,” Proceedings of the IEEE 13th International
Conference on Intelligent Engineering Systems, INES
2009, Barbados, pp. 245-249, ISBN: 978-1-4244-4113-6,
DOI: 10.1109/INES.2009.4924770, April 16-18, 2009.
[30] Mester, Gy., “Novi trendovi naučne metrike,” Proceedings
of the XXI Skup Trendovi Razvoja: “Univerzitet u
Promenama...”, TREND 2015, paper No. UP 1-3, pp. 2330, DOI: 10.13140/RG.2.1.1754.2486, ISBN 978-867892-680-8, Zlatibor, Serbia, February 23-26, 2015.
[31] Mester, Gy., “New Trends in Scientometrics,”
Proceedings of the SIP 2015, 33th International
Conference Science in Practice, pp. 22-27, Schweinfurt,
Germany, May 7-8, 2015.
[32] Mester, Gy. and Rodic, A., “Navigation of an Autonomous
Outdoor Quadrotor Helicopter,” Proceedings of the 2nd
International Conference on Internet Society Technologie
and Management ICIST, ISBN: 978-86-85525-10-0, pp.
259-262, Kopaonik, Serbia, March 1-3, 2012.
[33] Mester, Gy., “Backstepping Control for Hexa-Rotor
Microcopter,” Annals of Faculty Engineering Hunedoara –
International Journal of Engineering, Tome VIII, Fascicule
3 (July - September), pp. 121-125, ISSN 1584-2665,
2015.
[34] Mester, Gy., “Modeling of Autonomous Hexa-Rotor
Microcopter,” Proceedings of the IIIrd International
Conference and Workshop Mechatronics in Practice and
Education, MechEdu 2015, pp. 88-91, ISBN 978-86918815-0-4, Subotica, Serbia, May 14-16, 2015.
[35] Rodic, A. and Mester, Gy., “Control of a Quadrotor Flight,”
Proceedings of the ICIST Conference, pp. 61-66, ISBN
978-86-85525-12-4, Kopaonik, Serbia, March 3-6, 2013.
[36] Tokody, D., Albini, A., Ady, L., Rajnai, Z., and Pogracz, F.,
“Safety and security through the design of autonomous
intelligent vehicle systems and intelligent infrastructure in
the smart city,” Interdisciplinary Description of Complex
Systems (INDECS), Vol. 16, No. 3A, pp. 384-396, DOI:
10.7906/indecs.16.3.11, 2018.
[37] Albini, A., Tokody D. and Rajnai, Z., “The Categorization
and Information Technology Security of Automated
Vehicles,” Interdisciplinary Description of Complex
Systems (INDECS), Vol. 16, No. 3A, pp. 327-332, doi:
10.7906/indecs.16.3.4, 2018.
[38] Nemes, A., Mester Gy. and Mester, T., “A Soft Computing
Method for Efficient Modelling of Smart Cities Noise

27

Adaptation of Bittorrent Technology
for Routing Autonomous Vehicles
Albini, Attila; Albininé Budavári, Edina; and Mester, Gyula


performance-enhancing technologies used in
information technology clouds. The impact of
these route search problems can be significantly
mitigated by using the grid technology. The goal
of grid technology is to meet expected response
time, even when handling large amounts of data.
Grid technology can be studied in all three
aspects
of
information
theory:
storage,
processing, and transmission [13][14][15].

Abstract: The evolution of mobilization includes
the emergence of autonomous vehicles. One of the
most important requirements for autonomous
vehicles is a fast-acting control system. The
control system must have the ability to make quick
decisions and intervene in addition to obtaining
information immediately. In addition to the need to
control real-time driving, the question of route
optimization also arises. The optimal route can
change continuously along the way according to
the traffic. Thus, the faster the processing of traffic
data, the more effective the optimization of the
route is. However, vehicles have limited
communication and data processing capabilities.
The present study suggests the application of grid
technology in terms of communication and
processing to solve the problem. The study
proposes to apply the theory of bittorrent
technology.

The amount of data required for the solution
can be stored in the on-board system of the
vehicles. Limited communication bandwidth and
processing capacity cause the problem. The
solution may be to design a grid. In this grid,
each actor stores the data themselves, but the
computational tasks are shared among them.
Thus, the communication contains only the
results of the subtasks. A solution to a similar IT
problem has been found before. The bittorrent
technology was created to share large amounts
of data with limited resources. This study
suggests the application of the working principle
of bittorrent technology in determining the optimal
route. The study only proposes an application of
the operating principle and does not include
examination of the implementation problem of
network availability, storage, or processing.

Index Terms: adaptation, autonomous vehicles,
bittorrent technology, routing plan.

1. INTRODUCTION
Increase in the number of vehicles is
accompanied by a constant increase in traffic.
Traffic disruption events are increasingly likely to
occur [1][2]. During periods of high traffic, the
optimal route is also constantly changing, so
determining this has become a real-time task
[3][4][5]. Rapid evaluation requires acquisition of
appropriate
information
and
rapid
data
processing [6][7][8][9]. Gathering large amounts
of information requires high bandwidth and data
storage capacity [10][11]. Also, fast evaluation
requires a large amount of computational
capacity. Although large amounts of data can be
stored on board the vehicles, available bandwidth
is already limited. Typically, computing capacity
is also limited on board the vehicles. Because of
this, continuous evaluation of the optimal route
can be problematic [12]. The present study offers
a solution for determining the continuously
changing optimal route for vehicles with limited
communication bandwidth and processing
capacity.

2. THEORETICAL STUDY
Theoretical investigation of the problem
includes theoretical planning of the route and the
investigation of the factors influencing information
technology planning [16][17][18][19]. As the first
step in examining the optimal route, it is good to
calculate the main routes, after that it is
necessary to identify the sub-routes and evaluate
possible variants accordingly.
The following aspects can play an important
role in finding routes:
- grouping of traffic disrupting factors
according to the time effect
o short-term factors: a disruption that is
expected to disappear during the trip.
These factors significantly influence
the production of the base route and

To find a solution, it is worth considering the
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detailed variations too.
o medium-term factors: a disruption
during the whole trip. It influences the
production of the base route, but does
not significantly affect the pattern of
long-term observation used to forecast
traffic.
o long-term
factors:
it
significantly
influences the pattern of long-term
observation used to forecast traffic.
Appears as a defining element when
generating base routes. For example:
a bridge or a railway crossing is
closed for a long time.
- traffic forecasts, which have a decisive
influence on the definition of base routes
o traffic forecasts based on long-term
observations. Long-term observations
result in the feasibility of a database
containing the spatial and temporal
parameters of the traffic. With the help
of the database, the base routes can
be determined more efficiently for the
time interval in question.
o traffic forecasts based on the calculated
long-term
disruptions.
By
the
registered disruptions, the effect of
long-term disruptions also allows for
defining more efficient route.

forecasts
- taking into account the non-short-term
disruptions
- the need for variant creating based on shortterm confounders
- the need for variant creating based on traffic
conditions.
3. ADAPTATION OF THE OPERATION PRINCIPLE
The proposed way to obtain the information
needed to determine the routes is based on the
working principle of bittorrent technology. In this
operating model, the role of the grid controller is
provided by a central control element. The data is
obtained by the system's actors directly from
each other. The data is not transferred at once, in
a single data stream, but in small parts. The
control element initializes, controls, and
administers the client data streams.
The model proposed below does not include
the implementation of network availability,
storage, or processing, nor the route generation
method. Only the process model adapting the
working principle of bittorrent technology is
included in the description.
3.1 Model components

The physical metrics of the routes to be
generated means searching for the following
parameters:
- what route variations are possible,
- what kind of traffic load these route
variations entail,
- what the expected change in traffic load
over time is.

The following are the main components of the
model:
Tracker: a central control component that is the
central element of traffic management.
Host: network client. Network endpoint on
board the vehicle with which the tracker
maintains a network connection.

Continuous maintenance of these parameters
allows real-time maintenance of the optimal
route. However, the basic condition for
continuous maintenance is that the necessary
information technology resources are available.
These resources provide network availability and
bandwidth, data processing capability, and data
storage capability. Thus, it is worth keeping and
maintaining only those basic route variations for
which the vehicle's resources are adequate. For
all these reasons, it is also necessary to generate
the IT resource metric of the route when breaking
down each base route into variations. This
method helps to select the basic routes.

Peer: software client. An information endpoint
that performs route planning tasks on board the
vehicle. Each peer also collects and provides the
information needed for route planning. To ensure
the flow of information, each peer communicates
with the tracker, the peer of other topologically
recommended hosts, and the peer of
topographically neighboring hosts.
Leacher: a peer that collects information in
terms of a particular information flow.
Seeder: a peer that provides information in
terms of a particular information flow.

The following help generate the base route's IT
metrics:
- physical parameters of the basic routes
according to the user's needs (e.g.,
exclusion of fee road sections)
- taking into account the long-term traffic

Hot-seeder: member of the novice seeders
suggested by the tracker.
CMN: Central Map Network. Map database of
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the central control element. It includes the entire
map network, the observed physical metrics of
the traffic, and the traffic distractions. Its content
is also expanded and updated through contacts
with clients.

shared between the actors. This reduces the
network load on the control center. The heartbeat
connection ensures dynamic maintainability of
central data.
3.3 Roles

DMN: Dynamic Map Network. A local partial
map database of the vehicle, with the help of
which the on-board component continuously
optimizes the route. The map contains only the
details and metrics required for route
calculations. Its content is initialized based on the
tracker information, and then updated based on
the localization and information from other peers.

The role of the tracker:
- storage and maintenance of the entire road
network
- storage of observations, metrics
- storing and giving distractions to the client
- generating and giving basic routes to the
client
- maintaining and provisioning hotseeders to
the client
- keeping heartbeat in touch with clients
- creation of physical metrics for the road
network (monitoring).

DHT: Dynamic Host Table. Table of network
access for hosts. Its content is initialized with
hotseeders based on the tracker's information,
and then updated based on the suggestions of
the listed seeders and neighboring seeders in
terms of localization.

The role of clients:
- storage of partial road network and metrics
- maintaining the own seeder list
- requesting the base routes from the tracker
- requesting hotseeders from the tracker
- requesting route data, traffic data, and
seeder data from listed seeder or
neighboring vehicles
- providing route data, traffic data, and seeder
data to leachers and neighboring vehicles,

3.2 Method of Operation
In the model, both the entire map with
confounders and long-term metrics is stored in
the center (CMN). Only map data, factors, and
metrics required for baseline routes and variant
generation are stored on board the vehicles
(DMN). These on-board maps are constantly
updated according to the passing of the vehicle
and the changing of the traffic.

4. CONCLUSION

Vehicles receive baseline data and hotseeder
data from the tracker at the departure. A list of
network accesses of hotseeders is loaded into
the DHT on board the vehicles. Each vehicle
maintains a heartbeat contact with the tracker on
the fly. Based on this, the tracker can record the
traffic actors and compile long-term metrics, as
well as maintain hotseeder lists that can be
assigned to route details.

Rapidly evolving mobilization involves an
increase in traffic. There is a growing chance that
events will significantly disrupt traffic. For this
reason, the optimal route is constantly changing
while driving. One of the conditions for
autonomous vehicles is safe driving. The basic
prerequisites for this are fast detection, data
processing, decision, and intervention. In
addition, there is a need for quick route
evaluation. Due to the increasing traffic, the onboard system already has to perform this activity
in real time. This requires a large amount of
resource capacity on board the vehicles.
Providing storage space is feasible, however,
communication and processing capacity is
limited. Thus, constantly updating the optimal
route can encounter resource problems.

Each vehicle communicates on the fly with
DHT-listed hosts as well as neighboring vehicles.
With the available peers, it exchanges route data,
traffic data, and suggested seeder data. DMN
and DHT are constantly updated based on the
received data. The location of data belonging to
obsolete information on the fly can be freed up or
overwritten. Thus, the onboard data is only
present in the absolutely necessary amount.
Local data processing of the vehicles decreases
the load on the control center.

The present study recommends the possibility
of adapting the operating principle of grid
technologies used in information technology
cloud systems to implement the route planning
function of transport systems in order to alleviate
the described problems. The working principle of
bittorrent technology seems to be applicable as a
tailor-made solution. In this solution, traffic

By applying this method, there is no need to
download a huge amount of data. Only the data
for the route variants need to be downloaded.
This download is not done from the center, but is
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participants share traffic data and calculation
tasks with each other. Thus, the communication
also contains only the results of the subtasks. By
applying this method, there is no need to
download huge amounts of data. Also, the
download is not done only from the center, but is
mostly shared between the actors. The center
initializes, manages, and administers route
planning of the vehicles. This reduces the
network load on the control center. Based on all
this, the application of the operating principle of
bittorrent technology may be an appropriate
response to the problem of real-time route
optimization in transport systems.
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Application of Eye Movement Monitoring
Technique in Teaching Process
Maravić Čisar, Sanja; Pinter, Robert; Kővári, Attila; and Pot, Miklos

Abstract: The technique of eye tracking is used
to record the position and movement of the eyes.
This method calculates the position by tracking the
reflection of the light from the cornea and
compares it with the center of the eye. Analyzing
the data on the eye movement and position makes
it possible to determine the way in which a person
processes visual information. If the collection
process does not bother the participants, the
measured data are less subjective than e.g., data
gathered by asking the participants directly. Eye
tracking is used in various research fields,
including medicine, marketing, education, usability
research, computer games, among others. This
work presents a project which aims to integrate the
eye tracking system into the teaching process at
Subotica Tech – College of Applied Sciences.
During their studies in the field of Informatics,
students have courses in which they need to
independently design and develop software
applications, such as mobile, web or desktop
applications, while other tasks focus on creating
multimedia contents, e.g., posters or flyers. With
the help of eye tracking devices, students can
obtain information about how others use their
application. Data on how other users generally use
the user interface, how fast or in which order they
select the options, is directly related to the quality
of the design and the usability of the application.
The results from the eye tracking system can help
students to develop better applications whose
design and user experience meet the requirements
of most users and will therefore be perceived as
optimal applications.

1. INTRODUCTION

T

HE definition of eye tracking can be
summarized as a technique of measuring
what one is looking at or the movement of the
eyes in relation to the head. The study of eye
movements dates back to the very beginning of
the last century. Eye movement monitoring
devices were initially used for medical purposes.
The
development
of
information
and
communication technologies has enabled this
type of measurement to be increasingly applied
in other areas, such as marketing, ergonomics of
applications
and
software,
in
product
development, as well as in assistive technologies
that develop aids for the blind and partially
sighted persons.
2. HISTORY OF EYE MOVEMENT MONITORING
One of the first publication in the field of eyemovement monitoring research is Guy T.
Buswell's book entitled: How People Look at
Pictures: A Study of the Psychology of
Perception in Art [1]. In this book, the author
describes an experiment in which the eyes’
horizontal and vertical movements were tracked,
and based on that data, it was determined how
the participants observed the test objects.
Significant research was also conducted in the
Visual Perception laboratory, where they
deduced that, when viewing an image, a
“general”
examination
with
well-defined
sequences is characteristic: the observed main
details were observed in successive short
breaks. That research led to the conclusion that
most people first look at the picture in general,
only after do they look for the details where the
eyes stay longer. The order of viewing minor
details is not always the same and neither is the
length of the retention of the gaze. The
experimental results showed that the recorded
eye movement was not accidental: the
characteristics of the observed image affected
the eye movement.
In the 1940s, researchers began to analyze
how people viewed/saw advertisements. The
results of the research indicated that there were

Index Terms: eye tracking, eye movements,
learning, teaching process.
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differences in the eye movements of individuals,
but also that there were movement patterns that
were highly similar among the participants [2].

to the movement of the windings in the magnetic
field, and the voltage that is generated is being
measured. The position is determined based on
the measurements. It is also possible to use
reflective lenses to track eye movements. The
principle of operation is the same as with the
Yarbus device [6].

3. METHODS OF MEASURING EYE MOVEMENT
In the 1950s, Alfred Lukyanovich Yarbus,
Russian psychologist, developed the first modern
system for monitoring eye-movements (Fig. 1).
His device consisted of a system of light mirrors
weighting 0.15 and 0.2 grams, which were
attached to the eye with a vacuum. The light from
the mirror was directed onto photosensitive
paper, where the path of eye movement was
drawn [3].

Figure 3. Coiled lens

Another option for examining the position of the
eye is using infrared light (IR). Infrared light is not
visible and does not interfere with the eyes.
Positioning is performed based on the detection
of reflected IR rays from the eye.
In addition to special glasses that have an IR
light source and a camera (Fig. 4), there is also a
version of the device that can be attached to the
monitor, or below it (Fig. 5). The device’s camera
detects the reflection of infrared light from the eye
and combines this information with the
coordinates of the center of the pupil. Based on
the measurement, it can be determined where
the observer is looking, what his/her behavior is
or whether he/she is interested in the details. The
advantage of this device, which can be mounted
in classic or VR glasses, is that it enables the
study of eye movements to be performed outside
the laboratory. This means that such devices
make it possible to track the shopping habits of
users, among others. The measurements taken
in a store are useful in terms of showing where
the user first looked, which shelf, which row,
which product. Based on this data, it is then
possible to optimize the product layout on the
shelves. [9, 10].

Figure 1. Left: suction caps, right: Yarbus eye
movement monitoring device

One of the methods of examining eye
movements is electrooculography (EOG). This
method is based on the fact that the eyeball
behaves like an electric dipole, its positive pole is
on the surface of the cornea, and its negative
pole is behind the retina. The potential difference
changes with eye movements and it can be
measured with electrodes placed next to the eye
[5].

Figure 4. Eye tracking device built into glasses [7]

Figure 2. EOG – electrooculography [14]

Methods for determining the position of the eye
in which contact lenses are used have also been
developed (Fig. 3). One such solution uses a lens
containing a coil. The movement of the eye leads

Figure 5. Gazepoint GP3 eye-tracker hardware unit [8]
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the basis of future improvements in the
ergonomics, UX, and functionality of the
application, which would then lead to an increase
in quality. Data analysis is a process in which
designers learn to understand customers’ needs.
At the time of these practical classes, the
students tend to lack sufficient experience on
how to design an application, whereby they were
taking into consideration the needs of the users.
Most often, students can only rely on their
personal experience in their work and follow their
own notions regarding what would be optimal for
the users of their applications. A common
occurrence is, for instance, when an approach is
applied that ignores the fact that the users of the
application do not think in the same way as the
designer (whether it is the design of the UX or the
application functionality).
The global Covid-19 pandemic in 2020 greatly
affected how research was conducted. The
original research was meant to involve more
students, which was rendered impossible, and
also, the analysis of a larger number of posters
was only partially successful. Following the
necessary adjustments to the research, the
students eventually analyzed the official website
of Subotica Tech and the posters they made.
The section below provides an overview of how
a given student performs the Subotica Tech
website search task to find a template for the final
paper. The equipment studiously recorded the
student’s gaze and the path in which the task
was performed. Fig. 6 shows a detail from that
recorded material. The eye movement trajectory
is marked by lines, while the circles indicate the
order and length of gaze fixation on a certain part
of image. The whole number indicates the order,
and the number below refers to the amount of
time that the eye spent on that point.

4. RESEARCH
Subotica Tech is a vocational studies college;
therefore the curriculum contains many practical
subjects. In many subjects, knowledge testing is
done through projects. This paper focuses on
those subjects in which students develop projects
such as software applications, or multimedia
content. To determine the quality of an
application, in addition to the functionality itself,
an important factor is the user experience. User
experience (UX or UE) is the way the users
communicate with a product, system, or service,
or how they experience it. That experience
includes perceptions of usefulness, efficiency,
and how easy it is to use. Improving the UX is
important not only for the companies, but also for
the designers in a process of product
development. Negative user experience can
reduce product use. Discontinuation of the
product or service due to bad or poor UX will
occur even though there are no errors in
functionality. While user experience is subjective,
the attributes themselves that make up the user
experience are objective.
Eye tracking is defined as measuring and
analyzing patterns of visual attention of users
when users scan a given website. If such data is
analyzed over a certain time span, it may offer
valuable insight into which parts of the digital
content is mostly focused on and paid special
attention to.
The research conducted at Subotica Tech, with
the involvement of second-year informatics
students, was carried out with the application of
the Gazepoint GP3 eye-tracker hardware unit
(Fig. 5). With this device, it is possible to track the
user's gaze on a single image, or on a web page.
The results are displayed in the form of heat
maps and with "lines and circles". The lines show
the trajectory of the eye, and the circles the
length of fixation of the gaze at a certain point
(Fig. 6 and 7). Heat maps with colors show the
length of fixation on a certain part of the image.
Blue color indicates a short time, while red
indicates that the user was looking at that point
for a long time (Fig. 8).
This paper presents how this device can be
implemented with the aim of improving the
learning process. The underlying notion is that
students make use of this device in order to
analyze how colleagues use their application and
thereby gain a deeper understanding of the user
experience of their own applications. By using an
eye-movement tracking device, it is possible to
obtain objective information on whether one
application is ergonomically well-designed,
whether it is easy to use, and obtain information
how users use it. This is information that forms

Figure 6. Sequence of performing the search task on
the web page

The figure below displays how the user reads
the part of the web page that contains the news.
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Figures 10. Heat view map on the poster
Figure 7. The gaze trajectory for the News section
on the web page

5. CONCLUSION

The following measurement was done on
poster, which students created as a part of their
obligations in the course ‘Multimedia systems’.
The students had been given clear guidelines on
how to design a poster, e.g., a poster with a
monochrome background and a motivational
sentence, a poster with an image as background
and a phrase, one with more images and more
text, among others. The results presented below
show the heat maps obtained for some of these
posters (Figs. 8 to 10).

Eye movement monitoring methods are
increasingly being used in various fields. Apart
from its application in medicine, the monitoring of
eye movements is researched, for example, in
the areas of software development, teaching and
marketing research [11-13]. Measurement that
does not interfere with the user's eye or
perception gives objective results.
The data obtained during the research can be
used to improve the ergonomics and user
experience of a product. This paper presented a
pilot project of an application of eye movement
monitoring devices in the teaching process of
engineering students. The goal of the project was
for students to improve the design of their posters
and applications based on the trajectory and heat
map analysis, to increase their understanding of
how users think, and perhaps use the application
in a completely different way than they had
originally planned as developers.
In terms of feedback on the use of websites or
applications, the designers, in this case, the
students at Subotica Tech, gain information on
where their site visitors are looking, how long
they would spend looking; what item their focus
shifts to; what interface areas they avoid
completely; how navigation on a given website
works; where certain items should be placed in
order to gain maximum attention. It must be
remembered that users typically do not spend
more than 10-20 seconds on a given website
item.
The main advantage of implementing this eye
movement tracking equipment in regular
education is that they provide students with a
valuable learning experience through objective
feedback which will ultimately contribute to the
quality of their future work as programmers and
web designers.

Figure 8. Heat view map on the poster

Figure 9. Heat view map on the poster
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The Energy Impact of Social Engineering
Albininé Budavári, Edina; and Rajnai, Zoltán


system that is different from its original purpose
[11,12]. Thus, social engineering appears as the
hidden control of the system. Because of this, the
energy consumption of the system can change
significantly [13-17].

Abstract: As a result of development, humanity's
need for energy is constantly increasing. However,
the resources of the environment are finite. New
resources need to be sought and the efficiency of
using old resources needs to be increased for
long-term sustainability. One way to make energy
use more efficient is to increase control
management
efficiency.
Making
control
management more effective requires reducing
disruptive effects. Social engineering is a
controlled hidden disturbance of the system that
serves its own purpose and is not intended for the
long-term sustainability of the system. The present
study examines the energetic impact of social
engineering. The extent of the energy impact
shows that deliberate external intervention
involves a high degree of unnecessary energy
consumption. Therefore, protection against social
engineering is very important to reduce disruption,
to reduce energy consumption, and, at the same
time, to improve long-term sustainability.

The study examines the energetic impact of
the process model of the cybernetic loop used in
control theory using the general energy model of
the systems [18-20]. An earlier study introduced
a combined process model for cybernetic loop
and social engineering. Thus, the energy study of
general cybernetic loop can be extended to the
unified model. Based on the examination of the
unified model, the energetic impact of social
engineering can be presented. Thus, it becomes
certain that the importance of protection against
social engineering is huge, because it can reduce
the energy consumption of the systems and
increase the life span of the system.

Index Terms: social engineering, hidden control,
energy, energy balance, unified energy model

2. BASIC MODELS OF THE STUDY

1. INTRODUCTION

One of the basic elements of the study is the
process model of the cybernetic loop used in
control theory. Its general structure contains a
part-process regulated in the system. Negative
feedback is associated with that part-process,
which realizes the control. The model also
includes the effect of environmental disturbance.
According to its operation, the control system
receives feedback information about the state of
the system from the starting point. Comparing the
obtained state with the desired state, the control
system produces the intervention that is at the
end of the feedback. The process model
supplemented in connection with social
engineering also includes the scope of hidden
regulation [21-26]. Figure 1. shows the general
process model of the cybernetic loop. Figure 2.
shows the process model combined with social
engineering.

The humanity has reached the next stage of
industrialization. The development of the industry
is accompanied by a rapid increase in energy
demand. In addition to the functions that provide
the conditions for existence, convenience
functions are increasingly appearing. The energy
requirement for comfort features increases
exponentially as technology advances [1-3]. All
this leads to the need to develop awareness of
energy efficiency in people from a young age.
Awareness should be included in the education
[4-9]. Also, efficiency-enhancing technologies
should be supported through regulatory elements
[10].
Efficiency can be increased in two ways. On
one hand, the amount of energy required to
produce the function of the system can be
reduced. On the other hand, the impact of system
disturbances can be reduced. This study
examines the energetic impact of social
engineering in systems. Social engineering is a
hidden external distraction caused by the human
mind. It is not the long-term sustainability that is
the goal of this disruption, but the intention of the

Another basic element of the study is the
general energy model of systems. The important
parameters of the components are to be
determined according to the principle of energy
aspects. The main aspects are storing,
processing, and transmitting [18]. Figure 3.
shows the general energy model of the systems.
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1. Figure: Cybernetic loop [11]

3. SYSTEM DISTURBANCE OF NATURAL ORIGIN

processes. The realized processes in reality
mean the energy effect of the sensors, the
processing devices, the actuators and the
disturbing factors.

System disturbance of natural origin is based
on the randomness of natural effects. In the case
of natural effects, the direction of the effect
cannot be predicted. Most effects make it difficult
to implement system functions. However, there
are also effects that help the system work.
However, it can also be detrimental if the system
comes to a desired state in time sooner than it
would safely be tolerated. While modeling these
effects, the control of the system approaches the
model of the general cybernetic loop. This is
because the process model of the cybernetic
loop
contains
undefined
environmental
disturbance. This can be considered as random
interference. For the energy description, it is
worth producing an energy model of the general
cybernetic loop. This can be produced by
modeling the energy balance of the implemented

Impact of random disturbance on the energy
household in the case of the general cybernetic
loop:
- in the aspect of energy storage, the change
in energy is random, only an expected
value can be calculated,
- in terms of energy conversion, the need and
extent of conversion is random, only an
expected value can be calculated,
- in the aspect of energy transfer, the need for
transfer is random, only an expected value
can be produced.

2. Figure: Unified control model [11]
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3. Figure: General energy model [18]

To summarize the energetic effect of natural
disturbance, its model is based on the general
process model of cybernetic loop. The energy
effects are random according to the natural
effects. The standard deviation, expected extent
and direction of the effect can only be predicted
on the basis of the observations.

is more determined than in the case
completely natural disturbances.

of

In order to show the energetic effect of social
engineering, it is worthwhile to form the energetic
difference between the two models. This results
in the dwarfing of random disturbances:
- in terms of energy storage, the change in
energy is almost constant,
- in terms of energy conversion, both the need
and the amount of conversion are almost
constant,
- in terms of energy transfer, both the need
and the extent of the transfer are almost
constant.

4. SOCIAL ENGINEERING
The goal of social engineering is to utilize
system resources for system-independent
external purposes in a way that is unobtrusive to
system management. Definition with a cybernetic
aspect: "social engineering is the hidden external
control of a system that seeks to exploit system
resources to achieve its own goals." [11].

Based on the above, it can be said that the
energetic impact of social engineering is of a
constant nature. Even though it is present in a
hidden way, its effect can be even significant.
Therefore, protection against social engineering
is very important in both social systems and
technical systems. This includes the development
of tools and processes involved and the
preparation of endangered human resources.

By definition, it appears that the pattern of this
type of effect is not random. In order to achieve
the goal, the interference becomes controlled.
The system is still subject to random natural
disturbances, but in addition to these, there is a
constant nature of hidden control. The basis of
the energy modeling in this case will be the
model of the combined control circuit.

5. CONCLUSION

Impact of disturbances in the case of the
combined cybernetic loop on the energy
household:
- in the aspect of energy storage, the change
in energy contains constant values in
addition to the random components,
- in terms of energy conversion, both the need
and the extent of the conversion include
constant values in addition to the random
components,
- in the aspect of energy transfer, both the
necessity and the extent of the transfer
contain constant values in addition to the
random components.

Humanity's energy hunger is growing rapidly
due to the development of industry. The
implementation of convenience functions also
involves use of increasing amount of energy. For
this reason, the energy consumption of systems
deserves increased attention. The primary goal is
to make the energy use of systems more efficient
for long-term sustainability. Optimizing energy
use also includes examining the efficiency of
functional operation and examining interfering
effects. Reducing interference can also reduce
system energy consumption.
The present study examines the energetic
impact of social engineering. This kind of effect is
an intervention deliberately and covertly brought
about by the human mind, which has an end in
itself and is not intended to ensure the
sustainability of the system. The study models

As a summary of the unified energy effect, it
can be said that its model is based on the unified
cybernetic loop process model. In addition to
random natural effects, there are permanent
controlled effects. Thus, the motion of the system
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the control using a process model of control
theory cybernetic loop. The study uses the
general energy model of the systems to model
the energy characteristic of the cybernetic loop.
Furthermore, the study shows the energetic
impact of social engineering using a combined
process model of cybernetic loop and social
engineering. All this shows the importance of
protection against social engineering, which can
significantly reduce the energy consumption of
the system. This also significantly increases the
sustainability of the system.
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Implementing New Mobility Concepts
with Autonomous Self-Driving Robotic Cars
Pisarov, Jelena and Mester, Gyula

top speed of 19 km/h and can navigate only fixed
routes, it was considered a commendable
achievement. Waymo, known formerly as
Google’s self-driving car initiative, has even
started offering autonomous robotic taxi services
in Phoenix Arizona, without “safety drivers” in
place [1].

Abstract: This paper describes new mobility
concepts that enable higher-order automation with
self-driving vehicles. These are the Autonomous
Valet Parking system and three deployment scenarios or approaches that influence the development
of automated vehicles. The Autonomous Valet
Parking system allows users to relegate parking
maneuvers to the vehicle computer, which is able to
navigate the vehicle from the drop-off zone to the
parking and from the parking to the pick-up zone.
The evolutionary scenario is the one often
pursued by the automotive industry: vehicles with
the driver are being gradually fitted with more
advanced driver assistance modules to reach full
automation in the near future.
The revolutionary approach is the one often
adopted by non-automotive companies looking to
capitalize on autonomous driving technology. The
whole concept of the vehicle and the autonomous
infrastructure is developed from scratch, often as a
result of public acceptance research.
The transformative scenario understands that the
existing public transport can be transformed by
automated driving technology towards greater
personalization, which would lead to the elimination
of timetables and fixed public routes.

Still, for most developers, Level 2 automation is
the farthest they have been able to go with
production-ready cars. This level is often classified
as ADAS (Advanced Driver Assistance Systems).
Tesla’s autopilot, Polestar’s pilot assist, and
Nissan’s pro pilot all classify as ADAS features,
with capabilities to grow into a complete selfdriving suite L5 in the future.
So, what are the new mobility concepts that will
make this possible?
2. AUTONOMOUS VALET PARKING
Ford and Bosch have recently announced a
partnership to demonstrate Autonomous Valet
Parking (AVP) in downtown Detroit. Systems in a
test vehicle will rely on sensors to locate an empty
parking location and move the vehicle into the
spot. This system also includes safeguards that
allow the vehicle to react and respond to objects
and pedestrians in the drive path. A similar
partnership was announced between Bosch and
Daimler, and the auto company was allowed to
test the feature without a human safety driver [3].

Index Terms: autonomous valet parking, driver
assistance, autonomous vehicles, evolutionary,
revolutionary, transformative

1. INTRODUCTION

P

eople have been obsessed with autonomous
vehicles for the last few decades. In the 1997
motion picture “Tomorrow Never Dies”, James
Bond steered and parked his car using his
advanced mobile phone. Audiences were
rendered speechless, wondering when they could
do the same with their cars. Fast forward to 2021,
and such features are already available in today’s
top-of-the-line models.

The growing trend of investments in the valet
parking feature is solid proof that leading auto
manufacturers are expecting big returns from this
concept.
2.1 The Concept
From the user’s point of view, the AVP will either
have to execute the parking sequence, (Fig. 1a) or
bring the car to them (Fig. 1b). This is achieved by
using only the information gathered by the
onboard sensors and previously recorded data.

McKinsey & Company had predicted that
driverless cars would be adopted “en masse” by
2030 and that commercial self-driving cars or
automated taxis could be available in 2022.
In June 2019, BMW demonstrated Level 4
capabilities in their flagship 7-series prototype.
This means passengers can summon the vehicle
using a smartphone and interact with the car using
a tablet to order the car to go to a place of their
choosing. The University of Michigan introduced
autonomous shuttles powered by Navya in their
M-CITY facility. Although the shuttle travels at a

In both scenarios, white arrows designate the
trajectory manually realized by the driver, and the
black arrows the trajectory realized by the car in
autonomous mode under the command of the
AVP system.
To reduce the price of AVP systems, the
automotive industry has limited the use-cases of
these systems. For example, the front camera is
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Fig. 1a) Manually driving to drop-off zone and then
autonomous driving to the parking

b) Autonomous driving from parking to pick up zone
then autonomous driving (Copyright Roland Lenain)

used for Predictive Emergency Braking, LKA
(Lane Keeping Assistance), ACC (Autonomous
Cruise Control), Light and Sight Assistance, or
Sign Recognition.

has at least once performed a manual parking
procedure using the usual trajectory (Fig. 1a).
At the end of the learning process, the car is
able to park completely autonomously in the
known environment (Fig. 2b).

The rear camera and the ultrasonic sensors are
usually used for automatic collision detection at
low speed, for autonomous lateral parking, or to
help the driver execute manual parking
maneuvers.

However, if the parking maneuver starts from
another position, or if there are any uncertainties
about the initial location, the system signals that
autonomous driving cannot be accomplished.

While the standard parking assistance uses
only ultrasonic sensors, the AVP system detects
the physical limits of a parking spot with ultrasonic
sensors. This means the parking spot must be
delimited by other vehicles or walls.

If there are any ambiguities, the car will not start
exploring the environment in autonomous mode
for safety reasons.
To minimize these ambiguities, automated
vehicles use computer vision algorithms, which
will be described in the next sections.

2.2 Limitations
To avoid legal problems, or the requirement to
have a person inside the car to take control in case
of unexpected problems, the vehicle can only
execute its autonomous parking maneuvers in
private areas.

2.3 Incremental Localization and Mapping
A visual SLAM (Simultaneous Localization and
Mapping) algorithm is an easy solution that works
with highly unpredictable data and needs to detect
only a few points for good estimation results. This
method allows an easier fusion of data from
different sensors, like odometers or GPS.

The AVP system learns through a series of
steps while the driver performs the usual driving
maneuvers [27-31]. This way, the AVP learns the
environment and the trajectories so it can emulate
them in the future or adapt them to new situations.

In each image that sensors take, multiple points
of interest are acquired. While the vehicle is
moving, it continuously follows these points of
interest to determine their 3D position in an
absolute reference fixed at the start of the
trajectory.

The vehicle knows where to park only if the user

The problem with this algorithm is matching the
points seen in real-time with the mapped ones,
especially if the starting position is different than
one used in the learning phase.
2.4 Global Localization
The shortcomings of the previous algorithm
need to be covered by implementing another
localization method. If the driver always initiates
autonomous parking from the same initial spot,
global localization would not be necessary. In
reality, however, the driver can ask the car to start
autonomous driving from anywhere. The main
idea behind this algorithm is that it is continually
matching the current image with a number of key
images previously saved along the trajectory.

Fig. 2a) The driver performs the usual driving
maneuvers, the AVP learns the environment and
the trajectories and it will be able to emulate them in
the future or adapt them to new situations
b) Autonomous driving maneuvers in a known
environment (Copyright Roland Lenain)

This concept relies on the Bag-of-Words (BoW),
an approach developed by the computer vision
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community. The algorithm extracts unique “words”
for each key image it extracts, compiling a word
dictionary.
It basically reduces matching two images to
finding the maximum similarity between multiple
BoW. At the end of the process, it is possible to
have a single match and sometimes multiple
correspondences [26]. To avoid this, the algorithm
compares the history of matching images,
eliminating the impossible correspondences.

Fig. 3 A quadtree representing a two-dimensional
space recursively subdivided into four quadrants

2.5 Localization by Pose Estimation Between
Images

quadrants (Fig. 4).

Knowing the angle of the vehicle is critical for
simplifying the transition between the global and
incremental localization, as well as for restricting
the search space. Fig. 3 shows how the algorithm
eliminates the impossible angles or camera poses.

This data structure allows the system to build a
dynamic map and expand it in multiple directions.
A big advantage of this data structure is that
unexplored zones use a little storage memory.

This means the images provided by the global
localization are compared with the current view to
detect the relative position. For each image, the
points of interest are determined and pairing is
accomplished using RANSAC (Random Sample
Consensus) technique, which detects and eliminates mismatching pairs.

3. DEVELOPMENT TRENDS IN AUTOMATED DRIVING
Safety, efficiency, extended mobility, comfort,
and convenience are the main motives for driving
automation. While we can observe these concepts
through different trends in this field, their individual
aspects largely depend on the deployment area or
the intended purpose.

2.6 Ultrasonic Perception

3.1 Individualized Public Transport

The Autonomous Valet Parking uses an
ultrasonic system to determine the obstacle-free
trajectory in real-time. This area may not be
completely visible from the point of view of the
vehicle, for example when it is entering the
garage. The ultrasonic system detects obstacles
located between 0.2 m and 4.095 m, although
their range is limited, ultrasonic sensors are
sufficient for this application because the car has
a limit of ± 1.5 m from the learned trajectory. So, if
the car detects that it needs more than 1.5 m to
overtake an obstacle it will announce to the driver
that the path is blocked.

With the introduction of autonomous vehicles,
individualized public transport could eliminate
fixed routes and timetables, also reducing the
vehicle size. This would allow users to choose
vehicle types and features which currently exist
only on medium- and long-distance trains.
The first step in individualizing public transport
would be company buses, exemplified by the socalled Google Bus. Equipped with Wi-Fi access
and operating in San Francisco Bay Area, it works
as a shuttle that serves a specific community.
Similar concepts will be even more attractive when
offered as autonomously driven vehicles.

The data gathered by the ultrasonic sensors is
saved using a quadtree. This data structure tree
has an internal node with exactly four children.
Such quadtrees are used to partition a twodimensional space by subdividing it into four

In addition, autonomous technology could
enable new carpooling concepts, ones that
combine common ownership and use of vehicles.
Even conventional carpooling services such as
Uber and Lyft could become obsolete with the rise
of autonomous vehicles, as they evolve into peerto-peer sharing.
3.2 Carsharing in Vehicle on Demand
In the vehicle on-demand use case, an
autonomously moving vehicle is legal and
regulated on all public roads, while the driver is not
necessary. A carsharing vehicle on demand has
the same advantages as a carsharing vehicle with
a valet parking function, but the vehicle can now
become something like a train compartment on the
road. Users could engage in diverse activities
such as reading, playing, telephoning, even

Fig. 4 Elimination of impossible poses of the camera
within the area of research (Copyright Roland Lenain)
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working remotely, or taking a nap. Carsharing in a
vehicle on demand would be analog to a taxi ride,
and since the autonomous vehicles would be
available to a wide pool of users, they would most
definitely replace taxis.

would not need to drive at all, as no driver would
be needed for the return trip.
On the other hand, if traveling to and from main
lines is done on a public system, autonomous
vehicles could meet user requirements more
precisely. Fixed routes and schedules could be
abandoned in favor of individually arranged pickup times and locations. This means a larger fleet
of small and medium-sized vehicles would fit this
role much better than full-size buses. The local
public transport would then be retailored to a
variety of collective taxis with customized capacity.

3.3 Flexible Public Transport Intermodality
Defined as the change between different
transport modes for the duration of a journey,
intermodality currently exists only to a limited
extent. In Germany, for example, intermodality
applies to only 1.3% of all day-to-day journeys.
Public transport, however, offers a considerable
amount of intermodality, especially in linking the
main routes with access and exit routes. An
example is accessing commuter or regular trains
via a bus line, as is often the case in suburban and
rural areas. The concept is even more pronounced
in cities, with intermodality between various
modes of the subway, computer trains, trams, and
buses.

Table 1. Shows the current advantages of using
intermodal public transport on the example of the
city of Paris.
Automation aside, the logistical challenges of
this concept would be enormous. For the system
to function properly, it would be essential that the
user sticks to the agreement with the operator
every time. Transformed in such a way, the public
transportation service could lead to new financing
modes, either in the form of pay-as-you-ride or a
flat rate, financed by all citizens through the tax
system.

In theory, the cost-benefit analysis of a daily
intermodal trip must consider the demand side and
supply side:

𝐶𝑖𝑗𝑘 = ℎ𝑘 𝑇𝑖𝑗𝑘 + 𝑃𝑖𝑗𝑘 + β𝑘

4. DEPLOYMENT SCENARIOS FOR VEHICLES WITH
HIGHER-ORDER AUTOMATION

where
ℎ
is the value time of mode k.
𝑇
is the journey time of mode k from origin
to destination j.
𝑃
is the use cost of mode k from origin i to
destination j.
β
is the complementary index (comfort,
safety, etc. [4])
Autonomous driving could reshape intermodality along the existing lines, but with the
introduction of private cars. Getting to and from the
main lines would be similar to what is today known
as “kiss and ride” – one person drives another to
the main route, says goodbye, and takes the car
with them so they can use it for the rest of the day.
With an autonomous vehicle, the first person

Higher-order automation includes driving with
conditional, high, or full automation. These categories emphasize the step beyond the partially
automated scenario – when the driver no longer
monitors the vehicle or system continuously. This
radical shift allows the driver to pursue other tasks
during the trip besides operating the vehicle.
Ultimately, a “driverless” vehicle would not even
require a human driver, which will pave the way to
completely new production models.
4.1 Evolutionary Scenario: Continuous
Improvement of Driver Assistance
For decades, advanced driver assistance

Table 1. Private cost of a trip according to distance in the greater Paris region
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systems have been introduced to passenger and
commercial vehicles. Among others, these include
anti-lock braking systems (ABS), electronic
stability control (ESC), adaptive cruise control
(ACC), and lane-keeping assist.

automation. However, traffic safety is always
treated as the number one objective, while
increases in efficiency, comfort, and convenience
are seen as added benefits.
4.2 Revolutionary Scenario: Redesigning
Personal Mobility

These systems have emphasized increasing
safety and in some cases comfort and convenience.

For the last decade, non-automotive companies
have been working on their proprietary automated
vehicles. Unlike the evolutionary scenario followed
by the auto industry, where tested and deployed
solutions evolve towards greater automation,
these companies are promoting a revolutionary
scenario – developing new concept vehicles from
scratch [5]. They claim that their solutions prevent
traffic accidents, free up people’s time, and reduce
carbon emissions by completely changing the way
we use cars.

In this “evolutionary scenario,” we can track the
steady increase in the use of advanced driver
assistance systems followed by successive steps
(Fig. 5) towards vehicle automation and consequential reduction in the driver’s responsibilities.
For the first time, productional vehicles are fitted
with system suites that automate both longitudinal
(acceleration, braking) and lateral control
(steering). This partially automated system is often
called a “traffic jam assistant” and combines
adaptive cruise control with lane-keeping assist,
effectively automating control of the vehicle in
slow-moving traffic. In this mode, the driver’s role
is merely to supervise the system and intervene if
needed [2].

Such announcements and published design
descriptions prove that these businesses are not
going for the continuous improvement of driver
assistance towards autonomous driving, but
rather for a big leap into a scenario in which the
user/driver has no role in driving whatsoever.

The next anticipated development stage is
increasing parking automation. Many of today’s
vehicles are capable of facilitating both angled and
parallel parking, but these systems tend only to
take over the steering, leaving drivers in control of
the accelerator and the brake. In the near future,
partially automated solutions could offer not only
system-controlled steering but also acceleration
and braking. In these scenarios, the driver’s role
will be to merely monitor the system, perhaps
authorizing the parking maneuver by pressing a
button.

For these companies, an essential design
feature in automotive vehicles is the inclusion of
artificial intelligence. This means relying on
learning algorithms rather than the closed
arithmetic designs that are pursued by the auto
industry. Learning systems can improve object
recognition, and, over time, learn from the user’s
behavior and preferences.
These features are a bit unusual from the auto
industry point of view, where products are
introduced with a full range of features that remain
static until the next generation is presented. On
the other hand, in the computer industry, it’s
normal to introduce a product and then upgrade its

Many well-known automakers and system
suppliers are working towards designs that should
accelerate the evolution toward higher-order

Fig. 5 Timeline for the deployment of advanced driver assistance systems (Copyright Sven Beiker)
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range of functions over time. This can happen
either through learning algorithms or regular
software updates.

go against the auto industry and could even be
harmful to the reputation of companies that try it.
Nonetheless, it’s standard practice for nonautomotive companies.

The development strategy for the evolutionary
scenario embraced by the auto industry is pretty
straightforward, but the same cannot be said for
the revolutionary scenario. The developers from
the IT industry have no prior experience with
automobiles, so they’re setting highly complex
goals in the field outside their core business.

4.3 Transformative Scenario: Merging Personal
Mobility and Public Transportation
The third deployment scenario is based on
transportation solutions provided by slow-moving
passenger vehicles in urban areas. In theory, a
consumer would summon such a vehicle using a
smartphone app and take a relatively short ride.
These systems are already being developed by
high-tech start-ups but can also be interesting to
transportation service providers, municipalities,
and operators of amusement parks. For these
subjects, this concept combines the advantages of
personal mobility and public transportation. In
other words, independence and flexibility, and
efficient use of energy and space.

However, it’s now evident that the test vehicles
with high-order automation, that are currently
undergoing development, will use maps and
images that help in automated driving. This might
be an opportunity for non-automotive companies
to offer services and online software products
which could launch vehicle automation on a massuse level [6]. As a result, accompanied mapping
and graphical data could be modified for broader
use, which is more in line with an evolutionary
rather than a revolutionary automation scenario.

Start-ups are motivated to develop new business models in this area, especially companies
from unrelated sectors, which may use image
processing, object recognition, and route planning
systems to advance transportation models with
high-order automation that would operate in a
limited geographical range [16-24]. For example,
these solutions could be used to reach bus and
urban rail hubs in areas where a regular schedule
is not feasible (so-called first, or last mile).

Another deployment scenario that supports
revolutionary development is vehicles with highorder automation for the transportation of
passengers and goods [25]. These automated
taxicabs are conceived as platforms for food
deliveries, home delivery from local retail outlets,
or deliveries of any sorts of products ordered
online. Judging from strategic investments and
goals and leading companies in these areas,
automation of product delivery is a promising field
of application for vehicle automation. Various
drones for food delivery and automated garbage
removals are already in the trial phase.

Another use might be a “park-and-ride” system
where users drive their cars to a parking lot on the
outskirts of a city or amusement park, only to
transfer to a locally-run transportation service.
This infrastructure might also be applied in places
where private cars are not permitted or practical or
where buses with set schedules are not suitable.

Table 2 presents some of the responses from
Continental’s mobility study survey of 2013 to
different automation scenarios.

It is unavoidable that these autonomous solutions would compete with conventional taxis, but
should be more affordable, comfortable, and
innovative. These automated-mobility-on-demand
(AMOD) systems are essentially individualized
public transportation that promise to transform
traffic in urban areas. In their favor, the taxi

Although non-automotive technology companies start with limited deployment, they have the
opportunity to gather serious experience and data
in the short term, including the public opinion of
these innovative concepts. That would allow them
to apply their ideas on a regional, national, and
even global scale. This kind of development would

Table 2. Effects of scenarios on previous transport mode use
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industry is currently struggling with comparatively
high labor costs. Automated vehicles, on the other
hand, reduce the need for human resources,
boosting profits. Unfortunately, their introduction
would be accompanied by a loss of employment in
the sector.

private vehicle anywhere, provided they have a
driving license, with the emergence of higherorder automation, the use of vehicles might
become more limited or case-specific.
The evolutionary scenario presumes continual
advancements in driver assistance systems and is
intended for an unrestricted geographical range.
However, it offers a significantly lower level of
automation when compared to other scenarios.

A number of cities have conditions that meet
those in use cases of AMOD systems, and it is on
the trials to determine whether residents will take
advantage of the services and whether this can
evolve into a profitable business model [7]. It is
highly probable that individual municipalities,
shopping malls, and amusement park operators
will introduce automated on-demand transportation systems in the short term. The list of
successful role models is growing, and by the end
of this decade, we will already have a wide choice
of experiences, as automated vehicles win the
trust and acceptance of their users and other participants on the road.

Contrastingly, the revolutionary scenario, which
aims to redesign personal mobility as a whole, and
the transformative scenario, which aims to merge
personal mobility and public transportation, both
assume a very high degree of automation. Both
scenarios involve a rapid development of fully
automated technology but within a limited geographical range such as a familiar neighborhood
or a public facility [8-15].
In simple words, we could say:

In spite of shortcomings like limited geographical range and low travel speeds, these
systems could propel the evolutionary deployment
scenario – automated vehicles being used on
public streets and highways.



The evolutionary scenario → unrestricted
geographical range, limited automation



The revolutionary and transformative
scenarios → restricted geographical range,
unlimited automation

There is one potential use case for vehicles with
higher-order automation, which is significant but
cannot be directly assigned to any of the three
deployment scenarios – automated platoons on
highways. They are defined as groups of
automated vehicles that are normally used
individually but can join together into a virtual train
using a common communication infrastructure
[25-34].

5. COMPARISON OF THE THREE SCENARIOS
These three scenarios have both different and
shared objectives. Table 1 gives an overview of
use cases for vehicles with high-order automation,
with objectives, potential implementations, and
business models provided for each scenario.
Raised safety and efficiency of road traffic are
the shared objectives for all three scenarios. In
addition, they tend to specialize in terms of the
intended usage of a vehicle or assistance system.
For private cars, for example, driving with highorder automation will be at first offered only for
highways or parking, which are specific driving
situations. At the same time, new transportation
concepts will first be offered only in restricted
geographical ranges such as amusement parks or
shopping malls. While today anyone can drive a

The evolutionary scenario uses sensor and
processor components that are highly reliable,
equipped with fallback systems, low-maintenance,
and cost-efficient for maximum availability (Table
4). The transformative scenario, on the other
hand, presumes highly accurate and customizable
systems that guarantee maximum automation,
even if it means necessary preparing the elaborate
infrastructure.

Table 3. Timeline for the deployment of advanced driver assistance systems (Copyright Sven Beiker)
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Table 4. Qualitative comparison of system requirements for the three deployment scenarios

This architecture allows for longitudinal (braking
and accelerating) and lateral (steering) control to
be automated. These vehicles would require a
special communication standard and only
compatible vehicles could be included. At the
beginning, at least, the first vehicle in such a train
would be driven by a professional driver, while the
following vehicles would not require any continual
supervision. Their drivers would only need to
intervene in exceptional cases.

It is reasonable to predict that the transformative
scenario will lead the change and gradually
introduce the revolutionary scenario, which would
pave the way for the evolutionary scenario, as the
final stage of automation.

This scenario combines various features of the
evolutionary and transformative scenarios that
make it realistic for deployment in the near future.
However, it also brings additional issues, such as
logistics of how to join and leave the train, passing
by other vehicles, and keeping legal distance.

[2]
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Human Perception inside of a Self-Driving
Robotic Car
Bautista César
Abstract: Currently, self-driving cars have
reached a very high technological level. The
development of sensors, algorithms and
actuators have made it possible to generate
advances in vehicle autonomy. The perception is
a main part of this advances. Several companies
have invested time and money to lead this race
to create safety roads and change the form of
transportation for millions of people. In the
development of vehicular intelligence, the
objective is to automate the tasks in which the
driver can make mistakes in addition to simpler
driving activities. For this, the main problem is to
structure and organize the perception and
decision-making systems, in a sequential way
and orderly.

Glare, focus issues, depth perception
challenges, fog, and heavy rain have all
inhibited the accuracy of existing sensor
technology.
A self-driving vehicle needs machine learning
algorithms to have the capability of identifying
and reacting to objects autonomously. To train
a driving system on these algorithms requires
large sets of annotated images.
Commuting to work in a self-driving car lets
read, return calls, catch up on favorite podcasts,
and even nap. The self-driving car also serve as
your assistant, keeping track of what you need
to do, planning routes to ensure all your chores
are done, and checking the latest traffic data to
select the least congested roads. Self-driving
cars help reduce fatalities from car accidents
while autonomous forklifts can help eliminate
back injuries caused by lifting heavy objects.
Robots may change some existing jobs, but,
overall, robots can make great societal
contributions. Lawn-care robots and poolcleaning robots have changed how these tasks
are done. Robots can assist humanity with
problems big and small.

Keywords: Actuators, Algorithms, Autonomy,
Artificial Intelligence (AI), Perception, Safety
Roads, Self-Driving, Sensors, Transportation.

1

INTRODUCTION

For decades, this was a pure science fiction, but
self-driving cars are beginning to enter the
sphere of science fact. With Google, Tesla, and
others actively working on their development,
we could start seeing them in our driveways as
soon as next years.

SAE J3016 standard of autonomous driving
levels classifies vehicles based on humanmachine interaction in aspects such as:

Self-driving robotics vehicles are cars or trucks
in which human drivers are never required to
take control of the vehicle safely operating. The
principal technology enabler of autonomous
vehicles is the interaction between predictive AI
and imaging technology. The sensors create a
3D picture around the vehicle, and the AI
interprets how the vehicle should respond
safely. Because the imaging technology is a
critical technology enabler, it has become the
most significant limiting factor to wide scale
production of L3 and above autonomous
vehicles. Development in sensor technology
has historically combined video, radar,
ultrasonic sensors, and Light Detection and
Ranging LiDAR. This approach, however, has
not been successful.






Vehicle movement, acceleration, braking
and steering.
Recognition and reaction of obstacles and
eventualities, through monitoring systems.
Driving support, detection and correction
of vehicle faults.
Management of conditions external to the
vehicle such as weather, geography, type
of road, amount of traffic. (See Figure 1:
Vehicle automation Levels ).

Level 0: No Automation. - The driver is in
command and takes over all responsibilities
derived from the use of the vehicle. Level 1:
Driver assistance. - Certain systems, such as
cruise control or automatic braking, may be
controlled by the car, one at a time. Level 2:
Partial automation. - The car offers at least two
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simultaneous
automated functions,
like
acceleration and steering, but requires humans
for safe operation. Level 3: Conditional
automation. - The car can manage all safetycritical functions under certain conditions, but
the driver is expected to take over when alerted.
Level 4: High automation. - The car can
circulate and make decisions without the
intervention of the driver, level 4 autonomous
cars are constantly monitored inside and
outside, guiding passengers towards their
destination. The driver only has to indicate the
place when he wants to move, being able to
take control of the car at any time he wants,
although it should not be necessary at all to do
so practically. Level 5: Full automation. - The
figure of the driver will cease to exist and

he will just become one more passenger. The
experts assure that the orders will be given by
voice or through mobile devices. [1].
For both level 4 and level 5, since it is not
necessary for there to be a driver, nor even a
backup user, the vehicle control and handling
elements could be dispensed with: that is, we
would have vehicles without a steering wheel or
pedals [2].
Thanks to technologies such as lasers, radar,
the global positioning system, or the vision of
computerized cameras, the car will obtain a
360-degree vision that will allow it to recognize
everything that is around it.

Figure 1: Vehicle automation Levels [1]

2

face stimuli and make an appropriate decision
[3].

PERCEPTION

For understand the importance of perception in
an autonomous vehicle, in this section we
present the human perception, the process that
needs a human body to recognize the
environment and interact with it, and how we
can
development
similar
systems
in
autonomous vehicles.

Psychology explains, the perception refers to a
mental image formed from human experience,
which includes its form of organization, its
culture, and its needs. This entails two
components of perception that psychology
analyzes: The external environment, refers to
the general environment that will be captured
(images, sounds, etc.) and the internal
environment, refers to the way in which the
human body interprets these external stimuli (it
depends on the individual experiences). For
this reason, it is said that perception is
subjective. It is selective, based on the
decisions of each person and the way of
perceiving stimuli, and it is temporary, in an
environment of permanent change [4].

Perception is the process by which human
beings receive, interpret, and understand the
signals from the environment in which they
interact, this information is encoded with
sensitive activity. It is a series of data that are
captured by the human senses (sight, touch,
hearing, etc.) as raw information, which then go
through an active-constructive process, which
involves processing new information by
comparing it with previously obtained data
(experiences). An anticipatory behavior
scheme is established, which allows them to
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2.1

Stages of Perception

background and form: elements that are at a
close distance are usually perceived as a group
or as the same object (proximity), linking to
things that are continuous and complete,
although
a
pattern
has
disappeared
(continuity), similar figures (size, shape or
color) are usually grouped together and
perceived as a unit (similarity) [5]. In the Figure
2: Gestalt principles examples explanation, we
can see the examples of Gestalt principles,
usually used in graphic designing.

Detection / Exposure: In general, the amount of
information we perceive from our environment
is minimal (necessary to react to different
stimuli), this selection is not made consciously,
but neither randomly. This is based on criteria
that make a stimulus more easily perceived.
The ability to detect the stimulus will depend on
its size, color, movement, intensity, contrast,
and effect it may have on the individual [4].
Attention/Organization: The Gestalt psychological School delimited the principles of
grouping stimuli that are perceived by people,
assigning a specific meaning to what is
perceived. The premise "The whole is greater
than the sum of its parts" is the logical base of
this school. The principles in a general way can
be summarized as: Organization of stimuli by

Interpretation: Once the stimuli are selected
and organized, the reaction process to these
stimuli begins. In this process it is represented
by the individuality of each person, with their
previous experience and their personal values.
Despite being an individual process,
experiences of the population also influence
decision-making [4].

Figure 2: Gestalt principles examples explanation

3

In the last decade, autonomous car research
has continued and determined the typical
structure that is composed of the perception
part and the decision-making part with multiple
subsystems (see Figure 3:).

STRUCTURE OF SELF-DRIVING CAR
SYSTEMS

In this section, we present a typical structurer
for automotive vehicles, a general description of
the decision-making system.
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Figure 3: Typical structure for a self-driving car

The Perception system is responsible for
digitally representing the environment in which
the vehicle operates, taking into account the
state of the vehicle, using data from sensors
inside the vehicle such as cameras, Light
Detection and Ranging (LIDAR), Positioning
System Global (GPS), Radio Sensing and
Range (RADAR), Inertial Measurement Unit
(IMU), odometer, odometer and the state of the
road using offline maps, traffic signs and road
network [6].

which represents its position and location in the
world with reference to a coordinate system [7].
4.1

The Localizer subsystem is in charge of
detecting the current state of the car (cardinal
position, angular and linear speed, etc.) relative
to a reference frame in a map [6], which can be
either a raw point cloud map or an annotated
semantic map, depending on intelligent
technology and sophisticated algorithm [8].
This reference map (Offline map), is given by
the information obtained from the sensors of the
autonomous vehicle and is automatically
calculated before the autonomous operation
[6].

The Decision-Making System is in charge of
tracing the most appropriate route for the
vehicle, from its initial position to the previously
established final objective [6].
The information obtained in the perception
system together with historical information
collected from the road network, the rules of the
road, the vehicle dynamics and the sensor
models, all help in the automatic generation of
values for control and execution variables of
autonomous vehicle [7].
4

Location

4.2

Mapping

The mapping subsystem is in charge of creating
online maps, using the information about the
state of the car (Location Subsystem) and the
offline maps [8]. For decision-making in an
autonomous vehicle, It is suggested that the
online map provide a static representation of
the environment in which it navigates, in
addition to information on the position and
speed of moving obstacles. This process allows
greater autonomy to avoid collisions with
moving obstacles and eliminate them from the
online map [6].

SELF-DRIVING CARS PERCEPTION

In the section 2, we can see the typical structure
in an autonomous car, the perception system is
made up of multiple subsystems that include
location, tracking, mapping, and detection.
These systems joint with offline maps,
transform the sensors data input into useful
information for the decision making system and
allow vehicle to navigate [8].

The 3D mapping of environments could prove
to be a very important infrastructural (static)
element for achieving self-driving. This type of
mapping effectively provides a super-detailed
version of Google Maps for self-driving cars to
draw on, which can be combined with real-time

Modeling of an autonomous system begins with
the notion of the configuration of the vehicle,
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sensor readings for navigation. GPS alone
provides accuracy in the range of a couple of
meters, which is not nearly accurate enough for
positioning a car on a road [8]. One key
technology making its way into a variety of
autonomous research vehicles is Light
Detection and Ranging (LIDAR) technology.
LIDAR uses rotating lasers that emit short
pulses of light and then measures the return
time to create a detailed 3D map of the
surrounding environment [9].

(depending on the criteria of an intelligent
algorithm); and the third is Filtering, where
Kalman filters and particulate filters are used to
smooth the vehicle's dynamics [8].

Vibration caused by the vehicle can make
LiDAR data unstable, and as such, the reliability
of this technology may be limited. This is one of
its primary drawbacks as a sensor for
autonomous vehicles. The RoboSense LiDAR
[10], named the RS LiDAR M1Pre, is the
company’s first microelectromechanical system
(MEMS) solid-state LiDAR. This technology
takes advantage of miniaturization that
integrates mechanical and electrical elements
to create small but powerful sensors. As a
result, RoboSense’s LiDAR units require only a
few laser emitters and receivers. In contrast,
traditional mechanical LiDAR units require
more than a hundred of these components to
rotate and scan at the same time.

The stop subsystem is responsible for the
recognition and estimation of vehicles that
circulate in the environment, it is based on
characteristics such as their position, direction
in which they are moving and their sizes. This
process is based on 3 main phases that obtain
necessary information through cameras
located in front of the vehicle and through
LIDAR. This process has 3 steps for obtaining
necessary information through cameras
located in front of the vehicle and through
LIDAR in the top. The first step is to take a
picture, the second step is to assign labels to
each pixel of the image (an object can have
several pixels with the same label), and the
third step is to create a 3D image to determine
the position of the vehicles [8].

4.3

The sensors used to estimate the position of
obstacles are range sensors (LIDAR, RADAR)
and cameras that allow a better resolution of
the obstacles, these can be of stereo or
monocular type [6].
4.4

Tracking

Detection

In addition to detecting vehicles and obstacles
in the environment of the autonomous vehicle,
it is necessary to detect traffic signals. For this
purpose, there is a subsystem (within the
detection system) in charge of recognizing
signals and traffic regulations, which allows the
vehicle to take decisions to comply with traffic
laws. These signs can be broadly divided into
traffic lights, traffic signs, and pavement
markings [6].

The tracking subsystem is in charge of
determining and estimating the position of the
obstacles that appear during the navigation of
an autonomous vehicle. This information is
used for the development of algorithms that
allow the vehicle to avoid obstacles in motion
[6]. The tracking system in general has three
phases; the first is Segmentation, where the
obstacles are divided into smaller segments
that have different needs, characteristics, and
behaviors; the second is Association, where it
connects objects with similar characteristics

Figure 4: Example of a modified traffic sign
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The digital magazine BTECH [11], presents a
simple visual trick (Figure 4: Example of a
modified traffic sign) to confuse the visual
sensors in the vehicle and the poor operation of
the autonomous system. In this case nothing
had to be hacked, this might not seem like a big
problem but it is serious in reality.
4.5

5

Self-driving cars have been put forth as a
solution that can make mobility safe, secure,
affordable, sustainable, and accessible for
everyone.
The challenges of an autonomous vehicle have
been focused on its ability to recognize the
environment and react to unforeseen stimuli.
This has been developed by providing the
vehicle with perception and decision-making
criteria that resemble human behavior.

Machine learning

Hardware is only one part of the system. The
algorithms and software that interpret sensor
inputs and control the vehicle outputs are, of
course, a critical part of the technology. A
vehicle needs machine learning algorithms to
have the capability of identifying and reacting to
objects autonomously. To train a driving system
use these algorithms requires large sets of
annotated images [12].

The movement of the vehicle must be planned
and regulated to carry out the driving tasks and
respect the limitations introduced by the vehicle
model and traffic laws.
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The Cybersecurity Challenges of COVID-19
Nyikes, Zoltán


from home was five times the size. Of course, not
all employers could allow that their employees do
not show up personally in their workplaces and
do their jobs.
The home office could work smoothly where
employers perform tasks based on an Internet
connection. The new situation demanded fast
employers’ reactions, thus by May 2020 already
close 760 000 people did their jobs from home
with remote access. In agreement with the
Hungarian Central Statistical Office report [1], on
average 8,6% of the work force was typical
working from home in 2020, which is three times
more than average for the last ten years. In 2021
this number continued to rise and, now, 11% of
the employment-population stayed away from
their usual workplace.[1]

Abstract: The emergency caused by the COVID19 pandemic has rearranged the world of work,
education, and social contact. The use of the
Internet has increased significantly due to the
home office, digital education, and social
communication on the Internet. This increased and
sudden use of the Internet has dramatically
increased the vulnerability of users and systems.
The author undertook to demonstrate, in terms of
safety aspects, the immediate and long-term tasks
that employers and employees have to solve. The
author sets out how public authorities and service
providers can make cyberthreat safer for users.
Index Terms: cybersecurity, home
pandemic, COVID-19, ICT, CIS security,

office,

1. INTRODUCTION

O

UR changing world poses several new
challenges to humanity, which we have to
make provisions for, which we have never seen.
We learn how to handle different natural
disasters, but apart from the challenges that
global warming causes, we do not prepare for
any new dangers to humans, and neither for
viruses which cause global pandemics. During
the past 100 years, humanity did not have to fight
an epidemic similar to COVID-19 and the
challenges related to it. The global provisions to
stop the epidemic change our everyday life
fundamentally. Thanks to the developed level of
IT, the choice of a home office contributes greatly
for enabling business continuity up to the
moment of the epidemic slowing down. However,
the suddenly changed working conditions raised
significant information security questions. The
author discusses these problems and their
solutions in the following sections.

2.1. The Employer’s Steps for the New
Situation
The appearance of Covid unexpectedly
surprised employers and they were not prepared
for this new and unusual situation. The pandemic
demanded fast and effective reactions from the
them in order not to experience serious
interruptions and to provide their employees
some conditions to continue doing their jobs.
Because of the intensive spread of the virus, a
lot of companies were forced to switch to home
office from one day to another, and for this
situation, as it was said, neither the employers,
nor the employees were prepared for it. The
situation demanded immediate measures to a
seamless transition, but the required information
security tasks could not be completed in some
companies. These tasks, for example, the data
assets inventory, designation of responsible
persons and tasks of the regular audits were not
included in priorities. In addition to these
additional tasks, the curfew started in March
2020 caused additional difficulties.
Nevertheless, the movement from “office
office” to “home office” had to be done.
Consequently, the lives of both companies and
employees have fundamentally changed. Firstly,
we have to direct all the employers, who do not
require physical, on-site presence, to work from
home. For this change, it was necessary to
provide as many IT devices as possible either
buying, borrowing or redeploying them. Secondly,

2. STATISTICS ABOUT THE RATE OF HOME OFFICE
As a result of the coronavirus, employers had
to react to a changed situation and, based on the
KSH’s (Hungarian Central Statistical Office) data,
we can say that the number of tele-workers
increased very much since spring 2020.
Following several waves of the epidemic, in
February of 2021 the number of people who work

Z. Nyikes is with the Department of Methodology and
Informatics, Milton Friedmann University, Hungary (e-mail:
nyikes.zoltan@uni-milton.hu).

57

it was required to design an appropriate software
environment: the entries, the authentications,
regulation of rights, the work control, data
protection regulations, and necessary training for
workers.[2]
Telecommunications, as a different kind of
subarea also has an important part in the
pandemic. all of a sudden, the applications that
allow group educations, teleconferencing,
meetings became very important. As they were
actively used, various security problems and
hitherto uncorrected critical errors have been
identified. The biggest problem was the Zoom’s
shortcomings stir, which resulted from an easyto-use conference application whose developers
were not prepared for, suddenly, hundreds of
percent increases of the number of users.
Thereby, critical deficiencies have surfaced,
among others an order of magnitude of fifteen
thousand private conference meeting have been
released on public internet.[3]
Almost all employers have taken immediate
action to maximize the IT security of employees
working from home. It was a primary task for
them to confirm the organization’s IT background,
where the provision of hardware devices and the
rules of data protection compliance had a priority.
By providing employees with the right hardware
and software tools, they had not yet done their
job, as employees had to be provided with IT
security training to help them lay the groundwork
for safe work from home and teach them a
safety-conscious attitude. In addition, it has
become necessary to create a support team to
handle problematic cases and solve in a short
time any problems that may arise, even by
providing remote assistance.
Also, the order of permissions, authentications
and secure remote accesses was reviewed. The
protection against malware had a priority role,
which is an essential element of the companies’
safety operation, since malware can attack on
any platform, create viral infections, data thefts,
and other incidents against all operating systems.

office proliferation are:
- PKI- Public key infrastructure and digital
sign, authenticated timestamp;
- VPN-Virtual Private Network;
- HTTPS- encrypted web service;
- Strong, multi-factor identification;
- DLP- Data Loss Prevention;
- Log analysis;
- SOC- Security Operations Center;
- Personal Firewall;
- Storage encryption;
- Encrypted external media;
- Malware protection.
Several big companies practice the home
office as a daily routine; therefore, the
infrastructure of the companies’ offices does not
show the number of employees in the company.
The management of many large companies
believes in the efficiency of location-independent
work, and appropriate protection systems have
been developed accordingly.
The main IT security steps are:
- User identification to use the system.
- Software installation on devices is regulated
and only licensed software installation is
possible.
- Repeated and continuous updating of the
database of the operating system,
applications, drivers, protection systems.
- Local protection of network protections with
a firewall.
- User privileges are restricted on devices (no
admin privileges are issued) and data
movement, printing, or forwarding to/from an
external repository/ external address is
blocked.[24]
4. COVID IN THE MIDDLE OF THE DIGITAL
TRANSFORMATION
We live in the times of digital transformation
when companies have to make some kind of
steps in order to achieve a change of attitude that
their company will operate with a high level of
technological achievements in their day-to-day
activities, and, thereby, move the work and
business processes into virtual space.[4] The aim
is to make the company processes unified and
automatic in this way, it can save money and
time and even make the organization more
efficient. The pandemic highlighted the need for
this even more, as, without digitization,
companies would not have been able to cope
with this challenging situation. It can be said that
its presence is typical of all industries, both in the
public and competitive sectors.[5] Of course, it
can be felt that it is difficult to get rid of the
already used and well-proven analogue methods,

3. PROTECTION MEASURES
An attack on an organization can come from
multiple directions, which can have multiple
strands of corporate protection measures. The
actions can be classified into four different
groups: physical (for example: guarding, visitor
treatment, fire protection), administrative (e.g.,
risk analysis, regulation, business records),
personal security (selection of persons suitable
for the task of trust, security awareness), and
electronic
information
security
(system
supervision,
operation,
transmission
path
protection, border protection).
The most useful protection tools for home
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but there is a constant development and a desire
to improve, which increases the efficiency and
transparency of individual organizations.[6]
The managements of companies should not
forget one thing: the pandemic requires fast and
immediate decisions and they don’t have time for
waiting months for test results or to take further
action. However, after the pandemic, when the
order is restored, the companies must continue
their digitalization developments, and they must
continue unabated.[25][26][27]

decline, so there is a risk that employees will
commit abuses and malicious activities. Business
and IT leaders faced unprecedented challenges,
so their primary focus was on survival. The most
important thing was to keep the business viable,
with less attention paid to organizing to maintain
ideal processes and to designing and maintaining
security requirements. Companies need to adapt
to new realities and adapt their IT security
strategies to changed business conditions.
To ensure this, you may want to consider the
following steps:

4.1. Making new Security Strategies
The coronavirus has redefined foals and
strategies in virtually every aspect, both on a
personal and business level. Cybersecurity is no
exception: cybersecurity plans needed to be
reviewed, new priorities and cornerstones
needed to be set and adapted to the new
situation. The best security strategies are
sufficiently flexible and can adapt to current
circumstances and market conditions. The
coronavirus epidemic has forced experts to
modify and re-prioritize security plans with of the
following flexibility in mind. The most striking
consequence of the epidemic was the
emergence of new ways of working, the
intensification of online channels and the
acceleration of migration to the clouds. At the
same time, of course, the targets of cyber-attacks
have also changed. Unfortunately, budgets have
been reduced, so the amount spent on IT
security has been reduced, too, and the human
risk factor has also risen due to redundancies.
IT security experts have faced several
challenges as a result of these changes and the
radically new situation. New platforms and
solutions introduced with remote work, in addition
to extending the security boundaries of
companies, can increase the potential attack
surface, and the diversion of customers to online
channels can also cause significant traffic
capacity problems. Disruptions in supply chains,
changes in consumer habits and forced closures
due to the viral situation set off another economic
recession of the 21st century. After general and
unbroken growth in recent years, prospects in
220 have become uncertain.
Most companies have begun to reduce costs,
which they thought were more negligible in terms
of acquiring a business. These reductions may
also have an impact on security spending. In
addition to extortion program attacks against
health care provider and facilities, domestic
workers have also become targets, who are more
vulnerable and susceptible to so-called social
engineering-type attacks.[7]
People laid off during redundancies may lose
confidence in the company, workplace morale
may deteriorate, and employee loyalty may

- Understand the business environment!
- The market situation in the relevant business
needs to be reviewed.
- Business leaders should be consulted about
new organizational or business strategies
and objectives.
- The technical or IT managers need to be
consulted about what changes have been or
will be made and what solutions are
expected in the existing infrastructure and
architecture.
- It is necessary to thoroughly understand
what the critical tools are in the current
situation.
- We need to review the threat map to
understand what types of threats are most
likely and which may have the greatest
impact on our critical assets.
- It is recommended to implement and update
the IT risk assessment.
There are two areas to consider when working
from home. One is the GDPR (General Data
Protection Regulation), the other is the protection
of business data and the organization’s IT
infrastructure.[8] The more remote access points
are created, the more gaps open on that
particular shield. If it is not possible to provide all
employees with a company notebook, they will
manage company data on their computer, which
can be a GDPR and business concern. It is
especially risky if, as a subcontractor, the data of
the clients are transferred to the employee’s own
IT equipment. In these cases, it is recommended
that you check company’s computers for viruses,
have a firewall turned on, and disable the use of
file-sharing applications for remote work.
Work organization should be designed so that
not even an employee’s family member has
access to company data. All organizations should
review the GDPR data management record and
change the information following the new data
management activities. By failing to comply with
personal
data
management
regulations,
organizations ordering work from home will risk a
data protection fine.
It is of the utmost importance that all work
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created and managed at home is returned to the
data controller at the end of your work from
home, regardless of whether it contained
personal data or not.

the types of crime committed by pedophiles, such
as Cyber-Grooming. Cyberbullying cases also
showed a significant increase. There have been
several deception-based crimes in which
cybercrime groups have maliciously targeted
their victims, taking advantage of the situation.
There have been plenty of fraudulent campaigns
aimed at obtaining user data, such as access to
credit card information and bank accounts. A very
large number of users were not prepared for such
attacks.[11][12]

4.2. Redesign the Priorities for Cybersecurity
Areas
Areas to be protected in the organization’s
security framework should be reviewed. There is
a need to rethink which capabilities need to be
reduced or even eliminated, as well as which
capabilities need to be developed or rebuilt in a
situation caused by the coronavirus. New
business circumstances must be considered
when making decisions.[9]

6. RESPONSIBILITIES OF ICT SERVICE PROVIDERS
AND AUTHORITIES
In author’s opinion, the systems of ICT, when
protecting critical infrastructures, need a higher
level of protection. It is easy to place the
responsibility on an unprotected user who is not
expected to have a professional level of IZ and
information security knowledge so that if they are
forced to use the Internet and its services, their
data and money will not be stolen. Unfortunately,
we cannot hear the news that authorities would
have been liquidated some kind of cybercrime
group, who committed some kind of large-scale
fraud. Of course, it is a known fact that there are
no country borders in the cyber world and anyone
from anywhere, can do anything anywhere, so
that it is never discovered, or at best, is
discovered in weeks to months. This is almost
very difficult to follow.[13][14][17]
We have to recognize the fact, that the cyber
world requires the daily presence of at least as
many policemen as in the real world. If that many
officials controlled cyberspace and imposed
sanctions on irregularities and crimes as they do
on a day-to-day basis of public order, there could
be a chance that these perpetrators would be
identified. Of course, this law enforcement
presence should be focused on preventing
crimes and offences. This also requires
clarification and clarification of the legislation, as
well as the identification of new types of
cybercrime and definition of the related
sanctions.

4.3. Redefining the Security Strategy
Existing targets and protection measures need
to be reviewed and adapted to new, current
priorities-optimizing the cost of security controls,
keeping in mind its positive and business
implications. One should not be convulsive in
clinging to old well-established methods but
should be able to change and accept them if any
method not used so far can work better in the
real situation. The time has come for “Lean
Security”, an approach to get rid of what does not
add value to maintaining security. All
unnecessary costs will be disputed by
management, so IT security managers need to
make smart decisions.
5. THE NEED TO DEVELOP DIGITAL COMPETENCE
AND SECURITY AWARENESS
Recent times have also shown that to work
from home safely while ensuring the protection of
systems, a strong emphasis needs to be placed
on user security awareness, which has proven to
be impossible without raising the level of digital
competence. During the 2020-2021 pandemic,
the
number
of
cyber-attacks
increased
dramatically. The reason is clear, many people
spent much more time online and used an
Internet service for work, education-learning,
shopping, administration, or entertainment. Users
who have not used the Internet to such an extent
in the past have been exposed to a plethora of
dangers that can be avoided with security
awareness. Plenty of people were forced to go to
the computer for work or to participate in this
form of education. In many cases, these kids and
adults have now used various collaborative apps
for the first time, or even email, a teamwork app,
and a cloud service.[10]
They were exposed to many forms of danger.
In addition to a large number of digital malwares,
malicious targeted attacks, data, and personality
theft have also emerged. In addition, many types
of crime have shown a huge increase. Such were

6.1. Possible Methods of Implementation
Cleaning up cyberspace from criminals seems
almost impossible but let us just think that at the
time of the proliferation of shipping, many pirates
also appeared and kept commercial route users
in awe for centuries. This has, unfortunately, hit
the head again in various seas in recent years.
Military and police forces have been and are still
being used to protect trade routes and maritime
borders. The NAVY, with the use of the Coast
Guard and the Border Guard, managed to clean
up or keep the pirates in high control with a long
effort and imposed the most severe penalties on
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them if detained. In author’s opinion, targeted
and sacrificial work could be done to make
cyberspace secure. Of course, this will not
happen tomorrow. This result can be the result of
long and arduous work. Two directions can be
identified for building secure cyberspace. One is
to protect borders; the other is to create cyberinternal security for countries.[15][16]

see what we get or do not get from the service
provider for our money. [19]
The ICT service company only ensures that we
have a connection. The security of the
connection is no longer of absolute interest to the
service provider. Currently, it is the user’s
responsibility to have the IT knowledge,
hardware, and software protection tools that
partially guarantee security. But for a separate
subscription, you can purchase an extra service
from your service provider that provides network
security that is also partially secure. In the case
of water suppliers, it is possible to provide
guaranteed drinking water with strict legal and
standard regulations, which are prescribed and
accounted for by the state through its authorities.
If ICT service providers were also required to
comply with similarly stringent legal and standard
requirements through the state’s authorities,
users would fall victim to far fewer
cybercrimes.[20][22]
Of course, it can be said that this is a
complicated task. But if we consider that there is
an extra service of the service providers, which
can be used by the user for an additional fee and
is guaranteed to be able to use the ICT services
safely.[23] One solution could be for the state,
through the authorities, to oblige service
providers to provide these services, which can be
used for an extra fee to users as part of the basic
package, without paying an extra fee. I think that
this critical infrastructure also deserves to be
subject to the same strict regulatory environment
for these providers as is fully the case with other
critical infrastructures.

6.2. Protecting Cyber Borders
Of course, the internet is free and crossborder, like airspace for aircraft. However, each
country has several international airports where
these planes can land and there is an official
entry into the country and possibly customs
clearance.
International
internet
trunk
connections are also connected to domestic
networks at specific and identified points in the
country. Strict control and protection of these
interfaces is an official task, as in the case of
geographical borders or airports. [18]
This is the task of the National Cyber Defense
Institute
in
Hungary.
The
Institute
is
internationally recognized and does an excellent
job to the best of its ability. However, if the
malicious nature of data connections passing
through the points, as well as the rigorous
intervention on them, were to be done much
more effectively, there would be much less cyberattacked from abroad. This task would, of course,
require much more resources, both material and
technical and, finally, human resources.
7. ICT SERVICE AS A CRITICAL INFRASTRUCTURE
If we release a glass of water from the kitchen
tap, we can drink it with complete peace of mind,
as we know that we receive impeccable and
guaranteed quality drinking water from the
service provider in the drinking water network.
We also know how important it is to protect the
drinking water network, which has been proven in
many cases throughout history. It is not a
question for the service provider to provide users
with water that complies with the regulations. By
regulations, we mean strict standards and
legislation that the service provider must comply
with. [18][21]
It may not provide water of impeccable quality.
The user does not have to worry about whether
the water obtained, whether it is sufficiently
clean, contains any toxins. You do not need to
operate a separate water purifier and water purity
analyzer in your kitchen for this. You do not have
to pay extra for the service to get guaranteed
quality water. Moreover, you do not need to have
water or chemical knowledge to drink a glass of
water safely. This safety is provided by the
drinking water company. If we apply the above
example to ICT services, we will be horrified to

8. CONCLUSION
Our daily routine has been completely
reorganized by the pandemic caused by the
COVID-19 virus. Working or studying from home
has led to a much higher exposure to the
internet, which has also increased our
vulnerability. The immediate and long-term
responsibilities of employers and employees in
creating safe use have been outlined above. The
cybersecurity of the user should be largely
ensured by the government through its
authorities, which would require ICT service
providers to provide the basic secure service that
service providers offer users at an extra cost.
Users
“security
awareness
and
digital
competence” are very important. However, it is
not enough to just rely on this and expect security
from the user. The responsibilities of the ICT
service were presented, it has to take the security
loads off the user’s shoulder and guarantee IT
safety. t was shown how authorities and service
providers could more effectively guarantee
cybersecurity.
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