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Doctoral School on Safety and Security Sciences 
 

Special issue:  
 

„ The Research Results of The Doctoral School on Safety 
and Security Sciences,  

Óbuda University, Budapest, Hungary “ 
 

Guest Editor: Gyula Mester 
 

The objective of The Doctoral School on Safety and Security Sciences, Óbuda University, 
Budapest, Hungary is the training of technical scientific researchers who are able to go beyond the 
traditional disciplinary approach and to solve real research and development tasks based on real 
industrial needs independently, by applying the skills in a synergistic and creative manner. In this 
way the sharp borderline between the separate disciplines is disappearing and the project-oriented 
approach necessary for practical tasks is generating synergies between the disciplines and the 
new science of safety knowledge is. 

The research results of the Doctoral School on Safety and Security Sciences in this journal 
include the following papers:  

The paper How to Identify Predatory Journals? An Idea of an Expert System (by Berek 
László) presents the most important signs for recognizing predatory journals and introduces the 
online resources that help researchers to find the right journals. 

Part of the research topic Autonomous Road Vehicles is presented in paper titled 
Development Aspects of Autonomous Road Vehicle Infotainment Systems (by Dévényi Géza and 
Rajnai Zoltán). The topic of this paper is the development aspects of the autonomous road vehicle 
infotainment systems. The complexity and the performance of the In-Vehicle-Infotainment (IVI) 
systems are continuously increasing. The road vehicles in series production implement more and 
more automated driving features. 

Paper titled The Impact of 5G Technology on Life in 21st Century (by Pisarov, Jelena and 
Mester, Gyula) discusses the concept of 5G technology, first, the evolution of 5G technology and 
then finds out how the 5G networks works. Currently, 5G technology is in testing phase in many 
countries, with researchers facing the problem of the security issues. Next, it explains how 5G 
network impacts modern technologies such as the Artificial Intelligence (AI), Internet of Things 
(IoT) and Self-Driving Cars. 

Most lightning protection systems are installed outdoors. The materials used are exposed to 
the risk of corrosion due to environmental influences. This requires using corrosion-resistant 
materials and solutions. The paper Analyzing the Corrosion Potential of a Lightning Protection 
Systems (by Kasza, Zoltan) presents the solution. 

Paper titled The Nuclear Emergency Response System - The Source of Best Practice (by 
Hullán Szabolcs) presents the framework of RESPEC (Radiological Emergency Support Project for 
the European Commission) delegating experts, who analyze radiological events in the radiation 
protection section at radiological or nuclear emergency situations. 
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The aim of the paper Safety and Security Aspects in Drones Regulations: An Overview (by 
Ninkov Ivona and Mester Gyula) is to show the need of a strict and detailed regulation even though 
we are facing understandable concerns of lawmakers. In this paper the descriptive method is used. 

The paper Future Prospects of Energy Supply in the Light of New Trends (by Ferenc, 
Molnár) focuses on the search of possible alternative solutions.  

Paper titled Lightning Protection Risk Analysis for Condominiums (by Kasza, Zoltan) 
calculates and contains the specific lightning protection adequacy of the concrete structure taking 
into account the parameters of buildings and their installations. 

All of the presented works give a careful study of the problems, the editor believe that the 
whole issue is a very interesting read. 

Prof. Gyula Mester, Óbuda University, Doctoral School on Safety and Security Sciences, 
Budapest, Hungary, 2020. 
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Abstract: Predatory publishers and journals are 

one of the biggest threats to online scientific 
communication, publishing, and open access. 
There are several names for these journals, but the 
term predatory journal is the most often used for 
these publications. In many cases, it is difficult to 
identify the signals that would make it clear that 
this is not a scientific open access journal, but a 
publication designed to cheat researchers - and, of 
course, to provide financial gain. This article 
presents the most important signs for recognizing 
predatory journals and introduces the online 
resources that help researchers to find the right 
journals. 
 

Index Terms: Predatory journals, Predatory 
publisher, Academic ethics, Open access, 
Scholarly publishing, Scientific communication, 
Journal metric 
 

1. INTRODUCTION 

 
This issue has been under investigation for 

years by researchers. There are several lists 
where researchers can check the questionable 
journals and publishers and several researchers 
deal with summarizing the characteristics of 
predator journals and compiling checklists. After 
defining the characteristics of predatory - or 
presumably predatory - journals, weighting the 
various suspicious signals, an expert system can 
be created to help researchers easily filter out the 
value of publishing their research results in a 
given publication. 

 
The online technology unbroken development 

"helps" spread predatory journals. By 2012, the 
number of online-only journals was higher than 
the number of paper-based journals. Of course, 
today the number of online publications has 
continued to increase, while the number of 
periodicals with physical appearance has 
continued to decline. 

 
Predator journals are primarily intended to 

deceive young researchers who are not yet  
 

Berek, László. Author is with the Óbuda University Doctoral 
School for Safety and Security.  
Library director of Óbuda University, University Library. Hungary 
(e-mail: berek.laszlo@lib.uni-obuda.hu). 

 
familiar with quality journals in a given research 
area. A common method used by predator 
publishers is to send unsolicited letters from 
robots asking them to publish their publication, 
magnifying their current work [1] [2]. For young 
researchers, an announcement in an open 
access conference publication is the perfect grip 
for such publishers' online robots: in many cases, 
the author's name, publication title, and author's 
email address can be "read" for the robot. From 
now on, the software will only need to paste the 
data into the template mail and can automatically 
send the alert letter. It may be flattering to young 
researchers that they want to publish their papers 
in a scientific journal.  
 

Of course, the "publish or perish" pressure 
make serious impact on the spread of predatory 
journals as well [3]. Nevertheless, the mushroom-
like nature of the proliferation of online journals 
and the existence of a very well-structured web 
site can trick even experienced researchers. 

2. IDENTIFICATION OF PREDATORY JOURNALS 

 
To identify predatory journals, researchers 

need to be familiar with current scientific 
rankings, official science metrics, and stay well-
informed in scientific databases. This is also 
important because predatory journals falsify 
these rankings and values. Once these signs are 
noticed, we may suspect the journal's credibility. 

 
When examining journals, signs can be 

identified to help authors determine whether a 
journal is a predator. Of course, the presence of 
one characteristic does not mean a clear 
predatory classification for the publication under 
review, but the more of such signs are true for a 
journal, the stronger the suspicion is.  

 

2.1 Some of the Typical Signs of Predatory 
Journals 

 
- The journal is not indexed by competent 

scientific databases. 
- The journal website does not contain 

information about the editorial board. 

How to Identify Predatory Journals?  
An Idea of an Expert System  

Berek, László 
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- There are non-academic advertisements on 
the webpage. 

- The website of the journal does not contain 
information on the address and contact 
details of the editorial board. 

- The scientific work of the editor-in-chief, the 
editorial board, and the columnists cannot 
be credibly monitored. 

- There is no transparent description of the 
publishing process. 

- The journal claims an "alternative" (fake) 
impact factor score. 

- The scientific work of the editor-in-chief, the 
editorial team members cannot be 
trackable in scientific databases. [Eriksson] 

 
There are signs that clearly confirm the 

suspicion of the journal under investigation. If the 
publisher/journal claims false information about... 

 
- ...indexing in specific scientific database; 
- ...its journal metrics; 
- ...the editorial office location and address. 

 

2.2 Is the Journal Indexed by Accepted Scientific 
Databases? 

 
If the journal website makes a false statement 

about indexing, it is easy to see: the title of the 
journal and the ISSN number should be checked 
in the database and on the publisher site. (e.g. 
WoS Master Journal List, SCimago Journal 
Rank) Many times these journals indicate that 
GoogleScholar indexes its content ... it can be 
true, but it does not mean any professional, 
scientific activity. A scientific journal doesn't pride 
oneself with indexing by GoogleScholar, because 
it's almost natural. 

 
In the event that the contents of a journal can 

be searched in credible scientific databases, it is 
certainly not a predator journal. We primarily 
need to look at the contents of Clarivate 
Analytics, Elsevier, and other reputable publisher 
databases. With Clarivate Analytics, you can 
access a searchable list of journals indexed in 
the Web of Science database, even without a 
subscription. This is the Master Journal List 
(https://mjl.clarivate.com/) - if the journal in 
question is on the platform, we can be sure the 
publication is not a predator. “The Master Journal 
List is an invaluable tool to help you to find the 
right journal for your needs across multiple 
indices hosted on the Web of Science platform.” 
[4]. 

 
Another important source for researchers and 

authors is the SCimago Journal & Country Rank 
(https://www.scimagojr.com/) operated by the 

Scopus database. The SCimago Journal Rank is 
available free of charge and if the questionable 
journal is included in the database, we can be 
sure that the publication is not a predator. By the 
way, SCimago (SJR) is a science journal and 
country ranking database that allows researchers 
to get information about the current scientific 
classification of a journal. “The SCImago Journal 
& Country Rank is a publicly available portal that 
includes the journals and country scientific 
indicators developed from the information 
contained in the Scopus® database” [5] 

 

2.3 What Kind of Journal Metric Value the 
Journal Shows Itself? 

 
This is also clear evidence to exclude them 

from scientific publications. If the journal's 
website claims to have Impact Factor value but 
doesn't actually have it, then there is no point in 
further investigating. 

 
Researchers can use the Clarivate Analytics 

Journal Citation Reports (JCR) database for 
verification. If the journal has an official Impact 
Factor value, it must be found in the database. 
Since this is a subscription-based service, 
researchers should visit a university library and 
ask for help from library staff. Most of the 
university and research libraries have 
subscriptions to the Journal Citation Reports 
database. The journal may also indicate that it is 
ranked in the SCimago database. This can be 
easily checked on a publicly available portal: 
SCImago Journal & Country Rank. 

 

2.4 Black and White Lists of Predatory Journals 

 
There are several international predatory 

journal and publisher lists. Jeffrey Beall's list was 
the most well-known "black-list" on the Scholarly 
Open Access blog. (The blog has been 
discontinued, but the list is still available today.) 
In addition, several lists – black - and white lists 
as well - are being created and updated in order 
to help researchers find the right journals. 

  
After Beall's blog, a number of similar lists have 

been made and are constantly being updated, 
such as Crawford's "Gray OA" list [6] or the UGC 
Approved List of Journals page [7]. 

 
These lists, blogs, and pages can be good 

starting points, but researchers have to be careful 
with the information here. If a journal is included 
in such a list, it is not clear evidence that it is a 
predator. In any case, further investigation of the 
journal is required.  
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Over the past few years, several studies have 
been published that deal with the content of 
these lists and webpages. Several researchers 
claimed that these lists are not suitable to clearly 
identify predatory journals. These studies point to 
errors in the examination of journals and 
shortcomings in the selection methodology [8] [9] 
[10]. 

 

2.5 MTMT Hungarian Scientific Bibliography 

 
In Hungary, the official database of 

publications and citation is Hungarian Scientific 
Bibliography.  

 
“The Hungarian Scientific Bibliography (Magyar 

Tudományos Művek Tára, MTMT) is a 
comprehensive national bibliographic database of 
scientific publications and citations.” [11]. This 
platform can also help researchers. The MTMT 
journal database also contains a "predatory?" 
field in the record of every journal.  

 
In this regard, journals can be classified into 

three categories in the MTMT journal database: 
 

- Unknown; 
- Not predatory; 
- Predatory. 

 
A journal is classified as "Unknown" if it has not 

yet been verified by the MTMT administration or 
the classification is not clearly identifiable. 
Journals set as “Predatory” may not receive peer-
reviewed and scientific classification in MTMT. 

 

 
 

Table 1. Journals in the Hungarian Scientific Bibliography 
Database (MTMT) 

 
At this time (November 25, 2019), this 

classification field has been completed for more 
than 80,000 journals in the Database of MTMT, 
and in nearly 10,000 cases this field is empty. 
(The complete journal database consists of more 
than 90,000 records.) The figures in the table 
illustrate that, in many cases, it is difficult to 
clearly determine whether a journal is a predator. 
The number of publications with an “Unknown” 
rating and a blank field is close to the number of 
journals with clear “No predatory” rating. 

 

 
 

Figure 1. Journals in the Hungarian Scientific Bibliography 
Database (MTMT) Percentage report 

 
We can see that the number of journals with a 

clear “Predatory” rating is only 2292. This would 
be quite an acceptable proportion for the total 
number of 91,000 magazines, but there are also 
plenty of questionable magazines among the 
“Unknown” rated journals. Another important 
piece of information is that at the time of the 
query, there are 3011 journal articles from 
“Predatory” rated journals in the database of 
MTMT. [12] 

 
Of course, it is not expected that the data of 

such a rapidly changing and constantly growing 
area will be maintained by the administration of 
MTMT. Maintaining a database with such data 
would require a huge apparatus, and even then, 
changes would not be traceable. 

4. CONCLUSION 

 
It is obvious that in order to identify predatory 

journals and publishers, researchers need to 
know the most important scientific databases, 
scientific journals, and journal metrics systems. 
Beyond that, knowing the characteristics of 
predatory journals is also important, because 
without them, judgment can be a problem. 
Complicating the problem is that the websites of 
questionable journals are becoming more and 
more professional each year, more alike the 
websites of scientific journals. This makes it even 
easier for unsuspecting researchers to be misled. 
The solution to this problem would, in my opinion, 
be to set up an expert system that can track the 
typical changes in predator journals and 
publishers that would effectively help researchers 
to avoid predatory journals.  
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Abstract: The topic of this paper is the 

development aspects of the autonomous road 
vehicle infotainment systems. The complexity and 
the performance of the In-Vehicle-Infotainment (IVI) 
systems are continuously increasing. The road 
vehicles in series production implement more and 
more automated driving features. The IVI systems 
are connected to the automated driving functions 
and are in interaction with the driver. Also, the IVI 
systems of autonomous cars will be connected to 
external communication networks. IVI system 
malfunctions may have the potential to have effect 
on the traffic or transportation infrastructures. 
Compromising the connected IT infrastructure may 
have the potential to lead to the malfunction of the 
IVI systems. The future development of 
autonomous road vehicle IVI systems has to take 
into account several development aspects to keep 
up in this complex business, legal, and technical 
environment. 
 

Index Terms: Autonomous, Road Vehicle, Safety 
Critical, Infotainment System, Development  
 

1 INTRODUCTION 

HE new road vehicles continuously implement 
more and more automated driving related 

features. The ultimate goal of the technology 
development in the automotive industry is to 
produce fully autonomous cars, that can drive 
everywhere in all conditions. 

Until reaching that advanced state, the 
technology will have to get over several maturity 
level. Due to the nature of the automotive 
business and the technical complexity of the 
autonomously driving cars and the related critical 
infrastructures, the continuous development is 
impossible without properly analyzing the whole 
context. 

This paper briefly describes the main IVI 
system components and then highlights the main 
driving factors of the development of the 
autonomous driving technology. 

 
Author 1: Géza, Dévényi, PhD student of Doctoral School for 

Safety and Security Sciences, University of Óbuda, Budapest, 
Hungary, (email: geza.devenyi.a@gmail.com) 

Author 2: Zoltán, Dr. Rajnai, Head of Doctoral School for Safety 
and Security Sciences, University of Óbuda, Budapest, Hungary 

2 BUILDING BLOCKS OF THE IVI SYSTEM 

A general sketch of a premium passenger car 
can be seen in Figure 1. Not all of these system 
blocks can be found in each passenger car. 
Some blocks are new developments and some 
have already undergone major changes. [1] The 
main function of the IVI is still providing a Human 
Machine Interfaces (HMI) in the vehicle. The 
development of an HMI is a complex, 
interdisciplinary challenge. [2] As in other vehicle 
domains, in the IVI domain, the electronics and 
the software were the most innovative 
technological areas in the last decades. 
 

 
Fig. 1: Passenger car In-Vehicle-Infotainment system 
 
The brief description of the building blocks is 
listed below as per numbering in Figure 1. 

1. Head up display 

A small transparent panel to show a limited 
amount of information. Mainly to inform, alert or 
warn the driver. This component is one of the 
latest developments in the automotive IVI 
systems. It is usually a compact, fully digital 
component. 

2. Instrument cluster 

One of the original building parts of the IVI 
systems. It also presents critical information to 
the driver, e.g. vehicle speed, information on the 
engine condition. The new premium category 
cars are fully digital and already fitted with Liquid 
Chrystal Display (LCD). Due to reliability 
purposes e.g. the safety, critical warning 
functions have not always been integrated in the 

Development Aspects of Autonomous Road 
Vehicle Infotainment Systems 

Dévényi, Géza and Rajnai, Zoltán 
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LCD screen but are still using individual LEDs 
(Light Emitting Diodes). 

3. Steering wheel controls 

There are several buttons and switches 
integrated in the steering wheel for the comfort of 
the driver. Vibrating effect can also be built in the 
steering wheel to provide a diverse way of 
warning for the driver. This warning function can 
already be considered as safety critical. 

4. Head unit 

This component can be considered as the 
actual brain of the IVI system. For all future cars 
it will include a touch screen and a reasonably 
powerful hardware that is able to meet 
performance requirements of the installed 
Operating System (OS). It usually includes a 
Global Positioning System (GPS) receiver for the 
navigation and a Subscriber Identification Module 
(SIM) card for the mobile connection. Its control 
can be fully touchscreen integrated depending on 
the design of the concerned brand and car type. 
This control integration tendency supports the 
cost reduction by removing the hardware buttons 
and switches. Since the head units by now can 
implement a hypervisor and can run several OS, 
the software architecture became hierarchical 
and complex. This aspect is becoming essential 
as the safety critical part of the OS has to be free 
from interference with other non-safety critical 
parts of the OS or other OSs. The architecture of 
future IVI systems will be modular to comply with 
the technical complexity and the increasing 
number of the software suppliers. This sort of 
modularity will demand mature development 
processes as in the design phase as well as in 
the integration phase. 
 

5. Control Panel 

This panel is situated in the center console and 
interconnected with the head unit. Even though 
the increasing number of features integrated in 
and controlled by the head unit, lots of Original 
Equipment Manufacturers (OEM) keep this block 
as it is the easiest and the safest to use 
controlling components while driving. It is usually 
a pure electronic, fully integrated component and 
therefore has no demanding requirements for the 
system and the software level development 
processes. 
 

6. Microphone and speakers 

The general audio components of the IVI. Their 
importance and the concerning requirements on 
the reliability and the quality are increasing as 
voice recognition features develop. At this stage 
the speakers generally have a significant role in 
the driver warning part of the safety concept. 

3 THE DRIVING FACTORS OF THE DEVELOPMENT 

3.1 Production Volume 

The number of the produced cars is by order of 
magnitudes higher than that of other safety 
critical systems, e.g. power plants or airplanes. 
Any critical problem resulting in a recall of a car 
can cost a lot the OEM. On the other hand, big 
car factories require huge investments which can 
return in decades only. Therefore, the industry is 
traditionally very cost sensitive, setting extremely 
tight budget for the development. 

3.2 Supply Chain 

The supply chain extends around the globe 
and is very complex. The responsibility sharing 
between the parties is based on actual contracts 
but the players have to comply with the global 
quality standard IATF16949 by International 
Automotive Task Force. Taking into account the 
increasing number of the software suppliers, the 
standard requires the software suppliers to build 
competency to carry out self-assessments on 
their own software development processes. [3] 
 

3.3 Technical Complexity 

The complexity of the in-vehicle 
communication network continuously increased 
as many new Electronic Control Units (ECU) 
were implemented and connected to the vehicle 
Controller Area Network (CAN). The volume of 
the software implemented in the ECUs boomed 
along with the number of required features and 
the performance of the electronics hardware. A 
new premium car has over 100 million Lines of 
Code (LoC) As a comparison a Boeing 787 has 3 
million or less LoC. [4] Such level of complexity 
raises specific requirements on the architectural 
design (at the system, software, and hardware 
level), on the component interface specification, 
on the related integration test specification as 
well as on the actual integration process. 

3.4 Vehicle Lifecycle 

The OEMs traditionally have a very 
conservative approach on the verification and the 
validation of new technologies. For that reason, 
OEMs want to see a product with fully validated 
feature set by the Start of Production (SoP) This 
is a reasonable requirement to reduce the risk of 
a recall campaign. On the other hand, IVI 
systems have an increasingly stronger customer 
requirement to be able to add new system 
features after the SoP. The vehicle domains are 
dependent on the actual hardware, e.g. chassis, 
powerline, and usually can’t be upgraded with 
new features. The developers therefore will have 
to specify more powerful hardware and a properly 
modular software architecture. Taking also into 
account the increasing technical complexity, the 
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full system validation before SoP is getting a 
bigger challenge. This is also an important area 
where OEMs and the IVI software suppliers will 
have to come to a compromise. Some features 
might be released with a lower but still 
reasonable level of validation and might be 
upgraded based on the field experiences. Tesla 
cars [5] are already able to remotely update the 
software accordingly. 
 

3.5 Cultural Differences 

Due to the implementation of the direct User 
Interface (UI), the IVI is unique among the other 
vehicle domains. It is feature rich compared to 
the chassis or the powerline domain. Since the UI 
is always an essential part of the vehicle level 
safety concepts, the developers have to take into 
account the target market cultural background. 
Developers working for global markets have to 
develop competence to deal with this aspect, 
which is time-demanding for the organization. 
 

3.6 Functional Safety 

The society and the authorities want to see a 
continuously decreasing trend in the number of 
car accidents. The inappropriately low level of 
safety can result in a recall with financial, legal as 
well as reputational consequences. In order to 
reduce such risks rooted in the malfunction of 
safety critical systems the International 
Organization for Standardization issued the 
functional safety standards for road vehicles 
ISO26262 in 2011. The standard does the 
following: 

a)  provides an automotive safety lifecycle 
(management, development, production, 
operation, service, decommissioning) and 
supports tailoring the necessary activities during 
these lifecycle phases; 

b)  provides an automotive-specific risk-based 
approach to determine integrity levels - 
Automotive Safety Integrity Levels (ASIL) [6]. 
Table 1 summarizes the ASILs. ASIL Quality 
Management (QM) refers to the lowest level of 
safety criticality and ASIL-D refers to the highest 
level of safety criticality. In the second column 
vehicle level functions listed as per their usually 
applied ASIL; 

 
Table 1: Automotive Safety Integrity Levels 

ASIL Example 

QM Movie and game systems 

A Connectivity, GPS, navigation system 

B Instrument cluster, steering wheel sensor 

C Stability control, valve control 

D Braking, electronic power steering 

 

c)  uses ASILs to specify applicable requirements 
of ISO 26262 so as to avoid unreasonable 
residual risk; 

d)  provides requirements for validation and 
confirmation measures to ensure a sufficient and 
acceptable level of safety being achieved; 

e) provides requirements for relations with 
suppliers. 
 

3.7 Personalization 

Mobile users are used to their phone’s 
personal settings and want to keep using the 
familiar UI while driving or travelling in a car. 
Therefore, the IVI UI has to be able to 
dynamically adjust to the driver’s and the 
passengers’ device settings. The trend of car-
sharing strengthens the requirements on 
personalization. [7] This aspect creates 
information security requirements for the system, 
too, e.g. authentication, authorization, and 
accounting (AAA) [8] 
 

3.8 Information Security 

Future autonomous cars will continuously 
monitor the environment and send information to 
the cloud where High Definition (HD) maps will 
be created and maintained. [9] The HD maps will 
be an integrated part of the traffic and logistics 
infrastructure, which is considered as critical 
infrastructure. In the same time, road vehicles will 
download HD map data to feed their navigation 
functions. Compromising the map providers IT 
system can have the potential to lead to 
hazardous driving situations for individual 
vehicles, as well as to traffic system level 
incidents. The in-car communication network can 
also be compromised via the IVI system which 
can lead also to hazardous driving or traffic 
situations. The root cause of the security gap can 
be either a focused hacking or a malfunction of 
the UI integrating IVI system. Thus, developers 
have to analyze the IVI system’s malfunction root 
causes from information security point of view. 
Vice-versa, the IVI system malfunctions have to 
be considered as root cause of security gaps. 
 

3.9 Newcomers in Business 

With the integration of System on Chip (SoC), 
quality displays, and high-performance Graphics 
Processing Units (GPU), global, originally non-
automotive OS providers, e.g. Google and Apple, 
and several small software component 
developers appeared in the market. These 
companies have no traditional automotive 
background. This cultural gap is a big challenge 
to fill for each party. The software suppliers will 
have to adopt to the automotive quality 
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standards. For software suppliers the Automotive 
Software Process Improvement and Capability 
dEtermination (ASPICE) [13] became the leading 
standard on the development processes. On the 
other hand, the OEMs tend to adopt agile 
software development methods, e.g. Scrum [14] 
or Scaled Agile Framework (SAFe) [15] at the 
different organizational levels. This is also an 
area where the partners along the whole supply 
chain will have to come to a compromise [10-12]. 
 

3.10  Level of Driving Automation 

Program managers and vehicle level designers 
have to make decisions on the level of the 
vehicle driving autonomy from the concept phase 
of the development. In order to provide a 
common terminology for the industry, the Society 
of Automotive Engineers (SAE) International 
issued the J3016 standard. [16] The standard 
defines six levels of driving automation as per 
Table 2. Table 2 shows the responsibility of the 
environment monitoring and the driving at each 
level. L0 refers to the lowest level of automation, 
meaning there is no driving automation at all. L5 
refers to the highest level of automation, meaning 
full autonomy. At this level both the environment 
monitoring and the driving functions are carried 
out automatically by the system under any 
circumstances. It can mean, that there are 
neither pedals nor steering wheel in the vehicle. 
 
Table 2: SAE J3016 Levels of driving automation 

L Environment 
monitored by 

Driver Example 

0 Human Human Lane departure 
warning 

1 Human Human Lane centering OR 
adaptive cruise 
control 

2 Human Human Lane centering 
AND Adaptive 
cruise control 
same time 

3 System Human 
OR 
System 

Traffic jam 
chauffeur 

4 System System Local driverless 
taxi 

5 System System Same as Level 4 
but in all conditions 

 

4 CONCLUSION 

IVI system developers have to work in a very 
complex and interdisciplinary environment. The 
safety criticality of IVI system increases as the 
technology advances towards Level 5 driving 
automation. Development of autonomous vehicle 
connections to critical infrastructures require 

special focus on information security. Therefore, 
the autonomous road vehicle IVI system 
development processes have to comply with 
automotive functional safety and information 
security standards too. Accordingly, IVI system 
developers will have to consider functional safety 
and information security aspects form the early 
concept phase. 

ACKNOWLEDGMENT 

Many thanks to Dr. Varga, Viktor for the 
review. 

REFERENCES 
[1] Krausz, N., Csepinszky A., Potó V., Barsi A., “Az autós 

térképtől az önvezetésig: a járműnavigáció története,” 
Geodézia és kartográfia, 2019, 14-18. 

[2] Meixner, G., Häcker C., Decker, B., “Retrospective and 
Future Automotive Infotainment Systems — 100 Years 
of User Interface Evolution,” Springer International 
Publishing, Automotive User Interfaces, 2017, Chapter 1. 

[3] IATF16949:2016 8.4.2.3.1, Quality management system 
for organizations in the automotive industry, International 
Automotive Task Force, 2016. 

[4] How much code? Cars, https://codeinstitute.net 
/blog/much-code-cars/, 2019. 

[5] Software Updates, Tesla Inc, https://www.tesla.com 
/support/software-updates, 2019. 

[6] ISO26262 Road vehicles — Functional safety, Part 3, 
International Organization for Standardization, ISO/TC 
22/SC 32, 2018. 

[7] Schlag B., Rößger L., “Car sharing - Motive und 
Intentionen,” Reportpsychologie, Germany, 2019, 10-20. 

[8] Ueda, H., Kurachi, R., Takada, H., Mizutani, T., Inoue, 
M., Horihata, S., “Security authentication system for in-
vehicle network,” SEI Technical Review, Number 81, 
2015, 5-9. 

[9] Barsi A., Poto V., Somogyi A., Lovas T., Tihanyi V., 
Szalay Zs., “Supporting autonomous vehicles by creating 
HD maps”, Production Engineering Archives 16, Poland, 
2017, 43 – 46. 

[10] Nemes, A., Mester, G., “Unconstrained Evolutionary and 
Gradient Descent-Based Tuning of Fuzzy-partitions for 
UAV Dynamic Modeling”, FME Transactions, ISSN 
1451-2092, DOI 10.5937/fmet1701001N, Vol. 45, No. 1, 
2017, pp. 1-8. 

[11] Mester, G., Pletl, S., Nemes, A., Mester, T., “Structure 
Optimization of Fuzzy Control Systems by Multi-
Population Genetic Algorithm”, Proceedings of the 6th 
European Congress on Intelligent Techniques and Soft 
Computing, EUFIT’98, Vol. 1, 1998, Aachen, Germany, 
pp. 450–456. 

[12] Stepanic, J., Mester, G., Kasac, J., “Synthetic Inertial 
Navigation Systems: Case Study of Determining 
Direction”, Proceedings of 57th ETRAN Conference, 
2013, Zlatibor, Serbia, pp. RO 2.7.1-3. 

[13] Automotive SPICE v3.1, VDA QMC Working Group 13 / 
Automotive SIG, 2017. 

[14] What is Scrum? https://www.scrum.org/resources/what-
is-scrum, 2019. 

[15] Scaled Agile Framework, Scaled Agile Inc, USA, 
https://www.scaledagileframework.com, 2019. 

[16] SAE J3016 Levels of driving automation, Society of 
Automotive Engineers International, USA, 2016. 

 
Géza Dévényi, Functional Safety Manager at NNG Llc, 
Budapest, Hungary, PhD Student of Doctoral School for 
Safety and Security Sciences, University of Óbuda, Budapest, 
Hungary 
 
Zoltán, Dr. Rajnai, Head of Doctoral School for Safety and 
Security Sciences, University of Óbuda, Budapest, Hungary 

10



 

 
Abstract: This paper presents the concept of 5G 

technology. First, we will review the evolution of 5G 
technology and then find out how the 5G networks 
works. Currently, 5G technology is in testing phase 
in many countries, with researchers facing the 
problem of the security issues. Next, we explain 
how 5G network impacts modern technologies such 
as the artificial intelligence (AI), Internet of Things 
(IoT) and self-driving cars. And finally, if all current 
problems with 5G networks are resolved, it could 
become the keystone of the Smart City concept, 
which is expected to solve many running problems 
associated with infrastructure, public transport, 
environment, etc. 
 

Index Terms: 5G, Artificial Intelligence (AI), 
Internet of Things (IoT), Self-driving cars, Smart City 

1. INTRODUCTION 

T the end of 2018, the industry association 
3GPP(1) defines any system that uses "5G 

NR" (5G New Radio) software as "5G", which is 
the fifth generation of cellular network technology. 

This paper covers following topics: 
 The evolution of 5G shown in Figure 1, 
 Functioning of the 5G, 
 5G safety, 
 Artificial intelligence (AI), 
 IoT (Internet of Things) devices, 
 Smart Cities 
 Self-driving cars. 

 
(1) The 3rd Generation Partnership Project (3GPP) is a 

standards organization which develops protocols for mobile 
telephony [1]. 

(2) Code-Division Multiple Access (CDMA) refers to any of 
several protocols used in second-generation (2G) and third generation 
(3G) wireless communications. CDMA is a channel access method 
used by various radio communication technologies [1]. 

(3) The Global System for Mobile Communications (GSM) is a 
standard developed by the European Telecommunications Standards 
Institute (ETSI) to describe the protocols for second-generation (2G) 
digital cellular networks used by mobile devices such as mobile 
phones and tablets. It was first deployed in Finland in December 
1991. By the mid-2010s, it became a global standard for mobile 
communications achieving over 90% market share and operating in 
over 193 countries and territories [1]. 

(4) Time-division multiple access (TDMA) is a channel access 
method for shared-medium networks. It allows several users to share 
the same frequency channel by dividing the signal into different time 
slots [1]. 

2. CONCEPT OF 5G 

2.1 The Evolution of 5G 

1G is the analog mobile network introduced in 
1979. The phones did not use SIM cards, while 
phone numbers were encoded into phones them-
selves. The phones were extremely expensive. 

2G technologies like CDMA(2), GSM(3), and 
TDMA(4) were the first generation of the digital 
mobile technology. It is interesting that only in this 
time the 1Generation got its name. When it was 
launched in Finland in 1991, it had its derivates: 
2.5 (GPRS(5)) two and a half generation referred to 
the 2G network with an implemented package 
data transfer. There was also a 2.75 network in 
which GPRS evolved into EDGE(6). 

3G brought higher Internet connection speed, 
which increased from 200 kbps to couple of Mbps. 
Introduced in 1998, it was essential for the 
development of the wireless voice communication 
over the Internet, video calls, and mobile 
television. 

4G technologies such as WiMAX(7) and LTE(8), 
were officially introduced in 2008. They were the 
next step in mobile network technology which 
brought higher Internet connection speeds of 

(5) General Packet Radio Service (GPRS) is a packet oriented 
mobile data standard on the 2G and 3G cellular communication 
network's global system for mobile communications (GSM). GPRS 
was established by European Telecommunications Standards 
Institute (ETSI) in response to the earlier CDPD and i-mode packet-
switched cellular technologies. It is now maintained by the 3rd 
Generation Partnership Project (3GPP) [1]. 

(6) Microsoft Edge is a web browser developed by Microsoft. It 
was first released for Windows 10 and Xbox One in 2015, then for 
Android and iOS in 2017, and macOS in 2019 [1]. 

(7) WiMAX (Worldwide Interoperability for Microwave 
Access) is a family of wireless broadband communication standards 
based on the IEEE 802.16 set of standards, which provide multiple 
physical layer (PHY) and Media Access Control (MAC) options [1]. 

(8) In telecommunication, Long-Term Evolution (LTE) is a 
standard for wireless broadband communication for mobile devices 
and data terminals, based on the GSM/EDGE and UMTS/HSPA 
technologies. It increases the capacity and speed using a different 
radio interface together with core network improvements [1]. 

The Impact of 5G Technology 
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Figure 1: The Evolution of 5G 
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several hundred Mbps and even Gb levels. 

5G has brought three new aspects – higher 
speed, lower latency, and connection of multiple 
devices both as sensors and IoT devices. 

5G system is a non-stand-alone network 
because it still needs active 4G support for the 
initial connection. It still needs a several years of 
development to become stand-alone system. 

2.2 5G functioning 

Like other networks, 5G uses the cells system 
which separates territories into sectors and sends 
encoded signals between the hotspots using radio 
waves. Each cell must be connected to the 
network spine, whether wirelessly or through 
landlines. 5G works on higher frequencies than 
4G, generally on two types of frequencies: bellow 
and above 6 GHz. 

Nowadays, there are 5G networks being 
developed in the USA (Chicago, Minneapolis), 
they are being tested in Argentina and Columbia, 
but Asia is the leader in developing and 
implementing 5G technologies. South Korea, 
Japan and China went the furthest, while UAE, 
Turkey, and Singapore have already implemented 
the pilot projects. Many European countries have 
announced that they plan to test the 5G signal – 
Norway, Germany, Great Britain, Italy, 
Switzerland, Spain, Austria, Russia, and Finland. 

2.3 5G safety 

There are a lot of concerns regarding the public 
and health safety in connection to the 5G. 

There is a need for specific standard which 
takes into account all the threats and benefits of 
5G. 

3. ARTIFICIAL INTELLIGENCE 

Artificial Intelligence is important for 5G network 
because it provides new concepts and possibilities 
for communication in industry, as well as within 
academy researches [8]. 

AI is able to address three main technical 
problems of 5G: optimization (allocation problem), 
detection (minimized error rate), and estimation 
(channel estimation problem). 

This kind of technology will open new 
possibilities in robotics, allowing intelligent robots 
to operate within a broader ‘smart’ environment. 
While there are concerns that this can be used for 
military purposes and population monitoring, the 
benefits it will bring to the health technology 
cannot be ignored. 

5G connectivity allows different automated 
solutions to access more real-time data, while 
using much less power, using IoT sensors with a 
lifespan of several years. 

 
Figure 2: 5G and Internet of Things 
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4. SMART CITIES 

With a new wave of smart applications 
impacting the way we approach to everyday 
activities, personal assistants like Amazon’s Alexa 
and Google Home creating opportunities for more 
comfortable living, now the same idea was 
expanded to Smart Cities, which are viewed as a 
future of urbanism. These cities should connect 
infrastructure and technology on a yet unseen 
level, improving both the quality of life for the 
citizens and the way they interact with their 
environment [1], [5]. There are nine major 
characteristics that are used to determine the level 
of smartness in a city: 

 infrastructure based on technology 
 eco-friendly initiatives 
 seamless public transportation system 
 responsible urban planning 
 smart government 
 intelligent grid and energy utilities 
 machine learning 
 telemedicine and smart healthcare 
 personal data privacy. 

As an enabling technology for IoT, 5G is 
essential for the smart city concept. It will play an 
important role in information gathering through 
sensors, which is then transmitted to central 
monitoring location in real time. 

Multi-access edge computing (MEC) is another 
5G-based technology that will impact smart city 
developments. MEC is an architecture that 
enables computing and storage capabilities for 
applications at the edge of is internal network, 
whereas in traditional centralized network 
architectures, latencies were caused by traffic 
having to go through the entire network to a central 
point and then back to the end user hardware. 

5. SELF-DRIVING CARS 

5G network will have a major impact on the self-
driving cars’ development making them faster, 
smarter, and safer. 

Tesla and Toyota have already tested 
autonomous vehicles, however there are still 
some concerns whether driverless cars will ever 
be safe enough for the occupants, other drivers, 
and pedestrians. 

Due to their fast sensors (Figure 4), the idea is 
that their reaction time frame will be minimal so 
they can be considered much safer than human-
controlled vehicles [4]. 

In addition, autonomous cars are expected to 
solve problems with parking, improve the safety of 
traffic, making it faster, controlled, and more 
efficient [3]. These changes are expected to 
impact the rest of the economy. 

Intel and Qualcomm are developing microchips 
that turn self-driving cars into mobile data centers 
that make complex decision in the real time [6]. 

Potential communication will be realized 
between vehicles and infrastructure, vehicles and 
network, vehicles and pedestrians, vehicles, and 
vehicles [7]. 

Self-driving vehicles employ a wide range of 
technologies like radar, cameras, ultrasound, and 
radio antennas to navigate safely on our roads. All 
the communication will be performed through 
cloud data transfer [2]. 

6. INTERNET OF THINGS 

The fifth-generation wireless technology will 
connect everything around us with an ultra-fast, 
highly reliable and fully responsive network. IoT 
gadgets – devices specifically connected via 
mobile apps to the Internet give individuals more 
control over what is happening around them. 

IoT includes baby monitor devices, smart 
security systems, smart thermostats, smart home 
devices, motion sensors, and many others, all of 
which can be controlled from anywhere in the  

Figure 3: Smart City 

 
Figure 4: Self-driving car technology 
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world using a smart phone [5]. 

These devices should make living easier and 
more comfortable, with people having more time 
for their families and friends, leisure, travels, etc. 
[9-11]. 

7. CONCLUSION 

After the finalization of 5G standards, we could 
expect numerous benefits for our everyday life. 

There will also be significant improvements in 
fields of AI (artificial intelligence), self-driving cars, 
IoT devices, as well as security. 

The achievements mentioned in this paper will 
make life easier and more comfortable in many 
ways. 

Smart cities are our future with their efficient 
traffic, less accidents, less pollution, less criminal 
opportunities, and safer living. 

There are potential health concerns with 5G 
networks, which will hopefully be addressed 
thoroughly in the near future, so that all the 
benefits of the fifth-generation mobile technology 
can be implemented with minimum health risks. 

Smart cities are already in our neighborhood – 
Budapest is one of one hundred smart cities 
around the world. 

We hope that in the future smart city initiatives 
will meet more understanding Serbia as well. 
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Abstract: To build lightning protection systems 

different materials must be used for it. It’s not easy 
to select the used materials, it requires proper 
knowledge for it. There are also standards for the 
materials. The product standard for materials is 
contained in standard MSZ1EN 62561: 2012 in 
Hungary [1]. If we see the lightning protection 
systems, we can see that there are a lot of parts 
installed outdoors. The materials used are exposed 
to the risk of corrosion due to environmental 
influences.  Due to this, it is required to use 
corrosion-resistant materials and solutions. 

 
Index Terms: lightning protection materials 

about corrosion and corrosion protection  
 

1. INTRODUCTION 

ifferent materials can be used to build a 
lightning protection system. It is required not 

only to know the corrosion processes, but also 
the different standards and materials. The 
installation requirements can be found in MSZ 
EN 62305-1,3,4:2011 and MSZ EN 62305-2:2012 
2nd edition. There is also a standard for 
materials, it is MSZ EN 62561: 2012 [1]. In this 
standard we can found not only the requirements 
of the materials for lightning protection systems, 
but also minimum cross-sections to be used. The 
general types of useable materials. 
 
The lightning conductors are conducting the 
current to the ground, therefore they are metals. 
The following materials may be used in lightning 
protection2:  

- Steels including galvanized steels3 
- The “light” metals: aluminum and copper 

and their alloys 
- Metal coated materials 
- Composite materials (with PVC or high 

voltage insulation coating). 
______________________________ 
Manuscript received June 12, 2020. Zoltan Kasza, PhD student of 
Obuda University, Doctoral School on Safety Sciences, Budapest, 
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1 MSZ = Magyar Szabvány = Hungarian Standard 
2 MSZ EN 62561:2012 obligations 
3 Hot-dip galvanized steel = zinc-coated iron material 
 

1.1 Steels including galvanized steels 

There is an international definition [2] for 
steels, they are iron (Fe) materials with a carbon 
(C) content of less than 2% and may contain 
other substances. Certain chromium steels with a 
carbon content greater than 2% are a special 
case, they are some kind of exceptions. If the 
steel is not oxidizing, we call them stainless 
steels. They are substances which, due to their 
chemical composition because they do not 
oxidize, so they are resistant to the harmful 
chemical processes created by various 
environmental influences. Other type of steels 
are the hot dip galvanized steels [3]. They have 
zinc coated (Zn) layer on their surfaces which is 
the protective surface. Galvanizing [4] is a 
process when a zinc is plated to the different 
surfaces. The technicians are calling it zinc 
plating which has several methods. 

 

1.2 Aluminum and its Alloys 

In addition to steels, aluminium and various 
aluminium alloys are common materials. In most 
cases, "pure" aluminium is made of a soft 
material, with an alloyed version in both soft and 
semi-hard versions.  

 

1.3 Materials with Metal Coating 

Due to some requirement, metal coated 
materials have been developed and appeared 
(figure 1). There are several types of it like 
copper-coated steel (Fe/Cu), copper-coated 
aluminium (Al/Cu), tin (Sn) coated copper (Cu/gal 
Sn). They have metal coating with other metals in 
micron thickness. It gives two great advantages, 
price and visual aspects. They are cheaper than 
their "solid" counterparts. For example, copper-
plated steel is significantly cheaper than the solid 
copper version. Another benefit is the visual 
aspect. More aesthetically pleasing appearance 
can be achieved using of copper conductors in a 
copper-roofed building. The coating is corrosion-
resistant until it is damaged. Interestingly, the 
bonding of copper and aluminium is extremely 
electrochemically harmful, but due to the special 
coating technology, this "pairing" does not cause 
electrochemical corrosion to occur without 
introduced external damage. 
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Figure 1: Zinc (Zn) coated steel, copper (Cu) coated 
aluminium and tin (Sn) coated copper arrestor [5] 

 

1.4 Composite Materials 

If different materials are aliased with two or 
more components with different properties, it is 
called composite materials. The result is a 
material combination or forming a new substance 
which properties can be e.g. stronger mechanical 
properties, corrosion resistance, lower weight etc.  
In lightning protection word 'insulated conductor' 
is commonly used to build protection instead of 
the word 'composite'. There are two types of it, 
the PVC coated conductor and the conductor 
with high resistance insulation. The function of 
the PVC coated is the insulation (coating) is to 
protect against corrosion. The purpose of the 
second option is the isolation is to prevent 
induced high-voltage insulation. By using it, one 
can avoid discharges to metal elements or 
possibly to the mans. 90 cm air insulation can be 
achieved using this coating with the highest 
insulating properties.  

 

  
Figure 2: Types of composite materials [6] 

2. MATERIAL CORROSION4 

Due to the fact that lightning protection 
systems are generally installed outdoors, they 
are exposed to the risk of corrosion outdoors by 
the environmental effects, influences. The 
corrosion is the failure of materials that lose 
material due to contact with their environment. 
Higher resistance can arise because of the 
various oxide layers. This can result in significant 
heating at different contacts because they are 
worse conductors as their pure metal versions. 
This creates a dangerous ignition effect. Another 
problem is that with such increased resistance 
the lightning current is looking to find another way 
to the ground. This requires using corrosion-
resistant materials 

 

2.1 Types of Corrosion 

There are several types of corrosion: chemical, 
electrochemical, and physical corrosion. The 
structural materials of lightning protection are 
 

4 Latin corrodo = to erode 

metals due to the need for conducting lightning 
currents.  

 
Environmental influences create chemical 

corrosion rising up with failure of metals. The 
result for the metal are type of oxides, 
hydroxides, sulphides and carbonates by 
substances taken from their environment. It is 
called rusting. 

By definition, electrochemical corrosion 
occurs when two metals of different electrode 
potentials are in contact with one another and 
galvanically interconnected by a conductive 
medium (electrolyte). With this process a 
galvanic element5 is formed. Then the pure metal 
part turns into some kind of oxide and loses its 
character.  

Physical corrosion is different from the 
mentioned types of corrosion. It is the weakening 
of the bond between the crystals, resulting for 
example the appearance of cracks. More 
aggressive level of the corrosion is occurring 
when the structural element is subjected to 
mechanical stress (e.g. tensile stress). 

  

2.2 Different Metal Connection Options 

Metallic materials should be galvanically 
bonded to any metallic material with attention and 
should not be done in anyway. Different metals 
can only be "paired" with specific materials. 
Moisture can form galvanic cell and cause 
electrochemical corrosion of the materials if the 
wrong combination is used. Pairing rules or as 
called “pairing options” are listed in table 1.  

 

 
Table 1: Connecting options of metals [7] 

 
As it can be seen in table 1,  not all metals can 

be combined with other metals due to mentioned 
reasons above, so the question then arises as to 
what needs to be done and what solution exists if 
we still want to achieve galvanic coupling of such 
’non-pairable’ materials? Two-metal connecting 
elements (e.g. types of clamps) can solve this 
problem-solving copper-aluminum connection 
(figure 3). This two-metal connection (aluminium-
copper) is very dangerous of electrochemically 
side. The middle plate of this device is made by a 
special process which does not develop 
electrochemical corrosion. With this special 
material solution, it is easy and safe to connect 
copper and aluminium materials. These materials 
 

5 Galvanic cell: connecting two materials of different standard 
potentials with a conductive medium 
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are cupal6 materials. 

 
Figure 3:  Two-metal clamp (cupal6) [8] 

 

2.3 Corrosion Protection Options 

The protection options can be passive and 
active corrosion protection and, also, using 
corrosion resistant materials so there are several 
options to protect against this type of damage.  

 
Passive corrosion protection means to use a 

suitable coating where a specific type of 
corrosion-resistant surface (heat, chemical, etc.) 
is applied to the surface to be protected.   

 
Active corrosion protection can be achieved 

by using an external power source connected to 
a metal so the corrosion rate changes. When the 
metal is polarized anodically, the corrosion 
current density will increase and the corrosion 
rate will increase. In contrast, when the metal is 
cathodically polarized, the corrosion current 
density is reduced (the external power source is 
working against local elements) and the corrosion 
rate is reduced. This can be found for example in 
a high-pressure gas network laid in the ground. In 
this case, 60-70 V DC is connected to the gas 
pipeline [5-8]. 

 
Corrosion-resistant materials. It is the usage 

of alloys. They are expensive materials. There 
are two types of such materials. Weather 
resistant steels and different metals combined 
with other metals (alloys). 

 

2.4 Aspects about Corrosion Protection for 
Lightning Protection 

During the design of lightning protection, it is 
important to consider some special 
considerations and not only the chosen materials. 

  
Some examples: 
 
- hermetically sealed solutions must be used if 

enclosed sections are to be installed 
- discontinuous welding outdoors should not be 

carried out[9]  
- collection point for dirt must be avoided 
- built-in materials should be physically 

reachable or accessible 
 

 
6 cupal = Word made up of chemical symbols of copper (Cu) and 

aluminium (Al) and the word ‘to pair’. Not acronym. 

2.5 Potential for Corrosion in Lightning Protection 
Materials 

As the types of corrosion have been introduced 
above, we have to be aware about the corrosion 
sources. There are several types of it when 
installing lightning protection system. It is 
important to apply appropriate corrosion 
protection because e.g. for materials located in 
places difficult to access (height, cultural 
facilities, etc.), one may incur additional high 
repair costs.  

 
Chemical corrosion in installed lightning 

protection can occur both in outdoor materials 
(due to humidity and rain) and in the earth-
installed drain, which is used in addition to the 
moisture/water in the ground, even in various 
acidic environment. Experience has shown that 
the corrosion effects at crossings are particularly 
very strong. In practice, this means the passage 
of materials between air-ground and concrete-air 
media. It is extremely important to choose right 
materials, because it is possible to replace the 
structural elements outdoors, but with some 
exceptions, it is no longer possible to change the 
materials placed in the ground. These buried 
materials must be functional for as long as it is 
practically possible for the building to stand. 
Examples of such materials are alloy aluminium 
and hot dip galvanized steel like V2A7 [10]. In 
practice, the use of these materials is widespread 
because of their excellent heat load resistance, 
which is important because lightning current can 
carry a high degree of heat load [11]. 
Environmental considerations are also important 
when selecting materials. Contrary to the urban 
environment, the humidity near the seashore is 
aggressive due to its salt content and makes the 
structures more stressful [12], and this should, 
also, be taken into consideration. In addition to 
corrosion caused by water, the corrosion 
resistance to acidic media is an important 
criterion for materials used in the ground. For 
example, hot dip galvanized steel in soil corrodes 
before the lifetime of the building (10-30 years). 
The solution is to use an alloy containing 2% 
molybdenum (Mo). One type of material is V4A8 
[13], shown in figure 4. 

 

     
 

Figure 4: Unalloyed and alloyed version of steel [14] 
 
Electrochemical corrosion occurs when two 

metals of different standard potentials come into 

 
7 V2A: international code is 1.4301 [10] 
8 V4A: international code is 1.4401, 1.4404, 1.4571 [13] 
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contact with one another and are galvanically 
bonded by a damp medium (e.g. rain, mist, water 
from sprinkling, etc.). In practice, this may occur 
to electrical connections or to connections with 
mechanical supports outdoors where moisture 
can touch the surfaces. A typical example of 
prevention of electrochemical corrosion, which 
affects many buildings, is the use of steel within 
concrete during grounding. The steel material in 
the concrete is then contacted with a steel 
grounding device in the ground. At first thought, 
one might think that joining the two iron materials 
would not be a problem, but in reality, this should 
not be done. The steel in the concrete behaves 
as if it were (wet) copper in the soil, thus creating 
an electrochemically iron-copper connection 
which should be avoided (figure 5). 

 
Figure 5:  Connected iron in ground and in concrete [15] 

(Own edited version) 

The solution in the ground is to use stainless 
steel. It is the grounding's task to inject lightning 
current coming from the arrester into the ground. 
This can be achieved if the medium is damp, that 
is, the earth must be moved / placed in a damp 
medium. From the design point of view, there are 
many cases where the building has thermal 
insulation, waterproofing, stone chips or the 
concrete foundation made of waterproof 
concrete. In such a case, due to the mentioned 
insulation solutions, the galvanic connection of 
the conductor must be driven into a damp 
medium by a separate solution. This can be done 
using stainless materials. An important 
requirement is an outstanding durability, because 
the grounding structures placed under the 
building cannot be replaced. It is also important 
to note the choice of materials for brackets or 
clamps that may be included in the plaster. 
Again, no materials should be placed in the 
plaster except copper and hot dip galvanized 
steel as the environment of the plaster is alkaline, 
which permanently damages this structural 
element [13-19] and as a result, the aluminium 
cannot form an oxidation barrier. 

 
Physical corrosion. The specific weight of the 

50 mm2 cross-section aluminium wire is only 136 
kg/km, so for a 100 m tall building this would only 
mean a total weight of 13.6 kg which is partially 
relieved at intervals by the vertical load in the 
supporting brackets at intervals so it is not 
common at lightning protection systems. 

3. CONCLUSION 

In my article, I introduced and described some 
materials used in lightning protection systems 
and I also introduced their types of corrosion 
damage. It is essential and important to use 
corrosion resistant materials because different 
forms of corrosion can cause very serious 
damage as the lightning protection system is 
comparable in life to the life of the building. Some 
structural elements, generally the exterior parts 
can be replaced, but it’s very important to know 
that part in the ground not. Due to this 
unchangeable case (changing parts under the 
building) require to know these materials. In 
many cases, we do not pay attention to the 
pairing of materials that I detailed in my article. In 
conclusion I would like to highlight that it is 
mandatory to comply with the standard MSZ EN 
62561: 2012 (or similar ones in other countries) 
when selecting the materials for usage for 
lightning protection systems and it is also 
important to take into account the corrosion 
stresses I introduced and summarized in this 
article. 
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Abstract: The Hungarian Atomic Energy 

Authority (HAEA) embodies the guarantee of the 
peaceful and safe use of atomic energy for 
Hungarian society (and indirectly for the citizens of 
the neighboring countries). It is the responsibility of 
the HAEA to guarantee safety, complying with 
international standards and recommendations, and 
adhering to, and complying with, the national 
standards. The HAEA's task is to coordinate the 
national nuclear emergency response system and 
to help in decision making. 

 
 

Index Terms: authority, International Atomic 
Energy Agency, international and national 
cooperation, nuclear emergency response, nuclear 
safety. 
 

1. INTRODUCTION 

The International Atomic Energy Agency (IAEA) 
provides for the application of the standards and, 
under the terms of Articles III and VIII.C of its 
Statute, makes available and fosters the exchange 
of information relating to peaceful nuclear 
activities (with nuclear and radiological emergency 
preparedness) and serves as an intermediary 
among its Member States for this purpose. 
Designated authorities, or organizations 
responsible for the management of emergencies 
recognize that good preparedness in advance of 
any emergency can substantially improve the 
emergency response [1]. It is an international 
expectation that IAEA member states (and its 
authorities) meet this IAEA general requirement. 
This is especially important after the Fukushima 
Dai-ici accident. 

 
In Hungary, the Hungarian Atomic Energy 

Authority (HAEA) embodies the guarantee of the 
peaceful and safe use of atomic energy for 
Hungarian society (and indirectly for the citizens of 
the neighboring countries). It is the responsibility  
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of the HAEA to guarantee safety, complying with 
international standards and recommendations, 
and adhering to, and complying with, the national 
standards. The HAEA is independent from all 
organizations involved in development and 
technical support of nuclear energy, which is a 
fundamental requirement for the national and 
international organizations.  

The responsibility of the authority is to supervise 
safety and protected applications, prepare 
regulations in accordance with the results of 
science and technology, to make the licensee 
observe the requirements of the law, to ensure the 
conditions provided by the Hungarian Parliament 
and Government, and to establish and operate a 
competent and effective regulatory body within the 
legal framework. 

Security, safety and safeguards can have 
several meanings in the energy sector. Security of 
the energy supply; protection or security (physical 
protection) and peaceful uses (i.e. the user is not 
building nuclear weapons) are various aspects of 
security. The safeguards are measures that 
guarantee that the peaceful use of nuclear energy, 
and prevent the proliferation of nuclear weapons. 
Nuclear protection, (physical protection) security 
means protection against deliberate human 
action. The protection against the harmful effects 
of the ionizing radiation is called nuclear safety – 
the protection of the environment, as well as 
people (both the general public and employees) 
and all living things from the harmful effects of 
ionizing radiation. 
Emergency response is an important task of 
HAEA which is independent from nuclear facilities, 
but integrates all the regulatory fields. Operating 
an Emergency Response Organization within 
HAEA which is internationally acknowledged and 
meets the IAEA standards and requirements was 
a major challenge. 

2. TASK OF THE AUTHORITY 

Requirements 

HAEA is a supervisory body in the field of 
accident management programs and emergency 
response systems of nuclear facilities. IAEA 
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Safety Guides [2,3] provide recommendations for 
the development and implementation of an 
accident management program to meet the 
requirements for accident management that are 
established in the publications. 

Accident management, including severe 
accident management, is therefore an essential 
component of the application of defense in depth. 
Accident management complements the 
operating procedures that - must be developed for 
normal operation, anticipated operational 
occurrences and accident conditions - is stated in 
IAEA Guide [3]. The operating organization of the 
power plant shall establish, and shall periodically 
review and as necessary revise, the accident 
management program. Accident management 
program has to integrate Accident management 
guides too. The accident management guidance 
should be an integral part of the overall emergency 
arrangements and should be coordinated with the 
on-site emergency plan, established in 
accordance with IAEA publication [3, 4] national 
legislation and authority requirements. 

Official Duties 

The main tasks of HAEA are licensing, 
assessment, inspection, and enforcement. 
Licensing is one of the most responsible areas for 
the authority's activity. The license is always 
based on a safety analysis to demonstrate the 
guarantee of nuclear safety, and relevant 
regulatory requirements and special requirements 
[4] are taken into account. The emergency 
response and action plans and the accident 
management guides of nuclear facilities are 
licensed by HAEA. 

‐ Inspection takes place during the realization 
of the activity; it reveals the facts and 
circumstances of the activities and, it gives 
opportunity for intervention in the implementation 
phase. The Authority is involved in all nuclear 
emergency response exercises and drills. 
Sometimes this participation is only an 
administrative role, but in case of the annual 
comprehensive drills HAEA ERO is activated as 
well. 

‐ The authority performs the assessment 
typically during an activity or a process, so the 
conclusions are drawn subsequent to the 
completion of the activity.  

‐ Licensing, inspection, and assessment are 
not fully separate activities: they may and 
frequently must supplement each other for the 
appropriate oversight of a certain case. 

‐ Enforcement means imposing fines or 
withdrawal of license, and this is the ultimate 
possibility to enforce the legal requirements and 
regulatory point of view. 

The task of the Authority is to take part in the 
nuclear emergency response and preparedness 

system and operate an Emergency Response 
Organization. According to the Atomic Act [5] and 
the relevant Governmental Decree [6] several 
tasks belong to HAEA in the field of nuclear 
emergency preparedness and response. 

 

3. THE IMPLEMENTATION OF PREPAREDNESS IN 

HAEA 

The Hungarian Nuclear Emergency Response 
and Preparedness System (NERS) 

The national nuclear emergency response 
system takes care of preparations to respond to 
radiological and nuclear events occurring in the 
course of peaceful use of atomic energy. NERS is 
responsible for the mitigation and reduction of the 
consequences of any incidents.  

The NERS operates in normal or, in some 
cases, in higher operational states, which can be 
readiness, alert, emergency and recovery 
operation. The normal state ensures the 
preparation for incidents. The readiness operation 
state is the sum of radiation protection activities 
applied in incidents that do not exceed the 
emergency threshold.  It covers incidents that 
occur in a foreign country (in a nearby nuclear 
facility) and cause a radioactive release or the risk 
of release is high, or an exposure occurred in 
Hungary, but the emergency threshold is not 
exceeded, and the risk of radioactive release is 
high. The operational state can be changed from 
the normal state for example if an incident occurs 
in a facility that uses radioactive materials, such as 
exposure in a hospital. In the emergency 
operations state, protective actions must be 
introduced, in order to decrease the resident 
population’s exposure or risk of exposure to 
radiation.  

The NERS is the totality of central, ministerial, 
territorial and local level organizations and bodies 
concerned in the prevention, mitigation of 
consequences and elimination of event causing 
unplanned radiation exposure to the public.   

The governmental coordination body tasked 
with disaster management-related decision 
support to the government directs the NERS. The 
operational state of the NERS can be changed by 
the Minister of Interior, who is responsible for 
disaster management. The head of HAEA can 
initiate this change with the head of the 
professional disaster management organization.  

NERS is responsible for supporting the decision 
making of the governmental coordination body in 
the field of protective actions as well. 

 
Ministries Participating in the NERS  

Ministry of the Interior, Ministry of Human 
Capacities, Ministry of Defense, Ministry of 
Foreign Affairs, Ministry of National Economy, 
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Ministry of National Development, Ministry of 
Rural Development are represented at the 
ministerial level in the NERS. The Minister of the 
Interior is the chair of the Coordination of Disaster 
Management. 

 
Independent Administrative Bodies and 
Ministry Departments 

The following independent regulatory 
organizations, national law enforcement 
organizations and ministry departments also 
participate in the NERS: the  Hungarian Atomic 
Energy Authority, the National Directorate General 
for Disaster Management, the National Food 
Chain Safety Office, the National Office of the 
Chief Medical Officer, the Hungarian Defense 
Forces, the Hungarian Police Headquarters, the 
National Tax and Customs Office, the General 
Directorate of Water Management, and Pest 
County Government Office (as national 
environmental protection authority). 

 
Regional and Local Participation 

Local defense committees coordinate the 
response at the regional level and inform the 
public in the region. Town mayors coordinate the 
response within their jurisdictions, and other local 
organizations supports NERS decision making. 

In accordance with the recommendations of 
IAEA Hungary has issued the National Emergency 
Response Plan in 2002. In 2017 the third edition 
was issued. The goal of the National Nuclear 
Emergency Response Plan is to summarize all 
those requirements and tasks that have 
importance in achieving basic goals in off-site 
response to a nuclear emergency due to the use 
of atomic energy, and affecting the territory of 
Hungary. The Hungarian NERP provides a 
framework and guidance to prepare the central, 
departmental, regional, local and facility 
emergency response plans and preparedness. 
HAEA ERO (see next section) is involved in the 
NERP approval sequence. 

Operation of the HAEA Emergency Response 
Organization - as a Good Practice 

HAEA operates an Emergency Response 
Organization (ERO) that maintains close liaison 
with the NERS (see the organizational diagram, 
Figure 1.) ERO is a contact point both to the 
international organizations and to the nuclear 
facilities. It is also a competent authority, based on 
Hungary’s EU membership and the international 
conventions on early notification and assistance in 
the case of nuclear emergency. ERO is 
responsible for the assessment of the nuclear and 
radiological conditions during an emergency.  

HAEA experts operate the Centre for 
Emergency Response, Training and Analysis 
(CERTA), and this is the operational location for 

the ERO. It is designed for monitoring and 
analyzing the nuclear and radiological emergency 
and for supporting the decision-making process by 
making simulations and nuclear / radiological 
assessment. 

 
Figure 1: The structure of the ERO operated by HAEA 
 
ERO’s Nuclear group is responsible for the 

nuclear analyses, the Radiological group is 
responsible for the radiological analyses and the 
national radiological monitoring systems while the 
Management group is responsible for the 
coordination and the approval of the subordinated 
groups’ reports. The Crisis Manager, as the final 
approval authority, is responsible for all 
documents formulated and dispatched by the 
ERO. 

The Emergency Officer on Duty is the contact 
point with external organizations, and he supports 
the work of the ERO. The Site Inspector on Duty 
delegated to the emergency organization of the 
Hungarian Electricity Works (Magyar Villamos 
Művek – MVM) at the nuclear power plant in Paks 
collects the on-site information. 

One of the tasks of the HAEA Nuclear Safety 
Inspector on Duty is to receive the nuclear and 
radiological event notifications from locations 
within Hungary. He is on standby around the clock 
to receive fax or phone notifications. The 
notifications of nuclear emergencies from abroad, 
on the other hand, are received by the Emergency 
Inspector on Duty. The two duty officers are 
equipped with smart phones, via which they can 
send and receive fax and email messages and 
initiate phone calls. The Nuclear Safety Officer on 
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Duty records the incoming reports, and takes 
appropriate action under his own authority in the 
less significant incidents (which occur more 
frequently), while in an emergency informs the 
Crisis Manager on Duty. 

Subsequent to the decision on alerting of the 
HAEA ERO due to an exercise or real emergency, 
the notification goes through the organization 
according to the pre-established alert-chain. 

 
International Cooperation 

The purpose of international co-operation is to 
improve the efficiency of the regulatory 
instruments and the effectiveness of the activity by 
exchanging experiences and understanding 
international conventions, codes, safety 
requirements, recommendations, guides, training 
courses and international good practice. Each 

Member States of IAEA is responsible for 
conducting a periodic review of its emergency 
preparedness and response capabilities. IAEA 
has guidelines for states and international 
organizations to develop arrangements to 
interface with the IAEA and with the other member 
states in case of a nuclear or radiological incident 
or emergency [10]. IAEA has interagency 
framework for preparedness for and coordinated 
response to nuclear or radiological incidents and 
emergencies [11]. This Joint Radiation 
Emergency Management Plan (JPLAN) defines 
co-operating among organizations on international 
level (European Commission, Police of the 
European Union - EUROPOL, Food and 
Agriculture Organization - FAO, IAEA,  
 

 

 

Figure 2: The structure of the Joint Radiation Emergency Management 

International Civil Aviation Organization - ICAO, 
INTERPOL, International Maritime Organization - 
IMO, OECD Nuclear Energy Agency - OECD-
NEA, Office for the Coordination of Humanitarians 
Affairs - OCHA, United Nations Scientific 
Committee on the Effects of Atomic Radiation - 
UNSCEAR, World Health Organization - WHO 

and World Meteorological Organization - WMO). 
IAEA has a task to coordinate the response to 
nuclear or radiological emergencies, OCHA 
coordinates humanitarian response, WHO and 
PAHO coordinates public health response and the 
IAEA member states responsible for the 
international assistance and the release of the 
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public information. The structure of the JPLAN is 
on Figure 2.  

IAEA has a coordinator role, in case of a nuclear 
and radiological emergency on international level.  

IAEA triggers activation of the system, receives 
notifications of emergency, acts as focal 
organization for response coordination and 
coordinate the international assistance.  

Hungary is a member of the IAEA operated 
Response Assistance Network (RANET). HAEA 
has a role as a national coordinator among the 
Hungarian assistance organizations. In 2011 
RANET has 19 countries with registered 
capabilities. 

The legal framework of international 
cooperation in the field of nuclear emergency 
response is provided by the conventions on early 
notification [10] and mutual assistance in case of 
a nuclear or radiological emergency, which were 
established under the auspices of the International 
Atomic Energy Agency and the Euratom directive 
on the community regulations concerning early 
information exchange in radiological emergencies.  
According to the international requirements for the 
receipt of early notifications and to dispatch such 
notification in a timely manner in case of domestic 
emergencies, the HAEA operates its competent 
authority duty system on a 0-24 basis. There is 
international cooperation on nuclear emergency 
management.  Based on this convention IAEA’s 
Unified System for Information Exchange in 
Incidents and Emergencies (USIE) system is used 
for the early notification, and the RANET system is 
used for mutual assistance in the case of nuclear 
or radiological emergency [12-14]. 

Hungary concluded bilateral agreements with 
Austria, the Czech Republic, Croatia, Germany, 
Romania, Slovakia, Slovenia, Ukraine and Serbia 
to notify each other of nuclear or radiological 
emergencies in the early phase of such situations 
and assist each other should such a request be 
received. The bilateral cooperation agreements 
provide good opportunities to share experiences, 
organize joint exercises and elaborate the 
framework of joint activities. 

4. CONCLUSION 

In the framework of RESPEC (Radiological 
Emergency Support Project for the European 
Commission) HAEA has become a supporting 
organization, delegating experts, who analyses 
radiological events in the radiation protection 
section in radiological or nuclear emergency 
situations. The HAEA ERO won RESPEC tenders 
three times to perform support tasks. HAEA was 
activated and supported European Commission 
successfully during the Fukushima Daiichi 
Accident in 2011. 
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Safety and Security Aspects in Drones 
Regulations: An Overview 

Ninkov, Ivona and Mester, Gyula   

 

Abstract: Unmanned aerial vehicles or drones are 
a relatively new technology that is still developing 
and that go beyond their original military purposes 
as they are used in peacetime as well by official 
institutions, private entities, media, and even 
citizens. Modern society is now facing tremendous 
increase of the abuse of drones by terrorists and 
other controversial organizations motivated by 
different goals, but united in the same intention to 
seriously undermine the security of countries 
around the world. The aim of this paper is to show 
the need of a strict and detailed regulation even 
though we are facing understandable concerns of 
lawmakers. In this paper the descriptive method is 
used. The author gives a general overview of the 
drones and the main issues, concerning a right to 
privacy and public security. Also, the drone’s 
regulation systems in France, Germany and Italy 
are presented and at the end, the authors suggest 
a reasonable model of regulation.  

Key words: drones, unmanned aerial vehicles, 
security, privacy, human rights, regulation, law.  

 

1. INTRODUCTION 

Drones, or “unmanned aerial vehicles,” (UAV) 
have flown into our lives both for the consumer 
hobbyist and as commercial and military devices. 
The market for drones used across all sectors is 
expected to reach $141 billion by 2023, with the 
commercial drone market size making up at least 
$17 billion of that.  

UAVs are a relatively new technology that is still 
developing and that went beyond its original 
military purpose. There are already various 
applications in agriculture and forestry, border 
surveillance, environmental monitoring, and 
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many others. The development of technology and 
the expansion of the use of UAV demands a legal 
framework. Unmanned aerial vehicles, 
colloquially known as drones, have raised 
understandable concerns of lawmakers. Legal 
acts concerning the use of UAV are primarily 
directed towards the safety of people whose life 
could be at risk from the use of drones. Drones 
can be very easy to obtain and make and there is 
always a risk of overwhelmed airspace inter alia. 
That is why it is necessary to register every 
vehicle and regulate its use. It appears the 
problem of personal data protection, which every 
operator of unmanned aircraft should be familiar 
with. It is also necessary to think about legal acts 
which could regulate the quality of data that would 
be usable for certain purposes. Laws and 
regulations on UAV are very similar in all 
countries where they exist and above all they are 
based on security. The authorities have to be 
aware of what might be achieved by using drones 
and every illegal activity have to be prevented. 

In the broadest sense, unmanned aerial vehicles 
or drones are mostly mentioned when reporting 
on military interventions. But drones are used 
outside of conflicts within national borders and 
are used to monitor what triggers controversy 
about the right to privacy, which is one of the 
fundamental human rights. They are used in 
peacetime as well: by official institutions, private 
entities, media, and even citizens.  For example, 
authorities in Kenya are planning to use drones in 
the fight against the killing of rhinos and 
elephants who the frequent victims of poachers. 
Google has already allocated 5 million US dollars 
for this purpose. Journalism using drones (Drone 
Journalism) is already taking hold and 
Volkswagen has recently made some very 
interesting videos using drones during 
automobile collisions. With drones one can 
record sounds, make videos or photos.  can be 
used to capture and identify persons, objects and 
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places as well. Drones have utility in agriculture 
also; in fact, they can be used in several ways in 
farming operations. For example, drones permit 
farmers to get a visual view of their fields from 
vantage points that were not previously 
accessible. 

Drones are unmanned aircraft that are operated 
from the ground. Their path, if necessary, can be 
determined in advance, and can be also 
managed during the flight. These aircraft can be 
of different sizes; There are drones the size of 
smaller aircraft as well as the size and shape of a 
bird. They are used for armed attacks and the 
surveillance of the terrain in the zones of conflict. 

2. SHORT HISTORICAL OVERVIEW  

The first military use of UAVs dates back to World 
War I when early tests were carried out—one in 
1917by the United Kingdom (UK) involved a 
radio-controlled Sopwith Camel biplane loaded 
with dynamite. In World War II, about 15,000 
UAVs were built in one Southern California plant 
alone for anti-aircraft targeting purposes. U.S. 
military interest and use of UAVs waxed and 
waned during the Cold War. UAV use then 
drastically increased due to Section 220 of the 
National Defense Authorization Act, FY 2001 
(from 2000) which mandated the fielding of 
unmanned air and ground vehicles, combined 
with the September 11, 2001, attacks on the 
World Trade Towers and the Pentagon, resulting 
in the use of armed drones in increasing numbers 
in the global war against al-Qaida. Terrorist and 
insurgent use (and attempted use) of UAVs 
spans the 1994 Aum Shinrikyo cult’s attempt to 
use weaponized drones through the 2015 Islamic 
State (IS) use of these crafts for reconnaissance 
and propaganda video purposes. Such groups 
are still very much in an experimental phase of 
using these crafts and possess relatively few of 
them, and - when they do have them in their 
inventories - they tend to be inferior commercial 
models (as opposed to military grade UAVs). 

What is for certain is that a global drone industry 
is blooming.  Problem is, as it so often happens 
in such a quickly evolving ecosystem, policy 
makers are having a hard time keeping up. While 
some countries have clear, established drone 
laws, many others don’t, or the existing 
regulations don’t take into account how much the 

UAV landscape has changed over the last 
several years. 

3. METHOD  

In the hands of malicious people, useful 
technological devices have become dangerous 
weapons. Modern society is now facing with 
tremendous increase of the abuse of drones 
(UAVs) by terrorist and other controversial 
organizations motivated by different goals, but 
united in the same intention to seriously 
undermine the security of countries around the 
world. Therefore, drones are becoming a big 
threat to people's safety, critical infrastructure, 
and other aircrafts. They can be used in a variety 
of illegal and dangerous purposes, such as 
spying and intelligence gathering, smuggling or 
even be used as a platform for weapons. 
Because of its size, low speed and low-flight 
zone, they are difficult to detect.  

In most European countries the procedure is 
similar. To get a permission, an interested person 
should submit a request to the Directorate for civil 
aviation management. After the Directorate 
approves, the person has to take a professional 
exam in the field of the rules laid down in the 
Regulations. The candidate answers various 
questions and, depending on the score, receives 
license to operate a drone. The candidate is 
required to register unmanned aircraft and to 
submit a declaration that he is able to operate the 
spacecraft. When the whole procedure is passed, 
the candidate receives a license. Sometimes it is 
necessary to seek a further approval by the 
Ministry of Defense to capture a drone. 

According to the regulation, anyone can buy 
unmanned vehicle, but for its management, it is 
necessary to possess a permission. The permit is 
needed because the drones shooting videos can 
seriously endanger both security and privacy of 
individuals or groups.  

There are drones on the market that weigh tens 
of kilograms, have jet engines and can fly up to 
100 km / h, which can seriously threaten air traffic 
and lead to fatal outcomes.  

About 95% of all registered drones are used for 
recording. The most common use is for shooting 
movies, videos, blogs, advertisements, events 
etc. The drones are also used in industry for 
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thermal imaging, inspection of pipelines and 
power lines, recording the conditions for the 
application of agrotechnical measures, geodetic 
surveys and the like. Of course, depending on 
what a person wants to do with the drone, vary 
steps to be taken to keep everything in 
accordance with the rules and the law. For 
example, in Serbia, for sporting purposes and 
leisure travel, flying is possible in regions of one 
and two, which the Regulations define as 
uninhabited areas, away from commercial 
properties, in order to avoid any possible damage 
to air traffic, or to present danger to people and 
property in the country.  

4. LEGAL REGULATIONS IN DIFFERENT 

COUNTRIES (FRANCE, GERMANY, AND ITALY) 

There are some common rules that must be 
followed when operating the drones: 

 • Drones can fly only during the day and at all 
times be in sight of the one who controls them, 
and that not more than 500 feet away  

• Maximum altitude is 100 meters above the 
ground, unless the Directorate allows more  

• Unmanned vehicle can be used in undeveloped 
and uninhabited areas 

• For the commercial purposes, it is possible to 
use drones, but with the prior approval of the 
Directorate  

•The flight must be scheduled in the flight service 
5 to 10 days in advance, what means that every 
flight should be well planned. A person who has 
a license to operate the drone must inform the 
authority of the municipality of flight, flight path, 
starting time and ending time and the purpose of 
the flight. Drone may be launched only after 
obtaining permission from the competent 
authorities.  

France  

• All drones of 800g or more must be 
registered by their owner on AlphaTango, 
the public portal for users of remotely piloted 
aircraft. The drone then receives a 
registration number that must be affixed 
permanently, visibly, on the drone and must 
allow reading from a distance of 30 
centimeters, with the naked eye.  The drone 

pilot must be able to provide proof of 
registration in the event of a check.  

• Drone pilots must maintain a line of sight 
with their drones at all times. If another visual 
observer is tracking the drone, the pilot may 
fly out of own range of sight. 

• Drones may not be flown at night (unless 
with special authorization from the local 
prefect). 

• Drones may not be flown over people; over 
airports or airfields; over private property 
(unless with owner’s authorization); over 
military installations, prisons, nuclear power 
plants, historical monuments, or national 
parks.  

• Drones may also not be flown over ongoing 
fires, accident zones, or around emergency 
services. 

• Drones may not be flown above 150 meters 
(492 feet), or higher than 50 meters (164 
feet) above any object or building that is 100 
meters (328 feet) or more in height. 

Germany  

• Drones may not fly above 100 meters (328 
feet) without a permit. In controlled airspace, 
the maximum altitude allowed is 50 meters 
(164 feet). 

• Drone pilots must maintain a direct line of 
sight with their drones at all times. According 
to our research, an exception might be 
permissible in the case of FPV flying when 
the drone flies no higher than 30 meters (98 
feet) above the ground and weighs no more 
than 250 grams (.55 pounds). FPV (first-
person view) is a method used to control a 
radio-controlled vehicle from the driver or 
pilot’s view point.  

• Drones over 5 kilograms (11 pounds) may 
not be flown at night without a permit. 

• Drones weighing up to 5 kilograms (11 
pounds) may be flown without a permit, but 
a license is required to fly a drone weighing 
more than 2 kilograms (4.4 pounds). 

• Drone insurance is required for all drone 
operations in Germany. 

• Drones may not be flown within 1.5 
kilometers (.93 miles) or closer to an airport. 

• All drones weighing 250 grams (.55 pounds) 
or more must be labeled with a fireproof 
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badge containing the name and address of 
the drone owner/operator. 

• Drones may not be flown over crowds, 
industrial areas, disaster areas, prisons, 
residential areas, certain traffic routes, and 
several other areas designated as sensitive. 
See this map for more information on where 
drones are banned in Germany. 

• Drones may not be flown above and at a 
lateral distance of 100 meters from federal 
highways, federal waterways, and railway 
facilities. 

• Drones may not be flown over nature 
conservation areas protected under the 
Federal Nature Conservation Act. 

• Drones that are able to record/transfer 
optical, acoustic, or radio signals are 
forbidden over residential areas unless the 
owners have agreed to the flight. 

Italy  

• All drones that allow the transmission of data 
in real time must be equipped with an 
Electronic Identification Device. 

• Drone pilots must maintain a direct line of 
sight with their drone during operations. 

• Drones may not be flown at night. 
• Drones are not allowed to fly over people or 

crowds, including sports events, concerts, 
and other large events. 

• Drones being flown for recreational 
purposes may not fly more than 70 meters 
(230 feet) above the ground, and drones 
being flown for commercial purposes may 
not fly more than 150 meters (492 feet) 
above the ground. 

• Drones may not be flown within 5 kilometers 
(6.8 miles) of any airport or airfield. 

• Commercial drone pilots conducting low-risk 
operations must submit a statement of 
compliance with specific requirements to 
ENAC along with a 94 Euro processing fee. 
For higher risk operations, commercial 
drone pilots must obtain a training and 
operating certificate as well as a health 
certificate.  

There are several issues concerning drones that 
need to be discussed, as: 

• Privacy 
• Safety and security 

• Noises 

Privacy: The biggest issue dominating ethical and 
legal discussions about drones is the concern 
about privacy (Bird, 2014). A concern about 
invasion of privacy, in particular when it comes to 
private property, has long been an issue tied to 
gathering geographic information, whether it’s 
gathering imagery via satellite, airplanes, or 
drones (Onsrud, Johnson, and Lopez, 1994). 
People are entitled to freedom from government 
interference in the quiet use and enjoyment of 
their property, but only to a certain extent. The 
level of that extent is still developing in the eyes 
of the law. Such guarantees and protections are 
today embodied in most countries’ laws as well 
as in various international rights legislation. Of 
especial note, the International Covenant on Civil 
and Political Rights (ICCPR) was first adopted by 
the UN General Assembly on the 16th December 
1966 and took force from the 23rd March 1976 
committing parties to respect civil and political 
rights of individuals, including the right to life, 
freedom of religion, freedom of speech, of 
movement or assembly as well as the right to due 
process and a fair trial. Also, the right to privacy 
is recognized worldwide and needs to be 
protected as a fundamental one, especially 
nowadays. Article 12 of the Universal Declaration 
of Human Rights (UDHR) recites: “No one shall 
be subjected to arbitrary interference with his 
privacy, family, home or correspondence, nor to 
attacks upon his honor and reputation. Everyone  
has the right to the protection of the law against 
such interference or attacks.” 

Aside from the presence of a powerful tool such 
as the UDHR, the right to privacy was further 
taken into great consideration in relation to the 
digital age by the OHCHR.  The Human Rights 
Council, in fact, adopted in 2014 Resolution 
68/167 which deals specifically with the 
protection of the right to privacy in the digital age. 
The Council fully recognized the particular need 
to consider the human rights implication in a 
context of “interception of digital communications 
and collection of personal data, including on a 
mass scale, with a view to identifying challenges 
and best practices.” 

 Privacy rights advocates fear that drone 
capabilities are bringing us closer to a 
“surveillance society” in which our every move is 
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monitored, recorded, and scrutinized by the 
government, and they have led the fight to either 
require police to obtain a warrant before using a 
drone or to ban the use of drones altogether 
(Bentley, 2019). 

Safety: Since drones are flown at a low attitude, 
safety is also a primary concern. Above all, the 
collective security system remains a fundamental 
part of the legal framework in every country. 
Collective security is defined by Roberts and 
Kingsbury as: ‘an arrangement where each state 
in the system accepts that security of one of them 
is a concern of all, and agrees to join in a 
collective response to aggression (Roberts and 
Kingsbury, 1983). 

Noise: The required low altitude flying means that 
drone operations can be incredibly noisy and 
therefore present an intrusion upon wildlife and 
local populations.  

Also, it is important to emphasize the ethical 
questions concerning drones. There are three 
basic categories of drones: recreational, 
commercial, and military drones. Recreational 
drones are used mainly for recreational purposes. 
These drones could be used, for example, for 
hobby purposes while being flown in a park to 
take photographs from unusual perspectives and 
angles. Civilian and commercial drones could be 
used by businesses for surveillance, domestic 
policing, the delivery of goods and for oil, gas, 
and mineral exploration. Military drones are used 
for a variety of purposes such as reconnaissance, 
surveillance, remote sensing, armed attacks, and 
warfare. Each of the purposes for which drones 
are deployed have their own set of ethical issues 
and problems. 

What is certain, the actions of drones can only be 
evaluated based upon the actions of the person 
controlling them, unless they are fully 
autonomous.`` It is from this interaction between 
the technical use of the drone by the user and the 
technical use of the drone as it affects another 
person, that ethical issues with drones arise. A 
preliminary ethical analysis using standard 
ethical principles can be developed from how the 
intentions of the users of a drone affect a person 
or persons affected by usage of the drone (R. 
Willson, 2014). 

 

5. CONCLUSION  

Legal regulations should be based on safety and 
prescribed operational and technical 
requirements that should apply to national, 
regional and global levels. Legal regulations need 
to protect society from the possible compromising 
use of drones. 

It is absolutely necessary to reconcile and 
harmonize the protection of human rights and the 
development of technology, which in this 
concrete context means: 

• The collection, use, transfer and retention of 
personal data should be reduced to a minimum 
and the data collected may not be held or used 
for purposes that differ from the purposes for 
which they were collected.  

• Recording equipment should be adjusted so 
as to limit the possibility of recording and zooming 
locations that are not of direct concern. It is 
necessary to keep in mind the prevention of 
capturing those locations where citizens have 
rights to their privacy.  

• Access to the data collected should be 
granted only to a narrow circle of authorized 
persons. 

• The public should be informed of the reasons 
for using the drones, as well as policies and 
procedures. This information has to be available 
via the website, print publications, and social 
networks. It is particularly important to inform in 
advance the interested citizens on each use of 
drones. This notice should include the information 
about data collection, providing further details 
about who is collecting data and how it is possible 
to establish the contact with the operator.  

• Legislators should adopt data retention 
procedures that require heightened levels of 
suspicion and increased procedural protections 
for accessing stored data gathered by aerial 
surveillance. After a legislatively determined 
period of time, all stored data should be deleted. 

• Legislators should enact transparency and 
accountability measures, requiring government 
agencies to publish on a regular basis information 
about the use of aerial surveillance devices (both 
manned and unmanned). 
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Abstract: The process of educating software 

engineers has many challenges for both 
professors and students. Professors need to keep 
up-to-date with rapidly changing technology, 
devising and using methods and approaches that 
will reduce the gap between the educational 
system and the demands of industry. These 
novelties must be interesting and useful to 
students who need to acquire new skills and new 
practical and applicable knowledge. Industry 
should help the education system and propose the 
content of some curriculums and actively 
participate in the process of modern training of 
software engineers, whether through project 
mentoring, or as tutors during hackathons or other 
events. This paper will outline three approaches 
used in several courses in the education of 
software engineers at Subotica Tech – College of 
Applied Sciences. Each of these methods aims at 
the student realizing usable product-software. 
They go through different stages of development 
and problem-solving using team and collaborative 
work. 

Index Terms: collaborative work, education, 
hackathon-based learning, project-based learning, 
software engineers, team work  

1. INTRODUCTION 

UE to the fast development of technology and 
science, an individual is expected to be 

ready to innovate, develop new skills, implement 
and adapt to industry demands. This also applies 
to anyone and anybody involved in the process of 
educating expert staff, in this case specifically 
software engineers. The process of educating 
software engineers within one curriculum mainly 
consists of learning the technology and applying 
the learned skills in a project development. 
Students are trained to implement the acquired 
knowledge through project activities. These 
activities are individual development and defense 
of the project work. Stil, this method fails to 
develop some of the core competencies and 
skills that lead to employment:   

• Interpersonal and social skills and 
knowledge (communication, collaborative and 
team work, decision making …); 

• Business and entrepreneurial skills and 
knowledge (creativity and innovation, self-
employment, entrepreneurial abilities) [1].  
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The key competence term in pedagogical 

literature is defined as a set of learning outcomes 
(skills or competencies) that each person should 
accomplish during their learning process or 
demonstrates at the end [2].  

Collaborative approach and problem solving is 
very important for software engineers.  It can be 
described as approaching a problem 
responsively by exchanging ideas and working 
together. In situations, where specific expertise 
and knowledge are needed and they rely on 
factors as preparedness to partake, reciprocal 
understanding, and the capacity to manage 
interpersonal conflicts, collaboration is very 
profitable implement [3].  

In the last years, hack events, also known as 
hackathons are very popular in industry and in 
education. These events are organized with the 
aim to create a product or test an existing product 
and in some cases, they are part of recruitment 
process.  

In education, hackathons motivate students to 
learn new technologies and methods in project 
realization. Also, they are usually part of an 
exam. Hackathon is a 12-24-48 hour event of 
developing, programming, creating, and 
delivering a solution in a relatively short period of 
time [4]. Hackathons can be divided into groups:  

 Creating conceptual solution 
 Development of software 
 Development of hardware 
 Development of integrated product 

which contains software and hardware 
parts 

 Testing product (software, hardware) 
 Educational hackathon solving given 

tasks to learn new technologies 
 
At Subotica Tech – College of Applied 

Sciences emphasis is on practical knowledge 
and practical studies. Students are trained in 
practical application of the acquired knowledge in 
a real-life environment [5-19]. 

Students of our College had participated in 
several hackathons and competition organized by 
companies. During these events they were 
working on their project according to the topic of 
the assignment. Since they had not been 
previously involved in such a happening and 
listening to the needs of industry, it was 
necessary to make some new approaches in the 
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educational process.  

2. HBL (HACKATHON BASED LEARNING) 

 
Almost in every subject in study of Informatics, 

students have obligation to create some software 
or hardware as the final part of their exam.   

Hackathon based learning was firstly 
introduced in the following courses: Internet 
technologies, Web programming, and Databases 
2.  

Internet technologies course is in the third 
semester. During the course, students learn 
basic technologies of internet development and 
they have the obligation to create web project 
which shows knowledge gained during the 
course.  

Students have weekly four hours, two 
theoretical and two laboratory exercises.  The 
curriculum covers topics of HTML, CSS, PHP, 
and MySQL database and a beginner level of 
Apache Web server configuration. After finishing 
their project, students have to defend it at an 
exam and if they want, they go to the oral exam. 

Web programming is a fourth semester 
course. Students broaden and supplement their 
web programming knowledge. More advanced 
methods and approaches are being taught in 
Web programming curriculum using known and 
new technologies.  

Students have weekly also four hours, two 
theoretical and two laboratory exercises.  Main 
topics in subject are: JavaScript, Ajax, PHP, 
MySQL, and security of web applications.   
 At the end of the course they create and 
defend a web project. Oral exam is optional.  

 Databases 2 course is also in the fourth 
semester. In it, students learn to make complex 
databases in MySQL, to use advance techniques 
and possibilities of MySQL in the combination 
with the PHP programming language. Final 
project is creating a complex database with a 
given assignment. Oral exam is also optional. 

After passing the courses, a student acquires 
an integrated theoretical and applied knowledge 
in different fields of internet technologies and web 
databases 

2.1 Internet Technologies Hackathon 

 

Hackathon project Innovation was introduced a 
few years ago. It is not mandatory. Students have 
the right to choose what type of a project they 
want to complete to meet the final criteria of the 
course: individual project work or hackathon team 
project.  

Hackathon project consists of six phases:  

 
1. Assigning a name to a team, defining a 

web project assignment, creating a 
documentation which describes the 
project and the techniques that will be 
used in realization 

2. Work on a project outside of the College 
3. Work on a project at the College (ten 

hours of work at the College) 
4. Presentation of the created project 
5. Creating project documentation, code and 

handing over the documentation  
6. Oral project defense – Exam 

   

 
Figure 1.  Students during the Internet technologies 

hackathon 
After accepting the project concept by the 

professors, students could start to work on their 
projects. The first hackathon day was held at one 
of the College laboratories and lasted between 
8am and 6pm.  

Every team had two members. Teams can 
count on each other, and students from the third 
year of study, as well as programmers from local 
companies, also helped them. Professors were 
also present to help them. 

After work at the College, students had half a 
day or one day to complete their projects.  
 Presentation day is the next phase. 
Presentation was held in one of the College’s 
amphitheaters.  Professors, other colleagues, 
and programmers from local companies also 
attended the public presentation of the projects. 
During the presentations, teams answered the 
questions from the audience.  

After presentations, students handed over the 
documentations and the project-codes. On the 
next day, they had oral defense of the code. In 
this part students defend the the code 
individually.  
 Three hackathons were organized In the 
Internet technologies course.  

The results of these hackathons: 
 Almost 30 successfully completed web 

projects which are very high-level 
projects 

 Satisfied students, teachers, and local 
programmers 

 Students have gained new knowledge in 
internet technologies 
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 New experience in non-programming skills  
 Development of presentation skills 
 Collaborative and team work. 

 

2.2 Web Programming and Database 2 
Hackathon 

 
After success of the first hackathon, it was 

naturally to try similar approach in the next 
course, Web programming. In this subject, 
students needed to make web project with more 
complexity. One of the criteria was also to write 
pretty code, to use comments and naming 
convention in a proper way, and to optimize the 
parts of code. Database needed to be used for 
data storage  

In the Database 2 course, students learn to 
project and create database, to use triggers and 
stored procedures.  

This situation gave the opportunity to connect 
projects of both courses in the form of hackathon. 

 
Several phases were defined in this hackathon: 

1- Assigning a name to a team, 
2- Creating complex database with triggers 

and stored procedures for the given topic 
3- Defining a web project based on the 

created database, creating a 
documentation which describes the web 
project and the techniques that will be 
used in realization 

4- Work on the project outside of class 
5- Work on the project at College (ten hours 

of work at College) 
6- Presentation of the created project 
7- Creating project documentation, code, and 

handing over documentation  
8- Oral project defense – Exam 

 
The process of this hackathon was very similar 

to the previous one. Biggest difference was in the 
phase of creating a database. During the 
semester, students learned new principles and 
techniques of database design. The database 
was developed over two months. 

Programmers from local companies were 
present at the College during the programming 
and public presentation of projects. Most 
programmers were former students of College. 
They liked to help active students in the event of 
hackathon. The process of this hackathon was 
very similar to the previous one. Big difference is 
in the phase when student work on their 
database during the semester acquiring the 
knowledge.  

Hackathon based learning gave the chance to 
students to present themselves and their 
programming skills to the local companies.  

Participation in these events encouraged 
students to sign up for future hackathons and 
scholarship programs organized by companies. 

Thanks to these hackathons, local businesses 
have gained insight into recruiting candidates for 
their jobs or student practices. 

3. PBL (PROJECT BASED LEARNING) 

In the third year of studies of software 
engineers in the subjects: E-commerce and E-
mobile applications, new approach of project-
based learning was introduced.  
 In the course of E-commerce students had 
weekly four hours, two theoretical and two hours 
of laboratory exercises. Main emphasis in this 
course is in advanced programming in PHP 
language, security of the web applications, and 
optimization of program code. 
 Student’s obligations are: two colloquiums, 
creation of web project, and optional oral exam. 
In the very beginning of the semester, important 
information and requirements for the project are 
given to the students. Work on the project is 
divided in several phases. Students have the 
whole semester to finish their web project. 
Because the requirements are tough, this project 
can be done in teams of two members. When 
starting the project, students need to use one of 
VCS (Version Control Systems). Read access 
should be given to the professors to have insight 
in activities. 
 In the course of E-mobile applications, 
students had weekly three hours, one theoretical 
and two hours of practical laboratory exercises. 
Topics in this course are: detection of mobile 
devices, content adaptation of web sited, 
responsive web design, using frontend 
frameworks, creating mobile applications for 
Android operation system, communication 
between web endpoints, and mobile applications. 
Obligations are: two colloquiums and project 
work of two parts: multiplatform web application 
and a mobile application [10-13].  
 In the last three years students can merge the 
project of two courses. In that situation they need 
to create integrated web-based system which 
contains complex multiplatform web project with 
full administrational panel and mobile application 
that communicates with web project through one 
or more endpoints. 
 After two weeks of giving requirements, the 
first public presentation is held. During this 
presentation, which is public, students explain to 
the auditorium their ideas in five minutes. Other 
students and professors are giving some 
proposals and directions how to continue with the 
work. In this phase students can “steal” the ideas 
or features of other student’s projects, similarly 
as in a real life. Students have to send 
documentation to the professor in the next 24 
hours. Documentation should contain the detail 
description of the web project and its most 
important features.   
 Three weeks after, the next presentation 
occurs. Now teams have 10 minutes to present 
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the state of their project. They cannot change the 
initial idea and proposal in this phase. One 
requirement is that project in this phase is 
finished at least 40%.  
  This approach is good, because semester lasts 
three months and every month professors and 
other students have insight into the state of the 
projects. Created projects are complex and have 
extra features. If students choose to connect 
projects for E-commerce and E-mobile 
applications they gain experience in development 
of an integrated system. In that way, they have 
better references when applying for scholarship 
or for a job.  

4.  GROUP  WORK  

In order to better prepare students of Internet 
technologies for the colloquiums, a new approach 
has been introduced in educational process. New 
approach for preparing students of Internet 
technologies for colloquiums. This approach 
presents the group work that should be done in 
one week without help of professors and outside 
programmers. Roles are different in this work. 
Every team-group has three members. Team 
members are chosen on the random principle. 
They are created by drawing numbers and three 
that have same drawn numbers are one team.  

Group tasks: 
 create a group name 
 design / sketch a website that will be 

created by another group each team 
should on its own define the type of a 
website. It must contain three pages 
with navigation between them) 

 determine roles within the group (client, 
document manager, presenter) 

 develop website  
 present the created website 
 create documentation (text, images-

screenshots, source of html and css 
files) 

During the development, students must to use 
html and css. All other technologies are optional. 
One html tag, or css property or attribute that was 
not discussed in the class or exercises, should be 
used on each page of the web site and 
highlighted when presenting. 

This method is very similar to the real-life 
situation, when client tells what are his 
requirements for a web site. Based on them, 
team members agree about development phases 
and tasks. This method is very similar to the real-
life situation, when client tells what their request 
for web site is and team members agree about 
development phases and tasks. One of team 
members is in charge of the making of 
documentation and one of presenting the project 
at a public presentation.  

One of the mandatory requirements are to use 
some web system for sharing and collaboration. 
After finishing the project, teams have to put on 
one public web page information about team, link 
it to the web page and to the source code. In this 
way, all students can have an insight into the 
program code of other projects. 

This group task is mandatory for all students. 
After they finished their project, teams got three 
extra points. Team that received the biggest 
number of audience votes was rewarded with 
additional bonus points. 

This task was given before theoretical 
colloquium. Some of students said that this 
helped them in preparation for colloquium. 

It turned out that higher number of students 
passed the theoretical colloquium than last year. 
Finishing their project, teams got three extra 
points and the bonus point went to the team that 
received the most audience votes after the 
presentations. This task was issued prior to the 
theoretical colloquium and served as a good 
preparation for it. It turned out that the number of 
students who passed the colloquium was higher 
than last year. Of course, other factors can also 
influence this outcome: students' interest in the 
subject matter, level of knowledge, difficulty of 
the tests at the colloquium. 

5. CONCLUSION 

The educational process of teaching software 
engineers has many challenges for both 
professors and students. New approaches and 
methods are needed to be involved in that 
process. At Subotica Tech – College of Applied 
Sciences, where emphasis is on the practical 
knowledge, several new approaches were 
introduced and implemented in curriculum of 
Informatics. 

It can be concluded that usage of proposed 
approaches can increase the level of created 
projects and can improve programming and non-
programming skills of students.  
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Abstract: The purpose of this paper is to study 

new forms of innovation and link them with 
characteristics of high-tech companies that set 
benchmarks for the 4th Industrial Revolution. As 
industry is in the phase of strong program 
diversification, knowing characteristics of the 4th 
Industrial Revolution and its global trends can 
serve as a decision-making tool in business 
decisions of a company that is just adapting to the 
new situation. High-tech companies are investing 
above and beyond in R&D, boosting innovative 
activity that is vital to the company's 
competitiveness and growth. It is important to 
know the business environment of high-tech 
companies, where a strong interdependence 
between the R&D and marketing functions in the 
company is crucial in terms of finding 
comprehensive development solutions and 
introducing new products and services to the 
market. 
 

Index Terms: Industry 4.0, SMLC - Smart 
Manufacturing Leadership Coalition, IoT 

1. INTRODUCTION 

According to World Economic Forum analyzes, 
there are several reasons why today's changes in 
production development are not only a 
continuation of the third revolution, but also of a 
new, fourth revolution, or of Industry 4.0 [2-[3]: 
 Speed - The changes that are happening in the 

industry today are as fast as they have 
never been in history, and are exponential in 
comparison with previous revolutions that 
can be said to have taken place linearly over 
time. This is the result of a fast download 
information from around the world, the deep 
connection of the whole world in the 
changes and the availability of new 
technologies. 

• Width and Depth - Based on the digital 
revolution and the integration of different 
technological solutions, changes are 
happening in all walks of life, leading us to 
unpredictable changes not only in the  
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industry, but also in the economics, social 
arrangements, and they touch each 
individual. 

  Systemic Impact - All these changes require 
the adaptation of the entire system, including 
government, corporate governance, industry 
and society. 

 
As one of the most industrialized countries in 
Europe, Germany is a leader in setting the stage 
for the fourth industrial revolution. Its government 
has already labeled industrial change as an 
industrial revolution and declared these changes 
as crucial to the continued development of 
industry in the country. In 2012, the Working 
Group presented to the German Government the 
starting points and proposals for the 
implementation of this strategic initiative, the 
main objective of which is to create smart 
products, manufacturing processes and smart 
factories [1]. Industry 4.0 outside Europe is not 
well-liked, but a similar initiative has been 
launched in North America, called SMLC - Smart 
Manufacturing Leadership Coalition, whose main 
goals are to establish collaboration between 
companies already active in the field of smart 
processes, thereby increasing global 
competitiveness [4-7]. 
 
The Internet of Things has already launched the 
fourth industrial revolution by introducing data 
capture sensors, industrial mobile devices, and 
data processing software. Industry 4.0 represents 
a three-point advance in manufacturing [9]: 

 Digitization of production, introduction of 
management information system, and 
production planning; 

 Production automation, systems for capturing 
data from production lines, and for operating 
machinery; 

 Automatic data exchange - by linking 
production sites to a complete supply chain -
. 
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Nine technical 
backbones of the 

Industry 4.0

 
Figure 1: Technical backbones of industry 4.0. 

 
As shown in Figure 1, today's production is based 
on the so-called 9-tier process control system, 
which is usually managed through a central 
information system [14]. Production efficiency in 
so established system can be very accurately 
measured using the OEE (Overall Equipment 
Effectiveness) criterion. The average OEE in the 
industry is between 60-70% and the best 
industrial companies have it around 85%. In the 
future, this structure will be replaced by a 
branched cyber-physical architecture of ruler 
systems. 
The main features of Industry 4.0 according to 
[13] are: 

 Multitasking - cyber-physical systems 
(workpieces-assembly sites-finished 
products) enable communication and 
communication to workers and processes in 
a smart factory. 

 Visualization and virtual reality - A virtual copy 
of a smart factory is established by capturing 
data from real-time processes and a factory 
simulation model. 

 Decentralization - the ability of cyber-physical 
systems to make their own decisions and 
produce locally, thanks to new technologies 
such as 3D printing. 

 Real-time data processing - the ability to 
collect, analyze, and process real-time data. 

 Service orientation. 
 Modularity - the flexibility of deploying a smart 

factory to the changing process 
requirements, the ability to replace and 
expand individual modules. 

 
Even before 2020, the fourth industrial revolution 
brought to us advanced robots, autonomous 
transportation, artificial intelligence, advanced 

materials, advanced biotechnology, and more 
[14][12]. 
 
Smart manufacturing of the future will be 
organized much differently than the traditional 
one, the main differences are shown in Table 1. 
The concept of production organization according 
to the principles of Industry 4.0 has great 
potential for the industry, especially in terms of 
bringing production to customer needs. In smart 
factories, it will be possible to produce the 
product at the customer's request in a profitable 
way, even if the customer orders a single piece, 
especially at the expense of better connectivity of 
information throughout the value chain. 
 
Table 1. Main features of traditional and smart production 

Traditional production Smart production 
A rigid information 
system based on 
individual applications 
that are poorly 
interconnected with 
centralized data 
processing. 

Flexible information 
system based on cloud 
data, mobility, and 
unlimited data 
connectivity and 
interchangeability. 

Strict hierarchical 
system of 
communication, both 
within users and 
externally with 
customers. 

An open method of 
communication, 
supported by social 
networking, established 
both among internal 
users and externally, 
with customers. 

Limited access to 
information through an 
established hierarchy 
and predefined rules. 

Open access to 
information - the so-
called 360° concept of 
access to information. 

Production with more 
manual jobs, resulting 
in lower productivity 
and lower product 
quality. 

Production with more 
automated jobs, 
resulting in higher 
productivity and higher 
product quality. 

Business and 
Administrative 
Complex Business - 
The flow of information 
is therefore slow and 
under close scrutiny. 

Open business with 
directly connected 
users and customers 
where real-time data 
exchange takes place. 

Rigidly positioned 
machines in the 
production process 
and, therefore, less 
flexible processes, with 
higher costs and 
greater environmental 
impacts. 

Flexibly positioned 
machines in the 
production process - so 
they are ready for 
change, there is less 
waste, resources are 
better utilized, and 
production costs are 
lower. 

Longer times to market 
due to strict hierarchy 
and rules,  inflexible 
manufacturing process, 
and business model. 

Shorter time to market 
due to real-time 
information sharing, 
flexible manufacturing 
processes, and 
business model. 
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2. INDUSTRY 4.0 IN SERBIA 

We also started talking about Industry 4.0 in 
Serbia, as Smart Factories is one of the priority 
areas of the Smart Specialization Strategy (SPS) 
adopted by the Serbian government in 2015 and 
implemented in the current Horizon 2020 
financial perspective. 
 
Executives are struggling to develop effective 
strategies in today's rapidly changing markets. 
Leaders say they have difficulties understanding 
all new opportunities that technology brings, and, 
in some cases, they lack a strategic vision. They 
continue to focus on using advanced 
technologies to protect their positions, but they 
do not always dare to make bold investments to 
drive a cardinal change. Many top executives see 
the results of their technology investments, but 
others find it difficult to move forward. Challenges 
include focusing too much on short-term results 
and an incomplete understanding of Industry 4.0 
technologies. 
 
The breadth of the skills possession gap is more 
obvious to leaders, as is the awakening of 
awareness that current education systems will 
not be able to meet the challenge. Nearly twice 
as many leaders said their organizations would 
seek to train existing employees rather than seek 
out new ones [12]. 
 
With these findings as context, it has been found 
that some leaders are making better progress 
than others in facing challenges in society, 
strategy, technology and talent [10][11]: 
 
 Social Optimists - Certain leaders stand out for 

their ability to do well if they do good things. 
This type of leaders believe that social 
initiatives are essential to their business, and 
their optimism about creating social impact 
influences their view in several ways. They 
are more likely to say that their workforce is 
ready for digital transformation and they are 
far more willing to train their workers. 
Companies with leaders who identify as 
social optimists are also growing more than 
those who have not successfully found a 
balance between doing good and making a 
profit. 

 Data-Driven Decision Makers - Some senior 
executives overcome challenges by 
embracing data-centered methodological 
approaches to strategic decision making. 
These are people willing to capitalize on the 
capabilities of Industry 4.0, and their 
organizations already enjoy the economic 
benefits of embracing Industry 4.0. In the 
past year, nearly half of such organizations 
achieved annual revenue growth of 5% or 

more, while only a quarter of other 
organizations achieved such results. 

 Leaders Making Cardinal Change - This type of 
leader understands that investing in 
disruptive innovation sets their organizations 
apart from competitors. They have 
confidence, which gives them an edge when 
facing the unknowns of Industry 4.0, as 
more secure organizations will be better 
prepared to implement disruptive 
technologies. Organizations of these leaders 
typically have more defined decision-making 
processes and are more likely to make data-
driven decisions with the help of different 
stakeholder groups. 

 Talent Hunters - These executives prepare 
employees for digital transformation. These 
leaders are more likely than others to invest 
in employee retraining for the future of work. 
As they do so, talent hunters are also 
committed to social impact and see the early 
results of their progressive efforts - and 64 
percent have already generated new 
revenue streams for their organizations 
through social initiatives [15-16]. 

 
As we think and forecast, leadership traits will 
define the future stability of organizations. Those 
who embody the qualities of successful leaders in 
senior and senior management positions, not 
only advance all positions below them and grow 
faster than their competitors, but are also 
visionaries in the ways in which they lead their 
companies into the future [9]. 

3. CONCLUSION 

We are at the turn of the new Industrial 
Revolution, the fourth in a row called Industry 4.0 
in Germany. The new industrial age connects the 
virtual digital to the real world at every step of our 
lives through the established exchange of real-
time data via the so-called "Internet of Things". 
The changes that Industry 4.0 brings are a 
strategic opportunity for most companies to 
improve their competitive position in the market 
with an innovative product. Otherwise, the 
changes pose a threat to companies that will not 
adapt their products, along with business and 
manufacturing processes, to market demands. 

Innovation and the management of the 
innovation process are key to ensuring the long-
term competitiveness of enterprises, in particular 
for high-tech companies in the electrical 
manufacturing industry, such as Serbian industry. 
The business environment of the company has 
significantly expanded over the past 10 years, 
diversifying the program, reducing the risk posed 
by the high dependence on the universal engine 
or niche market for vacuum cleaners. Despite its 
mature industry, customers expect from Serbian 
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industry to innovate in this organization, which 
will ensure a long-term strategic advantage over 
competitors. The companies are entering new 
markets with innovative solutions that replace old 
technologies as substitutes. 
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Abstract: Up to date, consequences of the global 

warming acceleration can be unequivocally seen, 
as confirmed also by the measurement results. 
Almost all of us experience effects of the climate 
change. More frequent and more extreme 
manifestations of variable weather phenomena like 
hurricanes, floods, droughts, forest fires, summer 
heat, melting glaciers, mild winter, as well as Arctic 
and Antarctic warming have become evident for 
the mankind [1]. Acceleration of the global 
warming is caused by the emission of increased 
amounts of the greenhouse gases (GHG) into the 
atmosphere. As far as the GHG are concerned, the 
highest volume of atmospheric emission is 
attributable to carbon dioxide, known as the by-
product of combustion processes resulting from 
human activities. According to the research 
conducted by the University of California, the 
following sources are responsible for the carbon 
dioxide emissions in the indicated proportions, i.e. 
49% transportation sector, 30% - electricity 
production, 11% - industry, 7% - residential use 
and 3% - commercial activity [2]. Taking into 
consideration the structure of the above 
emissions, the most significant reduction of 
emitted volumes can be achieved in the 
transportation and electricity production sectors 
through the implementation of appropriate 
measures and application of new technologies and 
innovative solutions. This article focuses on the 
search of possible alternative solutions. 
 

Index Terms: energy, sustainable development, 
electricity supply. 

1. INTRODUCTION - GLOBAL ENERGY HUNGER 

ife on the planet Earth is assured by the 
availability of energy. At the same time, 

existence of humans requires utilization of 
various existing forms of energy. The constantly 
increasing global population consumes these 
energy reserves appearing in various forms, at a 
drastically high pace. Comfort and safety of the 
humankind means also the increase of demand 
for energy. The improvement of human life 
conditions has resulted in the development of 
automation, which – in its turn – is accompanied 
by the growth of electricity-based energy share 
among other energy types. Nowadays, due to  
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electrification, the modern human communities 
have fallen into a position of the total energy-
dependence and have found themselves in a 
vulnerable state. Neither the contemporary 
societies, nor the economies would be able to 
function without energy. A half of the total energy 
consumption satisfies the energy demands of the 
urban population. Urbanization is not the only 
factor leading to the increasing trends in energy 
consumption. At the present moment, 
approximately one billion people do not have 
direct access to electricity despite the fact that all 
of them would gladly enjoy the advantages 
offered by the use of electric energy. In case no 
changes occur in the presently existing energy 
consumption habits, the global energy demand 
will grow by 1,3% per annum. The year 2018 was 
characterized by a 2,3% consumption growth, 
which is especially noteworthy [3]. 

 
 

1. Figure 
Power generation and carbon intensity of electricity  

in the Sustainable Development Scenario [4] 
 

The CCUS abbreviation in the above table 
means Carbon Capture, Utilization, and Storage. 
In order to ensure the sustainable development, 
a significant reduction of the GHG emissions is 
inevitable, along with the increasing energy 
consumption. To ensure sustainability, the 
electrical power production sector should have 
the CO2 emissions reduced by 50% by 2025 and 
by 85% by 2040. The above reduction in CO2 
emissions can be achieved only by means of 
using greater volumes of the carbon-free energy 
sources. These are technologies based on the 
nuclear and renewable electricity sources. 
According to forecasts for the period until 2040, 
nuclear – and regulated hydroelectric capacities 
will be decreasing. A drastic increase is expected 
in the weather dependent renewable energy 
sources.  
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2. Figure 

Renewables share of power generation by source [5] 
 

According to the British Petrol forecasts, the 
share of weather dependent energy producers in 
the overall structure of the global electricity 
production may exceed 25% by 2040. The earlier 
centralized electricity production system based 
mostly on large power plant requires a full-scope 
re-organization, due to the dominance of a great 
amount of decentralized wind- and solar power 
plants. The hectic nature of weather dependent 
energy production creates new tasks to be 
solved.  Turbo-generators make a significant 
contribution to the stabilization of the current 
electricity production systems. Along with the 
expansion of solar cells, the system will lack a 
significant amount of inertia. The other important 
task will consist in the improvement of network 
flexibility for the system regulation. 

 
 

3. Figure 
Electricity generation curve of MVM wind- and  

solar power plants [6] 
 

Figure 3 shows the cumulative electricity 
generation curve for one group of weather 
dependent producers. At any moment, there 
should be a balanced state between the current 
consumer demands and the production. To do 
so, the so-called adaptable capacities are 
necessary to ensure this compatibility. These are 
water-storage power plants, gas turbines, 
electricity storages based on mechanical 
principles, electricity storages operating on 
chemical principles, which mean different 

accumulator batteries. The highest level of 
controllability to regulate rapid production 
changes of photovoltaic power plants is assured 
by the use of accumulator batteries and 
associated power electronics. 

2. SPREAD OF ELECTRIC VEHICLES 

In 2017, the global sales of electrically driven 
vehicles exceeded one million of sold vehicles. 
Taking into consideration the increasing trend, in 
2020 this volume will demonstrate a fourfold 
increase as compared to the 2017 data and will 
account for four million vehicles. As of 2017, the 
share of pure electric vehicles (Battery Electric 
Vehicles) achieved already 66% in comparison 
with the plug-in hybrid vehicles (Plug Hybrid 
Electric Vehicles) and the growing trends 
continues to prevail. 

 
 

4. Figure 
Number of global sales of electric vehicles  

between 2010 and 2017 [7] 
 

Due to a sudden increase in the number of 
pure electric vehicles, the charging demands 
have a very strong impact on the electricity grids 
that has never been seen before. The grids are 
not able to satisfy simultaneously arising peak 
consumption demands, which leads to the grid 
overload and actuation of electrical protection 
mechanisms. It is particularly true for the cases 
when the peak charging load related to vehicle 
batteries coincides in time with the peak 
consumption load on the electricity grid [8]. By 
2031, we will have to take into account charging 
demands of almost 140 million electric vehicles 
globally [9].  

3. REGULATION OF ELECTRICITY GRID 

As compared to the practice of the previous 
decades, some completely new and considerable 
impacts have been noticed among those 
effecting the electricity grids. Among those, the 
most important ones are the rapidly increasing 
electricity demand as the result of electrification, 
hectic production nature of weather dependent 
renewable-based power plants and concurrent 
charging loads related to rapidly spreading 
electric vehicles. Further development of 
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electricity grids is unavoidable, but the level of 
such development should be the subject for 
thought. Such modernizations of the grid, which 
are able to satisfy adverse simultaneous 
overloads occurring during short periods 
annually, are extremely economically inefficient 
and in many cases, it would be impossible to 
implement them physically, as well. Varying 
production output of the weather dependent 
renewable producers requires a significant 
increase of the grid flexibility, which means 
fundamentally the construction of battery energy 
storages.  

In accordance with my proposal, a significant 
reduction of the above-mentioned investment 
needs can be achieved if huge battery energy 
storages – in addition to the role played in the 
grid regulation – could be adapted also for 
charging electric vehicles. It would be reasonable 
to locate such energy centers in vicinity of the 
public sector organizations, residential 
neighborhoods, office buildings and shopping 
malls. Batteries of the vehicles connecting during 
various day periods, duration and in different 
quantities could be used by the energy center as 
the expansion of its own installed capacity to 
regulate the grid in accordance with the 
appearing demands. The charging duration set 
up by the owner at the time of vehicle connection 
shall be the input data for the intelligent control 
center as to the usability of the vehicle batteries. 
By means of further development of the energy 
centers, vehicle batteries could be placed into 
such a charging unit heated up to 60oC with the 
help of waste heat of the large central battery, 
with the use of which they could be charged to 
nominal values within 10 minutes. According to 
the researchers of the Penn State University, by 
this method, lithium-ion batteries are able to 
stand almost thirtyfold more fast-charging cycles 
without a significant reduction of their rated 
capacity [10]. In addition to a considerable 
increase of flexibility related to charge control, it 
would also result in a significant prolongation of 
the battery lifetime. Energy efficiency can be 
drastically increased if the heat removed in the 
process of energy center cooling would be used 
for satisfying the heat demand of the buildings 
operated in vicinity of the energy center. 

4. CONCLUSION 

Satisfaction of constantly growing global 
energy needs by means of traditional primary 
energy sources in the foreseeable future can lead 
to the depletion of fossil fuel reserves and result 
in highly increased volume of GHG emissions, 
thus accelerating global warming. In order to 
assure survival for the mankind, i.e. to ensure 
sustainable development, the priority is given to 

the use of carbon-free energy. In order to 
maintain the grid stability, it is necessary that 
effects of the carbon-free weather dependent 
renewable producers on the grid should be 
reduced. One of the possible instruments to do 
so is the construction of such energy centers, 
which – as a part of their grid regulation related 
tasks - would provide also for charging of electric 
vehicles and could be connected to the district 
heating system to enhance energy supply 
efficiency. Upon the implementation of energy 
centers, the demand for further grid 
developments would considerably decrease. We 
have borrowed the planet Earth from our 
grandchildren and it is our obligation to return it to 
them in a fit-for-life state.  
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Abstract: The humanity has been in constant 

struggle with natural forces since ancient times. In 
this struggle, the protection of artificially created 
objects has played a prominent role and 
nowadays, one of its main areas is the lightning 
protection of structures. Today, it is based on a 
state-of-the-art risk analysis method based on 
exact mathematical methods, based on which 
general guidelines, rules, and regulations can be 
formulated. Lightning protection risk analysis 
calculates and contains the specific lightning 
protection adequacy of the concrete structure, 
taking into account the parameters of buildings 
and their installations (e.g. lightning protection 
installations, cables, flooring etc.). The scope of 
my research is to identify the relationships 
between output parameters determined by the 
input parameters based on the current standards 
and the identification of the risks by their analysis 
in the different types of buildings. Other scope is 
to identify effect of variable input parameters to 
output parameters of observed basic 
constructions. 

 
Index Terms: Structure, structure safety, danger, 

lightning protection, safety instructions   

1. INTRODUCTION 

umanity has long been feared by lightning, 
making this area of electricity one of the 

oldest areas of engineering science. The interest 
in lightning is at the same time as the fear of it. 
Even the ancient Greeks were thinking a lot 
about the causes of lightning. They also had the 
knowledge of electro-technology that we still use 
in the technical field. In ancient times, scientists 
of the time also observed basic relationships 
(e.g.: discovery of Thales magnetism [1][2]), 
which are related to the topics, problems (e.g. 
electrostatic charge, discharges, etc.) of the 
subject under study. This kind of powerful, 
frightening physical "force" has appeared in 
mythology (e.g. on the side of Zeus as lightning 
strikes) [3][4], as well as in various arts and 
religions.  
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Ever since Benjamin Franklin invented the 
lightning rod [5][6], we have been able to protect 
various buildings (such as condominiums) and 
thus human life from lightning. He first identified 
and proved that lightning is actually a "large 
spark", an electrical phenomenon. Due to global 
warming, the number of lightning strikes also 
increasing [7]. The lightning protection systems of 
buildings are designed and implemented for the 
protection of human life and property. Based on 
the detailed research objectives defined later in 
my research plan, I set out a research direction to 
prioritize input parameters for lightning protection 
risk management of buildings in relation to 
typifiable buildings with a significant human 
population (e.g. condominiums, hospitals, 
schools, etc.). I do this activity based on the risk 
computing IT program I have written. This 
program calculates the lightning protection risk 
components using the current standard's 
calculation method and then aggregates them. 

2. FORMULATION OF THE SCIENTIFIC PROBLEM 

It is generally believed that it is enough to 
protect against lightning with a lightning rod. 
While 50-100 years ago this was really enough, 
because at that time we did not have the 
electrical equipment that sometimes needed 
special protection, so today only the lightning rod 
is not enough. At that time, it was enough to 
protect against fire caused by lightning by 
external protection, but this is not enough 
nowadays either, because of the need for 
individual protection of electrical devices and 
equipment inside the building [8]. While in the 
past our environment consisted of relatively few 
components (e.g.: building, heating system, 
energy supply), by now our artificial environment 
has become much more complex, thus making 
lightning protection risks more complex. At the 
same time, the earlier standard, with its simpler 
calculation methods, kept pace with the state of 
the art and technological development for some 
time, but after a while, it was no longer suitable 
for this, so MSZ1 EN 623052 came into force [9]. 

 
1 MSZ = Magyar Szabvány = Hungarian Standard 

 

2 62305 = Standard of Lighning protection 
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In my opinion and in my research, theoretical and 
practical experience confirm that in the case of 
an object under investigation, we have to 
consider the effect of several parameters at the 
same time, and we have to take these effects into 
mathematical precision in risk analysis and risk 
calculation. The more complex a building is, the 
more parameters are taken into account when 
calculating risk. The high number of parameters 
can also make the design and construction of the 
lightning protection system of the building 
considerably more difficult, therefore knowing the 
priority order of the existing unique parameters 
specific to the given building can reduce its 
complexity. As a concrete practical benefit of my 
prospective research results, as the building is 
being designed, during the lightning protection 
design phase, there will be visible points to which 
the use of lightning protection solutions, which 
are almost irreplaceable afterwards, will be 
avoided.  

Based on the above, my research area covers 
the lightning protection risk analysis of buildings, 
with special regard to the different general and 
specific parameters and their changes. 

Due to the scientific problems, my research 
objectives are: 

- Grouping of input parameters 
- Focusing on the strong3 group, identification 

of extremely strong parameters 
- Lightning protection for non-metallic body 

vehicles 
- Detection of possible shortcomings in the 

future draft standards 
 
In this article, I will describe my research to 

achieve my first two goals, while the details of my 
work on further points will be presented in my 
doctoral dissertation in the future. 
 

2.1 Hypotheses 

The research hypotheses were determined on 
the basis of the technical, economical, and 
construction problems encountered in the design 
of lightning protection of buildings. After 
processing the existing standards, I have several 
technical issues. Based on the above, I set up 
the following hypotheses: 

 
Hypotheses 1: 

Not all input parameters can affect output 
equally, so can they be grouped into strong and 
non-strong category? 

 
Hypotheses 2: 

If yes, can some parameters be identified as 
priority within a strong group? 

3. THE RESEARCH PROCESS 

3.1 The Standard 

The first lightning protection standard in 
Hungary was MSZ 274, published in 1952. This 
standard has been updated and expanded every 
10 years, most recently between 1979 and 1982. 
In Hungary at that time the application of 
standards was mandatory, but accession to the 
European Union brought about a change. 
According to a European Union directive, the 
application of Community standards (EN) is 
voluntary, so the question arises as to how the 
application of this principle in practice affects the 
lightning protection national standard (MSZ1) and 
how it has been affected by the change. The BM4 
decree 2/2002 (I. 23) incorporated the content of 
MSZ 274 as the applicable rule, thus making the 
application of these lightning protection rules 
mandatory. The mandatory application of the 
current lightning protection standard (MSZ EN 
62305) was prescribed by BM Decree 28/2011 
(IX. 6) of 2011. The lightning protection according 
to the old system is not a standard system, the 
new system designed and built according to MSZ 
EN 62305 is already called the lightning 
protection standard. My research is also based 
on the requirements of this new standard. 

Defining the concept of risk is not a simple task 
and varies from one area of expertise to another. 
In the case of structures, it is possible to identify 
specifically what external influences may affect 
their proper functioning (e.g.: earthquake, 
lightning strikes, etc.). Exposure to buildings and 
the likelihood of negative events may be 
considered as risks. Alternatively, the term 
"Impact of uncertainty on goals" can be 
understood as a risk [10]. 

The lightning protection requirements for the 
building are contained in the standard MSZ EN 
62305, which currently consists of four parts 
(figure 1). The specific risk calculation method is 
described in document 62305-2 [9]. 

 

 
Figure 1: MSZ EN 62305 Standard 

 
The standard defines four possible risks for 

lightning strikes: 
- Risk of loss of human life   (R1) 
- Risk of Public Service Failure (R2) 

 
3 Strong parameter: parameters whose unit changes have a 

decisive influence on output 
4 BM = Belügyminisztérium = Interior Ministry 
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- Risk of loss of cultural value  (R3) 
- Risk of Economic Damage  (R4) 
 
Of these four factors, I consider risk 

management, calculation and analysis of loss of 
human life (R1) as the basis of my further 
research. The source of damage is considered to 
be the point where lightning can strike. The 
standard defines four possible points for the 
location of a lightning strike (figure 2) [11]: 
- Lightning strike to a building             (S1) 
- Lightning strike next to a building           (S2) 
- Lightning strike on a building connecting  

cable                  (S3) 
- Lightning strike to building connection lead (S4) 

 
Figure 2: Possible sources of lightning [11] 

 

3.2 Sensitivity Test 

Sensitivity analysis is used to analyze the 
effect of single unit changes in the input 
parameters (independent variables) being 
examined on the output (dependent variable). In 
this case, the independent variables are the input 
parameters defined by the standard and the 
output is the risk value R1. The test covers static 
and dynamic parameters. Static parameters are 
those variables whose values are fixed in a 
standard (e.g. location factor (CD) with values of 
0.25, 0.5, 1 or 2) or, dynamic variables are those 
parameters that can take any value. For the 
purposes of the standard, these are variables of 
length only (e.g. cable length, building height, 
etc.). During the test, a change in the value of an 
input parameter at a time is used to determine 
the output change, examined separately for each 
input parameter. At the end of the test, you will 
see if there is a parameter (strong parameter) 
which, with a small change in its value, will have 
a decisive influence on the value of the output 
(R1) lightning protection risk. I did my research 
with the program I wrote. 

 

3.3 Expected Results 

As a result of my calculation, I expect that the 
input parameters can be grouped into strong and 
non-strong parameters, respectively. Strong 
parameters should be able to identify an 
extremely important member that has a decisive 
influence on output. It’s important to highlight that 
sensitivity studies are based on types of buildings 
that are widespread in practice, where the 
recorded parameters have important determining 

economic roles. So, the results will also show the 
parameters about the practical usage if real life. 

 

3.4 Expected Recovery Areas 

In many cases, there is an obligation to build 
lightning protection at the end of building 
construction. By this time, the construction is in 
such a phase that in most cases it is not possible 
to install simpler, cheaper or less destructive 
components of the lightning protection systems. 
In such cases, the "ugly lightning rod" solution 
remains the common language. As a practical 
benefit of exploring strong parameters, if an 
engineer designing a lightning protection system 
already foresees the "weak points" of a building, 
he can make a suggestion before the 
construction to install and install components that 
are no longer available after construction begins. 
One such element may be, for example, a 
grounding net which must be installed in the 
ground. It is also economically useful to know the 
parameters beforehand, for example the lightning 
protection is decisively influenced by the type of 
roofing material, so it is possible to decide before 
construction that the roof is not made of 
combustible material (e.g. sandwich panel) but 
rather expensive but not combustible rock wool. 
But, in this case, installing cheaper lightning 
protection equipment is sufficient to provide 
adequate lightning protection. Another option is 
to use the building's natural invisible guides as 
lightning arresters before starting construction, so 
you can leave out the visible lightning 
conductors, which are not aesthetically pleasing. 
In order to discover, use and implement similar 
technical solutions, it is essential that the 
architect and the lightning protection designer 
work together from the design phase prior to the 
start of construction. Such engineering and 
technical issues require a degree of vision from 
the parties involved. 

 

3.5 Sensitivity Test Results 

The sensitivity study found that unit changes in 
the various input parameters do not affect output 
R1 (lightning protection risk) in the same way. A 
group of parameters has a minimal effect on the 
output value so that its value remains below RT =  
1 x 10-5, so the lightning protection of the building 
does not change. In contrast, I identified five 
parameters whose unit changes have a decisive 
influence on R1 output. These are: 

 
• rp    - fire protection measures 
• rf    - fire risk 
• LPS   - lightning protection level 
• hZ    - type of special hazard 
• L0 - Internal System Failure (only  
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in case of hospital and explosion 
dangerous building) 

 
Two of the five parameters (rf and L0) 

immediately raise the value of R1 above 1 x 10-5, 
removing the lightning protection of the building. 
Out of these five members, the other three 
parameters (rp, hZ and LPS) either raise R1 
immediately above 1 x 10-5 or already touch the 
25% (0.750 – 1.000 x 10-5) security range. It is 
the task of the lightning protection designer to 
determine the amount of lightning protection that 
he or she is considering for certain buildings. 
Experience has shown that this ranges from 20% 
to 25%. Research results of the researched topic 
on this building, respectively. For other types of 
buildings, the detailed presentation, processing, 
elaboration and finalization of the proposals will 
be specifically described in my future 
dissertation. 

 

3.6 Applications 

Knowing the strong parameters revealed by 
the sensitivity test will be of great help to the 
building designer (architect) and at the same time 
to the lightning protection designer. With the help 
of the identified parameters, it is possible to 
design and implement a cheaper, simpler and 
less architectural lightning protection, which does 
not damage the view from the architectural point 
of view. As a result of such calculations, it is 
possible to gain experience on the type of 
building that can be estimated at what LPS level. 
For all architects, the view is of paramount 
importance, so even before construction begins, 
it is possible to design "invisible" lightning rods on 
the design table instead of external (visible) 
lightning rods, taking into account the building 
down view of the building. 

4. CONCLUSION 

The terms defined by the standards are 
extremely complex in terms of lightning protection 
risk calculation. Generally speaking, when 
approaching mathematically, hazards and 
vulnerabilities are inversely proportional to 
security. This means that a low level of 
vulnerability is combined with a high level of 
security while a high level of vulnerability is 
combined with a low level of security. Therefore, 
it can be concluded that, in the technical sense, 
absolute security does not exist, only a decision 
with a specific level of risk, legally established for 
the object concerned, which implies the safe 
operation and operation of the basic function. In 
the case of specific objects, these parameters 
individually and mutually influence each other to 
determine the lightning protection risk of the 
examined building. Based on these, I consider it 

reasonable to develop a lightning protection 
based on a comprehensive risk analysis already 
in the design phase or in the case of a previously 
built object. 

According to my calculations during the 
present research, the examined 58 input 
parameters do not affect the output in the same 
way, so these can be divided into two large 
groups: 

• a set of strong parameters 
• a set of not-strong parameters 
There are 5 strong parameters that change the 

output and the result with a small change. Of 
these 5 parameters, 2 can be considered as 
priorities. I have identified a particularly strong 
parameter - namely the fire protection measures 
(rf) and the failure of the building's internal 
systems (L0) - which always increase the risk 
value of the tested building by one unit change 
immediately above the allowed RT limit. These 
large output changes are related to the fact that 
these parameters can take discrete values and 
these values are defined in the standard. 

In my opinion, the results based on my 
calculations provide useful assistance to the 
architect and lightning protection designer, both 
in the design phase of new buildings and in 
modernizing lightning protection systems in 
existing buildings. They support simpler lightning 
protection, faster and in some cases create a 
well-fitting image. Based on my research, it is 
possible to use the natural elements of the 
building on the design table to build invisible 
lightning protection on the one hand and to 
create a visual image that fits well with the 
environment. 
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