
 

 

Abstract: This paper presents an intuitive 
approach to connecting Internet of Things (IoT) 
devices and web applications using the 
WebSocket protocol and application-layer network 
architecture. The IoT is becoming an important 
part of our lives. IoT devices are connected to the 
cloud using various technologies and protocols. 
This can lead to security and privacy issues. This 
paper introduces a new way of communicating 
between IoT devices and web applications without 
the need for server-side processing. The presented 
protocol and architecture use a simple broker for 
transferring messages between devices. Although 
this communication architecture is not new, the 
use of WebSocket as a session protocol and 
simple presentation protocol is new.   

 
Index Terms: Internet of things, WebSocket, 

protocol, web application, connected devices, 
ESP8266, ad hoc network 

1. INTRODUCTION 

n today's world of communication and 
connected devices, there is a particular interest 

in Internet of Things (IoT) devices, which are 
interconnected in different cloud service variants. 
This interconnectedness enables IoT devices to 
be more useful to the user. The IoT as a concept 
is not new, since different devices have been 
exchanging data for some time. The latest 
development in this field is the modification of 
ordinary objects such as cars, household 
appliances, and households into so-called Smart 
Connected Devices. Smart Devices can 
communicate with users, systems, and each 
other. Knowledge of communication protocols is 
of paramount importance as different protocols 
allow different levels of transparency, usability 
and security between devices [1]-[3]. 

 

The purpose of this paper is to introduce a  
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communication architecture based on the 
WebSocket protocol. This protocol enables 
security and quality of communication as well as 
fast and easy development of new applications. 
We can understand this proposed architecture as 
an extension of the functionality of some other 
protocols like MQTT (Message Queuing 
Telemetry Transport), XMPP (Extensible 
Messaging and Presence Protocol), and AMQP 
(Advanced Message Queuing Protocol) with the 
WebSocket protocol [4]-[7]. With the proposed 
architecture, the publish/subscribe paradigm is 
introduced into the field of web applications. We 
proceed similarly to the authors of [8]-[10], but go 
one step further. Using the WebSocket protocol, 
IoT applications can be fully deployed in a web 
browser and IoT devices can be controlled 
directly from the web browser. The proposed 
architecture connects the application broker to a 
server, web IoT applications, and IoT 
microcontroller devices. This architecture is 
designed to ensure complete privacy and security 
when communicating with IoT devices because 
the server broker is just an application-layer 
network device. This concept is a relatively new 
kind of communication within the IoT area. Most 
IoT applications want to use cloud services to 
process and present data. The architecture 
presented in this paper aims to reverse this 
paradigm and enable private IoT applications 
without cloud services. With the proposed 
architecture, the publish/subscribe paradigm is 
introduced into the field of web applications. 

In Section 2 we present some theoretical 
basics of the Internet of Things, its components 
and applications. Section 3 describes operation 
and standardization of WebSocket. In Section 4 
we describe proposed architecture and protocol. 
We describe the operation of the overall system 
and its components. We present our demo 
application IoT-Thermostat and the operation of 
the protocol. Section 5 focuses on security 
aspects of the proposed architecture and 
demonstrates our protocol privacy applications. 
We conclude with Section 6. 
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2. INTERNET OF THINGS 

We can define Internet of Things (IoT) as a 
network of physical devices and other "things 
with embedded electronics". This includes 
various sensors and actuators. Things are 
connected to the Internet, which allows storage, 
presentation, and exchange of data. The main 
purpose of IoT is to connect these objects and 
make them more intelligent and interactive. The 
IoT is not limited to devices, but includes 
communication technology, control and 
information plane, as well as data processing. All 
of the above points allow different types of 
applications [1]-[3]. 

The term IoT can cover a wide range of 
ecosystems, communication technologies and 
applications. It is therefore difficult to describe the 
Internet of Things as a single ecosystem or 
architecture. The interconnectedness of various 
components of the IoT is application-specific, so 
that the connections between devices can be 
physical or logical or even application-specific.  

These are core elements of the IoT:  
- Sensors and controllers are small, 

interconnected devices, usually 
microcontroller devices, but can also be more 
advanced as well. They are the “things” in the 
IoT. 
- Gateway devices collect, send, or 

forward data in the data plane.  
- Network is a physical infrastructure that 

connects all the devices to each other. 
- Analysis and translation of data is a 

layer meant for data aggregation, storage, 
provisioning, and processing of data.  
- Applications and services are the 

endpoints for controlling, managing, 
visualizing, and presenting the collected data 
with the ability for users to influence the 
results. 

3. WEBSOCKET  

The WebSocket protocol was introduced by 
Web Hypertext Application Technology Working 
Group (WHATWG) and is part of Hypertext 
Markup Language (HTML) 5 standardization. 
[11], [12]  In 2011 the standardization was taken 
over by the Internet Engineering Task Force 
(IETF) [13].  

This protocol allows better usability of web 
applications and it allows expansion and real-
time communication in web applications. The 
WebSocket is integrated into all modern web 
browsers. Such applications can work 
simultaneously with HyperText Transfer Protocol 
(HTTP), which makes them faster and simpler. 

3.1 WebSocket Basics  

The WebSocket specification was developed to 
replace obsolete HTTP technologies such as 
polling and long polling. The protocol is designed 
to be compatible with the existing Internet and 

web infrastructure. It works with proxies, firewalls, 
filters, and authentication procedures. This 
makes WebSocket a perfect polling replacement, 
allowing new applications to be faster and less 
network intensive. 

Full interoperability is achieved by using TCP 
ports 80 and 443. Once the WebSocket 
connection is established, both connected 
devices can send and receive data independently 
and without any agreement. Servers and clients 
can exchange data in real-time with virtually no 
overhead, and use a single TCP connection for 
two-way communication. The WebSocket data 
frame only adds a 2-byte header to each 
message, which is significantly smaller than 800 
bytes, which is the size of an average HTTP 
header. The WebSocket standardization uses 
term data frame and we will follow this naming 
scheme. Reducing the number of connections 
and redundant data, reduces server and client 
load and enables more complex applications that 
can run in real-time. Since the WebSocket 
connection is established via HTTP, it is actually 
an abstraction on the application layer of a TCP 
socket. This allows WebSocket to run via proxies 
as well as on top Transport Layer Security (TLS), 
or Secure Sockets Layer (SSL) [12]. 

WebSocket is an application layer protocol and 
is based on the principle of minimum data 
transfer overhead. The header size of the 
WebSocket protocol is 2 bytes. With the short 
header, WebSocket assumes that the application 
takes care of all the other metadata it needs. The 
main purpose of the WebSocket frame is to be as 
close as possible to the TCP segment. The 
developers of the WebSocket protocol wanted to 
maintain interoperability on web servers, and the 
standard requires that WebSocket and HTTP 
share the same TCP ports and run on the same 
server. 

HTTP and WebSocket protocols provide no 
security and encryption, both using the TLS/SSL 
protocol to establish a secure connection. When 
this combination is used, the HTTP protocol is 
referred to as HTTPS. WebSocket can also be 
secured using the TLS/SSL protocol by activating 
the handshake HTTPS instead of the HTTP 
connection. 

3.2 Establishing a Connection 

The WebSocket protocol consists of two 
phases: the connection setup via a handshake 
protocol and the data transfer. The WebSocket 
connection is established with the help of HTTP, 
what allows backward compatibility. 

To establish the connection, the client sends a 
HTTP GET request with a desire to "Upgrade" 
the connection with another protocol. HTTP 
Connection Upgrade is located in the header of 
the HTTP message and is a request from the 
client to the server [14]. 

The web server receives the HTTPS 
Connection Upgrade request. If it supports 



 

WebSocket and can communicate with the client 
via the WebSocket protocol, the server triggers 
the protocol change via the HTTP response with 
the status code "101 Protocol Change". After this 
response, the HTTP connection is closed and 
replaced by the WebSocket connection over the 
same undelaying TCP connection. 

3.3 Data Transfer 

Once the client and server have completed the 
first handshake using HTTP, they can begin 
communicating via WebSocket. WebSocket 
allows the client and/or server to send messages 
to each other independently of each other and, 
thus, establish a full duplex connection. Each 
frame contains a mandatory header of at least 2 
bytes and the payload can contain data in binary 
or textual format. Two fields of a 2-byte header 
are defined as opcode and frame size. Opcode 
describes the type of payload as binary (0x2) or 
Unicode (0x1) and a type of control frame as 
Close (0x8), Ping (0x9) and Pong (0xA). The 
latter have an import role in managing the 
connection The Close frame is used when 
terminating the connection. Ping and Pong are 
used for maintenance and testing the connection. 
They are used as "keep alive" and "heartbeat". If 
the received frame does not contain a known 
opcode, the connection must be terminated.  

4. PROPOSED PROTOCOL ARCHITECTURE 

The characteristics of the presented protocol 
show that it is possible to create a secure, simple 
architecture that allows direct communication 
between clients using HTML5 specifications and 
working with the existing network infrastructure. 
We can say that this architecture creates a 
network of devices on layer 7 of the ISO/OSI 
protocol stack model. The proposed architecture 
is an ad hoc application network that can run 
multiple independent applications [15], [16]. 

The architecture shown in Figure 1 requires the 
use of an application layer broker and a network 
of IoT devices. In this case, IoT devices can be 
either web apps or microcontroller devices. In 
terms of the broker, all devices are the same and 
the broker uses application identifiers (ID) for 
message transfer between devices. The 
architecture itself does not provide secure and 
encrypted communication. Security is 
implemented using underlying protocols and 
application layer encryption.  During 
implementation, we followed some best practices 
in Internet security to demonstrate how this 
architecture can also promote and support 
privacy and security. The communication system 
presented here has two levels of security. First 
one is on the broker level with the use of 
WebSocket over TLS, the other is on application 
level with the help of Advance Encryption 
Standard [17]. 

 
Figure 1 A proposed application architecture with a broker 

and an application layer network of equal clients. 

4.1 Broker in Protocol 

The central component of this architecture is 
the broker. The main purpose of this device is to 
forward messages between devices or transfer a 
message to multiple devices. To simplify the 
explanation of the operation of this architecture, 
we can state that a WebSocket connection from 
the client to the broker represents a session layer 
(5) protocol, and the protocol for message 
forwarding represents a presentation layer (6) 
protocol. An application layer (7) protocol is open 
to each specific application on this architecture 
and is not considered as a part of the above 
architecture.   

Each device that wants to use the application 
layer network for communication needs its own 
identifier. Devices use identifiers to introduce 
themselves to the broker. Ideally, the identifier 
should be unique. In our application presented 
later in this paper, we define this identifier as the 
hash of device name or as the UUID generated 
with the standard algorithm [18]. If device A 
wants to communicate directly with device B in 
the network, A needs to know device B ID. If the 
application data is encrypted, device A must also 
know the AES key of device B. 

Each device establishes its own (secure) 
WebSocket session with the broker. The session 
is maintained, as is necessary. When testing in a 
local environment, it is not necessary to keep the 
connection active, but if this architecture is 
subject to the public IP infrastructure, it is 
necessary to keep TCP sessions active over 
NATs and Proxies. The broker links each device 
ID to its WebSocket connection [19]. 

The proposed protocol requires only three 
types of messages for its operation. Two of them 
are used to establish a connection to the broker, 
the initialization ('packet_type':'LOG_ON') and 
the confirmation ('packet_type':'ACK_LOG_ON'). 
The third type of massage is MSG intended for 
sending messages and contains application data 
(payload). The structure of the broker protocol 
message is shown in Figure 2. All messages are 



 

in JSON form, which is easy to manipulate and 
implement with JavaScript.  

 
{'packet_type': 'MSG ', //START... 
'transmitter': ‘ID sender’, 
'receiver':  ‘ID receiver’, // broadcast, multicast 
'theme': 'name-of-the-theme', // if multicast 
'data': [encrypted application data]} 

Figure 2 A broker protocol message structure. 

Even though the architecture of the broker 
allows broadcast and multicast messages, our 
current demo application does not make use of 
this function. 

4.2 IoT Application and Device 

In the proposed architecture there is no rule 
about the implementation of applications. It can 
be run on a specific device or on a number of 
devices. For the demonstration, we have 
developed a connected thermostat that is 
controlled via the web browser. The application 
logic is divided between a microcontroller device 
and a web application. The microcontroller 
controls the temperature based on its own 
memory and web application location data; the 
web application sets the temperature and tracks 
the position. 

 
Figure 3 Web IoT client for IoT thermostat control. 

This architecture and this application concept 
allow the use of the term HTML5 IoT; this means 
that any web-enabled device can be an IoT 
device using internal sensors and HTML5 
technologies, as shown in Figure 3. To 
emphasize this, we use a Location API to track 
the location of the phone, calculate its distance to 
“home”, and adjust the heating accordingly. If the 
distance is less than 10 km, the “home” regime is 
initiated. Otherwise, the “away” regime is set. 

A microcontroller IoT device in Figure 4 is built 
on the ESP8266 platform (WeMos NodeMCU). 

The microcontroller is prepared for wireless 
connection to the Internet. To convert the 
microcontroller into a thermostat, an 
environmental sensor BME280 and an 
electromagnetic switch for switching the heater 
on and off are added. 

We use a special type of MSG message to 
initiate the connection between the devices; 
instead of using the packet_type:MSG we use 
packet_type:START to tell the thermostat that a 
new user wants to connect. Some rules of the 
application protocol are written in the data part of 
this message. After this first message, all other 
messages are of the standard MSG type. All 
MSG messages carry the application data and 
we have used some simple JSON forms to make 
this application work. This part is application 
specific and does not interfere with the 
interworking of the broker. 

 
Figure 4 IoT thermostat device with ESP8266, BME280, 
and electromagnetic switch. 

The IoT thermostat turns on and loads the last 
stored data from its flash, including Wi-Fi settings 
and the desired temperature. If Wi-Fi settings are 
correct, the thermostat connects to Wi-Fi and 
with the broker. The thermostat is now booted 
and begins its operation by setting the 
temperature. Since the thermostat is a device to 
which others are connected, it waits until other 
(web) devices connect to it first. After the web IoT 
application has connected to the broker, it sends 
the first START message. After receiving this 
message, the thermostat knows which device to 
communicate with. The thermostat responds with 
an MSG/STATE message containing all 
important measurements and settings of the 
thermostat. This message is sent from the 
thermostat to the device that initiated the 
communication. The messages MSG/SET and 
MSG/HOME_set are sent from the IoT web app 
to the thermostat. Both require an MSG /STATE 
response to changes, even if they do not occur. 
MSG/SET is used to set the parameters 
(temperature) of the thermostat. MSG/HOME_set 
is used to send the parameters distance and "at 
home" to the thermostat. The phone calculates 
the distance to the thermostat and decides on the 
operating mode. The thermostat itself selects 
whether the selected mode requires a heater that 
is turned on or off.  

As for the network and the application, we can 
say that the application protocol underlies on the 



 

WebSocket as a session protocol and the broker 
protocol is the presentation protocol. The 
proposed architecture is developed to enable fast 
and easy prototyping and app development, as 
well as near pear-to-pear communication. This 
architecture also enables secure and private 
communication. At the application layer, this is 
achieved by encrypting application messages 
using AES before encapsulating them in a broker 
protocol message, as shown in Figure 2.  

5. SECURITY AND PRIVACY 

We have conducted some security tests to 
determine whether this architecture and 
application behaves in the expected manner and 
can therefore be considered secure and private. 
We assumed three most problematic attacks 
related to our architecture and application [17], 
[20], namely open ports, compromised broker, 
and traffic inspection. 

We performed a long port scan with the nmap 
[21] on the IoT thermostat device. We found out 
that there was no open ports on this device. That 
means there was no direct way to compromise it. 
This result is not surprising as we use 
WebSocket and thermostat as client and we 
expect the ports on the client to be closed.  

The second test was performed on the broker. 
We performed a hypothetical test in which we 
assumed that the software or hardware of the 
broker was compromised. This means that the 
attacker was able to obtain all the data from the 
broker. Because we use AES end-to-end 
encryption between the IoT web application and 
the IoT thermostat, the attacker knows the device 
ID but not the content of the message. If the 
attacker knows the device ID, he can start 
sending incorrect messages to this network. The 
harm is done only by overloading the broker or 
microcontroller device, but there is no 
compromising of data being sent. 

The last test was performed as “listening to the 
wire” or packet inspection with Wireshark [22]. 
We could see messages reaching the broker and 
leaving it. Since messages were send using the 
TLS, there was no useful data to read. If our 
broker did not use a secure session protocol 
(non-secure WebSocket), every packet would be 
a plan text. If the AES is used, this inspection 
would show the same result as the previous one. 
Since we use secure WebSocket and AES, 
wiretapping is of no use to the attacker. 

6. CONCLUSION 

The number of IoT devices and the number of 
different protocols for various applications is 
growing, posing security risks. Such risks and 
problems can be solved, and this will enable the 
IoT as a safe and robust ecosystem of the future. 
One way to deal with this risk is to use the 
WebSocket protocol and the architecture 
presented in this paper. 

The architecture uses publish-subscribe 
paradigm with certain unique features, which in 
this context is a new way of communicating. Our 
architecture enables complete anonymity of 
users and devices. There are no known security 
risks and only isolated attacks on the application 
network might happen, but no data can be 
compromised. It would be wrong to assume that 
this architecture and system are suitable for all 
microcontroller devices and applications. It is also 
impossible to say that this architecture is the 
most efficient and redundancy-free, but we can 
confirm that this type of architecture is, from a 
development point of view, secure and simple 
and fast. Using the WebSocket protocol and this 
specific architecture, allows our broker protocol to 
be used directly with web applications and 
microcontroller devices what no other IoT 
protocol can. This paper solves a special case 
where IoT applications require complete security, 
end-to-end communication, and direct browser 
access, but cannot share their information with 
other devices on the network or with server 
applications. We are confident that this 
architecture is forward-looking when it comes to 
privacy and because there is a growing number 
of devices on the market that use the web 
browser as their operating system. Our 
contribution makes these devices a useful and 
important part of the IoT ecosystem. 
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