
 

Abstract: The main part of the paper shows and 

explains the interface that an alternative consensus 
protocol has to implement, in order to be a 
functional part of the Ethereum platform. Also, the 
paper provides an overview of the experiments 
needed to be conducted in order to show the 
benefits received by using the alternative/new 
consensus protocol. 
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1. INTRODUCTION 

thereum [1]. [2], is a platform launched in 2015 
with the idea of creating universal platform for 
decentralized applications. The main 

component of the platform consists of a blockchain 
with a built-in Turing-complete programming 
language, that is used for writing programs called 
the smart contracts. The codes of these smart 
contracts are stored on the blockchain itself, which 
allows users to use them and their functionalities. 
 The most important part of any blockchain 
based platform is the consensus protocol, which is 
used to establish a trust within the platform without 
the trusted third party that represents centralized 
entity. However, the entities that are participating 
in the consensus protocol, that are most 
commonly known as miners, are required to 
allocate and spend certain resources for execution 
of the protocol, which consists of solving a specific 
hard problem defined by the protocol. The type of 
resource spent for the execution of the consensus 
protocol, the way that the miners create the new 
blocks, and the way that the verifiers verify the 
new blocks depends of the protocol itself, and 
reviews of the currently reported consensus 
protocols can all be found in [3], [4]. 
 The current version of Ethereum platform has 
two consensus protocols that are implemented: 
Ethash [5] and Clique. Ethash is Ethereum’s  
 

 

 

 

implementation of the proof-of-work (PoW) 
consensus protocol, the most widely used 
consensus protocol in blockchain platforms. 
Ethash protocol is used for public Ethereum 
networks, and the resource that miners use for it 
is computational power. Clique protocol is 
Ethereum’s proof-of-authority protocol, designed 
for usage in private Ethereum networks. The 
resource needed for Clique protocol is the identity 
of the miners. 

Motivation for the Work. The existing consensus 
protocols of Ethereum platform are not suitable for 
every usage scenario, as the participants of the 
platform may find those scenarios unprofitable, as 
the amount of the resources needed for the 
consensus protocol may be too high. To make 
those scenarios more appealing for the 
participants, additional consensus protocol can be 
implemented that could balance out the invested 
resources and the profit. This research follows the 
Crossdisciplinarization method for creativity 
induction from [6]. 

Organization of the Paper. Section 2 gives the 
brief overview of the Ethereum platform, its 
principles and the consensus protocols that the 
platform has implemented. Section 3 shows the 
interface that the new consensus protocol must 
implement, and gives the description of the 
individual modules of the inter-face. Finally, 
section 4 gives an overview of the experiments 
needed to be conducted in order to show the gains 
that would be received by using the new 
consensus protocol. 

2. EXISTING SOLUTIONS AND DRAWBACKS 

 Ethereum is a blockchain based peer-to-peer 
platform used for decentralized applications, that 
has its own crypto currency called ether. Ethereum 
has its own built in Turing-complete programming 
language, used for specific programs, known as 
smart contracts, that are stored in the blocks of the 
blockchain itself. Ethereum was created using the 
following design principles: 

 Simplicity - implementation of the platform 
should be as simple as possible. 

 Universality - Ethereum aims to be a 
universal platform used for creating 
distributed applications, which are based on 
smart contracts. 
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 Non-discrimination and non-censorship - 
All mechanisms used for protocol regulations 
should be directed at preventing harm, and 
not trying to stop some undesirable 
applications (infinite loops in smart contracts, 
for instance). 

 Modularity - Ethereum’s implementation 
must be as modular as possible. If someone 
makes a change of the Ethereum protocol in 
one place of the application, the rest of the 
application should continue to function 
without requiring any additional 
modifications. 

 Agility - elements of the Ethereum are not 
permanent, which means that, if some 
modification of Ethereum, discovered during 
its development, improves its security or 
scalability, the protocol itself may be 
changed. 

 The way that users interact with Ethereum 
platform is peer-to-peer in nature, and consists 
only in issuing transactions. Those transactions 
have to be verified and executed before they end 
up in a block that is stored in the blockchain. There 
are two types of transactions in Ethereum: 
contract creation transactions that are used for 
deploying a new smart contract on the blockchain, 
and message call transactions that are used for 
transferring Ethereum’s native crypto currency, or 
for executing functions of smart contracts that are 
already on the blockchain. The transactions 
issued by the users have to be verified before they 
are added into a new block that will be added to 
the blockchain. The process of creating a valid 
new block that contains new and verified 
transactions is called mining, while users that are 
creating these blocks are called miners [7]. When 
a new block is mined, the rest of the miners, that 
did not mine the block in question, have to verify it 
and its content and agree on its validity. Only when 
majority of miners agree that the block is valid, it 
will be added to the blockchain. The miner, that 
mines a new and valid block that ends up on the 
blockchain, receives an incentive, in form of some 
ethers. This incentive assures that the miners will 
compete for mining a new block. The method of 
mining new blocks, and the method used by 
miners for verification and approving of new blocks 
is defined by consensus protocol. As mentioned 
earlier, the current version of Ethereum has 
implementations of two consensus protocols: 
Ethash [5] and Clique. 
 However, these two consensus protocols may 
not be suitable for every distributed application 
based on Ethereum. Clique protocol is protocol 
suitable for the private Ethereum networks, where 
only selected users may participate, and it cannot 
be used for applications that are open, where 
anyone can be a part of the network. On the other 
hand, Ethash is consensus protocol suitable for 
public Ethereum networks, where anyone can 
participate. However, the resource miners need, in 

order to participate in this consensus protocol, 
computational power, which is directly related to 
electrical energy consumption. Current estimated 
annual electricity consumption of main Ethereum 
network that uses Ethash algorithm, is 8.34 TWh, 
while the number of U.S. households that can be 
powered for a single day is 1.16 [8]. This data 
suggests that the new consensus algorithm may 
be needed for certain distributed applications, 
which will not be as expensive as proof-of-work 
protocol, but will be suitable for public Ethereum 
networks. 

3. PROPOSED SOLUTIONS AND JUSTIFICATIONS 

 Current up to date implementation of Ethereum 
is Geth [9], created using the Go programming 
language. The implementation follows the 
previously mentioned design principles, so Geth 
has well-defined interface that a new consensus 
protocol must implement. The modules that 
represent the interface of the consensus protocol 
can be grouped into three categories: Utility, 
Verification and Mining categories, as shown in 
Figure 1. 
 Before describing the individual modules that 
are needed to be implemented by the new 
consensus protocol, it is necessary to know the 
structure of Ethereum’s block. The block consists 
of a header, list of transactions, and a list of block’s 
uncles [5]. Uncle blocks in Ethereum platform are 
valid blocks that were mined at the same time as 
the new block’s parent block, but didn’t made it on 
the chain. However, Ethereum protocol stores 
uncle blocks and gives the miners who mined 
them some incentive as the existence of those 
blocks strengthens the chain itself. The most 
important part of the block, for the consensus 
protocol, is the block’s header, as all of the 
modules of the consensus protocol interface use 
the header to perform their functionality. The 
header of the block has the following fields: 

 ParentHash is a 256-bit hash value of the 
header oft he parent block. 

 UncleHash is a 256-bit hash value of the 
block’s list of uncles described above. 

 Coinbase is a field that contains the address 
of Ethereum’s account that receives all the 
rewards from mining the block. 

 Root is a 256-bit hash value of the root node 
of the state trie, that is obtained after all of the 
transactions of the block are processed. 

 TxHash is a 256-bit hash value of the root 
node of the transaction trie that represents 
the list of all transactions contained within the 
block. 

 ReceiptHash is a 256-bit hash value of the 
root node of the trie that contains all of the 
outcomes of all the transactions of the given 
block. 



 

 Bloom is a field that contains the Bloom filter 
which consists of indexable information that 
are contained in each log entry created by the 
result of the transactions of the block. 

 Difficulty is a field that contains the difficulty 
level used for the block mining. 

 Number is a field that contains the ordinal 
number ofthe block within the blockchain. 

 GasLimit is a field that contains the value 
that limits the number of operations contained 
within the transactions of the block, based on 
their cost. 

 GasUsed is a field that represents the total 
cost of operations used in current block’s 
transactions. 

 Time is a field that contains the output of 
Unix’s time() function at the moment of 
block’s creation. 

 Extra is an array of maximum 32 bytes that 
can contain various data relevant to the block. 
This field can be used by the new consensus 
protocol to store additional data needed for its 
functionality. 

 MixDigest is a 256-bit hash value that, when 
combined with the nonce field, provides a 
proof that enough computation power went 
into the mining of the block. This field is used 
by the Ethash protocol, while the Clique 
protocol has no use for it. This means that this 
field can be used by the new consensus 
protocol, to store additional data, similarly to 
the Extra field. 

 Nonce is a 64-bit value that is used to store 
the cryptoseal of the block that is a proof that 
the mining was done correctly according to 
the consensus protocol. This field is used by 
the consensus protocols to store the result 
value of mining. 

 Utility modules represent the part of the 
consensus protocol that is used for miscellaneous 
operations of the consensus protocol and are: 
 

 Author (header *types.Header) 
(common.Address, error). This module 
returns Ethereum address of the Ethereum 
account that was used to mine the block with 
the given header. In case of Ethash, this 
account is the same as the coinbase account, 
which the base account of every participant 
of the Ethereum network. However, in case of 
Clique protocol, which is based on 
signatures, this account may be different. 
Depending of the consensus protocol that is 
being implemented, this module must return 
a valid address used for mining the new 
block. 

 CalcDifficulty(chain ChainReader, time 
uint64, parent *types.Header) (*big.Int) 
module returns the difficulty of the next block 
that will be mined. Difficulty parameter of the 
consensus protocol is used to ensure that the 
time that passes between creation of two 
consecutive blocks remains the same, or as 
close as possible. Maintaining the steady flow 
of new blocks is important for reliability of the 
blockchain, so the new consensus protocol 
must implement this module according to the 
mining process that it uses. 

 APIs(chain ChainReader) ([]rpc.API) module 
returns RPC API that is used for controlling 
the consensus algorithm remotely. This 
functionality is optional, but implementing it, 
will provide the flexibility of controlling the 
miners. 

 Close() (error) module is used to stop every 
background thread of the consensus 
protocol. 

The second group of modules consists of 
Verification modules, that are used for verifying 
the new block created by miners. The four 
modules of this group are as follows: 

 VerifyHeader(chain ChainReader, header 
types.Header, seal bool) (error) module is 
used to check if all of the fields in the header 
of the block, that is newly mined, follow the 

Figure 1 - Ethereum's consensus interface 

 



 

rules defined by the consensus protocol that 
is being implemented. If the flag seal has the 
value of true, the module will also check the 
validity of the crypto seal that was created by 
the miner of the block that is being verified. 
However, the crypto seal verification can be 
explicitly done using the VerifySeal module. 
The argument chain is used by the module to 
read the contents of the blockchain. 

 VerifyHeaders(chain ChainReader,headers 
[]*types.Header, seals []bool) (chan<- struct, 
<-chan error) module is almost the same as 
VerifyHeader. The only difference is the fact 
that this module does a verification of a 
number of block headers using the chain 
reader the same way VerifyHeader module 
does. This module has two go channels as its 
return value. The first channel, known as the 
quit channel, is used to abort the operations 
performed within the module. The second 
channel is called the result channel, and it is 
for asynchronous transfer of the verification 
results, in the same order as blocks that were 
sent to the module as arguments. 

 VerifyUncles(chain ChainReader, block 
*types.Block) (error) module is used to check 
the validity of uncles [1] of the given block. 
Uncle blocks must undergo the same 
verification as every other block, that made it 
to the chain, went through, as Ethereum 
protocol stores uncles as well. The 
verification of uncle blocks should be 
implemented the same as the verification of 
other blocks. 

 VerifySeal(chain ChainReader, header 
*types.Header) (error) module must verify if 
the crypto seal, which is a result of mining the 
block, is valid according to the rules of the 
consensus protocol that is being 
implemented. For storing the result of mining, 
the new protocol may use 64 bit field nonce, 
but it also has two 256 bit fields, MixDigest 
and Extra, on its disposal. It should be noted 
that, for consensus protocols that will be used 
in public Ethereum network, seal verification 
must be a lot easier than the mining process 
that produces the seal, in order for protocol to 
maintain safety and efficiency. 

 The last group of modules consists of Mining 
modules. They are the core modules of every 
consensus protocol as they define the problem 
that miners have to solve, in order to create a new 
black. In return, the nature of the problem defined 
within these modules determines the resources 
needed for the mining process itself. There are 
three modules in this group: 

 Prepare(chain ChainReader, header  
*types.Header) (error) module is used to 
prepare and initialize the fields of the block’s 
header in such a way that will allow them to 

be used for solving the problem defined by 
the consensus protocol. 

 Seal(chain ChainReader, block *types.Block, 
stop <-chan struct) (*types.Block, error) 
module is the main module of the consensus 
protocol, as the mining itself occurs within it. 
Seal module receives a block that went 
through prepare module. The problem that 
needs to be solved must be defined and 
solved within this module. In order for 
consensus protocol to function properly, the 
problem itself must be somehow connected 
to the block that is being mined. For instance, 
in Ethash protocol, the input for the problem 
that is being solved is the hash value of the 
block that is being mined. That way, the 
problem becomes specific to the block being 
mined, and prevents the miners to prepare 
the problem’s solutions in advance. However, 
this is the case for the public networks, while, 
in the case of private networks, there is a 
level of trust regarding the miners, so the 
problem defined by the consensus protocol 
may be a lot easier, and even not related to 
the block that is being mined. The result of 
this module is a new block that has miner’s 
crypto seal in specific fields of the input 
block’s header. 

 Finalize(chain ChainReader, header 
*types.Header, state *state.StateDB, txs 
[]*types. Transaction,uncles []*types.Header, 
receipts []*types.Receipt) (*types.Block, 
error) is the module that finalizes the mined 
block that is being published. It adds some 
final values to the block, for example, the 
reward for that the miner receives for mining 
a new block, after the crypto seal value was 
found and added to the block’s header. The 
output of this module is the final version of the 
block that is ready to be appended to the 
blockchain, in case that the majority of miners 
in the network accepts it. 

 The new consensus protocol must implement all 
of the modules mentioned above (except APIs 
module which is optional), in order to be functional 
in the Ethereum network. Once those modules are 
implemented, the consensus protocol can be 
used, and the rest of Ethereum protocol will 
continue to function in the same way that it does 
when Ethash and Clique protocols are used. 

4. HOW TO SHOW ADVANTAGES, GAIN, AND 

CONDITIONS FOR THE GAIN 

 After the implementation of the new consensus 
protocol is done, its advantages and 
characteristics must be shown. Firstly, it would be 
necessary to show the conditions under which the 
consensus protocol works correctly, and compare 
those conditions to the existing protocols, which 
are used for the same type of Ethereum network 
(public or private). For example, it is known that 
proof-of-work consensus protocols guarantee its 



 

correctness if at least 50% + 1 of computational 
power is controlled by honest miners [4]. If the new 
consensus protocol is to be used in public 
networks, the conditions under which the protocol 
works correctly may be compared to those of 
proof-of-work protocol, as it is the most widely 
used consensus protocol in public blockchain 
networks. 
 Once the comparison of the conditions is done, 
it would be required to perform some experiments 
and compare the results to the ones received 
when one of the existing consensus protocols are 
used. The most critical resource in blockchain 
platforms, including Ethereum, is time needed to 
process and validate transactions, or, in other 
words, to create a new block. The experiment that 
could show the advantage of the new protocol 
could be performed on an Ethereum network with 
only one miner, and it would consist of measuring 
the time needed for mining a new block. First, 
however, it would be required to find the 
correlation between the difficulties of the new 
consensus protocol, and the one that is used for 
comparison. Once that correlation is found, the 
miner would first mine blocks using the new 
consensus protocol, with predefined set of 
difficulties, and after that, the miner would mine 
blocks using the consensus protocol used for 
comparison, but with the set of difficulties that 
corresponds to the set used for the new protocol. 
The number of mined blocks per difficulty should 
be as high as possible, but same for both 
protocols, in order to obtain enough values for 
comparison. Once the measurements are 
complete, it would be useful to calculate minimum, 
maximum, average, and median time needed for 
mining blocks for fixed difficulty, for each of the 
consensus algorithms. Those values would be 
compared with the same values of the 
corresponding difficulties, between two protocols, 
and the comparison would show the gain received 
by using the new consensus algorithm. 

Finally, it would be important to show the 
performance of the new consensus protocol on a 
network with more than one miner. As the nature 
of blockchain networks is peer-to-peer, the test 
network would have to be the same. The topology 
of that network would have to be made in a way 
that would simulate real-life peer-to-peer 
networks: each miner would be connected directly 
only with a limited number of other miners. There 
should be a number of blockchain users that would 
generate transactions and send them to the 
network. The comparison should use the same 
measurements as in the case of the network with 
one node: minimum, maximum, average, and 
median time needed for the network to produce a 
new block, given the problem difficulty for the new 
consensus. The same experiment with the same 
exact conditions like, network topology, number of 
miners, and number and types of transactions, 
should be conducted using the second consensus 
protocol. Once that experiment is complete, the 

corresponding values would be compared, and the 
gain that comes from the usage of the new 
consensus algorithm would be shown.  
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