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Abstract—This paper presents a security eval-
uation of certain encryption schemes in a cho-
sen plaintext attack scenario from a computational
complexity point of view. The evaluation shows
that the computational complexity security is lower
bounded by the complexity of the related LPN
(Learning from Parity with Noise) problem in both
the average and worst case.

Index Terms—randomized encryption, homo-
phonic coding, error-correction coding, stream ci-
phers, randomness, security evaluation, LPN prob-
lem.

1. I
Randomized encryption techniques form a class

of encryption procedures, which encipher a mes-
sage by randomly choosing a ciphertext from a set
of ciphertexts, that corresponds to the message
under a given current encryption key [29]. Another
class of cryptographic primitives which uses the
employment of pure randomness to provide se-
curity is that of wiretap coding [32], where joint
employment of randomness and dedicated coding
at a transmitter is exploited to enhance the security
of data transmission over noisy channels.
Homophonic coding (see [15] and [21]) is

a natural technique to enhance the security
of systems employing the encoding-encryption
paradigm, since it injects extra randomness in the
system, which increases the confusion of a pos-
sible adversary by amplifying the channel noise
that he experiences. This idea has been recently
exploited in [28], for the same class of random-
ized encryption schemes as that considered in
this current work, where it was shown from an
information-theoretic point of view that with the aid
of a dedicated homophonic encoder, the amount
of uncertainty that the adversary must face about
the secret key given all the information he could
gather during different passive or active attacks
he can mount, is a decreasing function of the
samples available for cryptanalysis. This means
that there is a threshold before which the homo-
phonic encoding indeed provides a certain level of
unconditional security, but after a large sample is
collected, the uncertainty tends to zero, entering a
regime in which a computational security analysis
is needed for estimating the resistance against
the secret key recovery. This paper addresses
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this computational complexity security evaluation,
and highlights how the computational security is
related to the homophonic coding design.

Summary of the Results. This paper yields a se-
curity evaluation which points out that the secu-
rity, under the chosen plaintex attack (CPA), of
considered randomized encryptions (and partic-
ularly against key recovery) using the encoding-
encryption approach can be related to the com-
plexity of solving certain LPN (Learning from Parity
with Noise) problem. We show that the algebraic
representation of a linearized model of the con-
sidered encryption is equivalent to certain LPN
problem, and that the hardness of this problem is
increased by the employed homophonic coding.
Consequently, the security evaluation has been
performed according to the following: (i) employ-
ment of a linear keystream generator instead of
the real one assuming that the original scheme is
at least as secure as the linearized one; (ii) proving
CPA security of the linearized scheme assuming
hardness of the underlying LPN problem (i.e. that
the scheme is as secure as the underlying LPN
problem is hard) (iii) proving that homophonic en-
coding makes the underlying search LPN problem
more complex, noting that it is known that if the
search LPN is hard the decisional LPN problem
is hard as well (also noting that the search LPN
problem corresponds to a particular secret-key
recovering problem). It follows from this analysis
that the dedicated homophonic encoding plays a
role in securing the system, and that a careful
design makes the underlying LPN problem heavily
more complex in the average case.

2. B
We consider randomized encryption schemes

which are integrated in communication systems
where error correction is performed before en-
cryption. A generic model for such a system is
presented below in Subsection 2-1, which en-
compasses the randomized encryption schemes
proposed and discussed in [23], [24], [25], [26],
[30], [18], [19] and [28].
It has been shown in [28] via an information-

theoretic analysis that the addition of a dedicated
homophonic/wiretap encoding enhances the se-
curity of such randomized encryption schemes,
by increasing the uncertainty that an adversary
experiences about the keys used. The results of
this information-theoretic security evaluation are
shortly summarized in Subsection 2-2.



2.1.System Model
We consider a communication system where

some message a = [ai]
l
i=1 ∈ {0, 1}l is sent to a

transmitter over a noisy channel.

At the transmitter. To ensure reliable commu-
nication, a linear error-correcting encoder CECC(·)
is used, that maps an m-bit message to a code-
word of n > m bits, using an m × n binary
code generator matrix GECC . A wiretap encoder
CH(·) is added prior to the error-correcting en-
coder CECC(·), which requires the use of a vector
u = [ui]

m−l
i=1 ∈ {0, 1}m−l of pure randomness, that

is, each ui is the realization of a random variable
Ui with distribution Pr(Ui = 1) = Pr(Ui = 0) = 1/2.
The wiretap encoding CH(a||u) consists of coset
encoding [32], which may be described by an
m×m binary matrix GH such that

CH(a||u) = [a||u]GH , GH =


h1

...
hl

GC

 (1)

where GC is an (m − l) × m generator matrix
for an (m,m − l) linear error-correction code C,
and h1,h2, . . . ,hl are l linearly independent row
vectors from {0, 1}m\C.
We get a joint wiretap and error correction en-

coding

a ∈ {0, 1}l 7→ CECC(CH(a||u)) ∈ {0, 1}n,

which may alternatively be written as

CECC(CH(a||u)) = CECC([a||u]GH)

= [a||u]GHGECC

= [a||u]G (2)

where G = GHGECC is an m × n binary matrix
summarizing the two successive encodings at the
transmitter.
We also refer to this encoding as concatenation

of homophonic coding [21] and error correction,
since both homophonic coding and generic wire-
tap coding [32] share the same idea of random-
ness based encoding. Indeed, even though the
correspondence

a 7→ a1h1 ⊕ a2h2 ⊕ . . .⊕ alhl ⊕ C

between an l-bit message a = [a1, . . . , al] and a
coset is deterministic, a random codeword c is
chosen inside the coset by:

c = a1h1⊕a2h2⊕. . .⊕alhl⊕u1gC
1 ⊕u2gC

2 ⊕. . .⊕um−lgC
m−l

where u = [u1, u2, . . . , um−l] is a uniformly dis-
tributed random (m−l)-bit vector as defined above
and gC

1 ,gC
2 , . . . ,gC

m−l are the rows of GC .
The codeword sent is finally an encrypted ver-

sion y of CECC(CH(a||u)) given by

y = y(k) = CECC(CH(a||u))⊕ x (3)

where x = x(k) = [xi]
n
i=1 ∈ {0, 1}n is a

pseudorandom vector used for encryption, which
is generated by either a keystream generator, or
by a block cipher working in the cipher feedback
mode (CFB) as in [30], [18], [19] and [31]. Notice
the important dependency of x = x(k) in the
secret key k. Also note that, for simplicity of the
exposition, the data employed for generation
the pseudorandom vectors x, which are publicly
known are not explicitly shown.

At the receiver. The noisy communication
channel is modeled by the addition of a noise
vector v = [vi]

n
i=1 ∈ {0, 1}n, where each vi

is the realization of a random variable Vi with
Pr(Vi = 1) = p and Pr(Vi = 0) = 1−p. The receiver
obtains

z = z(k) = y⊕ v = CECC(CH(a||u))⊕ x⊕ v (4)

and starts with the decryption

y = (CECC(CH(a||u))⊕x⊕v)⊕x = CECC(CH(a||u))⊕v.

He then first decodes CH(a||u), and in case of a
successful decoding, he computes a using C−1

H
and let the transmitter know he could decode.
Otherwise he informs the transmitter that retrans-
mission is required. This assumes a noiseless
feedback link between the receiver and the trans-
mitter.

2.2.Information-Theoretic Security Evaluation

In [28], the above model of randomized encryp-
tion schemes was studied from an information
theoretic point of view. The goal was to analyze
the security enhancement provided by the wiretap
encoding, in terms of the secret key k equivoca-
tion, that is, the uncertainty that an adversary must
face about the secret key, given all the information
he could gather during different passive or active
attacks.
This analysis indeed demonstrated a gain of

unconditional security, and thus confirmed the se-
curity benefit of the additional wiretap encoder,
through tight lower bounds (Lemmas 1 and 2 in
[28]) and asymptotic values (Theorems 1 and 2
in [28]) of the secret key equivocation. The cost
of this enhanced security is only a slight/moderate
increase of the implementation complexity and the
communications overhead.
However, it also revealed that if the same se-

cret key is used over a long period of time, the
adversary may gather large enough samples for
cryptanalysis, in which case the uncertainty tends
to zero, entering a regime in which a computa-
tional security analysis is needed for estimating
the resistance against the secret key recovery,
which motivated the current paper.



3. C C S
E

This section analyzes the security of the encryp-
tion scheme described in Subsection 2-1 from a
computational complexity point of view.
We perform the security evaluation over a sim-

plified linearized version of the scheme which
determines a lower bound on the computational
security of the original scheme. We show that
the chosen plaintext attack (CPA) security in the
linearized scheme is equivalent to certain LPN
problem, implying that the lower bound on the
encryption security is determined by the hardness
of the related LPN problem. We follow an instanti-
ation of the following security evaluation approach
(see [17], for example): A given construction is
secure as long as some underlying problem is
hard given a reduction which shows how any
efficient adversary that succeeds in “breaking” the
construction with non-negligible probability also
can play the role of an efficient algorithm that suc-
ceeds in solving the problem that was assumed
to be hard. Our security evaluation follows the
above approach, and our initial assumption is that
the considered encryption is at least as secure
as its linearized simplification. Consequently, our
security evaluation objectives are focused towards
showing that: (i) an attack on a linearized algebraic
model of the considered encryption is equivalent
to solving a certain LPN problem, and (ii) ho-
mophonic coding increases the hardness of the
source LPN problem.
We show that an algebraic representation of

a linearized version of the considered model of
encryption is equivalent to an algebraic represen-
tation of a certain LPN problem. Accordingly, if an
algorithm for breaking the encryption exists, it can
be employed for solving the corresponding LPN
problem as well. Also we show that the considered
encryption provides an increase of a parameter
of the underlying LPN problem which determines
its hardness. The impact of this parameter on the
LPN problem complexity has been considered in
a number of papers including [4],[6], [20], [13],
[5], for example. The analysis given in the fol-
lowing sections is focused towards the following
two issues: (i) justification that the employed ho-
mophonic coding increases a certain parameter of
the LPN problem which determines its hardness;
and (ii) constructions of a dedicated homophonic
coding in order to provide high increase of the
complexity of solving the underlying LPN problem.
The analysis starts from the assumption that

the security of the considered encryption is at
least as hard as the security when the keystream
generator is replaced with a linear finite state ma-
chine which employs the same key. Consequently,
we will show in our complexity analysis that the
hardness of breaking the linearized scheme relies
on the hardness of the LPN problem (see [4],[6],
[20], [13], [5] for example), and that the identified
LPN problem is also equivalent to the problem of

secret key recovery under CPA. The analysis will
pinpoint which features the homophonic encoding
must have to imply an increased complexity of the
underlying LPN problem on average case.

3.1.Preliminaries
For the simplicity of exposition, we assume from

now on that the length of k is n. We further perform
the security evaluation under the following two
assumptions:
• x(t) = f (t)(k) = kS(t), t = 1, 2, ..., τ , where

f (t)(·) is a linear function which maps the se-
cret k into the keystream segment at the time
instance t, employing a randomly selected
and publicly known balanced n × n binary
matrix S(t) = [s

(t)
i,j ]

n
i=1

n
j=1 and

S(t) = [S(t)
1 ,S(t)

2 , ...,S(t)
n ] (5)

where each S(t)
i , i = 1, 2, ..., n, denotes a

column of the matrix S(t). Note that f (t)(·) is
usually a heavily nonlinear function, and its
consideration as a linear one actually implies
a lower bound on the security. Similarly, in-
stead of x(t) = kS(t), we can consider the
setting x(t) = f (t)(k) = kSt which maps
the session secret k (which depends on the
secret seed and the employed public initial
value) into the keystream segment at the time
instance t, S = [si,j ]

n
i=1

n
j=1 is a known binary

matrix, and St = [S(t)
1 ,S(t)

2 , ...,S(t)
n ] where

each S(t)
i , i = 1, 2, ..., n, denotes a column of

the tth power of the matrix S, t = 1, 2, ..., τ ;
• we consider the chosen plaintext attack (CPA)
where the data is the whole zero vector a(t) =
0, for each t.

Under the above assumptions, and recalling
from (2) that both CECC and CH are linear en-
coders, with G = GHGECC , we can write

z(t) ⊕ v(t) = kS(t) ⊕ [0||u(t)]G,

from which we obtain an algebraic representation
of the security evaluation problem in terms of a
noisy system of linear equations, as seen by the
adversary:

kS(t)
1

kS(t)
2
...

kS(t)
n

⊕


[0||u(t)]G1[
0||u(t)]G2

...[
0||u(t)]Gn

 =


z
(t)
1

z
(t)
2
...

z
(t)
n

⊕


v
(t)
1

v
(t)
2
...

v
(t)
n

 ,

(6)
t = 1, 2, ..., τ, where u(t) = [u

(t)
i ]m−ℓ

i=1 and Gi

denotes the ith column of G.
The problem of solving a system of linear equa-

tions in the presence of noise is related to the so-
called LPN (Learning Parity with Noise) problem,
defined formally as follows (see [16], for example).
Definition 1 (LPN Search Problem). Let s be a
random binary string of length n. We consider



the Bernoulli distribution Bθ with parameter θ ∈
(0, 1/2) (so if e ← Bθ then Pr(e = 0) = θ and
Pr(e = 1) = 1 − θ ). Let Qs,θ be the following
distribution:

{(a, ⟨s|a⟩ ⊕ e)|a← {0, 1}n, e← Bθ}

where ⟨·|·⟩ denotes the binary inner product.
Assuming that the security parameter is n, for an

adversary A trying to discover the random string
s, we define its advantage as

AdvLPNθ
(n) = Pr[AQs,θ = s|s← {0, 1}n] .

The LPNθ problem with parameter θ is hard if
the advantage of all PPT (Probabilistic Polynomial
Time) adversaries A is negligible.

What the LPN search problem captures is that,
given a security parameter n, a secret vector s,
and a1, ..., aN randomly chosen binary vectors, it is
possible knowing yi = ⟨s|ai⟩ and {ai}Ni=1 to solve
for s using standard linear-algebraic techniques as
long as there is no noise. However, when each yi
is flipped (independently) with probability p, finding
s becomes much more difficult. The problem of
learning s in this latter case is refereed to as the
learning parity in noise (LPN) problem.
The LPN search problem is equivalent to the

problem of decoding a general linear block code
and it is known that this problem is NP-complete
[3].
In [16] a distinguishing variant of the problem

has been introduced. Roughly speaking, the deci-
sional learning parity with noise problem asks to
distinguish a number of noisy samples y of a linear
function (specified by a secret vector x which
stand for the secret s) from a uniform distribution.
The problem is, given A and y, to decide whether
y is distributed according to A · x ⊕ e or chosen
uniformly at random.
The LPN decisional problem has been used to

analyze the security of encryption techniques for
stream ciphers in [23] for example. The following
formal definition can be found e.g. in [16].
Definition 2 (LPN Decisional (Distinguishing)
Problem). Let s, a be binary strings of length n.
Let further Qs,θ be as in Definition 1. Let A be a
PPT adversary. The distinguishing-advantage of
A between Qs,θ and the uniform distribution Un+1

is defined as

AdvLPNDPθ
(n) = Pr[AQs,θ = 1|s← {0, 1}n]−Pr[AUn+1 = 1] .

The LPNDPθ problem with parameter θ is hard if
the advantage of all PPT adversaries A is negli-
gible.

It has been shown in [16] that the distinguishing-
problem is as hard as the search-problem with
similar parameters.
It should be noted that the average case hard-

ness of the above two problems cannot be re-
duced to the worst-case hardness of a NP-hard
problem. The confidence on the average case

hardness of solving these problems comes from
the lack of efficient solutions despite the efforts
over the years.
In this paper for the computational complexity

evaluation we focus on the LPN search problem.

3.2.Complexity Evaluation
A systematic way to solve a system of linear

equations, with or without noise, is to perform a
Gaussian elimination. If the system furthermore
contains unknowns that we are not interested in
finding, it is natural to start by removing them,
so as to obtain a system with a smaller number
of equations, where only the unknowns we would
like to find are left. We will now show how such a
strategy changes the noise present in the system
of equations.
Lemma 1. Consider the following system of N
equations over the binary field GF (2) to be solved
for x1, . . . , xL, L = N −M :

[x1, . . . , xL]

α
(1)
1 . . . α

(N)
1

...
...

α
(1)
L . . . α

(N)
L



⊕[y1, . . . , yM ]

β
(1)
1 . . . β

(N)
1

...
...

β
(1)
M . . . β

(N)
M


= [z1, . . . , zN ]⊕ [e1, . . . , eN ],

or equivalently

(
L⊕

j=1

α
(i)
j xj)⊕(

M⊕
j=1

β
(i)
j yj) = zi⊕ei , i = 1, 2, ..., N ,

(7)
where {zi}Ni=1, {α

(i)
j }Lj=1

N
i=1 and {β(i)

j }Mj=1
N
i=1 are

known, {xj}Lj=1, {yj}Mj=1 and {ei}Ni=1 are unknown,
and each ei is a realization of a random variable
Ei such that Pr(Ei = 1) = p < 1/2, i = 1, 2, ..., N .
If
1) the Hamming weight of each vector

[β
(i)
1 , . . . , β

(i)
M ] is greater or equal to some

parameter w, for i = 1, 2, ..., N , and
2) any Ω(i) ⊂ {1, 2, ..., N}\i, such that⊕

k∈Ω(i)

⊕M
j=1 β

(k)
j yj =

⊕M
j=1 β

(i)
j yj ,

i = 1, 2, ..., N , has cardinality at least
equal to w, i.e., there are at least w linearly
independent sums

⊕M
j=1 β

(i)
j yj among those

i ∈ {1, 2, . . . , N},
then, the problem of recovering the unknown
x1, x2, . . . , xL could be considered as the problem
of solving the following system of equations:

(
⊕

k∈Ω(i)

(
L⊕

j=1

α
(k)
j xj))⊕(

L⊕
j=1

α
(i)
j xj) = zi⊕(

⊕
k∈Ω(i)

zk)⊕e∗i ,

(8)



i = 1, 2, ..., N −M , where e∗i is a realization of a
random variable E∗

i such that Pr(E∗
i = 1) > pw =

1−(1−2p)w+1

2 .
Proof: Employing the algorithm of Gaussian

elimination, the unknowns yi, i = 1, 2, ...,M , can
be eliminated from the considered system of N
equations, and we obtain a transformed system
of N −M equations where only xi, i = 1, 2, ..., L,
are the unknowns. In each of the new equations
the term

⊕M
j=1 β

(i)
j yj from the initial equation, is

cancelled by the corresponding linear combina-
tion

⊕
k∈Ω(i)

⊕M
j=1 β

(k)
j yj =

⊕M
j=1 β

(i)
j yj , where

Ω(i) ⊂ {1, 2, ..., N}\i and, according to the lemma
assumption, its cardinality is at least w, i =
1, 2, ..., N −M . Consequently, the new system of
equations has the following form:

(
⊕

k∈Ω(i)

(

L⊕
j=1

α
(k)
j xj))⊕ (

L⊕
j=1

α
(i)
j xj) =

zi ⊕ (
⊕

k∈Ω(i)

zk)⊕ ei ⊕ (
⊕

k∈Ω(i)

ek)

i = 1, 2, ..., N −M .
We are left to compute the probability Pr(E∗

i =
1), where

E∗
i = Ei ⊕ (

⊕
k∈Ω(i)

Ek), i = 1, . . . , N −M.

Note that Ei and Ek, k ∈ Ω(i), are mutually
independent, and

Pr(E∗
i = 1) = 1− Pr(E∗

i = 0)

= 1− Pr(Ei ⊕ (
⊕

k∈Ω(i)

Ek) = 0).

Now the probability that an even number of digits
are 1 in a sequence of w + 1 independent binary
digits is [8, Lemma 1]

1 + (1− 2p)w+1

2

if p is the probability that every digit is 1. Since
1 + (1− 2p)w

2
>

1 + (1− 2p)w+1

2
, p < 1/2,

we have that

1− 1 + (1− 2p)w

2
< 1− 1 + (1− 2p)w+1

2
.

Accordingly,

pw = Pr(E∗
i = 1) = 1− Pr(Ei ⊕ (

⊕
k∈Ω(i)

Ek) = 0)

> 1− 1 + (1− 2p)w+1

2

=
1− (1− 2p)w+1

2

since by assumption 2), there is no linear com-
bination of the equations which can reduce the

corruption noise value lower bounded by pw (i.e., it
cannot be reduced via any further linear process-
ing of the system of equations).
This leads to the main evaluation result:

Theorem 1. Consider the encryption (4),
where the homophonic encoder matrix
GH = [g

(H)
ij ]mi=1

m
j=1 satisfies:

m−ℓ∑
i=1

g
(H)
ℓ+i,m−ℓ+j ≥ w , j = 1,m− ℓ+ 2, . . . , l ,

for some parameter w, and the sub-matrix of
the encoder matrix G = GHGECC consisting
of its m − ℓ last rows is such that any of the
columns is a linear combination of at least w other
columns. Then when x(t) = kS(t), t = 1, 2, ..., τ ,
the encryption (4) is CPA secure assuming that
the underlying LPN problem is hard. Furthermore,
an adversary is facing the complexity of solv-
ing the LPNϵ problem where ϵ = 1−(1−2p)w+1

2 ,
assuming that this complexity is upperbounded
by mint,t=1,...,τ{

(
n

Hw(et)
)
}n2.7, where Hw(et) de-

notes the Hamming weight of the noise vector et.
Proof: According to the theorem assumptions,

the ciphertex (4) can be rewritten as

zt = CECC(CH(at||ut))⊕xt⊕vt = C∗(at||ut)⊕kS(t)⊕vt
(9)

t = 1, 2, ..., τ , where C∗(·) is an encoding op-
erator. This representation directly implies that
the considered encryption fits into the encryption
paradigm proposed in [9] which is proved as CPA
secure assuming that the underling LPN problem
is hard, and consequently, the encryption (9) is
also CPA secure under the corresponding as-
sumptions, and for simplicity of further considera-
tion we assume that at = 0 for each t = 1, 2, ..., τ .
Note that the assumption that the complexity

of the considered LPN problem is upperbounded
by mint{

(
n

Hw(et)
)
}n2.7 implies that a generic ap-

proach for solving a stochastic problem by reduc-
ing it to a deterministic one based on guessing
any of the noise vectors et, t = 1, 2, ..., τ , does not
provide any gain.
On the other hand from (6), we have the fol-

lowing system of τn overdefined consistent but
probabilistic equations over the binary field GF (2):

kS(t)
1 ⊕ [0||u(t)]G1 = z

(t)
1 ⊕ v

(t)
1

kS(t)
2 ⊕ [0||u(t)]G2 = z

(t)
2 ⊕ v

(t)
2

...
kS(t)

n ⊕ [0||u(t)]Gn = z
(t)
n ⊕ v

(t)
n

, t = 1, 2, ..., τ,

(10)
where each equation is correct with probability
equal to p, 0 is an ℓ-dimensional vector containing
only zeroes, and u(t) = [u

(t)
i ]m−ℓ

i=1 .
The above system of τn equations contains only

n+τ(m−ℓ) unknown variables, and that our goal is
to recover k only, i.e., we do not have any interest



in recovering {u(t)
i }

m−ℓ
i=1 , t = 1, 2, ..., τ . Thus, via

Gaussian elimination, we can remove the τ(m −
l) unknown {u(t)

i }
m−ℓ
i=1 , t = 1, 2, ..., τ , and obtain

τ(n−m+ ℓ) equations where only k is unknown.
This transforms the initial system of τn equations
into the following one with τ(n−m− ℓ) equations
(in total) and n unknowns k = [ki]

n
i=1:

L(k)
1 (k) = L(z)

1 ([z
(t)
i ]ni=1)⊕ L

(v)
1 ([v

(t)
i ]ni=1)

L(k)
2 (k) = L(z)

2 ([z
(t)
i ]ni=1)⊕ L

(v)
2 ([v

(t)
i ]ni=1)

...
L(k)
n−m+ℓ(k) = L(z)

n−m+ℓ([z
(t)
i ]ni=1)⊕ L

(v)
n−m+ℓ([v

(t)
i ]ni=1)

(11)
t = 1, 2, ..., τ , where L(k)

j (·), L(z)
j (·) and L(v)

j (·),
j = 1, 2, ..., n − m + ℓ, are linear functions, all of
them specified by the matrix G and the Gaussian
elimination used to remove the random bits u(t),
while L(k)

j (·) further depends on the known matrix
S(t). Note that the Gaussian elimination of the vari-
ables {u(t)

i }
m−ℓ
i=1 can be performed independently

for each t, implying that the entire complexity
(for t = 1, 2, ..., τ ) is upper-bounded by τO(n2.7)
assuming that the most efficient algorithm for
Gaussian elimination is used.
Note that system of equations (10) for any

t = 1, . . . , τ , fits the setting of Lemma 1, assuming
that we have N = n equations, for L = n
unknown we want to recover, where

⊕L
j=1 α

(k)
j xj ,

k = 1, . . . , N correspond to kS(t)
i , i = 1, . . . , n,

and
⊕M

j=1 β
(k)
j yj for M = m − ℓ, k = 1, . . . , N

correspond to [0||u(t)]Gi, i = 1, . . . , n. Lemma 1
and its underlying assumptions yeild that each
equation in (11) is correct with some probability
lower than 1− pw, where

pw =
1− (1− 2p)w+1

2
,

since the noise (v∗1)(t) =

L(v)
1 ([v

(t)
i ]ni=1), . . . , (v∗n−m+ℓ)

(t) =

L(v)
n−m+ℓ([v

(t)
i ]ni=1) has coefficients that are the

realization of a random variable which takes value
1 with probability greater than pw = 1−(1−2p)w+1

2 .
The above system of τ(n−m+ ℓ) equations can
consequently be rewritten as:

L∗
1([ki]

n
i=1) = L(z)

1 ([z
(1)
i ]ni=1)

L∗
2([ki]

n
i=1) = L(z)

2 ([z
(1)
i ]ni=1)

...
L∗
n−m+ℓ([ki]

n
i=1) = L(z)

n−m+ℓ([z
(1)
i ]ni=1)

L∗
n−m+ℓ+1([ki]

n
i=1) = L(z)

1 ([z
(2)
i ]ni=1)

L∗
n−m+ℓ+2([ki]

n
i=1) = L(z)

2 ([z
(2)
i ]ni=1)

...
L∗
τ(n−m+ℓ)([ki]

n
i=1) = L(z)

n−m+ℓ([z
(τ)
i ]ni=1)

(12)
where each equation is incorrect with probability
greater than pw = 1−(1−2p)w+1

2 , and where L∗
j , j =

1, 2, ..., τ(n−m+ ℓ), are linear functions.

We finally get:

⟨k|c1⟩ = d1
⟨k|c2⟩ = d2

...
⟨k|cn−m+ℓ⟩ = dm−n+ℓ

⟨k|cn−m+ℓ+1⟩ = dm−n+ℓ+1

⟨k|cn−m+ℓ+2⟩ = dm−n+ℓ+2

...
⟨k|cτ(n−m+ℓ)⟩ = dτ(m−n+ℓ)

, (13)

where each equation is correct with a probability
upper-bounded by 1 − pw = 1 − 1−(1−2p)w+1

2 ,
and where the n-dimensional binary vectors
{cj}τ(n−m+ℓ)

j=1 and {dj}τ(n−m+ℓ)
j=1 are known.

According to the definition of the LPN search
problem and the above representation, the con-
sidered encryption is as secure as a particular
LPNϵ search problem with ϵ = 1−(1−2p)w+1

2 is hard,
which concludes the proof of the theorem.

Remark 1. According to the proof of Theorem
1, note that the considered linearized model of
encryption is as secure as the problem of its secret
key recovery under CPA is hard because from the
security point of view the model appears as an in-
carnation of the LPN problem, and hardness of the
LPN search problem also implies hardness of the
LPN decisional problem (see [16], for example).

Remark 2. In a special case when xt = kSt,
t = 1, 2, ..., τ , the LPN problem considered in
Theorem 1 is a specific incarnation of the LPN
problem with a certain structure, which implies that
instead of using a generic approach for solving
the LPN problem, a technique known as the fast
correlation attack (see for example, [1], as well as
[7]) can be employed. On the other hand even if
the fast correlation attack (FCA) based approach
is employed, again its complexity heavily depends
on the parameter ϵ. Finally, note that the technique
for solving LPN problems reported in [6] is an em-
ployment of the FCA paradigm. Accordingly, the
considered nature of the underlying LPN problem
has no impact on Theorem 1.
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