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Abstract—In the six-state variant of the BB84 pro-
tocol, Bruß (Phys. Rev. Lett., 1998) showed that the
mutual information between Alice (the sender) and
Eve (the eavesdropper) is higher when two-bit probe
is used compared to one-bit probe, concluding that
two-bit probe provides a stronger eavesdropping
strategy. However, from cryptanalytic point of view,
we show that Eve has the same success probability
in guessing the bit transmitted by Alice in both the
probes. Next, we show an interesting connection
between parallel repetition of entangled games and
symmetric incoherent eavesdropping.

Bruß also claimed that the six-state variant
of the BB84 protocol is more secure than the
traditional four-state BB84. We identify that this
advantage is only achieved at the expense of com-
municating more qubits in the six-state protocol. In
fact, we present different scenarios, where given the
same number of qubits communicated, the security
comparison yields a different winner.

Index Terms—Advantage, BB84, Fully Device In-
dependence, Key Distribution, Optimal Eavesdrop-
ping, Parallel Repetition, Quantum Cryptography,
Quantum Key Distribution.

1. I

A re-requisite for executing a symmetric key
cryptographic protocol between two parties

at a distance is establishing a common secret
key between them. The seminal paper by Diffie
and Hellman [10] presents a nice idea in this
direction using the Discrete Logarithm problem.
However, the pioneering work of Shor [23] showed
that the key distribution [10] as well as the public
key cryptosystems like RSA [22] and ECC [16]
are not secure in the quantum computing model.
On the other hand, there are lattice and coding
theory based public key algorithms [4] that are
believed to be secure in the quantum computing
model and these are the main focus in the domain
of post-quantum cryptography. However, these
algorithms are quite complex and considerable
works are going on for efficient implementation
of such schemes on low end devices. In this

This is a substantially revised and extended version of the
paper [14]. Theorem 3-2 of Section 3 and Section 4 are new
technical contributions in this paper.
A. Maitra is with Management Information Systems Group,

Indian Institute of Management Calcutta, India. Email: arpi-
tam@iimcal.ac.in
G. Paul is with the Cryptology and Security Research

Unit (CSRU), R. C. Bose Centre for Cryptology and Secu-
rity, Indian Statistical Institute, Kolkata 700 108, India. Email:
goutam.paul@isical.ac.in
Manuscript received ; revised.

regard, it is notable that provably secure quantum
key distribution protocols exist and amongst them
BB84 [1] is the first and the most cited one.
It has not only been verified experimentally [3]
in laboratory, but now-a-days some companies
are manufacturing devices [21] to implement this
protocol. In this scenario, it is important to study
various eavesdropping models for these protocols
and this is the motivation for our current work.
The famous BB84 protocol [1] relies on the con-

jugate bases Z = {|0⟩, |1⟩} and X = {|+⟩, |−⟩},
where |+⟩ = |0⟩+|1⟩√

2
and |−⟩ = |0⟩−|1⟩√

2
. Alice

randomly selects one of the two orthogonal bases
and encodes 0 and 1 respectively by a qubit
prepared in one of the two states in each base.
To be specific, Alice encodes 0 to |0⟩ or |+⟩, and
1 to |1⟩ or |−⟩, depending on the chosen basis
Z or X respectively. Bob measures the qubits
one by one, randomly selecting the basis from
the same set of bases. After the measurement,
Alice and Bob publicly announce the sequence of
bases used by them and discard the bases that
do not match. They identify the sequence of bits
corresponding to the bases that match and the
resulting bit string, followed by error correction and
privacy amplification [2], becomes the common
secret key.
An optimal eavesdropping strategy on the four-

state BB84 protocol has been presented by Fuchs
et al. (Phy. Rev. A, 1997). Later, Bruß (Phys.
Rev. Lett., 1998) described the use of the basis{

|0⟩+ı|1⟩√
2

, |0⟩−ı|1⟩√
2

}
(ı =

√
−1) along with the above

two to show that the BB84 protocol with three
conjugate bases (six-state protocol) provides im-
proved security. Bruß had also shown that for the
six-state protocol, the mutual information between
Alice (the sender) and Eve (the eavesdropper) is
higher when two-bit probe is used compared to
the one-bit probe and hence provides a stronger
eavesdropping strategy. In this paper, we revisit
the problem towards a critical and concrete analy-
sis in terms of Eve’s success probability in guess-
ing the qubits that Alice has sent.

1.1. Types of Attack Models
The security of the BB84 protocol is based on

the fact that if one wants to distinguish two non-
orthogonal quantum states, then obtaining any
information is only possible at the expense of
introducing disturbance in the state(s). There are
several works in the literature, e.g., [7], [8], [11],



that studied the relationship between “the amount
of information obtained by Eve” and “the amount
of disturbance created on the qubits that Bob re-
ceives from Alice”. There are also several models
for analysis of these problems. As example, Eve
can work on each individual qubit as opposed to a
set of qubits studied together. While the first one is
called the incoherent attack [11], the second one
is known as the coherent attack [8]. In this paper,
we study the incoherent attack.
Another interesting issue in specifying the

eavesdropping scenario is whether there will be
equal error probability at Bob’s end corresponding
to different bases. If this is indeed equal, then we
call it symmetric and that is what we concentrate
on here. It creates certain constraint on Eve in
terms of extracting information from the commu-
nicated qubits, as the disturbance created on the
qubits that Bob receives should be equal for all
the bases. That is, as far as Alice and Bob are
concerned, the interference by Eve will produce
a binary symmetric channel between them, with
an error probability that we will denote by D.
There is also another model where this is not
equal and then we call the eavesdropping model
as asymmetric. Different error rates for different
bases would be a clear indication to Alice and
Bob that an eavesdropper (Eve) is interfering in
the communication line. One may refer to [8] for
details on this and it has been commented in
the same paper that given any asymmetric attack
(coherent or incoherent), one can always get a
symmetric attack that can match the results of the
non-symmetric strategy.

1.2. Mutual Information vs. Success Probability
In both [11], [7], the security of BB84 is analyzed

in terms of the mutual information between Alice
and Eve. When measuring her probe, Eve has two
choices. One option is that she measures both
her qubits - this is referred as a two-bit probe.
Alternatively, she can either measure only one of
her two qubits [5], [7] or may interact with one qubit
at her disposal - both of these lead to identical
results and therefore we refer any one of them
as one-bit probe. In [7], it was claimed that the
eavesdropping using the two-bit probe provides
identical information to Eve using the one-bit probe
in case of four-state protocol; however, for the
six-state protocol, the two-bit probe leaks more
information to Eve than the one-bit probe.
From cryptanalytic point of view, we show that

Eve has the same success probability in guessing
the bit transmitted by Alice in both the cases of
the two-bit and the one-bit probe. Thus, we point
out that having higher mutual information may
not directly lead to obtaining higher probability in
guessing the key bit.
In this context, one may look into the work [13],

where the operational meaning of min and max-
entropy and their relations to guessing probabil-
ity and fidelity have been discussed in the most

general setting. In [6], which is an independent
work around the same time as [14], the authors
calculate an achievable secret key rate for quan-
tum key distribution with a finite number of signals
by evaluating the quantum conditional min-entropy
explicitly.

1.3. Organization and Contributions
In Section 2, we revisit the background material

in detail. Sections 3, 4, and 5 contain our main
contributions. We re-examine the security in the
light of Eve’s success probability of guessing what
was sent by Alice. In practice, Eve’s goal is to
determine the secret key bits that Alice sends to
Bob. Eve’s individual probes and hence individual
guesses are independent. After measurement of
the i-th probe, Eve makes a guess of the i-th
secret key bit, i.e., she has to decide whether the
i-th bit was 0 or 1. If her decided bit matches with
what Alice has sent, then we call it a success, else
it is an error. Eve’s strategy would be to minimize
the error probability in her guess, i.e., to maximize
the success probability.
The mutual information between Alice and Eve

gives a theoretical measure about the average
information contained in the random variable asso-
ciated with one of them about the random variable
associated with the other. However, from the point
of view of guessing the secret key established
between Alice and Bob, Eve’s success probability
is a more practical parameter of cryptanalytic in-
terest than the mutual information between Alice
and Eve. The difference between the attacker’s
success probability and the probability of random
guess (in this case, the probability of random
guess is 1

2 ) gives the attacker’s advantage.
In Section 3, we present an analysis of the

success probabilities of the four-state and the six-
state protocols and show that there is no extra
advantage of the two-bit probe over the one-bit
probe in the six-state protocol. We show that
these two probes do not differ in terms of success
probability of Eve’s guess about the bits sent by
Alice, though the mutual information is different.
Both in theoretical computer science and in

quantum physics, two-player game play a major
role. In Section 4, we discuss such a two-player
game from [12] and show the connection between
this game and symmetric incoherent attack on
BB84.
In Section 5, we propose a multi-round version

of the BB84 protocol. Using this strategy, Alice and
Bob can decrease Eve’s advantage. Though the
concept is similar to privacy amplification [2], we
study the multi-round communication as part of the
key distribution steps from a different viewpoint as
follows. Both in the traditional four-state BB84 pro-
tocol [1] and in the six-state one [7], Bob measures
first and then Alice publishes the bases she used.
Thus, while the six-state protocol is more secure
than the four-state one, the disadvantage of the



six-state scheme is that, on an average, only one-
third of the qubits are kept and the rest two-third
are discarded, which is worse than in the case
of four-state scheme, where half of the received
qubits are discarded. Hence, for a fair comparison
between our multi-round versions of these two
protocols, we must ensure that the same number
of qubits communicated between Alice and Bob
and in the end, the secret keys established are
of the same bit length. In this setting, we critically
evaluate the security parameters of both the pro-
tocols.

2. R O E [7], [11]
In this section, we study a generic version of

BB84 with the bases {|0⟩, |1⟩} and {|ψ⟩, |ψ⊥⟩},
where |ψ⟩ = a|0⟩+b|1⟩, a, b ∈ C and |ψ⊥⟩ = b∗|0⟩−
a∗|1⟩. We characterize the values of a, b based on
the eavesdropping model presented in [7], [11].
We take each of a, b nonzero, as otherwise both
the base will coincide (up to rotation). It is also
trivial to see that |a|2 + |b|2 = 1 from normality
condition. Under the symmetric incoherent optimal
eavesdropping strategy [7], [11], we get certain
constraints on a, b as given in Theorem 2 in the
next section. If one takes a state |ψ⟩ such that the
conditions on a, b as given in Theorem 2 are not
admitted, then the symmetric attack of [11] needs
to be modified properly.
Following [26], let {|ϕi⟩|i = 1, . . . , N} and

{|Φi⟩|i = 1, . . . , N} be two orthonormal bases
for an N dimensional Hilbert space. Such a pair
of bases will be called conjugate, if and only if
|⟨ϕi|Φj⟩|2 = 1

N for any i, j. Here ⟨ϕi|Φj⟩ is the in-
ner product between |ϕi⟩, |Φj⟩. The case N = 2 is
considered here. The analysis with non-conjugate
bases has been presented by Phoenix [18] and it
has been shown that the original proposal of [1]
using the conjugate bases provides the optimal
security.
In the absence of eavesdropper or any channel

noise, Bob exactly knows the state that has been
sent by Alice, if measured in the correct basis.
However, Eve’s interaction does not allow that to
happen. Consider the scenario when Alice sends
one of two orthogonal states |ψ⟩ and |ψ⊥⟩ to Bob
and Eve has her own initial two-qubit state |W ⟩.
Eve’s interaction with the state being sent from
Alice to Bob can be modeled as the action of a
unitary operator U on three qubits as follows.

U(|ψ⟩, |W ⟩) =
√
F ′|ψ⟩|Eψ00⟩+

√
D′|ψ⊥⟩|Eψ01⟩,

U(|ψ⊥⟩, |W ⟩) =
√
D′|ψ⟩|Eψ10⟩+

√
F ′|ψ⊥⟩|Eψ11⟩.(1)

Thus, when Alice sends |ψ⟩ (respectively |ψ⊥⟩),
then Bob receives |ψ⟩ (respectively |ψ⊥⟩) with
probability F ′ (this is called fidelity) and receives
|ψ⊥⟩ (respectively |ψ⟩) with probability D′ (this is
called disturbance).
One may note that F ′ +D′ = 1.
After Bob measures the qubit he receives, Eve

tries to obtain information about Bob’s qubit. As

example, if Eve obtains |Eψ00⟩ after measurement,
she knows that Bob has received |ψ⟩. The problem
with Eve is that, if she tries to extract such infor-
mation with certainty, then |Eψ00⟩, |E

ψ
01⟩, |E

ψ
10⟩ and

|Eψ11⟩ need to be orthogonal and in that case the
error probability D′ at Bob’s end will be very high
and Bob will abort the protocol. Thus all of |Eψ00⟩,
|Eψ01⟩, |E

ψ
10⟩, |E

ψ
11⟩ cannot be orthogonal and Eve

has to decide the relationship among these 2-qubit
states for optimal eavesdropping strategy.
Now let us consider the case for the {|0⟩, |1⟩}

basis.
U(|0⟩, |W ⟩) =

√
F |0⟩|E00⟩+

√
D|1⟩|E01⟩,

U(|1⟩, |W ⟩) =
√
D|0⟩|E10⟩+

√
F |1⟩|E11⟩. (2)

The case for the generalized basis {|ψ⟩, |ψ⊥⟩} has
already been expressed in (1). As we are studying
the symmetric attack here, we consider that the
fidelity F and the disturbance D are same for all
the cases, i.e., F = F ′ and D = D′.
We have considered |ψ⟩ = a|0⟩+b|1⟩ and |ψ⊥⟩ =

b∗|0⟩ − a∗|1⟩, where a, b are nonzero. Hence, by
linearity and then using Equation (2), we get
U(|ψ⟩, |W ⟩) = aU(|0⟩, |W ⟩) + bU(|1⟩, |W ⟩)

= |0⟩(a
√
F |E00⟩+ b

√
D|E10⟩)

+|1⟩(a
√
D|E01⟩+ b

√
F |E11⟩).(3)

Substituting |ψ⟩ = a|0⟩ + b|1⟩ and |ψ⊥⟩ = b∗|0⟩ −
a∗|1⟩ in the first one of Equation (1), we obtain

U(|ψ⟩, |W ⟩) = |0⟩(a
√
F |Eψ00⟩+ b∗

√
D|Eψ01⟩)

+|1⟩(b
√
F |Eψ00⟩ − a∗

√
D|Eψ01⟩).(4)

Equating the right hand sides of Equations (3)
and (4), we get

√
F |Eψ00⟩ =

√
F
(
|a|2|E00⟩+ |b|2|E11⟩

)
+
√
D (ab∗|E01⟩+ a∗b|E10⟩) , (5)√

D|Eψ01⟩ = ab
√
F (|E00⟩ − |E11⟩)

−
√
D
(
a2|E01⟩ − b2|E10⟩

)
. (6)

Similarly, comparing two different expressions for
U(|ψ⊥⟩, |W ⟩), we get

√
D|Eψ10⟩ = a∗b∗

√
F (|E00⟩ − |E11⟩)

+
√
D
(
b∗2|E01⟩ − a∗2|E10⟩

)
, (7)

√
F |Eψ11⟩ =

√
F
(
|b|2|E00⟩+ |a|2|E11⟩

)
−
√
D (ab∗|E01⟩+ a∗b|E10⟩) . (8)

As explained in [11], [8], for a symmetric attack,
we have the following constraints.
(i) The scalar products ⟨Eij |Ekl⟩ and ⟨Eψij |E

ψ
kl⟩,

are such that ⟨Eij |Ekl⟩ = ⟨Ekl|Eij⟩ and
⟨Eψij |E

ψ
kl⟩ = ⟨Eψkl|E

ψ
ij⟩, for i, j, k, l ∈ {0, 1}.

This assumption implies that all the inner
products must be real.

(ii) Any element of {|E00⟩, |E11⟩} is orthogonal
to any element of {|E01⟩, |E10⟩}. Similar or-
thogonality condition holds between the pairs
{|Eψ00⟩, |E

ψ
11⟩} and {|Eψ01⟩, |E

ψ
10⟩}.



(iii) Further, we take ⟨E00|E11⟩ = ⟨Eψ00|E
ψ
11⟩ = x,

⟨E01|E10⟩ = ⟨Eψ01|E
ψ
10⟩ = y, where x, y are

real. It is evident that all the other inner
products are zero due to the orthogonality
conditions.

We have ⟨Eψ00|E
ψ
01⟩ = 0 and replacing them as

in (5) and (6), we get

ab(|a|2 − |b|2)(1− x)−D
[
ab
(
|a|2 − |b|2

)
(2− x)

+
(
a3b∗ − a∗b3

)
y
]
= 0. (9)

From (9) we get the following

D =
ab
(
|a|2 − |b|2

)
(1− x)

ab (|a|2 − |b|2) (2− x) + (a3b∗ − a∗b3) y
.

(10)
The expression of D in (10) is not defined when
the denominator is zero. Given y ̸= 0, the denom-
inator of (10) is 0 if and only if

(
|a| = |b| = 1√

2

)
AND

(
arg(ab ) ≡ 0 mod π

2

)
. Under this condition,

we get that a = ±b or ±ıb.
When a = ±b or ±ıb, D cannot be calculated

from (10) as the denominator will be zero. How-
ever, taking ⟨Eψ01|E

ψ
01⟩ = 1 and putting there the

expression of |Eψ01⟩ from (6), we get the value of
D as follows

D =
1− x

2− x+ y
, when a = ±b (11)

=
1− x

2− x− y
, when a = ±ıb. (12)

Now consider the case when denominator of D
in (10) is not zero. It has already been considered
that ⟨Eψ00|E

ψ
10⟩ = 0. Now replacing them as in (5)

and (7) and plugging in the value of D from (10),
we get (1− x)y

(
a2b∗2 − a∗2b2

)
= 0.

We have considered that ⟨E00|E11⟩ =
⟨Eψ00|E

ψ
11⟩ = x, and ⟨E01|E10⟩ = ⟨Eψ01|E

ψ
10⟩ = y,

where both x, y are real. Thus, it is natural to
consider that 0 < x, y < 1; otherwise, the vectors
will be either orthogonal or the same. In such a
situation, from (1−x)y

(
a2b∗2 − a∗2b2

)
= 0, we get(

a2b∗2 − a∗2b2
)
= 0, i.e., ab∗ = ±a∗b. This holds if

and only if a = ±rb,±ırb, where r = |a|
|b| ̸= 1. The

r = 1 case has already been taken care of.
For r ̸= 1, when we put a = ±rb in (10), we

get D = 1−x
2−x+y , as given in (11) already. Now

taking the inner product of both sides of (6) and (7)
and putting D = 1−x

2−x+y , we get ⟨Eψ01|E
ψ
10⟩ =(

(b∗)2 + (a∗)2
)2
y which has been assumed to be

y. Thus,
(
(b∗)2 + (a∗)2

)2
= 1, and given a = ±rb,

we obtain either both a, b are real of both a, b are
imaginary.
However, for r ̸= 1, if we put a = ±ırb in (10),

we get D = 1−x
2−x−y as in (12). Then following

the similar manner as before, we get one of a, b
is real and the other one is imaginary. Thus we
have the following result. Consider symmetric
incoherent eavesdropping with 0 < x, y < 1, on
the BB84 protocol with the bases |0⟩, |1⟩ and

|ψ⟩ = a|0⟩+ b|1⟩, |ψ⊥⟩ = b∗|0⟩ − a∗|1⟩. We have (i)
D = 1−x

2−x+y if and only if a, b are either both real
or both imaginary and (ii) D = 1−x

2−x−y if and only if
one of a, b is real and the other one is imaginary.
Theorem 2 identifies that for such eavesdropping
where BB84 protocol is implemented with the
bases |0⟩, |1⟩ and |ψ⟩, |ψ⊥⟩, the form of |ψ⟩ is
restricted given 0 < x, y < 1. When r ̸= 1, then the
bases |0⟩, |1⟩ and |ψ⟩, |ψ⊥⟩ cannot be conjugate.
To have conjugate bases, one must take r = 1,
i.e., |a| = |b| = 1√

2
. As the simplest example, it

is natural to consider a = b = 1√
2
, which gives

|ψ⟩ = |0⟩+|1⟩√
2

and |ψ⊥⟩ = |0⟩−|1⟩√
2

that has indeed
been used in BB84 protocol [1]. On such conjugate
bases, the eavesdropping idea of [11] works that
we discuss in the next section.
In [11], the conjugate bases |0⟩, |1⟩ and |0⟩+|1⟩√

2
,

|0⟩−|1⟩√
2

have been considered. That is in this case,
a = b = 1√

2
and D = 1−x

2−x+y , as in Equation (11).
In [7], three conjugate bases |0⟩, |1⟩; |0⟩+|1⟩√

2
,

|0⟩−|1⟩√
2

and |0⟩+ı|1⟩√
2

, |0⟩−ı|1⟩√
2

have been exploited
for the BB84 protocol. Thus, while considering
a = b = 1√

2
one gets D = 1−x

2−x+y , but in case
of a = 1√

2
, b = ı√

2
we obtain D = 1−x

2−x−y .
To have the symmetric attack possible, we need
1−x

2−x+y = 1−x
2−x−y and thus y = 0. For y = 0,

both (11) and (12) reduce to

D =
1− x

2− x
. (13)

However, there are complex numbers a, b,
where |a| = |b| = 1√

2
, but a ̸= ±b,±ıb and in

those case a, b are not as given in Theorem 2.
As example, one can take, |ψ⟩ = 1+ı

2 |0⟩ + 1√
2
|1⟩

and |ψ⊥⟩ = 1√
2
|0⟩ − 1−ı

2 |1⟩. Symmetric attack in
the attack model of [7], [11] is not directly possible
in these cases when y is nonzero. However, if
Eve uses a phase-covariant cloner or orients her
probes appropriately, then she can mount the
same attack. Thus, by no choice of a, b, Alice and
Bob can avoid the symmetric attack on the four-
state protocol.

3. E ’ S P
F D R E
In this section, we critically revisit the attack

models of [11] and [7] in the light of success
probability of Eve’s guess about the qubit that was
actually sent by Alice. In the analysis, we require
to compute the probabilities of different related
events. These probabilities form the components
for the mutual information between Alice and Eve
as well as the success probability for Eve’s guess.
First in Section 3-1, we compute these individual
probabilities and for the sake of completeness
show the calculation of mutual information also.
Next in Section 3-2, we derive the success prob-
abilities of Eve’s guess for various cases and



discuss how they give different insight from mutual
information.
We introduce a few notations for the sake of

our analysis. Let A,B, V be the random variables
corresponding to the bit sent by Alice, the bit
received by Bob and the outcome observed by
Eve due to her measurement. Eve performs the
measurement after Alice and Bob announce their
bases. After the announcement, Eve discards the
probes corresponding to the qubits for which Alice
and Bob’s bases do not match and works with the
probes corresponding to the bases that match. For
one-bit probe, Eve measures her second qubit in
the bases Z or X, as used by Alice. Similarly,
for two-bit probe, Eve measures in the bases
{|00⟩, |01⟩, |10⟩, |11⟩} when Alice and Bob use the
Z basis and she measures in the basis {|++⟩, |+
−⟩, | −+⟩, | − −⟩} when Alice and Bob use the X
basis. In this paper, we calculate all probabilities
considering the Z basis only. Symmetry gives the
same results when the X basis is used. Hence,
without loss of generality, V can be assumed to be
in {0, 1} for one-bit probe, and it can be assumed
to be in {00, 01, 10, 11} for two-bit probe. In the
subsequent discussion, we use the term Eve’s
observation to denote the observed outcome V of
her measurement.

3.1. Probability Analysis and Mutual Information
We follow the standard definitions of mutual in-

formation and conditional entropy from information
theory [9]. The mutual information between Alice
and Bob is given by

IAB = H(A)−H(A|B), (14)

and the mutual information between Alice and Eve
is given by

IAV = H(A)−H(A|V ), (15)

where H(·) is the Shannon entropy function.
We assume that Alice randomly generates the

bits to be transmitted, so that P (A = 0) = P (A =
1) = 1

2 . Hence H(A) = −1
2 log2(

1
2 )−

1
2 log2(

1
2 ) = 1.

Also,
P (B = 0 | A = 1) = P (B = 1 | A = 0) = D and
P (B = 0 | A = 0) = P (B = 1 | A = 1) = 1−D.

Hence, P (B = 0) = P (B = 1) = 1
2 and the condi-

tionals P (A | B) are identical with the conditionals
P (B | A). Thus,
H(A | B = 0) = H(A | B = 1) = −D log2(D)−

(1−D) log2(1−D) and
H(A | B) = P (B = 0)H(A | B = 0) + P (B =

1)H(A | B = 1)
= −D log2(D) − (1 − D) log2(1 − D). So from

Equation (14) we have

IAB = 1 +D log2(D) + (1−D) log2(1−D). (16)

Recall that (one may refer to Section 2 for details)
the general unitary transformation designed by
Eve is as follows:
U(|0⟩, |W ⟩) =

√
F |0⟩|E00⟩+

√
D|1⟩|E01⟩, and

U(|1⟩, |W ⟩) =
√
D|0⟩|E10⟩ +

√
F |1⟩|E11⟩, where

F = 1−D.
If we rewrite the interactions expressed in [11,
Equations 50-51] in our notation, we obtain the
following expressions for |Eij⟩’s.

|E00⟩ =
√
1−D |00⟩+|11⟩√

2
+

√
D |00⟩−|11⟩√

2
,

|E01⟩ =
√
1−D |01⟩+|10⟩√

2
−

√
D |01⟩−|10⟩√

2
,

|E10⟩ =
√
1−D |01⟩+|10⟩√

2
+

√
D |01⟩−|10⟩√

2
,

|E11⟩ =
√
1−D |00⟩+|11⟩√

2
−

√
D |00⟩−|11⟩√

2
.


(17)

For i ∈ {0, 1}, by Bayes’ Theorem, Eve’s posterior
probability
P (A = i | V = v) of what Alice sent is given by

P (A = i) · P (V = v | A = i)

P (V = v)
(18)

=
P (A = i) · P (V = v | A = i)∑

j=0,1

P (A = j) · P (V = v | A = j)

=
P (V = v | A = i)

P (V = v | A = 0) + P (V = v | A = 1)
.(19)

Again, the likelihoods P (V = v | A = i) are
computed as

P (B = 0 | A = i)P (V = v | A = i, B = 0)

+P (B = 1 | A = i)P (V = v | A = i, B = 1)

= P (B = 0 | A = i)P (V = v | Ei0)
+P (B = 1 | A = i)P (V = v | Ei1). (20)

After the announcement of the bases in the BB84
protocol, Eve measures her qubit in the corre-
sponding bases. The likelihoods for the attack
in [11] when computed using Equation (20) turns
out to be as shown in Table 1 below.

V = 0 V = 1

A = 0 1
2 +

√
D(1 −D) 1

2 −
√
D(1 −D)

A = 1 1
2 −

√
D(1 −D) 1

2 +
√
D(1 −D)

Marginal of V 1
2

1
2

TABLE 1: Values of P (V = v | A = i) =
P (A = i | V = v) for the attack model
of [11].

For example, P (V = 0 | A = 0) is
given by P (B = 0 | A = 0)P (V =
0 | E00) + P (B = 1 | A = 0)P (V =

0 | E01) = (1 − D) ·
(

1√
2

(√
1−D +

√
D
))2

+

D ·
(

1√
2

(√
1−D +

√
D
))2

= 1
2 +

√
D(1−D) =

f(D), say.
Note that since P (A = 0) = P (A = 1) = 1

2 ,
the half of the sum of each column in Table 1
gives the marginal probability of V for that column.
In Equation (18), putting the value of P (V =
v | A = i) from Table 1, we find that the posteriors
are identical with the corresponding likelihoods.
Hence H(A | V = 0) = H(A | V = 1) =
−f(D) log2 f(D)− (1− f(D)) log2 (1− f(D)).



Also, from Table 1, we have P (V = 0) = P (V =
1) = 1

2 , giving H(A|V ) = P (V = 0)H(A | V =
0) + P (V = 1)H(A | V = 1) = −f(D) log2 f(D)−
(1− f(D)) log2 (1− f(D)). Substituting in Equa-
tion (15), we have

IAV = 1+f(D) log2 f(D)+(1− f(D)) log2 (1− f(D)) .
(21)

Note that the above computation is shown as-
suming a one-bit probe. It is easy to show that,
for the four-state protocol, the one-bit and the
two-bit probes give identical mutual information
between Alice and Eve. The expression for this
mutual information is given by Equation (21) which
matches with [11, Equation 65].
Next, the interactions of [7, Equations 9-15],

when expressed in our notations, become |E00⟩ =
β|10⟩ +

√
1− |β|2|01⟩, |E01⟩ = |00⟩, |E10⟩ = |11⟩,

and |E11⟩ =
√
1− |β|2|10⟩ + β|01⟩. From Equa-

tion (13) (Section 2), we obtain, D = 1−x
2−x , which

gives, x = 1−2D
1−D . Noting that, x = ⟨E00|E11⟩, we

get

|β|2 =
1

2

(
1 +

√
D(2− 3D)

1−D

)
. (22)

Technically, the square-root in Equation (22)
should be written with a ± sign. However, for
simplicity, we show all calculation with the + sign
here. The calculation with the − sign would be
similar.

V = 0 V = 1

A = 0 D + (1 −D)|β|2 1 −D − (1 −D)|β|2

A = 1 1 −D − (1 −D)|β|2 D + (1 −D)|β|2

Marginal of V 1
2

1
2

TABLE 2: Values of P (V = v | A = i) =
P (A = i | V = v) for one-bit probe of [7].

For one-bit probe, the likelihoods for [7] when
computed using Equation (20) turns out to be as
shown in Table 2.
From Equation (18), we find that in this case

also, the posteriors are identical with the corre-
sponding likelihoods.
For ease of calculation, let us denote

f1(D) = D+(1−D)|β|2 =
1

2

(
1 +D +

√
D(2− 3D)

)
.

(23)
Hence H(A | V = 0) = H(A | V = 1)
can be written as −f1(D) log2 f1(D) −
(1− f1(D)) log2 (1− f1(D)).
Also, from Table 2, we have P (V = 0) = P (V =

1) = 1
2 , giving H(A|V ) = P (V = 0)H(A | V =

0)+P (V = 1)H(A | V = 1) = −f1(D) log2 f1(D)−
(1− f1(D)) log2 (1− f1(D)). Substituting in Equa-
tion (15), we have

IAV1 = 1+f1(D) log2 f1(D)+(1− f1(D)) log2 (1− f1(D)) .
(24)

This expression matches with [7, Equation 18].

Now, consider the two-bit probe. The likelihoods
for [7] when computed using Equation (20) turns
out to be as shown in Table 3.
From Equation (18), the posteriors are com-

puted as given in Table 4. Hence H(A | V =
00) = H(A | V = 11) = 0 and H(A | V =
01) = H(A | V = 10) = −|β|2 log2 |β|2 −(
1− |β|2

)
log2

(
1− |β|2

)
= h(D) (say). Thus,

H(A|V ) = P (V = 00)H(A | V = 00) + P (V =
01)H(A | V = 01) + P (V = 10)H(A | V =
10)+P (V = 11)H(A | V = 11) = D

2 ·0+
1−D
2 ·h(D)+

1−D
2 ·h(D)+ D

2 · 0 = (1−D) ·h(D). Substituting in
Equation (15), we have

IAV2 = 1− (1−D)h(D). (25)

Again, this matches with [7, Equation 17].
If one plots the curves of IAV , IAV1 and IAV2

against D, one can find that for all values of
D ∈ (0, 12 ), the relation IAV1 < IAV2 < IAV

holds. From this, it is concluded in [7] that the six-
state protocol is more secure than the four-state
protocol. Moreover, within the six-state protocol,
two-bit probe helps Eve in obtaining more mutual
information than the one-bit probe. However, we
present a different view on both of these claims.

3.2. Optimal Success Probability and Its Implica-
tions
We introduce a few relevant definitions first and

then proceed with the analysis.
Definition 1: A strategy S of the Eavesdropper

is a function of her observation v such that for each
v, it produces a unique guess S(v) about the bit
sent by Alice to Bob.
Definition 2: For some observation v, if the

Eavesdropper’s guess matches with the bit sent
by Alice, i.e., if S(v) = A, we call this event a
success.
Definition 3: For some observation v, if the

Eavesdropper’s guess does not match with the bit
sent by Alice, i.e., if S(v) ̸= A, we call this event
a failure or an error.
Thus, the conditional error probability of Eve is
given by P (error | V = v) = P (S(v) ̸= A | V = v)
and the error probability of Eve is given by

P (error) =
∑
v

P (V = v)P (error | V = v)

=
∑
v

P (V = v)P (S(v) ̸= A | V = v).(26)

The success probability of Eve is given by
P (success) = 1− P (error).
Definition 4: If P (success) is the success proba-

bility of the Eavesdropper in guessing the bit sent
by Alice through some strategy S, and P (prior) is
the probability denoting the Eavesdropper’s prior
knowledge about the bit sent by Alice before ap-
plying any strategy, then the advantage of the
Eavesdropper for the particular strategy is defined
as A(D) = |P (success)− P (prior)| .



V = 00 V = 01 V = 10 V = 11

A = 0 D 1 −D − (1 −D)|β|2 (1 −D)|β|2 0
A = 1 0 (1 −D)|β|2 1 −D − (1 −D)|β|2 D

Marginal of V D
2

1−D
2

1−D
2

D
2

TABLE 3: Values of P (V = v | A = i) for two-bit probe of [7].

V = 00 V = 01 V = 10 V = 11

A = 0 1 1 − |β|2 |β|2 0
A = 1 0 |β|2 1 − |β|2 1

Marginal of V D
2

1−D
2

1−D
2

D
2

TABLE 4: Values of P (A = i | V = v) for
two-bit probe of [7].

Since Alice chooses the bit to be sent uniformly at
random over {0, 1}, in our case P (prior) = 1

2 and
so A(D) =

∣∣P (success)− 1
2

∣∣ .
Maximizing the success probability or the ad-

vantage is equivalent to minimizing the error prob-
ability. Note that Eve’s success or error probability
is a feature of the particular strategy devised by
Eve. Her goal is to choose the best possible
strategy in determining the secret key.
Definition 5: Out of all possible strategies, the

one giving the maximum success probability or
the minimum error probability, is called the opti-
mal strategy Sopt. The corresponding success (or
error) probability is called the optimal success
(or error) probability of the Eavesdropper and
the corresponding advantage is called the optimal
advantage of the Eavesdropper.
We first formulate a guessing game associated

with an event with discrete outcomes and prove
a general result about the optimal guess. Though
there may be many closely associated results in
the domain of decision theory or operation re-
search, to the best of our knowledge, this result
has not appeared in the literature in this form.
As a corollary of this result, we will show how
Eve can decide the optimal strategy. Suppose an
event has n possible outcomes having probability
distribution {pi : 1 ≤ i ≤ n}, with

∑n
i=1 pi = 1.

Consider a game where one has to guess the
correct outcome and the payoff for guessing an
outcome i when the actual outcome is j is given by
a real number rij , 1 ≤ i ≤ n, 1 ≤ j ≤ n. The opti-
mal strategy (that maximizes the expected payoff)
would be to deterministically guess the outcome
i corresponding to the maximum of the values∑n
j=1 pjrij , 1 ≤ i ≤ n. Any general strategy

can be represented by a probability distribution
{qi : 1 ≤ i ≤ n} over the guessed values. In other
words, if one adopts the strategy {qi : 1 ≤ i ≤ n},
then one declares with probability qi that the out-
come is i. For the strategy {qi : 1 ≤ i ≤ n}, we

A positive value may be interpreted as a reward, a negative
value may be interpreted as a penalty and a zero value as no
loss no gain.

can write the expected payoff as

R =
n∑
i=1

n∑
j=1

qipjrij =
n∑
i=1

qi

 n∑
j=1

pjrij

 =
n∑
i=1

qiRi,

where Ri =
∑n
j=1 pjrij is the expected payoff

associated with the guess i.
Suppose Rm is the maximum amongst the Ri’s.

Since, qi ≥ 0 for all i, (Ri ≤ Rm) =⇒ (qiRi ≤
qiRm). Then we can write

R =
n∑
i=1

qiRi ≤
n∑
i=1

qiRm = Rm

n∑
i=1

qi = Rm·1 = Rm.

This implies that in any strategy the overall ex-
pected payoff can never exceed the value Rm.
The optimal strategy that achieves this payoff is
therefore the one with qm = 1 and qi = 0 for all
i ̸= m.
Eve’s optimal strategy is given by

Sopt(v) = argmax
i

P (A = i | V = v) ,

and the corresponding optimal success probability
is given by

Popt(success) =
∑
v

max
i
P (A = i, V = v) ,

where the notation argmax
i

denotes the particular
value iopt of the argument i which maximizes the
above conditional probability across all values i.
Since P (V = v) is independent of the strategy S,
an optimum strategy that minimizes P (error)must
minimize P (S(v) ̸= A | V = v) for each v, as per
Equation (26). In other words, for each v, it should
maximize P (S(v) = A | V = v). For each v, this
problem is a special case of Theorem 3-2, with
{pi} as the conditional distribution P (A = i | V =
v), and

rij = δij =

{
1, for i = j;
0, otherwise.

According to the result of Theorem 3-2, S(v)
should always produce a guess i ∈ {0, 1} for
which P (A = i|V = v) is maximum. For the
particular observation v, denote this optimal value
of i by iopt(v). With this optimal strategy, the
optimal error probability turns out to be Popt(error)
=

∑
v P (V = v)P (A ̸= iopt(v) | V = v) =∑

v P (A ̸= iopt(v), V = v) and the optimal suc-
cess probability becomes
Popt(success) = 1 − Popt(error) = 1 −∑
v P (A ̸= iopt(v), V = v)



=
∑
v P (A = iopt(v), V = v). Hence the result fol-

lows.
Since P (A = 0) = P (A = 1) = 1

2 , if we multiply
each likelihood in Tables 1, 2 and 3 by 1

2 , we
get the corresponding joint probabilities P (A =
i, V = v)’s and the optimal success probability is
given by summing the maximum joint probability
(corresponding to the row iopt(v)) for each column
v.
Thus, for the attack model of [11], the optimal

success probability is computed from Table 1 as

P 4state
opt (success) =

1

2

(
1

2
+
√
D(1−D)

)
+
1

2

(
1

2
+
√
D(1−D)

)
=

1

2
+
√
D(1−D) = f(D).(27)

It can be easily shown that, like the mutual in-
formation, the success probabilities are also the
same in both the probes (one-bit and two-bit) for
the four-state protocol.
Since the six-state protocol [7] has different

mutual information between Alice and Eve for
the one-bit and the two-bit probes, one may be
tempted to conclude that Eve has different suc-
cess probabilities in these two probes. However,
we are going to show that this is not the case. In
spite of having different mutual information, both
the probes lead to the same success probability
for the six-state protocol.
For the one-bit probe of the six-state proto-

col [7], the optimal success probability is computed
from Table 2 as

P 6state
opt1 (success) =

1

2

(
D + (1−D)|β2|

)
+
1

2

(
D + (1−D)|β|2

)
= D + (1−D)|β|2 = f1(D).(28)

Note that in the above derivation, we have used
the fact that D+(1−D)|β|2 ≥ 1−D− (1−D)|β2|,
which follows from D + (1 − D)|β2| ≥ 1

2 as per
Equation (23).
For the two-bit probe of [7], the optimal success

probability is computed from Table 3 as

P 6state
opt2 (success) =

1

2
·D +

1

2
· (1−D)|β|2

+
1

2
· (1−D)|β|2 + 1

2
·D

= D + (1−D)|β|2 = f1(D).(29)

Note that in the above derivation, we have used
the fact that (1 − D)|β|2 ≥ 1 − D − (1 − D)|β2|,
which follows from |β2| ≥ 1

2 as per Equation (22).
Hence, we have the following result. For all D ∈

(0, 12 ),

P 6state
opt1 (success) = P 6state

opt2 (success) < P 4state
opt (success).

In Figure 1, we plot (as functions of the distur-
bance D) the optimal mutual information between
Alice and Eve (on the left) and the optimal success
probability of Eve’s guess (on the right).
As an illustrative example, we show the values

of the probabilities for D = 1
6 in Table 5. The op-

One-bit Probe Two-bit Probe
V = 0 V = 1 V = 00 V = 01 V = 10 V = 11

A = 0 5
6

1
6 1 1

5
4
5 0

A = 1 1
6

5
6 0 4

5
1
5 1

Marg. V 1
2

1
2

1
12

5
12

5
12

1
12

TABLE 5: Values of P (A = i | V = v) for
D = 1

6 for both one- and two-bit probes
of [7].

timal success probability in one-bit probe is given
by 5

6 ·
1
2 +

5
6 ·

1
2 = 5

6 and that in two-bit probe turns
out to be the same: 1 · 1

12+
4
5 ·

5
12+

4
5 ·

5
12+1 · 1

12 = 5
6 .

But the mutual information in the first case is
1 + 5

6 log2
5
6 + 1

6 log2
1
6 = 0.3500 and in the second

case is 1 + 5
6 ·
(
4
5 log2

4
5 + 1

5 log2
1
5

)
= 0.3984.

According to Definition 4, the optimal advan-
tages of the eavesdropper in the four-state and
in the six-state protocols are respectively given by

A4(D) =
√
D(1−D). (30)

A6(D) =
D +

√
D(2− 3D)

2
. (31)

Thus, though Eve has more mutual information
in the two-bit probe, that does not give any extra
cryptographic advantage in guessing the bit sent
by Alice. So from the point of view of cryptanaly-
sis, both the one-bit probe and two-bit probe are
equivalent even in the six-state BB84.
However, from Figure 1, it can be clearly ob-

served that the six-state variant of the BB84 pro-
tocol is more secure than the traditional four-
state BB84, both from the point of view of mutual
information and from the point of view of success
probability.

4. C P R
E G

Kempe and Vidick have analyzed a special two-
player game in [12]. In this game, a referee (or
verifier) chooses a pair of questions from some
distribution and sends one to each of two non-
communicating players (or provers). They send
their answers (taken from some finite set) to the
referee. The referee, based on the questions and
answers, decides whether to accept or reject. If
both the answers are correct, the referee accepts
them and the players win the game. The main
question of interest is: what is the maximum win-
ning probability, i.e., the probability that both the
answers are correct.
It is well known that one can reduce the value

of the above probability by repeating the game
sequentially or by repeating it in parallel with



Figure 1: Optimal mutual information and optimal success probability as a function of disturbance
D.

several independent pairs of players. But there
remains an interesting question: “Is there a way
to decrease the maximum winning probability of
the game without increasing the number of rounds
or the number of players?” Parallel repetition is
a method that attempts to achieve this. In an n-
parallel repeated game, the referee chooses n
pairs of questions independently and sends to
each player his corresponding n-tuple of ques-
tions. Each player then replies with an n-tuple of
answers, which are accepted if and only if each of
the n answer pairs would have been accepted in
the original game.
Before the work of [12], no parallel repetition

result was known for entangled games, i.e., where
the players share quantum entanglement. The
authors of [12] showed for the first time that the
winning probability of entangled games can be
decreased through parallel repetition.
Recently, it has been shown in [25] that strong

parallel repetition holds in general for entangle-
ment games and the winning probability for an
n-parallel repeated entanglement game is given
by the n-th power of the winning probability of the
original game. Using this result, the authors of [25]
have proved that BB84 QKD scheme is one-sided
device-independent, i.e., the security holds even
if Bob’s quantum device is arbitrarily malicious, as
long as Alice’s device behaves perfectly.
Now we model the symmetric incoherent eaves-

dropping on BB84 as a parallel repetition game.
Consider Alice to be the referee and Eve and Bob
as two entangled players. They have to guess the
bit Alice has sent. If both the guesses are correct,
then Alice accepts the answers and the game is
won.

Consider the four-state BB84 and first assume
that Alice sends |0⟩. As discussed in Section 3,
the joint state of Bob and Eve is given by

U |0⟩|W ⟩ =
√
1−D|0⟩|E00⟩+

√
D|1⟩|E01⟩.

Substituting the values of |E00⟩ and |E01⟩ from
Equation (17), we get

U |0⟩|W ⟩ =
1√
2

[√
1−D(

√
1−D +

√
D)|000⟩

+
√
1−D(

√
1−D −

√
D)|011⟩

+
√
D(

√
1−D −

√
D)|101⟩

+
√
D(

√
1−D +

√
D)|110⟩

]
.

Similarly, when Alice sends |1⟩, the joint state of
Bob and Eve is given by

U |1⟩|W ⟩ =
1√
2

[√
1−D(

√
1−D −

√
D)|100⟩

+
√
1−D(

√
1−D +

√
D)|111⟩

+
√
D(

√
1−D +

√
D)|001⟩

+
√
D(

√
1−D −

√
D)|010⟩

]
.

Both Bob and Eve measure their respective par-
ticles in the computational basis. Hence, we can
list the outcomes of the measurements with asso-
ciated probabilities in Table 6.
The winning conditions correspond to the first

and the last rows of Table 6. Since Alice sends 0
and 1 with equal probability, the winning probability
of the four-state BB84 game is given by

P 4state(win) = (1−D)

(
1

2
+
√
D(1−D)

)
.



TABLE 6: BB84 game in presence of sym-
metric incoherent eavesdropping
A B E (2nd qubit) Probability

0

0 0 (1 −D)
(

1
2 +

√
D(1 −D)

)
0 1 (1 −D)

(
1
2 −

√
D(1 −D)

)
1 0 D

(
1
2 +

√
D(1 −D)

)
1 1 D

(
1
2 −

√
D(1 −D)

)

1

0 0 D
(

1
2 −

√
D(1 −D)

)
0 1 D

(
1
2 +

√
D(1 −D)

)
1 0 (1 −D)

(
1
2 −

√
D(1 −D)

)
1 1 (1 −D)

(
1
2 +

√
D(1 −D)

)

By a similar analysis, it can be shown that the
winning probability for the six-state BB84 case is
given by

P 6state(win) = (1−D)

(
1

2
+
D +

√
D(2− 3D)

2

)
.

Thus, we see that

P 6state(win) < P 4state(win).

The inequality remains when each side is raised to
n-th power for n ≥ 1. Hence, for n qubits transmit-
ted between Alice and Bob, the n-parallel repeated
six-state BB84 has smaller winning probability
than the n-parallel repeated four-state version.
An interesting implication of the above analysis

is that by changing from four-state to six-state
version, it is possible to reduce the winning proba-
bility of the game, not only without increasing the
number of rounds or the number of players but
also without parallel repetition. To the best of our
knowledge, this connection has not been identified
earlier.

5. C F S -S P
C S N Q

For BB84 with four states, on average half of the
qubits communicated by Alice to Bob is discarded
due to mismatch in their bases. For the six-state
protocol, the expected number of discarded qubits
is two-third of the total number of qubits communi-
cated. So for a fair comparison, we must take the
same values of
1) the length of the secret key established, and
2) the total number of qubits communicated

in both the protocols. To establish a secret key of
length n bits, the four-state protocol must commu-
nicate around 4n qubits (in the practical scenario,
the exact number is little more than 4n) and the
six-state protocol must communicate around 6n
qubits (practically little more than that). Therefore,
in order to match the total number of bits commu-
nicated, the four-state protocol may be repeated
3t times and the six-states protocol should be
repeated 2t times for any positive integer t.

With the above motivation, we define a variant of
BB84, called m-BB84 in Table 5. In this protocol,
Alice and Bob establish m different keys of the
same length by running m independent instances
of BB84 and finally establish the actual secret key
by bitwise XOR-ing the individual keys together.
The main idea behind this scheme is the fact that
when several biased bits are XOR-ed together, the
bias in the XOR output bit becomes smaller than
the bias of each bit. The concept is in the direction
to privacy amplification [2]. However, the motiva-
tion here is to compare the four-state and six-
state protocol under the same footage. Any post-
processing including privacy amplification can be
performed on the string produced by the multi-
round BB84.
1em boxed [htbp] Alice and Bob run m indepen-

dent BB84 instances. (The instances may either
be run sequentially, or they may be run in parallel
in separate channels) Suppose they establish m
many n-bit secret keys, namely, k1, k2, . . . , km Let
ki,j be the j-th bit of the key ki established in the
i-th instance of BB84, 1 ≤ i ≤ m, 1 ≤ j ≤ n The
j-th bit of the final secret key K is given
by Kj = k1,j ⊕ k2,j ⊕ · · · ⊕ km,j , for 1 ≤ j ≤ n
1em
The bias inKj , the j-th bit of the final keyK, de-

pends on the biases in the j-th bits of the individual
keys. We can use the Piling-up Lemma [24] stated
below to compute the bias in Kj . We present the
proof also for the sake of completeness. [Piling-
up Lemma] Let ϵi be the bias in the binary random
variable Xi, i = 1, 2, . . . ,m, i.e., P (Xi = 0) = 1

2+ϵi
and P (Xi = 1) = 1

2 − ϵi. Then the bias in the
random variable X1 ⊕ X2 ⊕ · · · ⊕ Xm is given by
2m−1ϵ1ϵ2 . . . ϵm, considering the individual random
variables as independent. The result trivially
holds for m = 1. For m = 2, we have

P (X1 ⊕X2 = 0)

= P (X1 = 0, X2 = 0) + P (X1 = 1, X2 = 1)

=

(
1

2
+ ϵ1

)(
1

2
+ ϵ2

)
+

(
1

2
− ϵ1

)(
1

2
− ϵ2

)
=

1

2
+ 2ϵ1ϵ2

and hence the bias is 22−1ϵ1ϵ2. Assume that the
result holds for m = ℓ, i.e., the bias in XOR of ℓ
variables is given by δ = 2ℓ−1ϵ1ϵ2 . . . ϵl. Now, for
k = ℓ + 1, taking Y = X1 ⊕ X2 ⊕ · · · ⊕ Xℓ, we
can apply the result for k = 2 to obtain the bias
in Y ⊕ Xℓ+1 as 2δϵℓ+1 = 2ℓϵ1ϵ2 . . . ϵℓ+1. Hence,
by induction, the result holds for any m. Now,
we can formulate the optimal advantage of the
adversary for m-BB84 as follows. For a distur-
bance D in each qubit of the individual instances
of BB84, the optimal advantages of the adversary
in guessing a bit of the final key of m-BB84 are
given by A4(D,m) = 2m−1

(√
D(1−D)

)m
, and

A6(D,m) = 1
2

(
D +

√
D(2− 3D)

)m
correspond-

ing to the four-state and the six-state protocols



respectively. For any bit position j, the com-
putation of the bias follows in the same manner.
Hence, without loss of generality, fix a bit position
j. Corresponding to this position, there are m key
bits, each having the same bias ϵi, 1 ≤ i ≤ m. The
value of this bias is given by Equation (30) for the
four-state protocol and by Equation (31) for the six-
state protocol. By substituting these expressions
for ϵi in Lemma 5, the result follows. Note that
Equations (30) and (31) can be considered as
special cases of Theorem 5 with m = 1, i.e., they
represent A4(D, 1) and A6(D, 1) respectively.
In principle, the higher the value of m, the

greater is the reduction of Eve’s advantage. How-
ever, one should keep in mind that with increasing
m, the effective disturbance perceived by Bob also
increases. We can formulate this by the following
result. For a disturbance D in the channel for
each qubit of the individual instances of BB84,
the effective disturbance perceived by Bob for
each bit of the final key of m-BB84 is given by
∆(D,m) = 1

2 −2m−1
(
1
2 −D

)m. A disturbance D
corresponds to a no-error (success) probability of
1 − D = 1

2 +
(
1
2 −D

)
, i.e., a bias of

(
1
2 −D

)
at

Bob’s end. For any bit position j, the computation
follows in the same manner. Hence, without loss
of generality, fix a bit position j. Corresponding to
this position, there are m key bits, each having
the same bias ϵi =

(
1
2 −D

)
, 1 ≤ i ≤ m. By

Lemma 5, the equivalent bias (of no-error) for the
j-th bit (and so for each bit) of the final key is
given by 2m−1

(
1
2 −D

)m. Thus, the equivalent no-
error probability for each bit of the final key is
given by s = 1

2 + 2m−1
(
1
2 −D

)m. The equivalent
disturbance is given by 1− s.
As discussed already, for fair comparison we

should always compare four-state 3t-BB84 with
six-state 2t-BB84 for any fixed integral value of
t. Because of Theorem 5, higher t means more
error for Alice and Bob. Hence, we would restrict
our subsequent discussion for t = 1, i.e, we would
compare the four-state 3-BB84 with the six-state 2-
BB84, though in principle similar comparison holds
for any t.
We consider three scenarios for our compara-

tive study. Let D4 and D6 denote the disturbances
in each qubit of the individual instances of the
four and the six-state protocols respectively. For
comparison in equal footing, we take D6 = D and
express all other quantities in terms of D.

5.1. Scenario 1: Equal Disturbance in Each Qubit
of the Individual Instances of Four-state and Six-
state BB84
Here, D4 = D6 = D. In Figure 2 (top), we plot

the optimal advantages of Eve and the effective
disturbances of Bob as a function of the distur-
bance D for D ∈ [0, 12 ].
As pointed out in [7], one can note that for

all D ∈ [0, 0.5], A4(D, 1) > A6(D, 1). That is,
the eavesdropper can obtain more information in

the traditional 4-state BB84 [1] than the 6-state
modification [7]. However, we note that A4(D, 3) ≤
A6(D, 2) for D ≤ 0.27 (up to two decimal places).
Thus, at the expense of same number of qubits,
for the range of disturbance ≤ 0.27, the four-
state BB84 is more secure (as eavesdropper ob-
tains less information) than the six-state BB84 in
the model we discussed above. But this greater
security comes at the cost of greater effective
disturbance at Bob’s end, as depicted by the plot.
As a numerical example, consider D = 0.1.

Then A4(D, 1) = 0.3, which is more than
A6(D, 1) = 0.2562. Again, A4(D, 3) = 0.108, which
is less than A6(D, 2) = 0.1312, implying that the
four-state 3-BB84 is more secure. However, its
effective disturbance ∆(D4, 3) = 0.244 is more
than that of the six-state 2-BB84 one, which is
∆(D6, 2) = 0.18.

5.2. Scenario 2: Equal Effective Disturbance in
Each Bit of the Final Key of Four-state and Six-
state BB84
In this scenario, we consider that Eve chooses

different values of D4 and D6 so that the effective
disturbances ∆(D4, 3) and ∆(D6, 2) are equal.
Using Theorem 5, we can write ∆(D4, 3) = 1

2 −
22
(
1
2 −D4

)3, and ∆(D6, 2) = 1
2 − 2

(
1
2 −D6

)2.
Equating the right hand sides and substituting
D6 = D, we obtain D4 = 1

2 −
(

1
2

(
1
2 −D

)2) 1
3 . Now

we plot Eve’s optimal advantages A4(D4, 3) and
A6(D6, 2) using Theorem 5 and the quantities for
Bob’s disturbances in Figure 2 (middle). Note that
for the entire range of D, the four-state 3-BB84 is
more secure than the six-state 2-BB84.
As a numerical example, consider D6 = 0.1.

Then ∆(D6, 2) = 0.18. For ∆(D4, 3) to have the
same value, we must have D4 = 0.0691. For
the single instance, we have A4(D4, 1) = 0.2536
to be marginally less than A6(D6, 1) = 0.2562,
but for multiple instances with the same number
of qubits, A4(D4, 3) = 0.0653 is much less than
A6(D6, 2) = 0.1312.

5.3. Scenario 3: Equal Advantages for Eve for
Four-state 3-BB84 and Six-state 2-BB84
From Theorem 5, we have A4(D4, 3) =

22
(√

D4(1−D4)
)3
, and

A6(D6, 2) =
1

2

(
D6 +

√
D6(2− 3D6)

)2
.

Equating the right hand sides and substituting
D6 = D, we obtain

D4 =
1

2
− 1

2

√
1−

(
D +

√
D(2− 3D)

) 4
3

.

In Figure 2 (bottom), we plot Bob’s effective distur-
bances ∆(D4, 3) and ∆(D6, 2) using Theorem 5,
along with Eve’s advantages. Here also, the four-
state protocol offers more (individual as well as



Figure 2: Eavesdropper’s advantages and Bob’s disturbances against D6 = D, for three cases:
Scenario 1 (top), Scenario 2 (middle) and Scenario 3 (bottom).



effective) disturbance at Bob’s end than the six-
state one.
As a numerical example, consider D6 = 0.1.

Then A6(D6, 2) = 0.1312. For A4(D4, 3) to have
the same value, we must have D4 = 0.1159. The
effective disturbances are ∆(D4, 3) = 0.2734 >
∆(D6, 2) = 0.18. Also, for the single instances,
A4(D4, 1) = 0.3201 > A6(D6, 1) = 0.2562.

6. C
In this paper, we revisit the symmetric incoher-

ent eavesdropping strategy of Fuchs et al. [11]
and Bruß [7] on the four and the six-state BB84
protocols respectively in the light of the success
probability of Eve. We show that both the one-
bit and the two-bit probes in the six-state have
the same success probability for Eve. Further, we
point out an interesting connection between par-
allel repetition of entangled games and symmet-
ric incoherent attack on BB84. We also critically
compare the security issues in the four and the
six-state protocols when same number of qubits
are used in both the cases. Though the theoretical
results of [7] as well as ours are correct, our re-
sults are placed from the cryptanalytic viewpoint of
optimal eavesdropping and thus the interpretation
is different from what claimed in [7].
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