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Abstract—Ciphertext-policy attribute-based
signcryp-tion (CP-ABSC) is a cryptographic
primitive which performs simultaneously both the
functionalities of cipher-text-policy attribute-based
encryption and signature-policy attribute-based
signature. CP-ABSC guarantees both message
confidentiality and authenticity and is considered
to be a useful tool for fine-grained data access
control in attribute-based environments such as a
cloud service. In this paper, we provide a generic
construction of CP-ABSC which achieves ciphertext
indistinguishability under adaptively chosen
ciphertext attacks in the adaptive predicate model
(AP-IND-CCA), strongly existentially unforgeability
of signcryptext under adaptively chosen message
attacks in the adaptive predicate model (AP-sEUF-
CMA) and perfect privacy. Our generic construction
uses as building blocks, ciphertext-policy att-
ribute-based key encapsulation mechanism,
signature-policy attribute-based signature and data
encapsulation mechanism.

Index Terms—Ciphertext-Policy Attribute-Based
Signcryption, Attribute-Based Encryption, Attribute-
Based Signature, Generic Construction.

1. INTRODUCTION
1.1. Background

I ciphertext-policy attribute-based encryption
(CP-ABE), a message is encrypted with a policy

and a key is labeled with a set of attributes.
Someone who has a key labeled with a set of
attributes can decrypt any ciphertexts with a policy
whom the set of attributes satisfy. In contrast, in
key-policy attribute-based encryption (KP-ABE), a
message is encrypted with a set of attributes and
a key is associated with a policy.
In signature-policy attribute-based signature

(SP-ABS), a message is signed with a policy and
a key is labeled with a set of attributes. If a signer
who has a key labeled with a set of attributes
generates a signature with a policy whom the
set of attributes satisfy, a verifier can verify the
fact that the signature was generated by someone
who has a set of attributes satisfying the policy.
On the other hand, in key-policy attribute-based
signature (KP-ABS), a message is signed with a
set of attributes and a key is associated with a
policy.
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Ciphertext-policy attribute-based signcryption
(CP-ABSC) is a primitive which performs simul-
taneously both the functionalities of CP-ABE and
SP-ABS. CP-ABSC guarantees both message
confidentiality and authenticity (or integrity) and is
considered to be a useful tool for fine-grained data
access control in an attribute-based environment
such as data sharing on cloud [28] and medical
support services using wireless body area network
(WBAN) [29]. Contrary to CP-ABSC, key-policy
attribute-based signcryption (KP-ABSC) performs
both KP-ABE and KP-ABS.

1.2. Related Work

A number of research papers related to ABSC
have been presented[1], [2], [3], [4], [5], [6], [7],
[8], [9], [28], [29]�
Pandit et al.[4], [5] proposed a CP-ABSC

scheme which achieves ciphertext indistinguisha-
bility under adaptively chosen ciphertext attacks
in the adaptive predicate model (AP-IND-CCA),
strongly existentially unforgeability of signcryp-
text under adaptively chosen message attacks
in the adaptive predicate model (AP-sEUF-CMA)
and perfect privacy. Moreover, their scheme is
“combined setup”. However, their scheme needs
comparatively strong assumptions for the security
such as three types of decisional subgroup assum-
ption[4], [5].
Chen et al.[3] proposed a CP-ABSC scheme

which achieves ciphertext indistinguishability un-
der adaptively chosen ciphertext attacks in the
selective predicate model (SP-IND-CCA), weakly
existentially unforgeability of signcryptext under
adaptively chosen message attacks in the selec-
tive predicate model (SP-wEUF-CMA) and per-
fect privacy. We should note that SP-IND-CCA is
weaker than AP-IND-CCA, and SP-wEUF-CMA is
weaker than AP-wFUF-CMA.
Datta et al.[7], [8] proposed CP-ABSC and KP-

ABSC scheme supporting signing and decryp-
tion policies representable by any polynomial-size
circuit. However, their CP-ABSC and KP-ABSC

Combined setup ABSC has only one secret key which can
be used for both signcryption and unsigncryption. In contrast,
non-combined setup ABSC has two secret keys, one of which
is used for either signcryption or unsigncryption.



schemes achieve quite weak security and needs
quite strong primitives such as indistinguishability
obfuscator.
Nandi et al.[9] proposed a scheme of predicate

signcryption which is the generalization of CP-
ABSC and KP-ABSC. Their CP-ABSC scheme
achieves AP-IND-CCA, AP-sEUF-CMA and per-
fect privacy, and their KP-ABSC scheme achieves
ciphertext indistinguishability under adaptively
chosen ciphertext attacks in the adaptive attribute
model (AA-IND-CCA), strongly existentially un-
forgeability of signcryptext under adaptively cho-
sen message attacks in the adaptive attribute
model (AA-sEUF-CMA) and perfect privacy, and
both schemes are combined setup. Neverthless,
their CP-ABSC and KP-ABSC schemes need
comparatively strong assumptions such as three
types of decisional subgroup assumption and pair
encoding[10], [11].
As far as we know, any generic construction

of CP-ABSC which achieves AP-IND-CCA, AP-
sEUF-CMA and perfect privacy and whose se-
curity is guaranteed by the secuirty of CP-ABE
(or CP-ABKEM), SP-ABS and etc., has not been
proposed.

1.3. Our Work and Its Contribution
In this paper, we propose a generic construc-

tion of CP-ABSC which achieves AP-IND-CCA,
AP-sEUF-CMA and perfect privacy and uses as
building blocks CP-ABKEM which is AP-IND-CCA
secure and has a property called “decryptor ac-
cess structure disclosure”, SP-ABS which is AP-
sEUF-CMA secure and has a property called
“signer access structure collision resistance” and
DEM which is IND-CCA secure and has a prop-
erty called “one-to-one”, where decryptor access
structure disclosure and signer access structure
collision resistance are originally and firstly defined
in this paper and one-to-one is the property firstly
defined by Chiba et al.[27].
Our generic construction of CP-ABSC is the first

one which achieves the strongest security for CP-
ABSC and uses CP-ABKEM, SP-ABS and DEM
as its building blocks. By using the generic con-
struction, it could become quite easier to instanti-
ate a lot of CP-ABSC schemes with the strongest
security by making use of a number of existing or
future schemes as its building blocks.
Actually we can instantiate a CP-ABSC scheme

which has some better properties than existing
CP-ABSC schemes by making use of some exist-
ing schemes as the building blocks of our generic
construction. All the existing CP-ABSC schemes

The CP-ABSC (resp. KP-ABSC) scheme by Datta et al.[7],
[8] achieve the indistingishability weaker than ciphertext indis-
tinguishability under chosen plaintext attacks in the selective
predicate (resp. attribute) model (SP-IND-CPA (resp. SA-IND-
CPA)) and the unforgeability weaker than weakly universally
unforgeability of signcryptext under chosen message attacks
in the selective predicate (resp. attribute) model (SP-wUUF-
CMA (resp. SA-wUUF-CMA)).

which achieves AP-IND-CCA, AP-sEUF-CMA and
perfect privacy, the scheme by Pandit et al.[4],
[5] and by Nandi et al.[9], need comparatively
strong assumptions such as at least three types
of decisional subgroup assumption. For instance,
if we use the CP-ABE scheme by Okamoto et
al.[21], [22] and the SP-ABS scheme by Okamoto
et al.[25], [26] or by Maji et al.[24] as the building
blocks of the proposed generic construction, we
can instantiate the first CP-ABSC scheme which
achieves AP-IND-CCA, AP-sEUF-CMA and per-
fect privacy and needs only comparatively weak
assumptions such as decisional linear (DLIN) as-
sumption.

1.4. Organization
This paper is organized as follows. We provide

notations, the definition of access structure and
the syntaxes and the security definitions for CP-
ABKEM, DEM, SP-ABS and CP-ABSC in section
2. We show the generic construction of CP-ABSC
and its security proof in section 3. We summarize
and mention some future works in section 4.

2. PRELIMINARIES
2.1. Notation

∀x denotes “for all x”. x ← y denotes that a
variable x is defined to have the value output by
executing an algorithm or a function y. x := y de-
notes that a variable x is defined to have the value
of a variable y. x U←− y denotes that a variable or an
element x is randomly chosen from a set y. x||y is
a concatenation of two variables x and y. If we say
that “ (a function is) negligible or negligibly small”,
we always mean that it is negligible in a security
parameter k.M and K mean plaintext space and
key space, respectively. U , S, A, As and Ad mean
universe of attributes, set of attributes, access
structure, decryptor access structure and signer
access structure, respectively. PPT (A) means
probabilistic polynomial time (algorithm).
Definition 1 (Access Structure[4], [5], [6]).
Let U be the universe of attributes. An access
structure A is a non-empty subset of the power
set of U . Therefore, A ⊆ (2U − {ϕ})�

2.2. CP-ABKEM
Ciphertext-policy attribute-based key encapsu-

lation mechanism(CP-ABKEM) consists of the fol-
lowing four polynomial time algorithms.

Setup:
(PK,MK) ← CK.Setup(1k,U)

(Decryption-)Key Generation:
SK ← CK.KeyGen(PK,MK, S)

Key Encapsulation:
(K,CK) ← CK.Encap(PK,Ad)

Key Decapsulation:
K / ⊥ ← CK.Decap(PK, CK ,SK)



Any CP-ABKEM scheme should have the
following correctness property.:

∀k, ∀U , ∀(PK,MK) ← CK.Setup(1k,U),
∀S ∈ (2U − {ϕ}), ∀SK ← CK.KeyGen(PK,MK,
S),
∀Ad(s.t.S ∈ Ad),

∀(K,CK)← CK.Encap(PK,Ad),
Pr[CK.Decap(PK, CK ,SK) = K] = 1.

AP-IND-CCA
For the CP-ABKEM scheme ΠCK, the security no-
tion of ciphertext indistinguishability under adap-
tively chosen ciphertext attacks in the adaptive
predicate model (AP-IND-CCA) against the adver-
sary A = {A1,A2} is defined via the experiment
ExptAP-IND-CCA

ΠCK,A defined in the following.
ExptAP-IND-CCA

ΠCK,A : (PK,MK)← CK.Setup(1k,U);
(A∗

d, st)← A
O1,CK
1 (PK);

(K1, C
∗
K)← CK.Encap(PK,A∗

d);

K0
U←− K; b U←− {0, 1}; b′ ← AO2,CK

2 (st,Kb, C
∗
K);

If b = b′,return 1; Else return 0;
In the above experiment, the oracles O1,CK and
O2,CK, where O1,CK = O2,CK = {OCK.KeyGen(S),
OCK.Decap(CK , S)}, are defined as follows.
OCK.KeyGen(S) :

Return SK← CK.KeyGen(PK,MK, S).
OCK.Decap(CK , S) :

Return K / ⊥ ← CK.Decap(PK, CK ,
CK.KeyGen(PK,MK, S)).

As a rule, it is prohibitted for the adversary A to
submit as a query, Sr(s.t.Sr ∈ A∗

d) to the oracle
OCK.KeyGen of either O1,CK or O2,CK, or (C∗

K , S(s.t.S
∈ A∗

d)) to the oracle OCK.Decap of O2,CK.
The advantage of the adversary A on the ex-

periment
ExptAP-IND-CCA

ΠCK,A is defined as AdvAP-IND-CCA
ΠCK,A =

|Pr[ExptAP-IND-CCA
ΠCK,A = 1] − 1

2 |. The CP-ABKEM
scheme ΠCK is said to be AP-IND-CCA secure if
AdvAP-IND-CCA

ΠCK,A is negligible for any PPT adversary
A.

2.3. DEM
Data encapsulation mechanism(DEM) consists

of the following two polynomial time algorithms.
Data Encapsulation: CD ← D.Encap(K,m)

Data Decapsulation: m / ⊥ ← D.Decap(K,CD)

Any DEM scheme should have the following
correctness property.: ∀K ∈ K, ∀m ∈ M, ∀C ←
D.Encap(K,m),
Pr[D.Decap(K,C)→ m] = 1.
IND-CCA. For the DEM scheme ΠD, the secu-
rity notion of ciphertext indistinguishability under
adaptively chosen ciphertext attacks(IND-CCA)
against the adversary A = {A1,A2} is defined via
the experiment ExptIND-CCA

ΠD,A defined in the following.
ExptIND-CCA

ΠD,A : K
U←− K; (m0,m1, st)← A

O1,D
1 ();

b
U←− {0, 1};

C∗
D ← D.Encap(K,mb);

b′ ← AO2,D
2 (st, C∗

D);
If b = b′,return 1; Else return 0;

In the above experiment, the oracles O1,D and
O2,D,where O1,D = O2,D = {OD.Decap(CK , S)}, are
defined as follows.
OD.Decap(CD) :

Return m / ⊥ ← D.Decap(K,CD).

As a rule, it is prohibitted for the adversary A to
submit C∗

D as a query to the oracle OD.Decap of
O2,D.
The advantage of the adversary A on the

experiment
ExptIND-CCA

ΠD,A is defined as AdvIND-CCA
ΠD,A =

|Pr[ExptIND-CCA
ΠD,A = 1] − 1

2 |. The DEM scheme
ΠD is said to be IND-CCA secure if AdvIND-CCA

ΠD,A is
negligible for any PPT adversary A.
One-to-one property. A DEM scheme is consid-
ered to be one-to-one if for all K ∈ K, for all
m ∈ M, there are at most one ciphertext C such
that D.Decap(K,C) = m.

2.4. SP-ABS
Signature-policy attribute-based signature(SP-

ABS) consists of the following four algorithms.
Setup:

(PK,MK) ← SS.Setup(1k,U)
(Signing-)Key Generation:

SK ← SS.KeyGen(PK,MK, S)
Signature Generation:

σ ← SS.Sig(PK,m,SK,As)

Verification:
1 / 0 ← SS.Ver(PK, σ,m,As)

Any SP-ABS scheme should have the follow-
ing correctness property.: ∀k, ∀U , ∀(PK,MK) ←
SS.Setup(1k,U),
∀m ∈ M, ∀S ∈ (2U − {ϕ}), ∀SK ← SS.KeyGen(PK,
MK, S),
∀As(s.t.S ∈ As),

∀σ ← SS.Sig(PK,m,SK,As),
Pr[SS.Ver(PK, σ,m,As)→ 1] = 1.
AP-sEUF-CMA. For the SP-ABS scheme ΠSS, the
security notion of strongly existentially unforgeabil-
ity of signature under adaptively chosen message
attacks in the adaptive predicate model(AP-sEUF-
CMA) against the adversary A is defined via the
experiment ExptAP-sEUF-CMA

ΠSS,A defined in the following.
ExptAP-sEUF-CMA

ΠSS,A : LSS.Sig ← ∅;
(PK,MK) ← SS.Setup(1k,U); (m∗, σ∗,A∗

s) ←
AOSS(PK);
If SS.Ver(PK, σ∗,m∗,A∗

s) = 1 ∧
(m∗, σ∗,A∗

s) /∈ LSS.Sig, return 1; Else return 0;
In the above experiment, the oracle OSS =
{OSS.KeyGen(S),OSS.Sig(m,As, S)} is defined as fol-
lows.
OSSKeyGen(S) :

Return SK← SS.KeyGen(PK,MK, S).
OSS.Sig(m,As, S) :

If S /∈ As, return ⊥.
Else add (m,σ,As) to LSS.Sig, and return σ ←

SS.Sig(PK,m,SS.KeyGen(PK,MK, S),As).

According to [27] by Chiba et al., there are a lot of one-to-one
and IND-CCA secure DEM schemes.



As a rule, it is prohibitted for the adversary A to
submit S(s.t.S ∈ A∗

s) as a query to the oracle
OSS.KeyGen.
The advantage of the adversary A on the ex-

periment
ExptAP-sEUF-CMA

ΠSS,A is defined as AdvAP-sEUF-CMA
ΠSS,A =

|Pr[ExptAP-sEUF-CMA
ΠSS,A = 1]|. The SP-ABS scheme ΠSS

is said to be AP-sEUF-CMA secure if AdvAP-sEUF-CMA
ΠSS,A

is negligible for any PPT adversary A.
Perfect Privacy[24], [26] A SP-ABS scheme is said
to be perfectly private if for all (PK,MK) ← Setup
(1k,U), for all S1

U←− (2U −{ϕ}), for all S2
U←− (2U −

{ϕ}), for all SK1 ← KeyGen(PK,MK, S1), for all SK2

← KeyGen(PK,MK, S2), for all m
U←−M, for all As

(s.t.S1 ∈ As ∧ S2 ∈ As), the distribution of Sig(PK,
m,SK1,As) and of Sig(PK,m,SK2,As) are equal.
Signer Access Structure Collision Resistance
“Signer access structure collision resistance” is
a property of SP-ABS which we originally name
and define. Intuitively speaking, the property
means that any PPT adversary cannot find
out signature σ∗, message m and two signer
access structures A∗

s and A′
s such that A∗

s
̸= A′

s and SS.Ver(PK, σ∗,m∗,A∗
s) = 1 and

SS.Ver(PK, σ∗,m∗,A′
s) = 1. Its rigorous definition

is as follows.:
For the SP-ABS scheme ΠSS, the property
of signer access structure collision resistance
(SASCR) against the adversary A is defined via
the experiment ExptSASCR

ΠSS,A defined as follows.
ExptSASCR

ΠSS,A : (PK,MK)← SS.Setup(1k,U);
(m∗,A∗

s , S
∗
s , st)← AO1,SS(PK);

SK∗ ← SS.KeyGen(PK,MK, S);
σ∗ ← SS.Sig(PK,m∗,SK∗,A∗

s); A′
s ←

AO2,SS(st, σ∗);
If A′

s ̸= A∗
s ∧ SS.Ver(PK, σ∗,m∗,A′

s) = 1,
return 1; Else return 0;

In the above experiment, the oracles O1,SS and
O2,SS, where O1,SS = O2,SS = {OSS.KeyGen(S)} are
defined as follows.
OSSKeyGen(S) :

Return SK← SS.KeyGen(PK,MK, S).
The advantage of the adversary A on the ex-

periment
ExptSASCR

ΠSS,A is defined as AdvSASCR
ΠSS,A = |Pr[ExptSASCR

ΠSS,A
= 1]|. The SP-ABS scheme ΠSS is said to satisfy
the property of signer access structure collision
resistance if AdvSASCR

ΠSS,A is negligible for any PPT
adversary A.
Even though we have not proved that any one

of the proposed SP-ABS schemes such as [23],
[24], [25], [26] satisfies this original property, we
have a intuition that this property is quite natural
for every SP-ABS scheme. The reason behind
the intuition is that it is obvious that if a SP-ABS
scheme doesn’t satisfy this property, the scheme
is practically defective. We consider the work of
proving that at least one of the propsosed SP-
ABS schemes like [23], [24], [25], [26] satisfies the
property as a future work to give an evidence that
the property is natural.

2.5. CP-ABSC
Ciphertext-policy attribute-based signcryption

(CP-ABSC) consists of the following five polyno-
mial time algorithms.

Setup:
(PK,MK)←CS.Setup(1k,Us,Ur)

(Signing-)Key Generation
SKs←CS.KeyGenS(PK,MK, Ss)

(Decryption-)Key Generation:
SKr ←CS.KeyGenR(PK,MK, Sr)

Signcryption:
C←CS.SC(PK,m,SKs,As,Ad)

Unsigncryption:
m / ⊥←CS.USC(PK, C,SKr,As)

Any CP-ABSC scheme should have the follow-
ing correctness property.: ∀k, ∀Us, ∀Ur, ∀(PK,MK)
← CS.Setup(1k,Us,Ur), ∀Ss ∈ (2Us −{ϕ}), ∀SKs ←
CS.KeyGenS(PK,MK, Ss),

∀As(s.t.Ss ∈ As),
∀Sr ∈

(2Ur − {ϕ}), ∀SKr ←
CS.KeyGenR(PK,MK, Sr),

∀Ad(s.t.Sr ∈ Ad),
∀m ∈

M,
∀C ← CS.SC(PK,m,SKs,As,Ad),
Pr[CS.USC(PK, C,SKr,As) = m] = 1.
AP-IND-CCA For the CP-ABSC scheme ΠCS, the
security notion of ciphertext indistinguishability un-
der adaptively chosen ciphertext attack in the
adaptive predicate model(AP-IND-CCA) against
the adversary A is defined via the experiment
ExptAP-IND-CCA

ΠCS,A defined in the following.
ExptAP-IND-CCA

ΠCS,A : (PK,MK)← CS.Setup(1k,Us,Ur);
(m0,m1,A∗

s ,A∗
d, S

∗
s , st)← A

O1,CS
1 (PK); b U←− {0, 1};

SK∗ ← CS.KeyGenS(PK,MK, S∗
s );

C∗ ← SC(PK,mb,SK∗,A∗
s ,A∗

d); b
′ ← AO2,CS

2 (st, C∗);
If b = b′,return 1;Else return 0;

In the above experiment, the oracles O1,CS and
O2,CS, where O1,CS = O2,CS = {OCS.KeyGenS

(Ss),
OCS.KeyGenR

(Sr),OCS.SC(m,As,Ad, Ss),OCS.USC(C,
As, Sr)}, are defined as follows.
OCS.KeyGenS (Ss) :

Return SKs ← CS.KeyGenS(PK,MK, Ss).
OCS.KeyGenR(Sr) :

Return SKr ← CS.KeyGenR(PK,MK, Sr).
OCS.SC(m,As,Ad, Ss) :

If Ss /∈ As, return ⊥.
Else return C ← CS.SC(PK,m,

CS.KeyGenS(PK,MK, Ss),As,Ad).
OCS.USC(C,As, Sr) :

Return m / ⊥ ← CS.USC(PK, C,
CS.KeyGenR(PK,MK, Sr),As).

As a rule, it is prohibitted for the adversary A to
submit as a query, Sr(s.t.Sr ∈ A∗

d) to the oracle
OCS.KeyGenR

of either O1,CS or O2,CS, or (C∗,A∗
s,

Sr(s.t.Sr ∈ A∗
d)) to the oracle OCS.USC of O2,CS.

The advantage of the adversary A on the ex-
periment
ExptAP-IND-CCA

ΠCS,A is defined as AdvAP-IND-CCA
ΠCS,A =

|Pr[ExptAP-IND-CCA
ΠCS,A = 1] − 1

2 |. The CP-ABSC
scheme ΠCS is said to be AP-IND-CCA secure if
AdvAP-IND-CCA

ΠCS,A is negligible for any PPT adversary
A.



AP-sEUF-CMA For the CP-ABSC scheme ΠCS,
the security notion of strongly existentially un-
forgeability of signcryptext under adaptively cho-
sen message attacks in the adaptive predicate
modeel(AP-sEUF-CMA) against the adversary A
is defined via the experiment ExptAP-sEUF-CMA

ΠCS,A de-
fined as follows. In the following definition, it is
assumed that ΠCS has the property of decryptor
access structure disclosure and PPT Disclose is
the algorithm which satisfies the property.

ExptAP-sEUF-CMA
ΠCS,A : LSC ← ∅;

(PK,MK)← CS.Setup(1k,Us,Ur);
(C∗,A∗

s ,A∗
d) ← AOCS(PK); If Disclose(C∗) =

A∗
d ∧ ∀S

(i)
r ∈ A∗

d,SK(i)
r ← CS.KeyGenR(PK,

MK, S(i)
r ),CS.USC(PK, C∗,SK(i)

r ,A∗
s) → m(i) ∈

M ∧ m(1) = · · · = m(|A∗
d|) =: m∗ ∧ (m∗, C∗,

A∗
s ,A∗

d) /∈ LCS.SC,return 1; Else return 0;
In the above experiment, the oracle
OCS = {OCS.KeyGenS

(Ss),OCS.KeyGenR
(Sr),

OCS.SC(m,As,Ad, Ss),OCS.USC(C,As, Sr)} is
defined by the same way with the case of AP-
IND-CCA, except for the oracle OCS.SC which is
defined as follows.
OCS.SC(m,As,Ad, Ss) :

If Ss /∈ As, return ⊥.
Else add (m,C,As,Ad) to LCS.SC, and return

C ← CS.SC(PK,m,CS.KeyGenS(PK,MK, Ss),As,
Ad).

As a rule, it is prohibitted for the adversary A to
submit as a query Ss(s.t.Ss ∈ A∗

s) to the oracle
OCS.KeyGenS

.
The advantage of the adversary A on the ex-

periment
ExptAP-sEUF-CMA

ΠCS,A is defined as AdvAP-sEUF-CMA
ΠCS,A =

|Pr[ExptAP-sEUF-CMA
ΠCS,A = 1]|. The CP-ABSC scheme

ΠCS is said to be AP-sEUF-CMA secure if
AdvAP-sEUF-CMA

ΠCS,A is negligible for any PPT adversary
A.
Perfect Privacy[4], [5] A CP-ABSC scheme is
said to be perfectly private if for all (PK,MK) ←
Setup(1k,Us,Ur), for all Ss

U←− (2Us − {ϕ}), for all
Ss

′ U←− (2Us − {ϕ}), for all SKs ← KeyGenS(PK,
MK, Ss), for all SKs

′ ← KeyGen(PK,MK, Ss
′), for

all m U←−M, for all As(s.t.Ss ∈ As ∧ Ss
′ ∈ As), for

all Ad, the distribution of SC(PK,m,SKs,As,Ad)
and of SC(PK,m,SKs

′,As,Ad) are equal.
Decryptor Access Structure Disclosure
“Decryptor access structure disclosure” is a
property of CP-ABSC scheme which we firstly
name and define. Intuitively speaking, the
property means that given a signcryptext which
was generated correctly we can identify the
decryptor access structure which was used to
generate the signcryptext. Its rigorous definition
is as follows.: A CP-ABSC scheme is said to
have the “decryptor access structure disclosure”
property if for all k, for all Us, for all Ur, for all
(PK,MK) ← CS.Setup(1k,Us,Ur), for all m, for all
Ss ∈ (2U − {ϕ}), for all SKs ← CS.KeyGenS(PK,
MK, Ss), for all As(s.t.Ss ∈ As), for all Ad, and
for all C ← CS.SC(PK,m,SKs,As,Ad), there is

CS.Setup(1k,Us,Ur) :
(PKss,MKss)← SS.Setup(1k,Us)
(PKck,MKck)← CK.Setup(1k,Ur)
Return (PK,MK) := ((PKss,PKck), (MKss,MKck)).

CS.KeyGenS(PK,MK, Ss) :
Return SKs ← SS.KeyGen(PKss,MKss, Ss).

CS.KeyGenR(PK,MK, Sr) :
Return SKr ← CK.KeyGen(PKck,MKck, Sr).

CS.SC(PK,m,SKs,As,Ad) :
(K,CK)← CK.Encap(PKck,Ad)
σ ← SS.Sig(PKss,m||CK ,SKs,As)
CD ← D.Encap(K,m||σ)
Return C := (CK , CD).

CS.USC(PK, C,SKr,As) :
Parse C as (CK , CD)
α := CK.Decap(PKck, CK ,SKr)

If α = ⊥, then return ⊥. Else K := α.
β := D.Decap(K,CD)

If β = ⊥, then return ⊥. Else m||σ := β.
γ := SS.Ver(PKss, σ,m||CK ,As)

If γ = 0, then return ⊥. Else return m.
Figure 1: Generic construction of CP-ABSC ΠCS

a PPTA Disclose which satisfies the following
equation.

Pr[A′
d = Ad|A′

d ← Disclose(PK, C)] = 1 (1)

Even though we omit the definitions of this
property in case of CP-ABE and CP-ABKEM in this
paper, we can define them by the similar way with
the above. We consider this property to be quite
natural for every scheme of CP-ABSC, CP-ABE
and CP-ABKEM, since it has been clarified by our
work that most of all CP-SC schemes[1], [2], [4],
[5], [9], [28], most of all CP-ABE schemes[12], [13],
[14], [15], [16], [17], [18], [19], [20], [21], [22], and
most of all CP-ABKEM schemes[30], [31], [32],
[33] satisfy the property.

3. GENERIC CONSTRUCTION OF CP-ABSC
In this section, we show a generic construc-

tion of ciphertext-policy attribute-based signcryp-
tion(CP-ABSC) and its security proof.

3.1. Generic Construction
In the figure 1, a generic construction of CP-

ABSC ΠCS is described. It consists of three build-
ing blocks, which are CP-ABKEM ΠCK:(CK.Setup,
CK.KeyGen, CK.Encap, CK.Decap), DEM ΠD:
(D.Encap, D.Decap) and SP-ABS ΠSS:(SS.Setup,
SS.KeyGen, SS.Sig, SS.Ver).
We can say the generic construction of CP-

ABSC ΠCS is the “CP-ABSC-version” of the generic
construction of signcryption by Chiba et al.[27].
With respect to signcryption, the “sign-then-

encrypt” construction which is one of the most
simplest generic construction, cannot achieve
the strongest unforgeability’s notion, sEUF-CMA
against insider adversary, since the insider adver-
sary can easily unforge correct signcryptexts by
using his/her own secret key and some oracles



whom he/she is allowed to use. Considering the
above, Chiba et al.[27] proposed a sign-then-
encrypt generic construction with the framework of
KEM/DEM and prove that it achieves the strongest
unforgeabiltiy’s notion.
With respect to CP-ABSC, both the security no-

tions of AP-IND-CCA and AP-sEUF-CMA are not
defined as “insider” security, but they are actually
insider security, because the adversary in AP-IND-
CCA (resp. AP-sEUF-CMA) is allowed to use the
oracle of signing (resp. decrypting)-key generation
without any restrictions. Therefore, we had an
intuition that the simplest type of sign-then-encrypt
generic construction couldn’t achieve AP-sEUF-
CMA, and then we proved that the intuition is really
true (the proof is omitted in this paper). Finally,
we thought the sign-then-encrypt construction with
the KEM/DEM framework which actually is the
CP-ABSC version of the generic construction of
signcryption by Chiba et al. is promising, and then
tried to prove its security rigorously. In the next
subsection, we show the proof that the construc-
tion achieves AP-IND-CCA, AP-sEUF-CMA and
perfect privacy.

3.2. Security Proof
The security of the CP-ABSC scheme in the

figure 1 is proven by the following three theorems.
In this paper, we provide all proofs of Theorem
3.1, Theorem 3.2 and Theorem 3.3, however the
proofs of Theorem 3.1 and 3.2 are partially omitted
because of the page limit.
Theorem 3.1. If ΠCK is AP-IND-CCA secure, ΠD
is IND-CCA secure, and ΠSS has the property of
signer access structure collision resistance, then
the CP-ABSC scheme in the figure 1 is AP-IND-
CCA secure.

Theorem 3.2. If ΠSS is AP-sEUF-CMA secure,
ΠD is one-to-one, and ΠCK has the property of
decryptor access structure disclosure, then the
CP-ABSC scheme in the figure 1 is AP-sEUF-
CMA secure.

Theorem 3.3. If ΠSS is perfectly private, then
the CP-ABSC scheme in the figure 1 is perfectly
private.

Theorem 3.1’s Proof We consider the following 3
experiments, Expt1, Expt2 and Expt3.
Expt0: The ordinary AP-IND-CCA experiment re-

garding ΠCS.
Expt1: Expt0 with the following change. Every

time (C = (CK , CD),As, Sr) which satisfies
CK = C∗

K , CD = C∗
D, As ̸= A∗

s and Sr ∈ A∗
d,

is submitted as a query to the oracle OCS.USC
of O2,CS, the reply becomes ⊥.

Expt2: Expt1 with the following changes. At the
beginning of the experiment, K ′ U←− K is
executed and the second component C∗

D of
the challenge signcryptext C∗ = (C∗

K , C∗
D)

is generated by executing D.Encap algorithm
with K ′ as an input. Moreover, when (C =
(CK , CD),As, Sr) which satisfies CK = C∗

K ,
CD ̸= C∗

D and Sr ∈ A∗
d, is submitted as

a query to the oracle OCS.USC of O2,CS, CD

is decrypted by executing D.Decap algorithm
with K ′ as an input.

We define Wi(i = {0, 1, 2}) as the event where
an adversary A succeeds in guessing the bit b
used for generating the challenge signcryptext in
Expti. Then, we have the following formula.

AdvAP-IND-CCA
ΠCS,A = |Pr[W0]−

1

2
|

≤ |Pr[W0]− Pr[W1]|

+|Pr[W1]− Pr[W2]|+ |Pr[W2]−
1

2
| (2)

By the formula (2) and the following Lemma 3.1,
Lemma 3.2 and Lemma 3.3, Theorem 3.1 holds.

Lemma 3.1. If ΠSS has the property of signer ac-
cess structure collision resistance, then |Pr[W0]−
Pr[W1]| is negligible.

Lemma 3.2. If ΠCK is AP-IND-CCA secure, then
|Pr[W1]− Pr[W2]| is negligible.

Lemma 3.3. If ΠD is IND-CCA secure, then
|Pr[W2]− 1

2 | is negligible.

Lemma 3.1’s Proof First of all, we define P as
the event that the adversary A, in Expt0 or Expt1,
sumbits (C = (CK , CD),As, Sr) such that CK =
C∗

K , CD = C∗
D, As ̸= A∗

s, Sr ∈ A∗
d and SS.Ver

(PKss, σ
∗,mb||C∗

K ,As) = 1 as a query to the oracle
OUSC of O2,CS at least one time. In the above
sentence, σ∗ is the SP-ABS signature which is
generated while generating the challenge sign-
cryptext C∗ = (C∗

K , C∗
D).

In the case that the adversary A, in Game0,
submits (C = (CK , CD),As, Sr) such that CK =
C∗

K , CD = C∗
D, As ̸= A∗

s, Sr ∈ A∗
d and SS.Ver

(PKss, σ
∗,mb||C∗

K ,As) = 1 as a query to the oracle
OUSC of O2,CS, if SS.Ver(PKss, σ

∗,mb||C∗
K ,As) = 0

holds, the reply always becomes ⊥.
Therefore, only when the event P occurs, Expt0

and Expt1 are different. Thus, the following in-
equality holds.

|Pr[W0]− Pr[W1]| ≤ Pr[P ] (3)

In the rest of Lemma 3.1’s proof, we prove that
if ΠSS has the property of signer access structure
collision resistance, the occurrence probability of
P is negligible.
A = (A1,A2) is defined as a PPTA adversary

in Expt0 or Expt1 which makes the event P occur
in non-negligible probability. B = (B1,B2) is de-
fined as a PPTA which performs the experiment
of signer access structure collision resistance re-
garding ΠSS by using A as a building block as
follows.



BO1,SS
1 (PKss) : First of all, B1 executes (PKck,

MKck)←
CK.Setup(1k,Ur),PK := (PKss,PKck). After that,
B1 executes AO1,CS

1 (PK).
In the case that A1 submits a query to either
OCS.KeyGenR

or OCS.USC, B1 computes the reply
adequately by using MKck and send it to A. In the
case that A1 submits a query to either OCS.KeyGenS

or OCS.SC, B1 submits an adequate query to
OSS.KeyGen, computes the reply adequately by us-
ing the reply from OSS.KeyGen, and send it to
A1. Finally, A1 outputs (m0,m1,A∗

s,A∗
d, S

∗
s , stA).

After that, B1 executes b
U←− {0, 1} and

(K∗, C∗
K) ← CK.Encap(PKck,A∗

d) and outputs
(mb||C∗

K ,A∗
s, S

∗
s , stB).

BO2,SS
2 (stB, σ

∗) : B2 executes C∗
D ← D.Decap(K∗,

mb||σ∗), C∗ := (C∗
K , C∗

D). After that, B2 executes
AO2,CS

2 (stA, C
∗). In the case that A2 submits a

query to either OCS.KeyGenS
, OCS.KeyGenR

or OCS.SC,
B2 computes the reply adequately by the same
mean with B1. In the case that A2 submits (C =
(CK , CD),As, Sr) as a query to OCS.USC such that
CK = C∗

K , CD = C∗
D, As ̸= A∗

s, Sr ∈ A∗
d

and SS.Ver(PKss, σ
∗,mb||C∗

K ,As) = 1, B2 outputs
As, and then completely stops commnicating with
A2 hereafter. In the other case that A2 submits
(C = (CK , CD),As, Sr) as a query to OCS.USC, B2
computes the reply adequately by using MKck and
send it to A2.
If B behaves as the above, when A makes the

event P occur, it always holds that ExptSASCR
ΠSS,B = 1.

Therefore, the following inequality holds.
Pr[P ] ≤ AdvSASCR

ΠSS,B (4)
From the formulae (3) and (4), the following

inequality holds.
|Pr[W0]− Pr[W1]| ≤ AdvSASCR

ΠSS,B (5)
The formula (5) completes the proof of Lemma

3.1. Lemma 3.2’s Proof A = (A1,

A2) is defined as a PPTA adversary in Expt1 and
Expt2 which performs the experiment with non-
negligible advantage. B = (B1,B2) is defined as a
PPTA which performs the experiment of AP-IND-
CCA regarding ΠCK by using A as a building block
as follows.
BO1,CK
1 (PKck) : First of all, B1 executes (PKss,

MKss)←
SS.Setup(1k,Us), PK := (PKss,PKck). After that,
B1 executes AO1,CS

1 (PK).
In the case that A1 submits a query to ei-

ther OCS.KeyGenS
or OCS.SC, B1 computes the reply

adequately by using MKss and send it to A. In
the case that A1 submits a query to OCS.KeyGenR

(resp. OCS.USC), B1 submits an adequate query to
OCK.KeyGen (resp. OCK.Decap), computes the reply
adequately by using the reply from OCK.KeyGen
(resp. OCK.Decap), and send it to A1. Finally, A1 out-
puts (m0,m1,A∗

s,A∗
d, S

∗
s , stA). After that, B1 out-

puts A∗
d and stB.

BO2,CK
2 (stB,Kβ , C

∗
K) : β of the input Kβ is the

challenge bit for the experiment of AP-IND-
CCA regarding ΠCK. Firstly, B2 executes b

U←−
{0, 1}, SK∗ ← SS.KeyGen(PKss,MKss, S

∗
s ), σ∗ ←

SS.Sig(PKss,mb||C∗
K ,SK∗,A∗

s), C∗
D ← D.Decap

(Kβ ,mb||σ∗) and C∗ := (C∗
K , C∗

D). Secondly, B2
runs AO2,CS

2 (stA, C
∗).

In the case that A2 submits a query to either
OCS.KeyGenS

, OCS.KeyGenR
or OCS.SC, B2 computes

the reply adequately by the same mean with B1. In
the case that A2 submits (C = (CK , CD),As, Sr)
as a query to OCS.USC such that CK = C∗

K ,
CD = C∗

D, As ̸= A∗
s and Sr ∈ A∗

d, B2 sends ⊥
as the reply to A2. In the case that A2 submits
(C = (CK , CD),As, Sr) as a query to OCS.USC
such that CK = C∗

K , CD ̸= C∗
D and Sr ∈ A∗

d,
B2 executes m||σ/⊥ ← D.Decap(CD,Kβ) and
1/0← SS.Ver(PKss, σ,m||CK ,As) and sendsm/⊥
as the reply to A2. In the other case that A2

submits (C = (CK , CD),As, Sr) as a query to
OCS.USC, B2 computes the reply adequately by the
same mean with B1.
Finally, A2 outputs b′. After that, if b′ = b, B2

outputs β′ := 1. Otherwise, B2 outputs β′ := 0.
The detailed explanation is omitted because of

the page limit, but it is true that B perfectly sim-
ulates Expt1 (resp. Expt2) for A whose challenge
bit is b in case of β = 1 (resp.β = 0). Moreover, it
is also true that B submits no prohibitted queries.
Therefore, Pr[b′ = b|β = 1] = Pr[W1] and Pr[b′ =

b|β = 0] = Pr[W2] hold and the following formula
holds.

AdvAP-IND-CCA
ΠCK,B =

1

2
|Pr[b′ = b|β = 1]

− Pr[b′ = b|β = 0]|

=
1

2
|Pr[W1]− Pr[W2]| (6)

The formula (6) completes the proof of Lemma
3.2.

Lemma 3.3’s Proof A = (A1,A2) is defined as
a PPTA adversary in Game2 which performs the
experiment with non-negligible advantage. B =
(B1,B2) is defined as a PPTA which performs the
experiment of AP-IND-CCA regarding ΠD by using
A as a building block as follows.
BO1,D
1 () : B1 executes (PKss,MKss) ← SS.Setup

(1k,Us), (PKck,MKck) ← CK.Setup(1k,Ur) and
PK := (PKss,PKck). After that, B runs AO1,CS

1 (PK).
In the case that A1 submits a query to either
OCS.KeyGenS

, OCS.KeyGenR
, OCS.SC or OCS.USC, B1

computes the reply adequately by using MKss or
MKck and send it to A.
Finally, A1 outputs (m0,m1,A∗

s,A∗
d, S

∗
s , stA). Af-

ter that, B1 executes (K∗, C∗
K)← CK.Encap(PKck,

A∗
d), SK

∗
s ←

SS.KeyGen(PKss,MKss, S
∗
s ), σ0 ← SS.Sig(PKss,

m0||C∗
K ,SK∗

s,A∗
s), σ1 ← SS.Sig(PKss,m1||C∗

K ,
SK∗

s,A∗
s), M0 := m0||σ0 and M1 := m1||σ1 and

outputs (M0,M1) and stB.



BO2,D
2 (stB, C

∗
D) : B2 executes C∗ := (C∗

K , C∗
D).

After that, B2 runs AO2,CS
2 (stA, C

∗).
In the case that A2 submits a query to either
OCS.KeyGenS

, OCS.KeyGenR
or OCS.SC, B2 computes

the reply adequately by the same mean with B1. In
the case that A2 submits (C = (CK , CD),As, Sr)
as a query to OCS.USC such that CK = C∗

K ,
CD = C∗

D, As ̸= A∗
s and Sr ∈ A∗

d, B2 sends ⊥
as the reply to A2. In the case that A2 submits
(C = (CK , CD),As, Sr) as a query to OCS.USC such
that CK = C∗

K , CD ̸= C∗
D and Sr ∈ A∗

d, B2 firstly
submits CD as a query to OD.Decap and recieves
m||σ/⊥ as the reply, and then executes 1/0 ←
SS.Ver(PKss, σ,m||CK ,As), and then sends m/⊥
as the reply to A2. In the other case that A2

submits (C = (CK , CD),As, Sr) as a query to
OCS.USC, B2 computes the reply adequately by the
same mean with B1.
Finally, A2 outputs b′. After that, B2 outputs β′

:= b′.
The detailed explanation is omitted because

of the page limit, but it is true that B perfectly
simulates Expt2 for A whose challenge bit is
b = β. Moreover, it is also true that B submits
no prohibitted queries.
Clearly b = β and b′ = β′ holds. Therefore,

Pr[b′ = b] = Pr[β′ = β] holds. Thus, the advantage
of B is as follows.

AdvIND-CCA
ΠD,B = |Pr[β′ = β]− 1

2
|

= |Pr[b′ = b]− 1

2
| = |Pr[W2]−

1

2
| (7)

The formula (7) completes the proof of Lemma
3.3.
Theorem 3.2’s Proof A is defined as a PPTA
adversary which performs the experiment of AP-
sEUF-CMA regarding ΠCS with non-negligible ad-
vantage. B is defined as a PPTA which performs
the expriment of AP-sEUF-CMA regarding ΠSS by
using A as a building block as follows.
BOSS(PKss) : First of all, B executes (PKck,MKck)
←
CK.Setup(1k,Ur) and PK := (PKss,PKck). After
that, B runs AOCS(PK).
In the case that A submits a query to either
OCS.KeyGenR

or OCS.USC, B computes the reply ad-
equately by using MKck and send it to A. In the
case that A submits Ss as a query to OCS.KeyGenS

,
B submits Ss as a query to OSS.KeyGen, recieves
SKs as the reply and send it to A. In the case that
A submits (m,As,Ad, Ss) as a query to OCS.SC, B
executes (K,CK) := CK.Encap(PKck,Ad), submits
(m||CK , Ss,As) as a query to OCS.Sig, recieves σ
as the reply, executes CD := D.Encap(K,m||σ)
and C := (CK , CD), sends C as the reply to A
and adds (m, (CK , CD),As,Ad) into the list LSC.
Finally, A outputs (C∗ = (C∗

K , C∗
D),A∗

s,A∗
d).

After that, B defines S∗
r
(i)(i = 1, · · · , |A∗

d|) as S∗
r
(i)

∈ A∗
d and executes SK∗

r
(i)

:= CK.KeyGen(PKck,
MKck, S

∗
r
(i)) and α(i) :=

CK.Decap(PKck, C
∗
K ,SK∗

r
(i)
). If α(i) ̸= ⊥, B exe-

cutes K∗(i) := α(i) and β(i) := D.Decap(K∗(i),
C∗

D). If β(i) ̸= ⊥, B executes m∗(i)||σ∗(i) := β(i). If
SS.Ver(PKss, σ

∗(i),m∗(i)||C∗
K ,A∗

s) = 1, B executes
γ(i) := 1. If SS.Ver(PKss, σ

∗(i),m(i)||C∗
K ,A∗

s) = 0,
α(i) = ⊥ or β(i) = ⊥, B executes γ(i) := 0. After
B calculates γ(i) for every i ∈ {1, · · · , |A∗

d|}, it
executes γ := γ(1) × γ(2) × · · · × γ(|A∗

d|) and j
U←−

{1, · · · , |A∗
d|}. Finally B outputs (m∗(j)||C∗

K , σ∗(j),
A∗

s).
The detailed explanation is omitted because of

the page limit, but it is true that B perfectly simu-
lates the experiment of AP-sEUF-CMA regarding
ΠCS for A. Moreover, it is also true that B submits
no prohibitted queries.
The events Q, R, R1 and R2 are defined as fol-

lows. In the following, DiscloseCK is the algorithgm
satisfying the property of decryptor access struc-
ture disclosure regarding ΠCK which was assumed
to have the property in this proof and DiscloseCS is
the algorithm for the property regarding ΠCS which
is defined as DiscloseCS(PK = (PKss,PKck), C =
(CK , CD)) = DiscloseCK(PKck, CK).

Q := [ [DiscloseCS(PK, C∗) =

DiscloseCK(PKck, C
∗
K) = A∗

d]

∧[γ = 1] ∧ [m∗(1) = · · · = m∗(|A∗
d|) =: m∗]

∧[(m∗, (C∗
K , C∗

D),A∗
s,A∗

d) /∈ LSC] ] (8)

R := R1 ∧R2 :=

SS.Ver(PKss, σ
∗(j),m∗(j)||C∗

K ,A∗
s) = 1

∧[(m∗(j)||C∗
K , σ∗(j),A∗

s) /∈ LSig] (9)

The advantages of A and B are expressed as
follows, respectively.

AdvAP-sEUF-CMA
ΠCS,A = Pr[Q] (10)

AdvAP-sEUF-CMA
ΠSS,B = Pr[R] (11)

It is obvious that Pr[R1|Q] = 1 holds. Hereafter,
we prove that Pr[R2|Q] = 1 holds. Now, we
assume that R2 doesn’t occur. If we express the
k-th element in LSC as (m(k)

SC, (C
(k)
K SC, C

(k)
C SC),

A(k)
s SC,A

(k)
d SC), the k-th element in LSig is ex-

pressed as (m(k)
SC||C(k)

K SC, σ
(k)

SC,A
(k)
s SC). In the

last assumption, the following equation holds.

(m(k)
SC||C(k)

K SC, σ
(k)

SC,A(k)
s SC) = (m∗(j)||C∗

K , σ∗(j),A∗
s)

(12)
Although the detailed explanation is omitted

because of the page limit, the following equation
holds.

(m(k)
SC, (C

(k)
K SC, C

(k)
C SC),A

(k)
s SC,A

(k)
d SC)

= (m∗, (C∗
K , C∗

C),A∗
s,A∗

d) (13)

This means that Q doesn’t occur in the assump-
tion that R2 doesn’t occur. Therefore, Pr[R2|Q] = 1
holds. Thus, Pr[R|Q] = 1 holds, and then from



the formulae (10) and (11), the following inquality
holds.

AdvAP-sEUF-CMA
ΠSS,B ≥ AdvAP-sEUF-CMA

ΠCS,A (14)

The formula (14) completes the proof of Theo-
rem 3.2.

Theorem 3.3’s proof For all k, for all Us, for all
Ur, we execute (PKss,MKss) ← SS.Setup(1k,Us)
and (PKck,MKck) ← CK.Setup(1k,Us). After that,
for all Ss ∈ (2Us−{ϕ}), for all S′

s ∈ (2Us−{ϕ}), we
execute SKs ← SS.KeyGen(PKss,MKss, Ss) and
SK′

s ← SS.KeyGen(PKss,MKss, S
′
s). After that, for

all m ∈M, for all As(s.t.Ss ∈ As ∧S′
s ∈ As), for all

Ad, we execute (K,CK) ← CK.Encap(PKck,Ad),
σ ← SS.Sig(PKss,m||CK ,SKs,As), σ′ ← SS.Sig
(PKss,m||CK ,SK′

s,As), CD ← D.Encap(K,m||σ),
C ′

D ← D.Encap(K,m||σ′), C := (CK , CD) and C ′

:= (CK , C ′
D)�

The distributions of σ and σ′ are equal, for SP-
ABS ΠSS is assumed to be perfectly private in this
proof.
The distributions of m||σ and m||σ′ are equal,

for the distributions of σ and σ′ are equal.
The distributions of CD and C ′

D are equal, for
the distributions of m||σ and m||σ′

The distributions of C and C ′ are equal, for the
distributions of CD and C ′

D.
Therefore, the proposed generic construction of

CP-ABSC ΠCS is perfectly private.

4. SUMARY AND FUTURE WORK

In this paper, we proposed a generic construc-
tion of CP-ABSC which consists of three building
blocks CP-ABKEM, SP-ABS and DEM. We have
fully proved that if CP-ABKEM is AP-IND-CCA
secure and has the property of decryptor access
structure disclosure, SP-ABS is AP-sEUF-CMA
secure and has the property of signer access
structure collision resistance and DEM is IND-CCA
secure and has the property of one-to-one, the
proposed generic construction achieves AP-IND-
CCA, AP-sEUF-CMA and perfect privacy. In this
paper, we showed only the proofs of AP-IND-CCA,
AP-sEUF-CMA and perfect privacy.
We considered the followings as future works.

The first one is proving that at least one of the
proposed SP-ABS schemes such as [23], [24],
[25], [26] satisfies the property of signer access
structure collision resistance. The second one is a
generic construction of KP-ABSC which achieves
the strongest security. The third one is a generic
construction of CP-ABSC or KP-ABSC which is
combined setup and achieves the strongest secu-
rity.
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