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An Improved Slide Attack on Trivium
Baksi, Anubhab, Maitra, Subhamoy, and Sarkar, Santanu

Abstract: In this paper, we provide significantly improved
results over the work of Priemuth-Schmid and Biryukov
(Indocrypt 2008) in obtaining the slid pairs of Trivium. We
show that while this existing work presented slid pairs
up to 115 shifts, we can obtain such pairs with a shift
of 212 with significantly improved efficiency. Our strategy
involves the inclusion of new variables to limit the degree
of the equations that are processed using a SAT solver.

Index Terms: Algebraic Cryptanalysis, SAT Solver,
Stream Cipher, Trivium.

1. INTRODUCTION

A
LGEBARIC cryptanalysis [4], [5] has received a se-
rious attention in a lot of security evaluation ap-

proaches. This kind of attack relies on solving a system of
multivariate equations. When the underlying field of the
cipher is GF (2), a SAT solver is one of the promising
tools in this direction, that tries to solve the famous
satisfiability (SAT) problem. In such solvers, the Boolean
formula is given in the Conjunctive Normal Form (CNF).
Massacci [14] introduced the idea of using SAT solvers
towards cryptanalysis.
A SAT solver does not provide any magic but it is

indeed a very well studied and well developed algebraic-
algorithmic tool that can solve certain problems with
significant improvement if the equations are formed pru-
dently. In this paper, we present an example of this in
mounting the slide attack on the Trivium stream cipher.
There are several works related to cryptanalysis of Triv-
ium where SAT solvers have been used. The stream
cipher Bivium (a simpler version of Trivium) was attacked
using SAT solver in [9]. SAT solver has also been used
to analyse the stream cipher Trivium under fault attack
in [15].
The stream cipher Trivium [6] is in the hardware profile

of the eStream portfolio [8] that has been designed by De
Cannière and Preneel. It is a synchronous bit oriented
cipher. It is standardized within ISO 29192 [11]. The
cipher is allowed to generate up to 264 key stream bits
from an 80 bit secret key and an 80 bit public IV. The
design of Trivium is simple as well as elegant and it has
been designed so as to require low hardware complexity.
This cipher has the state size of 288 bits, consisting
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of three interconnected non-linear (degree 2) feedback
shift registers of length 93, 84 and 111 bits respectively.
While there are lots of cryptanalytic results on Trivium, so
far none of them could break any security claim by the
designers [6].
Raddum [16] proposed an algebraic attack on Trivium

of complexity 2164. Further, Maximov and Biryukov [12]
proposed an attack of complexity 2100. This attack
showed that the longer size of key may not increase
the security of Trivium immediately. Trivium runs for 1152
rounds in the Key Scheduling Algorithm (KSA). Turan
and Kara [18] cryptanalysed Trivium for the reduced
round key set up. Later, Dinur and Shamir [7] described
a full key recovery in less than 230 complexity for 735
rounds of KSA. Aumasson et al. [1] built a distinguisher
for Trivium considering 790 rounds in initialization. Very
recently, using Möbius transform, Fouque and Vannet [10]
mounted full key recovery of Trivium with 784 rounds
in KSA. A Differential Fault Attack on Trivium with only
2 faults has been presented in [15] that exploits SAT
solvers.
Biryukov and Wagner first introduced slide attack [2].

The slide attack on stream cipher is to study how given a
key-IV, one can efficiently obtain another key-IV such that
the generated output key-streams in Pseudo Random
Generator Algorithm (PRGA) are exact shifts of each
other throughout the key-stream generation. These Key-
IV pairs are referred as slid pairs following [13, Section
3.2]. That is, in this model, the attacker needs to provide
two different key-IV pairs (Key(1), IV(1)) and (Key(2), IV(2)),
such that they can generate identical key-streams with
c bit shifts. These pairs are denoted as [(Key(1), IV(1)),

(Key(2), IV(2)), c].
There is no slid pair for shifts < 111, the reason is

stated in [13]. The work of [13] could achieve slid pairs
up to 115 shifts. As commented in [13]:

“There are much more slid pairs for longer shifts,
but the equations would be much more compli-
cated.”

In this paper, we have improved slide attack on Trivium
up to 212 shifts with very little amount of time (in a few
minutes to a few hours) in contrast to the huge time
required (more than two months) in [13, Table 4]. Our
main idea is to introduce new variables so that the degree
of the equations that are processed using a SAT solver
can not increase substantially. It may be asked that how
one can compare the complexities of two approaches in
minutes and days given the different computer hardware
and algorithmic or implementation related developments
in the year 2008 [13] and this date. In this direction, we
have carefully studied the scenarios where new variables

1



have been introduced and where they are not. This
clearly shows that even with the current facilities, without
introducing new variables (i.e., increasing the degrees
of the equations substantially), achieving the slid pairs
beyond a shift of 160 is extremely slower.

1.1. A brief description of Trivium

TABLE 1. Trivium Parameters

Parameters

Key Size 80 bits
IV Size 80 bits
Internal State 288 bits

The parameters of Trivium are as specified in Table 1.
The cipher contains two phases namely, KSA (i.e. key
and IV setup) followed by PRGA. The internal state of
288 bits are denoted by s1, s2, . . . , s288.

Key Loading Algorithm (KLA). The initialization routine
works as following:

(s1, s2, . . . , s93)← (K1, . . . ,K80, 0, . . . , 0)
(s94, s95, . . . , s177)← (IV1, . . . , IV80, 0, . . . , 0)
(s178, s179, . . . , s288)← (0, . . . , 0, 1, 1, 1)

We denote the state after KLA as S(0).
So, S(0) = [K1, . . . ,K80, 0, . . . , 0, IV1, . . . , IV80,
0, . . . , 0, 0, . . . , 0, 1, 1, 1].

Key Scheduling Algorithm (KSA). After the KLA, the
cipher is clocked 4 × 288 times without producing any
key-stream bits. The Key Scheduling Algorithm (KSA) is
as follows:

for i = 1 to 4× 288 do
t1 ← s66 + s91 · s92 + s93 + s171
t2 ← s162 + s175 · s176 + s177 + s264
t3 ← s243 + s286 · s287 + s288 + s69
(s1, s2, . . . , s93)← (t3, s1 . . . , s92)
(s94, s95, . . . , s177)← (t1, s94 . . . , s176)
(s178, s179, . . . , s288)← (t2, s178 . . . , s287)

end for
After i-th round of KSA, corresponding state is denoted

by S(i).

Key-stream Generation. After the completion of the
KSA, Trivium generates the key-streams qi in Pseudo
Random Generation Algorithm (PRGA). The key-stream
generation routine works as following:

for i = 1 to N do
t1 ← s66 + s93; t2 ← s162 + s177; t3 ← s243 + s288;
qi ← t1 + t2 + t3;
t1 ← t1+ s91 · s92+ s171; t2 ← t2+ s175 · s176+ s264;

t3 ← t3 + s286 · s287 + s69;
(s1, s2, . . . , s93)← (t3, s1 . . . , s92);

(s94, s95, . . . , s177)← (t1, s94 . . . , s176);
(s178, s179, . . . , s288)← (t2, s178 . . . , s287);

end for

2. DESCRIPTION OF THE ATTACK USING SAT
SOLVER

In Trivium, we have an 80-bit secret key and an 80-bit
IV. For the first Key and IV, we consider a total of 160
variables. After c rounds of KSA, the internal state S(c) will
be a function of the key and the IV for any non-negative
integer c. Now if S(c) satisfies 128 fixed locations of the
starting state S(0), then S(c) would also be a starting state
of some different key-IV. That is, the locations 81–93 and
174–285 of S(c) should be 0 and the locations 286–288
should be 1. The situation is presented pictorially in
Figure 1.

(Key(1), IV(1))
KLA

KLA

S(0) KSA
c rounds S(c) KSA

(1152 − c) rounds

S′(0)(Key(2), IV(2))
KSA

1152 rounds

Fig. 1. Slid attack on Trivium

Thus, we have 128 equations over 160 variables.
In [13], up to 115 shifts could be analysed where the
F4 algorithm, implemented in Magma, has been used to
solve these equations.
Here we have followed different solution strategy. We

use SAT solver to obtain the solutions. Note that some
locations of the state S(c) would be complicated if we write
the complete expressions in the CNF form as c increases.
For example, the ANF of the first location of S(c) is of
degree 4 and consists of 160 monomials when c = 200.
Moreover, the SAT solver solves a system of polynomial
equations by converting the ANF to their equivalent CNF.
It can be shown that the representation of each d degree
monomial requires d+ 1 CNF clauses. To overcome this
bottleneck, at certain rounds of KSA, we introduce three
new variables xi, yi and zi and replace t1, t2 and t3 by
xi, yi and zi respectively. Thus, at certain rounds, we
introduce three new variables and three new equations
are added to the system of equations to be solved.

2.1. Two schemes

To simplify new variable introduction, here we introduce
them at regular interval and denote this interval by I (1 ≤
I ≤ c). Here we describe two almost identical schemes
for this purpose.
In the first scheme (we name it scheme 160: ‘with’ vari-

ant), we first set 160 variables at the beginning; thereafter
introduce 3 new variables at every I-th round (including
the last round, regardless of whether c is a multiple of
I or not), accounting for 160 + d cI e × 3 variables in total.
Similarly, we have a scheme 160: ‘without’ variant, where
we introduce only 160 variables at the beginning.

2



For example, if we introduce new variables at each
round (I = 1), after c rounds, we have 128 + 3c equa-
tions (128 fixed values in a starting state) over 160 + 3c
variables.
The other scheme is almost identical: Here we first

introduce 160 + d cI e × 3 variables as in the scheme 160;
after that we again introduce another 160 variables –
thereby making the total number of variables 320+d cI e×3.
The idea is to assign the 1–80 and 94–173 locations
of the newly generated internal state S(c) the last set
of variables. We call this scheme as scheme 320: ‘with’
variant. The scheme 320: ‘without’ variant considers 320
variables only, 160 at the beginning and the rest 160 at
the very end.
Although not apparent, it is interesting to observe that

the same variant of these two schemes perform quite
differently.
Since in all cases, we have more variables than con-

straints, it is expected to find a solution of such a system
of equations. To solve these, we use the SAT solver
Cryptominisat-2.9.5 [17], after installing it in Sage [19].
In [13], no new variable has been introduced. So there

are 128 equations and 160 variables only. Although this
approach [13] considers lesser number of variables and
equations than ours, corresponding equations are much
more complicated. Hence the method of [13] would not
work efficiently for larger values of c.

2.2. Observations

We have implemented all the codes for experiments
in Sage 5.12 on a Linux Mint 16 (64 bit). The hardware
platform is a desktop with an Intel Core i5 processor with
CPU speed of 2.9 GHz and a 4 GB DDR3 RAM.
We first make a detailed study where we introduce the

new variables at all intervals from 1 to c separately (for
both schemes). The results are presented in Figures 2 - 7.
Note that we experiment with 20 samples in each case
and plot the average as well as coefficient of variation
(C.v.) [3]. Due to the very nature of the SAT solvers,
which are randomized, the CPU time required may vary
for different runs. This is the reason we go for several
runs. However, the low values of coefficient of variation
justify the average values can be considered for analysis.
Referring to Figure 2 and Figure 5, one may note that

for c = 111, reducing the number of additional variables
generally helps to reduce the time required for both the
schemes. However, the trend is not clear as c increases;
as evident from our experimental results presented in
Figure 3 and Figure 6 for c = 130 and Figure 4 and
Figure 7 for c = 150. We summarize these results in Table
2 (the values inside parentheses indicate those I ’s for
which time required is minimum), we can see that there
are intervals for which the time required is less than that
of without variable counterpart.
Since obtaining the complete picture for c greater than

150 becomes time consuming, we just consider the cases
where we introduce new variables in each round and also
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Fig. 2. Time required (in sec.) for obtaining slid pairs for c = 111
(scheme 160: ‘with’ variant).
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Fig. 3. Time required (in sec.) for obtaining slid pairs for c = 130
(scheme 160: ‘with’ variant).

where we do not introduce any variable at all. The results
in Table 3 clearly show that introducing variables in each
round is substantially efficient (for both the schemes) than
not introducing any variable at all.

TABLE 2. Comparison between the approaches with introduction
of new variables at each round and without involving new variables (in

both schemes) – smaller rounds.

c Solution time in seconds
‘With’ ‘Without’

Scheme 160 Scheme 320 Scheme 160 Scheme 320

111 0.06 (111) 0.24 (111) 0.13 0.25

130 0.07 (128) 0.20 (126) 0.15 0.32

150 0.09 (94) 0.19 (28) 1.22 5.31

TABLE 3. Comparison between the approaches with introduction
of new variables at each round and without involving new variables (in

both schemes) – larger rounds.

c Solution time in seconds
‘With’ ‘Without’

Scheme 160 Scheme 320 Scheme 160 Scheme 320

160 0.74 0.87 335.22 275.83

170 0.77 0.90 7046.81 982.49

180 105.32 46.44 2164.66 3211.70
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Fig. 4. Time required (in sec.) for obtaining slid pairs for c = 150
(scheme 160: ‘with’ variant).
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Fig. 5. Time required (in sec.) for obtaining slid pairs for c = 111
(scheme 320: ‘with’ variant).

2.3. Examples with c ≥ 200

Here we present four examples for c = 200, 204, 208
and 212 where we use both scheme 160 and scheme
320, with new variable introduced at each round. The
results are as follows (we doenote initial key-stream bits
obtained from (Key(i), IV(i)) by ks(i); i = 1, 2).

In the first example, we obtain (Key(1), IV(1)) and

(Key(2), IV(2)) in 62.07 seconds using scheme 160 (‘with’

variant), and these key-IV pairs produce 200 bit shifted
key-streams.

Key(1) 0373e09ece30fcf3802a
IV(1) 07b51d16bda8306667c7

ks(1)

9a28f7adfcc796f18ba43374f8b
b4c964576671905d7444c2a
11b5c174db0f3bc8ba6faa07df10cf6a. . .

Key(2) 9ce91893d80dd8a7ba96
IV(2) 1654593259c6c1745ee5
ks(2) 11b5c174db0f3bc8ba6faa07df10cf6a6. . .

In the second example, we obtain (Key(1), IV(1)) and

(Key(2), IV(2)) in 2026.23 seconds using scheme 160

(‘with’ variant), and these key-IV pairs produce 204 bit
shifted key-streams.
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Fig. 6. Time required (in sec.) for obtaining slid pairs for c = 130
(scheme 320: ‘with’ variant).
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Fig. 7. Time required (in sec.) for obtaining slid pairs for c = 150
(scheme 320: ‘with’ variant).

Key(1) d92631bb247730170633
IV(1) ba648062c06d47d3ce1d

ks(1)

15f0b2b90f44499ee26494f8ff5
17e53168dad25a1f986429a0
6337b451df1571c91843d55990dd9ca6. . .

Key(2) 4292ed4a7045d5cbabdc
IV(2) 5545ebef451b31e59e05
ks(2) 6337b451df1571c91843d55990dd9ca66. . .

In the third example, we obtain (Key(1), IV(1)) and (Key(2),

IV(2)) in 1454.02 seconds using scheme 320 (‘with’ vari-
ant), and these key-IV pairs produce 208 bit shifted key-
streams.

Key(1) b656ade731cfc64565d2
IV(1) fb79d34ce6ed44f1c242

ks(1)

591aea64dd30b38462145cf4cf83
8d41f14570f5e5d15dad3bc0
e652085848e1c56a7ddf9a4516b383fb. . .

Key(2) ae0a3c482e64be22eae2
IV(2) eb1aa295b0fe106f8bf3
ks(2) e652085848e1c56a7ddf9a4516b383fb6. . .

In the fourth example, we obtain (Key(1), IV(1)) and

(Key(2), IV(2)) in 43240.14 seconds using scheme 320

(‘with’ variant), and these key-IV pairs produce 212 bit
shifted key-streams.

4



Key(1) f7a3714291bfc3e20fb2
IV(1) 13620822b097027307ea

ks(1)

4c922cc526dde6cf725f0cf492f
7a038c4961b6ff9d77e08ff5fd
16dc8280e5d3895b83dade867aa11eeb. . .

Key(2) fa3a24b15b9fa904efa7
IV(2) 466ea6489ea35e058a67
ks(2) 16dc8280e5d3895b83dade867aa11eeb6. . .

We expect that a determined effort with highly efficient
hardware, customized software and considerable amount
of time (say a few days) will be able to obtain slid pairs
with a shift of 220 or even more.

3. CONCLUSION

In this paper, we have presented an example how
the slide attack on the stream cipher Trivium can be
significantly improved by judiciously forming the multi-
variate equations and then solving them using a SAT
solver. Our results significantly improve the existing work
in [13]. The important observation in our work is to include
new variables so that the degree of the equations, that
are processed using a SAT solver, does not increase
much. Naturally, obtaining slid pairs with a larger shifts will
provide a substantial increase in the number of the key-IV
pairs that are related in the sense that they will provide
the same key-stream bits, just with a shift. While this
is an important tool in cryptanalysis of a stream cipher,
this work does not contradict to any security claims of
Trivium [6].
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Privacy Preserving Light-Weight Authentication

Based on a Variant of Niederreiter Public-Key

Encryption
Mihaljević, Miodrag and Imai, Hideki

Abstract: Security evaluation of a Personalized Public
Key Cryptosystem (P2KC) based on Niederreiter Public-Key
Encryption (PKE) is given. A security enhanced variant of
the considered P2KC is proposed based on the random
selection paradigm. This enhanced P2KC is employed for
construction of an authentication protocol which provides
privacy preserving authentication and which is suitable for
implementation under heavy constraints.

Index Terms: Authentication, Niederreiter Public-Key En-
cryption, Personalized Niederreiter PKE, Random Selec-
tion, Security Evaluation.

1. INTRODUCTION

M
ACHINE-to-Machine (M2M) communications are one
of the rapidly growing communications paradigms,

and particularly within the Internet of things. This paper
addresses a scenario where a machine approaches a
server and should authenticate its access rights but in
a privacy preserving manner. In the considered scenario,
the machine is a tiny device with very limited capabili-
ties implying heavy implementation constraints. On the
other hand, the server is a much more powerful device.
Accordingly, authentication with asymmetric complexity at
the machine’s and server’s side which provides authen-
tication of the machine preserving its privacy/anonimity
appears as an interesting issue.

As an illustration of the considered problem we assume
the following communications scenario employing a dedi-
cated public key encryption (PKE) paradigm: (i) a number
of legitimate parties send messages to the center; (ii) the
center takes into account only messages obtained from a
group of legitimate parties, and (iii) in certain settings the
center should not learn identity of the message senders,
i.e. the center is only able to distinguish weather the
message comes from a group of legitimate senders or
not.
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Miodrag Mihaljević is with the Mathematical Institute, Serbian

Academy of Sciences and Arts, Belgrade, Serbia (email: mio-
dragm@turing.mi.sanu.ac.rs)
Imai Hideki is with the The University of Tokyo, Tokyo, Japan (email:

h-imai@iis.u-tokyo.ac.jp).

2. BACKGROUND

2.1. Niederreiter Public-Key Encryption

Niederreiter’s public key encryption (PKE) [15] is a
knapsack-type cryptosystem which employs an (n, k, 2t+
1) linear code C over GF(q), but in this paper we restrict
our consideration to GF(2).
Let:
- H be an (n− k)× n parity check matrix of C,
- S be any (n− k)× (n− k) nonsingular matrix, and
- P be any n× n permutation matrix,
all over GF(2).

Accordingly, Niederreiter’s PKE is defined as follows.

• Private Key: H, S, and P.
• Public Key: Q = S · H · P and the parameter t.
• Messages: n-dimensional binary vectors m with the
Hamming weight t.

• Encryption: c = Q ·m is the ciphertext in form of a
binary (n− k)-dimensional vector.

• Decryption: Since c = (S · H · P)×m the decryption
is performed as follows:
(i) S

−1 · c = (H · P) ·m;
(ii) Use the known (fast) decoding algorithm for C to
find P ·m and thus m = P

−1(P ·m).

2.2. Personalized Niederreiter Public-Key Encryption

A concept of Personalized Public Key Cryptosystem
(P2KC) and a particular instantiation based on Nieder-
reiter’s PKE have been proposed in [7]. An application
of this P2KC for a light-weight authentication protocol is
reported in [16].
As an illustration of P2KC we assume the following

communications scenario between a center and mem-
bers of its group:
(i) A center should communicate with each group member
employing a public key paradigm;
(ii) The center should be able to recognize source of any
encrypted message it receives. In the considered setting,
basic P2KC based on Niederreiter’s PKE can be specified
as follows.

• System Setting by the Center:
- Center selects a suitable instantiation of Niederre-
iter’s PKE over GF(2) adopting the integers n, k, t,
and the matrices H, S, P. In addition Center suitably
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selects the parameters n1 < n and t1 < t.
- Center randomly generates a list of different (n −
n1)-dimensional binary vectors v(`) each of the Ham-
ming weight t− t1, and assigns the vector v(`) to the
group member `, ` = 1, 2, ..., L, assuming a group of
L members and L <

(
n−n1

t−t1

)
;

- Based on the matrix Q = [qi,j ]
n−k
i=1

n
j=1 = S · H · P,

Center generates the following two matrices Q1 =
[qi,j ]

n−k
i=1

n1
j=1 and Q2 = [qi,j ]

n−k
i=1

n
j=n1+1;

- Center makes publicly available the matrix Q1;
- Center evaluates (n−k)-dimensional binary vectors

z(`) = [z
(`)
i ]n−k

i=1 , ` = 1, 2, ..., L, as follows:

z(`) = Q2 · v(`) ; (1)

- To each group member `, Center delivers in a
secure way the vector z(`), ` = 1, 2, ..., L.

• Initialization and Encryption at Group Member ”`”,
` = 1, 2, ..., L:
- Receives from the center through a secure channel
the vector z(`) and the parameter t1, and it keeps
these two items as the secret data.
- Sends encrypted messages to the Center as fol-
lows: Generate a message in form of an (n −
k)-dimensional vector m of the Hamming weight t1
and generates the ciphertext c as

c = (Q1 ·m)⊕ z(`) . (2)

• Decryption and Authenticity Control at the Center:
- upon receiving an encrypted message c, Center
taking into account that

c = (Q1 ·m)⊕ z(`) = (Q1 ·m)⊕Q2 · v(`) =

= Q · [m||v(`)] (3)

performs decryption as follows:
(i) S−1 · c = (H · P) · [m||v(`)];
(ii) Use the known (fast) decoding algorithm for C to
find P·[m||v(`)] and thus [m||v(`)] = P−1(P·[m||v(`)]);
- Center checks wether the evaluated v(`) is in the
list of legitimate group members and if it is, Center
accepts the message m.

3. SECURITY EVALUATION AND ENHANCEMENT
OF PERSONALIZED NIEDERREITER PUBLIC-KEY

ENCRYPTION

3.1. Cryptanalysis

The main origin for cryptanalysis of the considered
P2KC is implied by the statement of the following lemma.

Lemma 1. In the statistical model, each ciphertext c is
a noisy version of the corresponding vector z(`) after the
binary symmetric channel with the crossover probability
ε,

ε =
1− (1− t1

n1
)

n1
2

2
. (4)

Proof. Assuming that m = [mi]
n1
i=1, z

(`) = [z
(`)
i ]n−k

i=1 and

c = [ci]
n−k
i=1 , from (18) we have:

ci = z
(`)
i ⊕ (

n1⊕
j=1

qi,jmj) . (5)

In the statistical model, eachmi is a realization of a binary
random variable Mi such that

Pr(Mi = 1) =
t1
n1

= 1− Pr(Mi = 0) , (6)

because each m is a random vector of dimension n1

and with the Hamming weight equal to t1. Accordingly,⊕n1

j=1 qi,jmj can be considered as a realization of a
binary random variable E∗

i , and

Pr(E∗
i = 1) = 1− Pr(E∗

i = 0)

= 1− Pr(

n1⊕
j=1

qi,jMj = 0)

= 1− Pr(
⊕

j:qi,j=1

Mj = 0)

where, for each i = 1, 2, ..., n − k, the expected number
of the the expected value of

∑n1

j=1 qi,j = 1 is equal to n1

2
assuming that the matrix Q1 is a realization of a random
binary process.

Now the probability that an even number of digits are
1 in a sequence of n1 independent binary digits is [3,
Lemma 1]

1 + (1− 2p)n1/2

2

if p is the probability that every digit is 1, yielding that

Pr(E∗
i = 1) =

1− (1− 2 t1
n1

)n1/2

2
(7)

which is the lemma statement.

Lemma 2. Let D be a random variable defined as

D =

τ∑
i=1

(X ⊕ Ei) (8)

where τ is an integer, X is a binary random variable such
that Pr(X = 1) = Pr(X = 0) = 1/2, and Ei is an i.i.d.
binary random variable such that Pr(Ei = 1) = ε, i =
1, 2, ..., τ . The probability distributions of D when x = 0
and x = 1 are given by the following:

Pr(D = d|X = 0) =

(
τ

d

)
εd(1− ε)τ−d , (9)

Pr(D = d|X = 1) =

(
τ

d

)
(1− ε)dετ−d . (10)

Proof. The lemma is a straightforward consequence of
the fact that D is a random variable corresponding to the
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Hamming weight of binary vector of dimension τ which
elements are realizations of the binary random variables
which take value ”1” with the probabilities ε and 1 − ε
when X = 0 and X = 1, respectively.

Underlying ideas for cryptanalysis:
- Lemma 1 implies that whenever a group member sends
a ciphertext to the center, it discloses a noisy version of
the corresponding secret vector z(·);
- According to Lemmas 1 and 2, the main underlying
ideas for the cryptanalysis are as follows: (i) collect the
ciphertexts sent from a group member to the center,
(ii) consider the concatenation of all these ciphertexts
as noisy codeword of a repetition code, (iii) perform
bit-by-bit decoding and recovering of the secret vector
z(·).

Algorithm for Cryptanalysis

• Input.
The parameters n− k, n1, t1, τ and `.

• Processing

1) Sample Collection
Record the following set S(`) of τ different cipher-
texts corresponding to the communication ses-
sions of the group member ` and the center:

S(`) = {c(t) | c(t) = Q1 ·m(t) ⊕ z(`)}τt=1 .

2) Evaluation of a Statistic over the Sample S(`)
Assuming c(t) = [c

(t)
i ]n−k

i=1 , evaluate

di =

τ∑
t=1

c
(t)
i , i = 1, 2, ..., n− k .

3) Bit-by-Bit Recovery of the Vector z(`) Estimation

ẑ(`) = [ẑ
(`)
i ]n−k

i=1
For each i = 1, 2, ..., n,
- ẑ

(`)
i = 0 if di ≤ τ

2 ;

- ẑ
(`)
i = 1 if di >

τ
2 .

• Output
The estimation ẑ(`) of z(`).

The Probability of Correct Recovery. Each di evaluated
at the step 2 of the algorithm for cryptanalysis is a
realization of the random variable Di,

Di =

τ∑
t=1

(Z
(`)
i ⊕ E∗

i (t)) , i = 1, 2, ..., n− k , (11)

where Z
(`)
i is a binary random variable such that

Pr(Z
(`)
i = 0) = Pr(Z

(`)
i = 1) = 1/2, and Pr(E∗

i (t) = 1) = ε
is given by Lemma 1. The decision rule employed in the
algorithm step 3 implies the following probability of error:

Perr = (Pr(Z(`) = 0)

τ∑
d= τ

2+1

Pr(Di = d|Z(`)
i = 0)) +

(Pr(Z
(`)
i = 1)

τ
2∑

d=0

Pr(Di = d|Z(`) = 1)) , (12)

where according to Lemma 2

Pr(D = d|Z(`) = 0) =

(
τ

d

)
εd(1− ε)τ−d , (13)

Pr(D = d|Z(`) = 1) =

(
τ

d

)
(1− ε)dετ−d , (14)

and according to Lemma 1

ε =
1− (1− t1

n1
)

n1
2

2
. (15)

Obliviously, Perr is the probability that ẑ
(`)
i 6= z

(`)
i for any

i ∈ {1, 2, ..., n−k}. Consequently, the probability of correct
recovery Pcorr that ẑ(`) = ẑ(`) is:

Pcorr = (1− Perr)
n−k . (16)

Complexity of the Algorithm for Cryptanalysis. The
algorithm for cryptanalysis directly implies that its com-
plexity is O(τ), and the value of τ depends on the
parameters n1 and t1 in order to provide Perr → 0.

3.2. Security Enhanced Version

The algorithm for cryptanalysis given in the previous
section originates from the fact that in each communica-
tion session a group member uses the same secret vector
z(·). In order to immunize the considered P2KC regard-
ing the developed cryptanalysis, this section proposes
employment of the random selection paradigm recently
reported as an approach for construction of lightweight
authentication and considered in [1], [4], [8] and [9].
The paradigm of random selection employed in certain

authentication protocols can be described as follows.
Suppose that the verifier Alice and the prover Bob run
a challenge-response authentication protocol which uses
a lightweight symmetric encryption operation

E : {0, 1}n ×K → {0, 1}m

of block length n, where K denotes an appropriate key
space. Suppose further that E is weak in the sense that
a passive adversary can efficiently compute the secret
key K ∈ K from samples of the form (u,EK(u)). This is
obviously the case if E is linear.
Random selection denotes a method for compensat-

ing the weakness of E by using the following mode of
operation. Instead of holding a single K ∈ K, Alice and
Bob share a collection K1, ...,KL∗ of keys from K as their
common secret information, where L∗ > 1 is a small
constant.

• Upon receiving a challenge u ∈ {0, 1}n from Alice,
Bob chooses a random index `∗ ∈ {1, 2, ..., L∗}, and
outputs the response y = E(u,K`∗).
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• The verification of y with respect to u can be ef-
ficiently done by computing E−1

K`∗
(y) for all `∗ =

1, 2, ...L∗.

Accordingly, this section yields the following security
enhanced P2KC which is based on the randomization
approaches reported and discussed in [12], [5], [13], [14]
and [2].

A Security Enhanced P2KC based on Niederreiter’s PKE

• System Setting by the Center:
- Center selects a suitable instantiation of Niederre-
iter’s PKE over GF(2) adopting the integers n, k, t,
and the matrices H, S, P. In addition Center suitably
selects the parameters n1 < n, t1 < t, L and L∗ such
that L · L∗ <

(
n−n1

t−t1

)
.

- Center randomly generates a list of different (n −
n1)-dimensional binary vectors v(`,`

∗) each of the
Hamming weight t − t1, and assigns the vectors
v(`,`

∗), `∗ = 1, 2, ..., L∗, to the group member `,
` = 1, 2, ..., L, assuming a group of L members;
- Based on the matrix Q = [qi,j ]

n−k
i=1

n
j=1 = S · H · P,

Center generates the following two matrices Q1 =
[qi,j ]

n−k
i=1

n1
j=1 and Q2 = [qi,j ]

n−k
i=1

n
j=n1+1;

- Center makes publicity available the matrix Q1;
- Center evaluates (n−k)-dimensional binary vectors

z(`,`
∗) = [z

(`,`∗)
i ]n−k

i=1 , `
∗ = 1, 2, ..., L∗, ` = 1, 2, ..., L, as

follows:
z(`,`

∗) = Q2 · v(`,`
∗) ; (17)

- To each group member `, ` = 1, 2, ..., L, Center
delivers in a secure way the vectors z(`,`

∗), ` =
1, 2, ..., L∗.

• Initialization and Encryption at Group Member ”`”,
` = 1, 2, ..., L:
- Receives from Center through a secure channel the
vectors z(`,`

∗), `∗ = 1, 2, ..., L∗, and the parameter t1,
and it keeps these items as the secret data.
- Sends encrypted messages to the Center as fol-
lows: Generate a message in form of an (n −
k)-dimensional vector m of the Hamming weight t1
and generates the ciphertext c as

c = (Q1 ·m)⊕ z(`,`
∗) , (18)

where `∗ is a randomly selected index from the set
{1, 2, ..., L∗}.

• Decryption and Authenticity Control at the Center:
- upon receiving an encrypted message c, Center
taking into account that

c = (Q1 ·m)⊕ z(`,`
∗) = (Q1 ·m)⊕Q2 · v(`,`

∗)

= Q · [m||v(`,`
∗)] (19)

performs decryption as follows:
(i) S−1 · c = (H · P) · [m||v(`,`∗)];
(ii) Use the known (fast) decoding algorithm for C
to find P · [m||v(`,`∗)] and thus [m||v(`,`∗)] = P−1(P ·

[m||v(`,`∗)]);
- Center checks wether the evaluated v(`,`

∗) is in the
list of legitimate group members and if it is, Center
accepts the message m.

4. PRIVACY PRESERVING LIGHT-WEIGHT
AUTHENTICATION EMPLOYING A VARIANT OF
NIEDERREITER PUBLIC-KEY ENCRYPTION

• System Setting
The system operator performs the following opera-
tions for the initial setting of a system with L tags,
and given number of readers.

1) Selection of the system parameters, the integers:
n, k, t, n1 < n, t1 < t, L and L∗ such that L ·L∗ <(
n−n1

t−t1

)
.

2) Selection of the components of the underlying
Niederreiter Public-Key Encryption over GF(2):
- H be an (n − k) × n parity check matrix corre-
sponding to an (n, k, 2t+1) linear code C for which
exists an efficient decoding algorithm D(·) which
can correct t errors, where t is the given system
parameter
- S be any (n − k) × (n − k) nonsingular matrix,
and
- P be any n× n permutation matrix,
all over GF(2).

3) Construction of the matrices Q, Q(1) and Q(2) as
follows:
- Q = [qi,j ]

n−k
i=1

n
j=1, Q = S · H · P;

- Q(1) = [qi,j ]
n−k
i=1

n1
j=1, where n1 is a parameter;

- Q(2) = [qi,j ]
n−k
i=1

n
j=n1+1;

Obviously Q = Q(1)||Q(2).
4) Selection of a required number L · L∗ of

(n − n1)-dimensional binary vectors v(`,`
∗) =

[v
(`,`∗)
i ]n−n1

i=1 , of the Hamming weight equal to t−t1,
where t1 is a parameter and ` = 1, 2, ..., L, `∗ =
1, 2, ..., L∗.

5) Construction of the following L · L∗, n −
k-dimensional binary vectors

z(`,`
∗) = Q(2) · v(`,`

∗) ,

` = 1, 2, ..., L , `∗ = 1, 2, ..., L∗ .

6) Distribution, in a confidentiality secure manner, to
each reader the following: Q, S, H, P, and the
decoding algorithm D(·); The readers keep the
obtained items as the secret ones.

7) Distribution, in a confidentiality secure manner,
to the tag ”`”, ` = 1, 2, ..., L, the vectors z(`,`

∗),
`∗ = 1, 2, ..., L∗. Distribution to each tag in a non-
confidential manner Q(1) and the parameters n1

and t1.
8) Tags and readers share a secure hashing function

h(·).
• Authentication Procedure at Tag
After Tag, with the index `, ` ∈ {1, 2, ..., L}, receives
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a random vector r as a challenge from a reader, it
constructs the response as follows.

1) Generate a random n1-dimensional binary vector
m of the Hamming weight t1;

2) Evaluate n− k-dimensional binary vector c,

c = (Q(1) ·m)⊕ z(`,`
∗)

where `∗ is randomly selected from the set
{1, 2, ..., L∗}.

3) Evaluate the binary vector a,

a = h(r||m||z(`,`
∗))

4) Send the following response to the reader: (c,a).

• Authentication Procedure at Reader
Upon receiving the response (c,a) from a tag, the
reader performs the following.

1) Evaluate S−1 · c.
2) Perform the decoding D(S−1 · c) and inverse per-

mutation P−1(D(S−1 · c)) obtaining as the result
m̂||v̂

3) Evaluate ẑ = Q(2) · v̂
4) Evaluate â = h(r||m̂||ẑ)
5) If â = a the tag has been authenticated preserving

its privacy.

Regarding the above algorithm, note that taking into
account z(`,`

∗) = Q(2)·v(`,`∗), ` = 1, 2, ..., L, ` = 1, 2, ..., L∗,
we have:

c = (Q(1) ·m)⊕ (Q(2) · v(`,`
∗))

Also note the following. Assuming that c = [ci]
n−k
i=1 , m =

[mi]
n1
i=1, and v(`,`

∗) = [v
(`,`∗)
i ]n−n1

i=1 we have:

ci = (

n1⊕
j=1

qi,j ·mj)⊕ (

n⊕
j=n1+1

qi,j · v(`,`
∗)

j−n1
) ,

i = 1, 2, ..., n− k ,

and accordingly

c = [Q(1)||Q(2)] · [m||v(`,`
∗)] = Q · [m||v(`,`

∗)]

Amazingly, a tag exactly performs Niederreiter public-key
encryption of [m||v(`,`∗)] without knowledge of the entire
matrix Q but only its part Q(1) and its secret (person-
alized) vector z(`,`

∗). Obviously, sending the vector c to
the reader, tag provides reader with possibility to recover
[m||v(`,`∗)] because reader has secret keys S and P and
the decoding algorithm D(·).

5. CERTAIN SECURITY ISSUES

This section points out to certain issues on previously
reported and related security evaluation results, which
provide a background for formal security evaluation of the
proposed authentication protocol, but this formal security
evaluation is out of the scope of this paper.

5.1. Background on Complexity of Random Selection
Problem

Paradigm of RandomSelect(n, a, L). Let n, a and L
be publicity known positive integers, and f1, ..., fL :
{0, 1}n → {0, 1}a be secret GF(2)-linear functions. The
learner seeks to deduce the unknown functions f1, ..., fL
from an oracle which outputs in each round an example
(u, w) ∈ {0, 1}n×{0, 1}a in the following way. The oracle
chooses independently and uniformly a random input
u ∈U {0, 1}n, then chooses secretly a random index
` ∈U |L|, computes w = f`(u) and outputs (u, w).

Preliminaries. Following [9], let e1, ..., en denote the stan-
dard basis of the GF(2)-vector space {0, 1}n noting that
{0, 1}n = GF(2)n ⊆ Kn, where K denotes the field
GF(2a). For all i = 1, 2, ..., n, and ` = 1, 2, ..., L, we denote
by x`

i a variable over K representing f`(e
i). Analogously,

let A denote the (n × L)-matrix with coefficients in K
completely defined by Ai,` = f`(e

i). The matrix A as
a strong solution of the learning problem noting that
its coefficients fully characterize the underlying secret
GF(2)-linear functions f1, ..., fL.

Recovering of the Secret Functions. It is claimed in [9]
that observing an example (u, w), where u =

⊕
i∈I e

i, the
only we know is that there is some index ` ∈ |L|, such
that w =

⊕
i∈I Ai,`. This is equivalent to the statement

that A is a solution of the following degree-L equation in
the x`

i -variables.

(
⊕
i∈I

x1
i ⊕ w) · ... · (

⊕
i∈I

xL
i ⊕ w) = 0 . (20)

Employing the linearization as in [9], the nonlinear equa-
tion (20) with nL variables {x`

i}ni=1
L
`=1 transforms into a

linear one with T (n,L) variables:

T (n,L) =

L∑
`=1

(
n

`

)
(L− `+ 1) . (21)

Accordingly, the following approach is proposed in [9] for
recovering the secret functions of RandomSelect(n, a, L):
(a) Collect a set of T (n;L) examples;
(b) Compute the weak solution of our learning problem,
by using an appropriate algorithm which solves systems
of linear equations over K;
(c) Compute the strong solution A.
The previous step (c), as also claimed in [9] is the main
difference between the described approach and the well-
known algebraic attack approaches for cryptanalyzing
LFSR-based keystream generators.

Complexity Issues. It has been shown in [9] that the com-
plexity of the above approach is dominated by the above
step (b), i.e., the complexity of solving a system of linear
equations with T (n,L) variables. On the other hand it is
well known that the time complexity of solving a system
of T (n,L) linear equations is at least O(22.7log2T (n,L)).
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5.2. Random Selection and Noise

In [6], as an important advances over all previously
reported ones, the following three protocols, provably
secure assuming hardness of the underlying (decisional)
LPN problem, have been proposed and discussed.

Authentication Protocol Secure Against Active At-
tacks - Protocol A1, [6]. Employing the secret key
s ∈ Z2`

2 , for the vector v ∈ Z2`
2 , such that wt(v) = `

obtained from the verifier, the prover selects R ← Z`×n
2 ,

and e ← Ber
n
τ , evaluates z : RT · s↓v ⊕ e, z ∈ Zn

2 ,
and sends the pair (R, z) to the verifier, where s↓v is
an `-dimensional sub-vector of the vector s obtained
by selection of the elements of s corresponding to the
elements equal to 1 in the vector v, and Ber

n
τ denotes

the Bernoulli distribution with the parameter τ ≤ 0.5 and
n is an integer. The verifier accepts the verification if
wt(z⊕ RT · s↓v) ≤ nτ .

The First MAC based Construction of Authentication
Protocol Secure against MIM - Protocol MAC1, [6].
The employed secret key is K = (s, h(·), π(·)) where
s ∈ Z2`

2 , h(·) : M × Zν
2 → Zµ

2 is a pairwise inde-
pendent hash function and π(·) is an (almost) pairwise

independent permutation (PIP) over Z`×n+n+ν
2 . Using the

message m ∈ M obtained from the verifier, the prover
selects R ← Z`×n

2 , b ← Zν
2 and e ← Ber

n
τ , evaluates

v := C(h(m,b)), where C : Zµ
2 → Z2`

2 , wt(C(x)) = `,
wt(C(x) ⊕ C(x)) ≥ 0.9`, and z := RT · s↓v ⊕ e, z ∈ Zn

2 ,
and sends π(R, z,b) to the verifier. The verifier evaluates
π−1(R, z,b), v := C(h(m,b)) and accepts the authentica-
tion response if wt(z⊕ RT · s↓v) ≤ nτ assuming that the
rank of R = n.

The Second MAC based Construction of Au-
thentication Protocol Secure against MIM - Pro-
tocol MAC2, [6]. The employed secret key K =
(s0,s1, ..., sµ, h(·), π(·)) where si ∈ Z`

2, i = 1, 2, ..., µ, and
h(·) and π(·) are as defined in the above Protocol MAC1.
Using the message m ∈ M obtained from the verifier,
the prover selects R ← Z`×n

2 , b ← Zν
2 and e ← Ber

n
τ ,

evaluates v := h(m,b), s(v) = s0 ⊕
⊕

i:v[i]=1 si, and

z := RT · s(v) ⊕ e, z ∈ Zn
2 , and sends π(R, z,b) to the

verifier. The verifier evaluates π−1(R, z,b), v := h(m,b),
s(v) = s0 ⊕

⊕
i:v[i]=1 si and accepts the authentication

response if wt(z⊕RT ·s(v)) ≤ nτ assuming that the rank
of R = n.

It has been shown in [6] that above described protocol
A1 is secure under the active attacking scenario, and the
protocols MAC1 and MAC2 are secure under the man-
in-the-middle (MIM) attacking scenario, assuming that
the underlying (decisional) LPN`

τ and related subset LPN
(SLPN) are hard.

6. CONCLUDING DISCUSSION

Security evaluation of a personalized public key cryp-
tosystem (P2KC) based on Niederreiter public-key en-

cryption (PKE) is given. A security enhanced variant of
the considered P2KC is proposed based on the random
selection paradigm. This enhanced P2KC is employed for
construction of an authentication protocol which provides
privacy preserving authentication and which is suitable
for implementation under heavy constraints.
As a background for security of the proposed authen-

tication protocol the following has been pointed out: (i)
hardness of the random select problem which is the core
security element of the protocol; (ii) certain similarity of
the underlying security model of the proposed protocol
and the protocol based on the LPN problem and employ-
ment of a randomly selected sub-keys of the secret key,
reported in [6].
The implementation and processing complexities of

the proposed authentication protocol at the tag’s and
reader’s sides are different: At the tag the complexities
are very low, and at the reader side they are moderate,
which appears as very appropriate in the considered
authentication scenario.
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Second-Order Nonlinearity Bounds of Cubic

MMF Bent-Negabent Functions Constructed by

Using Feistel Functions
Gangopadhyay, Sugata and Mandal, Bimal

Abstract:We construct a class of cubic Maiorana–
McFarland bent-negabent functions by using Feistel func-
tions and then obtain the lower bound of their second-order
nonlinearities.

Index Terms: Bent-negabent functions, Boolean func-
tions, Second order nonlinearity.

1. INTRODUCTION

S
UPPOSE F2n is the extension field of degree n over
F2, the prime field of characteristic 2. The finite field

F2n can be considered as an n dimensional vector space
over F2. Suppose B = {b1, . . . , bn} is a basis of F2n . Then
any x ∈ F2n can be written as

x = x1b1 + . . .+ xnbn where xi ∈ F2,

for all i = 1, . . . , n. The n-tuple (x1, . . . , xn) is said to
be the coordinates of x ∈ F2n with respect to the basis
B. Any function from F2n to F2 is said to be a Boolean
function on n variables. The set of all n-variable Boolean
functions is denoted by Bn. Once a basis B of F2n is
fixed, any function f ∈ Bn can be written as a polynomial
in x1, . . . , xn over F2, said to be the algebraic normal form
(ANF)

f(x1, x2, . . . , xn) =
∑

a=(a1,...,an)∈Fn
2

µa(

n∏
i=1

xai
i ),

where µa ∈ F2. Given the ANF of f ∈ Bn, the value of f
at a point x ∈ F2n is obtained by substituting in the ANF
of f the coordinates of x with respect to B and evaluating
the resulting summation modulo 2. The Hamming weight,
or weight, of an n-tuple x = (x1, . . . , xn) ∈ Fn

2 , denoted
by wt(x), is defined as wt(x) =

∑n
i=1 xi, where the sum

is over Z, the ring of integers. Let m be a positive integer

with binary representation m =
∑l−1

i=0 mi2
i where mi ∈

{0, 1} for all i = 0, . . . , l − 1. The weight of m, wt(m) :=∑l−1
i=0 mi, where the sum is taken over the ring of integers.
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The algebraic degree of f , deg(f) := max{wt(a) : µa 6=
0, a ∈ F2n}. For any two functions f, g ∈ Bn, d(f, g) =
|{x : f(x) 6= g(x), x ∈ F2n}| is said to be the Hamming
distance between f and g. The trace function trn1 : F2n →
F2 is defined by

trn1 (x) = x+ x2 + x22 + . . .+ x2n−1

, for all x ∈ F2n .

Given any x, y ∈ F2n , tr
n
1 (xy) is an inner product of x and

y. For any a ∈ F2n , φa ∈ Bn denotes the linear function
defined by φa(x) = trn1 (ax) for all x ∈ F2n . The set of all
affine functions An is define by

An = {φa + ε : a ∈ F2n , ε ∈ F2}.

A Boolean function f ∈ Bn is said to be a monomial
Boolean function if there exits λ ∈ F2n and a positive
integer d such that f(x) = trn1 (λx

d) for all x ∈ F2n . The
positive integer d is said to be the exponent defining the
function f , whereas deg(f) = wt(d). The Walsh transform
of f ∈ Bn at a ∈ F2n is defined by

Wf (a) =
∑

x∈F2n

(−1)f(x)+trn1 (ax).

The multiset [Wf (a) : a ∈ F2n ] is said to be the Walsh
spectrum of f . The nega-Hadamard transform of f ∈ Bn

at any vectors u ∈ F2n is the complex valued function

Nf (u) = 2−
n
2

∑
x∈F2n

(−1)f(x)+trn1 (ux)ıwt(x)

where ı2 = −1. The nega spectrum of f consists of all
values [Nf (u) : u ∈ F2n ]. Two Boolean functions f, g ∈
Bn are said to be affine equivalent if there exists A ∈
GL(n,F2), that is the group of invertible n × n matrices
over F2, b, a ∈ F2n and ε ∈ F2 such that

g(x) = f(Ax+ b) + φa(x) + ε, for all x ∈ F2n .

The set of all Boolean functions of n variables of degree
at most r is said to be the Reed-Muller code, RM(r, n),
of length 2n and order r.

Definition 1: Suppose f ∈ Bn. For every integer r,
0 < r ≤ n, the minimum of the Hamming distances of f
from all the functions belonging to RM(r, n) is said to be
the rth-order nonlinearity of the Boolean function f i.e.,
nlr(f) = ming∈RM(r,n){d(f, g)}. The sequence of values
nlr(f), for r ranging from 1 to n − 1, is said to be the
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nonlinearity profile of f .
The idea of first-order nonlinearity, usually referred to
as nonlinearity, was introduced by Rothaus [29]. The

relationship between nonlinearity and explicit attack on
symmetric ciphers was discovered by Matsui [22]. For
results on constructions of Boolean functions with high
nonlinearity we refer to [4], [5], [1], [16], [17], [25], [27],
[29], [30].
The idea of higher order nonlinearity has been used

in cryptanalysis by Courtois, Golic, Iwata-Kurosawa,
Knudsen-Robshaw, Maurer, and Millan [9], [13], [14], [18],
[21], [23]. Thus there is a need to construct Boolean
functions with controlled nonlinearity profile. Algorithms to
compute higher order nonlinearities of Boolean functions
are found in [10], [11], [15]. However these algorithms
can compute second order nonlinearities for n ≤ 11 and
for n ≤ 13 for some special cases. Thus there is a need
to find out lower bounds of the second order nonlinearity
of Boolean functions and in general lower bounds for r-th
order nonlinearity of Boolean functions (for r ≥ 1) which is
satisfied for all values of n. A systematic study of higher
order nonlinearity and nonlinearity profile of a Boolean
functions along with development of techniques to obtain
bounds of these characteristics for several classes of
Boolean functions is initiated by Carlet [3], [7]. We also
refer to results due to Carlet-Mesnager [6], and Sun-Wu
[34]. The best known asymptotic upper bound on nlr(f)
is obtained by Carlet and Mesnager [6], which is

nlr(f) = 2n−1 −
√
15

2
· (1 +

√
2)r−2 · 2n

2 +O(nr−2).

In [7], Carlet deduced the lower bounds of the second
order nonlinearity of several classes of monomial Boolean

functions, such as the Welch function f(x) = trn1 (x
2t+3),

when t = n − 1 and n odd, or when t = n + 1 and n
odd, and the inverse function f(x) = trn1 (x

2n−2). Sun
and Wu [34] and Gangopadhyay, Sarkar and Telang [12]
have obtained the lower bounds of the second order
nonlinearity of several classes of cubic monomial Boolean
functions.
Following is the relationship between Nonlinearity and

Walsh spectrum of f ∈ Bn:

nl(f) = 2n−1 − 1

2
max
a∈F2n

|Wf (a)|.

By Parseval’s identity∑
a∈F2n

Wf (a)
2 = 22n

it can be shown that |Wf (a)| ≥ 2n/2 which implies that
nl(f) ≤ 2n−1 − 2

n
2 −1. Thus, the nonlinearity of f ∈ Bn is

bounded above by 2n−1 − 2
n
2 −1.

Definition 2: Suppose n is an even integer. A function
f ∈ Bn is said to be a bent function if and only if nl(f) =
2n−1 − 2

n
2 −1 (i.e., Wf (a) ∈ {2n

2 ,−2
n
2 } for all a ∈ F2n ).

For odd n ≥ 9, the tight upper bound of nonlinearities of
Boolean functions in Bn is not known.

Definition 3: A function f ∈ Bn is said to be negabent
if and only if |Nf (u)| = 1 for all u ∈ F2n .Note that all affine
functions (both with an even and an odd numbers of vari-
ables) are negabent. For an even number of variables, a
negabent function is called bent-negabent if it is also a
bent function.
The Boolean functions which are bent and negabent at
the same time are said to be bent-negabent functions.
The generalized bent criteria which leads to considera-
tion of negabent functions and functions which are both
bent and negabent, i.e., bent-negabent functions, was
introduced by Riera and Parker [28]. Construction of
bent-negabent functions was proposed by Parker and
Pott [26], and negabent functions in Maiorana–McFarland
class was considered by Schmidt, Parker and Pott [31].
A permutation π : F2n → F2n is said to be com-
plete mapping polynomial if x 7→ π(x) + x is also a
permutation. Stănică et al. [32] developed a technique
to construct bent-negabent functions by using complete
mapping polynomials, which was further extended by Su,
Pott and Tang [33]. Laigle-Chapuy [8], Muratović-Ribić,
Pasalic [24] and Markovski, Mileva [20] along with Su,
Pott and Tang have proposed techniques to construct
complete mapping polynomials. In this paper we use the
technique of Markovski and Mileva [20] employing Feistel
functions to construct complete mapping polynomials.
We construct cubic Maiorana-McFarland bent-negabent
functions and study their second-derivatives as well as
lower bounds of second-order nonlinearities.

2. PRELIMINARY RESULTS

2.1. Recursive lower bounds of higher-order nonlinearities

Following are some of the results proved by Carlet [7].

Definition 4: The derivative of f ∈ Bn with respect to
a ∈ F2n , denoted by Daf , is defined as Daf(x) = f(x) +
f(x+ a) for all x ∈ F2n .
The higher-order derivatives are defined as follows.
Definition 5: Let V be an m-dimensional subspace of

F2n generated by a1, . . . , am, i.e., V = 〈a1, . . . , am〉. The
mth-order derivative of f ∈ Bn with respect to V , denoted
by DV f or Da1 . . . Damf , is defined by

DV f(x) = Da1
. . . Dam

f(x) for all x ∈ F2n .

It is to be noted that themth-order derivative of f depends
only on the choice of the m-dimensional subspace V and
independent of the choice of the basis of V .
Proposition 1 ([7], Proposition 2): Let f(x) be any

n-variable Boolean function and r a positive integer
smaller than n, i a non-negative integer smaller than r.
Then

nlr(f) ≥
1

2i
max

a1,a2,...ai∈F2n

nlr−i(Da1
Da2

. . . Dai
f).

In particular, for r = 2,

nl2(f) ≥
1

2
max
a∈F2n

nl(Daf).
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Proposition 2 ([7], Proposition 3): Let f(x) be any
n-variable Boolean function and r a positive integer
smaller than n. We have

nlr(f) ≥ 2n−1 − 1

2

√
22n − 2

∑
a∈F2n

nlr−1(Daf).

If some lower bound on nl(Daf) is known for all a, then
we have the following corollary.
Corollary 1 ([7], Corollary 2): Let f be any n-variable

function and r a positive integer smaller than n. Assume
that, for some nonnegative integers M and m, we have
nlr−1(Daf) ≥ 2n−1 − M2m for every nonzero a ∈ F2n .
Then

nlr(f) ≥ 2n−1 − 1
2

√
(2n − 1)M2m+1 + 2n.

The Propositions 1, 2 and Corollary 1 are applicable for
computation of the lower bounds of the second order non-
linearities of cubic Boolean functions. This is due to the
fact that any first derivative of a cubic Boolean function
has algebraic degree at most 2 and the Walsh spectrum
of a quadratic Boolean function (degree 2 Boolean func-
tion) is completely characterized by the dimension of the
kernel of the bilinear form associated with it.

2.2. Quadratic Boolean functions

Suppose f ∈ Bn is a quadratic function. The bilinear
form associated with f is defined by B(x, y) = f(0) +
f(x) + f(y) + f(x + y). The kernel [2], [19] of B(x, y) is
the subspace of F2n defined by

Ef = {x ∈ F2n : B(x, y) = 0 for all y ∈ F2n}.

Lemma 1 ([2], Proposition 1): Let V be a vector space
over a field Fq of characteristic 2 and Q : V −→ Fq

be a quadratic form. Then the dimension of V and the
dimension of the kernel of Q have the same parity.
Lemma 2 ([2], Lemma 1): Let f be any quadratic

Boolean function. The kernel, Ef , is the subspace of F2n

consisting of those a such that the derivative Daf is
constant. That is,

Ef = {a ∈ F2n : Daf = constant }.

The Walsh spectrum of any quadratic function f ∈ Bn is
given below.
Lemma 3 ([2], [19]): If f : F2n → F2 is a quadratic

Boolean function and B(x, y) is the quadratic form as-
sociated with it, then the Walsh Spectrum of f depends
only on the dimension, k, of the kernel, Ef , of B(x, y) .
The weight distribution of the Walsh spectrum of f is:

Wf (α) number of α

0 2n − 2n−k

2(n+k)/2 2n−k−1 + (−1)f(0)2(n−k−2)/2

−2(n+k)/2 2n−k−1 − (−1)f(0)2(n−k−2)/2

2.3. Construction of bent-negabent functions by using
Feistel function

A Feistel function π : F2t × F2t −→ F2t × F2t is defined
as π(x, y) = (y, x+p(y)), for all x, y ∈ F2t , where p is any
function on F2t . It is proved by Markovski and Mileva [20]
that if p is a permutation then the Feistel function π is a
complete mapping permutation. Using the permutation π
it possible to construct a Maiorana-McFarland type bent
functions

f : (F2t × F2t)× (F2t × F2t) −→ F2

defined by f((x1, x2), (y1, y2)) = (x1, x2) · π(y1, y2), for all
xj , yj ∈ F2t , j = 1, 2.
If p is permutation, then π is a complete mapping

polynomial, which implies that the function f is affine
equivalent to a bent-negabent function (cf. [32]). The
maximum algebraic degree of π is t − 1 and therefore it
is possible to obtain bent-negabent functions of algebraic
degree t by using this technique. In the next section
we concentrate our effort on a particular class of cubic
Maiorana-McFarland bent-negabent functions and deter-
mine the weights of their second derivative along with a
lower bound of their second-order nonlinearities.

3. SECOND-ORDER NONLINEARITIES

In this section we take m = 4t and t ≥ 3. Let
p(y) = y2

i+1, for all y ∈ F2t where gcd(t, i) = e and i is
integer such that 1 ≤ i < t, gcd(2i + 1, 2t − 1) = 1. Since
p is a permutation we obtain cubic Maiorana-McFarland
bent-negabent functions of the form

fi((x1, x2), (y1, y2)) = trt1(x1y2 + x2y1 + x2y
2i+1
2 )

where xj , yj ∈ F2t , j = 1, 2.
Theorem 1: Let V be any two dimensional subspace

of (F2t × F2t) × (F2t × F2t). Then the number of such
subspaces on which DV fi is constant is given by

(2t − 1)(25t+e−1(2e + 1) + (2t + 1)(24t−1 − 22t − 1))

3
.

Proof: Let
V = 〈((a1, a2), (b1, b2)), ((c1, c2), (d1, d2))〉
be any two dimensions subspace of (F2t ×F2t)×(F2t ×

F2t). The second-derivative of fi is

DV fi((x1, x2), (y1, y2))=tr
t
1((a1d2+b2c1)+(a2d1+b1c2)+

((a2d2+b2c2)+(a2d
2i

2 +b2
i

2 c2)
2i)yi+(a2+c2)(b

2i

2 d2+b2d
2i

2 )+

(b2
i

2 d2 + b2d
2i

2 )x+ (a2d
2i+1
2 + b2

i+1
2 c2)).

Case I: Let, (b1, b2)=(d1, d2)=(0, 0) i.e., V be any
two dimensional subspace of (F2t × F2t) × ({0} ×
{0}). Then V = 〈((a1, a2), (0, 0)), ((c1, c2), (0, 0))〉 and
DV fi((x1, x2), (y1, y2)) = 0.
Thus with respect to any two dimensional subspace of

(F2t × F2t)× ({0} × {0}) the second-derivative is 0.
The number of such 2-dimensional subspace is

(22t−1)(22t−1−1)
3 .
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Case II: Let b2 = 0, d2 6= 0. Then
DV fi((x1, x2), (y1, y2))= trt1((a1d2 + (a2d1 + b1c2) +

(a2d
2i+1
2 ) + (a2d2 + (a2d

2i

2 )2
i

)y2
i

)

which is constant if and only if a2d2 + (a2d
2i

2 )2
i

= 0.

Subcase I: If a2 6= 0, then a2d2 6= 0 and
V = 〈((a1, a2), (b1, 0)), ((c1, c2), (d1, d2))〉. Now, a2d2 +
(a2d

2i

2 )2
i

= 0.

i.e., a2
i

2 d2
2i

2 = a2d2.

i.e., a2
i−1

2 d2
2i−1

2 = 1, since a2 6= 0, d2 6= 0.

i.e., (a2d
2i+1
2 )2

i−1 = 1.

i.e., a2d
2i+1
2 ∈ F∗

2i .

i.e., a2d
2i+1
2 ∈ F∗

2e as gcd(i, t) = e.
Thus, given any a2 ∈ F∗

2t it is possible to chose d2
in 2e − 1. a1, b1, c1, c2, d1 can be chosen in 2t ways
and a2 in 2t − 1 ways. Again the subspace generate
by {((a1, a2), (b1, 0)), ((c1, c2), (d1, d2))} is the same the
subspace generate by {((a1, a2), (b1, 0)), ((a1 + c1, a2 +
c2), (b1 + d1, d2))}. Therefore, the total number of distinct
2-dimensional subspace such that the second-derivative

of fi is constant is equal to
2t(2t−1)2t22t2t(2e−1)

2 =
25t(2t−1)(2e−1)

2 .

Subcase II: If a2 = 0, then
V = 〈((a1, 0), (b1, 0)), ((c1, c2), (d1, d2))〉

and
DV fi((x1, x2), (y1, y2)) = trt1(a1d2 + b1c2),

which is constant. In this subcase a1, b1, c1, c2, d1 can
be chosen in 2t ways and d2 in 2t − 1 ways except
a1, b1 both equal to 0. Therefore, the total number of
distinct 2-dimensional subspace with basic of this type

is
(22t−1)23t(2t−1)

2 .

Case III: If b2=0 and d2=0, then
DV fi((x1, x2), (y1, y2))= trt1(a2d1 + b1c2)

which is constant.

Subcase I: If b1=0, then
d1 6= 0, then DV fi((x1, x2), (y1, y2)) =trt1(a2d1) and

V =〈((a1, a2), (0, 0)), ((c1, c2), (d1, 0))〉.
Again the subspace generate by
{((a1, a2), (0, 0)), ((c1, c2),
(d1, 0))} is the same the subspace generate by
{((a1, a2), (0,
0)), ((a1 + c1, a2 + c2), (d1, 0))}. Therefore, the total num-
ber of distinct 2-dimensional subspace of this type is
(22t−1)22t(2t−1)

2 .

Subcase II: If b1 6= 0 and d1 6= 0 with b1 6= d1 then
DV fi((x1, x2), (y1, y2)) = trt1(a2d1 + b1c2)

and
V = 〈((a1, a2), (b1, 0)), ((c1, c2), (d1, 0))〉.
If b1 = d1 then the subspace generated

by{((a1, a2), (b1, 0)), ((c1, c2), (d1, 0))} is same as the
subspace generate by {((a1 + c1, a2 + c2), (b1 +
d1, 0)), ((c1, c2), (d1, 0))} i.e., {((a1 + c1, a2 +
c2), (0, 0)), ((c1, c2), (d1, 0))}. Here a1, a2, c1, c2, can

be chosen in 2t ways b1 in 2t − 1 ways and d1 in
2t − 2 ways. Therefore, the total number of distinct
2-dimensional subspace with basic of this type is
22t(2t−1)22t(2t−2)

6 i.e.,
24t(2t−1)(2t−2)

6 .

Case IV: Let, b2 6= 0, d2 6= 0 with
b2 6= d2.If b2 = d2 then the subspace generated
by{((a1, a2), (b1, b2)), ((c1, c2), (d1, d2))} is same
as the subspace generate by {((a1 + c1, a2 +
c2), (b1 + d1, b2 + d2)), ((c1, c2), (d1, d2))} i.e.,
{((a1 + c1, a2 + c2), (b1 + d1, 0)), ((c1, c2), (d1, d2))}.
Then DV fi((x1, x2), (y1, y2)) = trt1((a1d2 + b2c1) +

(a2d1+b1c2)+((a2d2+b2c2)+(a2d
2i

2 +b2
i

2 c2)
2i)y2

i

+(a2+

c2)(b
2i

2 d2 + b2d
2i

2 ) + (b2
i

2 d2 + b2d
2i

2 )x+ (a2d
2i+1
2 + b2

i+1
2 c2))

which is constant if and only if

(a2d2+b2c2)+(a2d
2i

2 +b2
i

2 c2)
2i=0 and (b2

i

2 d2+b2d
2i

2 )=0.
Now, b2

i

2 d2 + b2d
2i

2 = 0.
i.e., b2

i

2 d2 = b2d
2i

2 .

i.e., (d2

b2
)
2i−1

= 1 since b2 6= 0, d2 6= 0.

i.e., d2

b2
∈ F∗

2i .

i.e., d2

b2
∈ F∗

2e as gcd(i, t) = e.
Thus, d2 = b2λ where λ ∈ F∗

2e and λ 6= 1 as d2 6= b2.
Therefore, for each nonzero choice of b2 it is possible

to choose d2 in 2e − 2 ways. From the first condition we
obtain:
i.e., a2d2 + c2b2 + (a2d

2i

2 + c2b
2i

2 )2
i

= 0.
i.e., b2(a2λ+ c2) + (b2

i

2 (a2λ+ c2))
2i = 0.

i.e., (b2
i+1

2 (a2λ+ c2))
2i−1 = 1 , if a2λ+ c2 6= 0.

i.e., b2
i+1

2 (a2λ+ c2) ∈ F∗
2i .

i.e., b2
i+1

2 (a2λ+ c2) ∈ F∗
2e , since gcd(i, t) = e.

i.e., b2
i+1

2 (a2λ+ c2) = λ′ ∈ F∗
2e .

i.e., c2 = a2λ+ λ′

b2
i+1

2

.

a1, a2, b1, c1, d1 can be chosen in 2t ways, b2
in 2t − 1 ways, c2 in 2e ways, d2 in 2e − 2 ways
(including the case for which a2λ + c2 = 0). Each
2-dimensional subspace generated by a pair of vectors
((a1, a2), (b1, b2)), ((c1, c2), (d1, d2)), satisfying the above
conditions, contains altogether 6 distinct bases satis-
fying these conditions. Therefore, the total number of
distinct 2-dimensional subspace with basic of this type

is
25t+e(2t−1)(2e−2)

6 .

Now, adding the all cases we have

(2t − 1)(25t+e−1(2e + 1) + (2t + 1)(24t−1 − 22t − 1))

3
.

Theorem 2: Let f((x1, x2), (y1, y2)) = trt1(x1y2+x2y1+

x2y
2i+1
2 ) for all xj , yj ∈ F2t , j= 1,2, where m = 4t

and t ≥ 3. i is integer such that 1 ≤ i < t, gcd(2i +
1, 2t − 1) = 1 and gcd(i, t) = e. Then nl2(f) ≥ 2m−1 −
1
2

√
27t+e − 2

11t+e
2 + 26t(2

t+e
2 − 2e + 1).

Proof: We know that
nl2(f) ≥ 1

2 max(a,b)∈(F2t×F2t )×(F2t×F2t )
nl(D(a,b)f),

where (a, b) ∈ (F2t × F2t) × (F2t × F2t). Let a = (a1, b1)
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and b = (b1, b2) where aj , bj ∈ F2t for all j = 1, 2. To
find nl2(f) it is need to find nonlinearity of D(a,b)f for
all (a, b) ∈ (F2t × F2t) × (F2t × F2t). Let the dimension
of the kernel of the bilinear form associated to D(a,b)f ,
is the dimension of ED(a,b)f denoted by k(a, b).Since
ED(a,b)f = {((c1, c2), (d1, d2)) ∈ (F2t × F2t) × (F2t × F2t) :
D(c,d)D(a,b)f = constant}, where c = (c1, c2), d = (d1, d2)
and cj , dj ∈ F2t for all j = 1, 2.

D(c,d)D(a,b)f((x1, x2), (y1, y2))=tr
t
1((a1d2 + b2c1) +

(a2d1+b1c2)+((a2d2+b2c2)+(a2d
2i

2 +b2
i

2 c2)
2i)y2

i

+(a2+

c2)(b
2i

2 d2+ b2d
2i

2 )+ (b2
i

2 d2+ b2d
2i

2 )x+(a2d
2i+1
2 + b2

i+1
2 c2)).

Case I: If b2 = 0 then
D(c,d)D(a,b)f((x1, x2), (y1, y2)) = trt1((a1d2 + (a2d1 +

b1c2) + (a2d2 + (a2d
2i

2 )2
i

)y2
i

+ a2d
2i+1
2 ).

It is constant iff a2d2 + (a2d
2i

2 )2
i

=0.

Subcase I: Let b2 = 0 but a2 6= 0. If d2 = 0 then
D(c,d)D(a,b)f((x1, x2), (y1, y2))= constant. It is possible
to choose c1,c2 and d1 in 2t ways. Therefore, the total
number of ways in which ((c1, c2), (d1, 0)) can be chosen
so that D(c,d)D(a,b)f is constant is 23t.
Again if d2 6= 0 then D(c,d)D(a,b)f = constant if and

only if a2d2 + (a2d
2i

2 )2
i

= 0.
i.e., a2

i

2 d2
2i

2 = a2d2.

i.e., (a2d
2i+1
2 )2

i−1 = 1 as a2 6= 0.

i.e., a2d
2i+1
2 ∈ F∗

2i .

i.e., a2d
2i+1
2 ∈ F∗

2e as gcd(i, t) = e.
For each nonzero choice of a2, it is possible to choose

d2 in 2e−1 ways. c1,c2 and d1 can be chosen in 2t ways.
Thus, the total number of ways in which ((c1, c2), (d1, d2))
can be chosen so that D(c,d)D(a,b)f is constant is 23t(2e−
1) ways. Thus if b2 = 0 and a2 6= 0, then the total number
of ways in which ((c1, c2), (d1, d2)) can be chosen such
that D(c,d)D(a,b)f is constant is 23t(2e − 1) + 23t =23t+e.

Subcase II: Let b2 = 0 and a2 = 0 then
D(c,d)D(a,b)f((x1, x2), (y1, y2)) =trt1(a1d2 + b1c2) which
is constant. It is possible to choose c1, c2, d1, d2
in 2t ways.Therefore, total number of ways in which
((c1, c2), (d1, d2)) can be chosen such that D(c,d)D(a,b)f
is constant is 24t.

Case II: If b2 6= 0, then
D(c,d)D(a,b)f((x1, x2), (y1, y2)) = constant,

if and only if b2
i

2 d2+b2d
2i

2 = 0 and (a2d2+b2c2)+(a2d
2i

2 +
b2

i

2 c2)
2i = 0.

Subcase I: If b2 6= 0 but d2 = 0 then D(c,d)D(a,b)f is

constant if and only if b2c2 + (b2
i

2 c2)
2i = 0.

i.e., c2
i

2 b2
2i

2 = c2b2.

i.e., (c2b
2i+1
2 )2

i−1 = 1 if c2 6= 0.

i.e., c2b
2i+1
2 ∈ F∗

2i .

i.e., c2b
2i+1
2 ∈ F∗

2e as gcd(i, t) = e.
For each choice of b2,it is possible to choose c2 in

2e ways (including c2 = 0). c1 and d1 can be chosen
in 2t ways. Thus, the total number of ways in which

((c1, c2), (d1, 0)) can be chosen so that D(c,d)D(a,b)f is

constant is 22t+e ways.

Subcase II: Let b2 6= 0 and d2 6= 0. Then D(c,d)D(a,b)f is

constant if and only if b2
i

2 d2+b2d
2i

2 = 0 and (a2d2+b2c2)+
(a2d

2i

2 + b2
i

2 c2)
2i = 0.

Now, b2
i

2 d2 + b2d
2i

2 = 0.
i.e., b2

i

2 d2 = b2d
2i

2 .

i.e., (d2

b2
)2

i−1 = 1.

i.e., d2

b2
∈ F∗

2i .

i.e., d2

b2
∈ F∗

2e as gcd(i, t) = e.
i.e., d2 = λb2, where λ ∈ F∗

2e .
For each b2, it is possible to choose d2 in 2e−1 ways .
Now, (a2d2 + b2c2) + (a2d

2i

2 + b2
i

2 c2)
2i = 0

i.e., b2(a2λ+ c2) + b2
2i

2 (a2λ+ c2)
2i = 0.

i.e., (b2
i+1

2 (a2λ+ c2))
2i−1 = 1, let a2λ+ c2 6= 0.

i.e., b2
i+1

2 (a2λ+ c2) ∈ F∗
2e , as gcd(i, t) = e.

So, c2 = a2λ+ λ′

b2
i+1

2

, where λ′ ∈ F∗
2e .

Therefore, c1 and d1 can be chosen in 2t ways and c2
choose 2e ways (including a2λ + c2 = 0) Thus, the total
number of ways in which ((c1, c2), (d1, d2)) can be chosen
so that D(c,d)D(a,b)f is constant is 22t+e(2e − 1) ways.
Thus if b2 6= 0, then the total number of ways in which

((c1, c2), (d1, d2)) can be chosen such that D(c,d)D(a,b)f
is constant is 22t+e(2e − 1) + 22t+e =22t+2e.
So, the dimension of ED(a,b)f is k(a, b)=

k((a1, a2), (b1, b2)) =


4t, if a2 = 0, b2 = 0
3t+ e, if a2 6= 0, b2 = 0
2t+ 2e, if a2 = 0, b2 6= 0
2t+ 2e, if a2 6= 0, b2 6= 0

Let F2t × F2t = F2
2t . The nonlinearity of D(a,b)f is

nl(D(a,b)f) = 2m−1 − 1

2
max

(u,v)∈F2
2t

×F2
2t

| WD(a,b)f (u, v) |

= 2m−1 − 1

2
2

m+k(a,b)
2 .

We know that(By Proposition 1),

nl2(f) ≥
1

2
max

(a,b)∈F2
2t

×F2
2t

nl(D(a,b)f)

=
1

2
(2m−1 − 1

2
2

m+2t+2e
2 ).

(1)

By Proposition 2,

nl2(f) ≥ 2m−1 − 1

2

√
22m − 2

∑
(a,b)∈F2

2t
×F2

2t

nl(D(a,b)f)

Now,
∑

(a,b)∈F2
2t

×F2
2t
nl(D(a,b)f) =∑

((a1,0),(b1,0))
nl(D(a,b)f) +

∑
((a1,a2),(b1,0)),a2 6=0 nl(D(a,b)f)

+
∑

((a1,0),(b1,b2)),b2 6=0 nl(D(a,b)f)
+
∑

((a1,a2),(b1,b2)),a2 6=0,b2 6=0 nl(D(a,b)f)

= 22t(2m−1 − 1
22

m+4t
2 ) + 22t(2t − 1)(2m−1 − 1

22
m+3t+e

2 ) +

23t(2t − 1)(2m−1 − 1
22

m+2t+2e
2 )
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=28t−1 − 26t−1 + 1
2 (2

6t+e + 2
11t+e

2 − 27t+e − 2
13t+e

2 ).

Thus

nl2(f) ≥ 2m−1

− 1

2

√
27t+e − 2

11t+e
2 + 26t(2

t+e
2 − 2e + 1).

(2)

Subtracting the lower bound obtained in (1) from the
lower bound (2), we obtain

2m−1 − 1
2

√
27t+e − 2

11t+e
2 + 26t(2

t+e
2 − 2e + 1)

− 1
2 (2

m−1 − 1
22

m+2t+2e
2 )

= 1
4 (2

m + 2
3m
4 +e)

− 1
2

√
2

7m
4 +e − 2

11m
8 + e

2 + 2
3m
2 (2

m
8 + e

2 − 2e + 1) > 0
for sufficiently large n.Therefore (2) is the better lower
bound than (1). Therefore, nl2(f) ≥

2m−1 − 1

2

√
27t+e − 2

11t+e
2 + 26t(2

t+e
2 − 2e + 1).
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A Note on the Structure of 6-Variable Bent

Functions
Gangopadhyay, Sugata, and Sharma, Deepmala

Abstract: It is proved that all 6-variable bent functions
are affine equivalent to Maiorana-McFarland type bent
functions.

Index Terms: Bent functions, Derivative, Maiorana-
McFarland type bent, Walsh Transformation.

1. INTRODUCTION

L
ET F2 be the prime field of characteristic 2 and Fn

2 be
the n dimensional vector space over F2. A function

from Fn
2 into F2 is called a Boolean function on n vari-

ables. The set of all such functions is denoted by Bn. Let
the cardinality of any set S be denoted by |S| and Z be the
set of integers. The function d : Bn × Bn −→ Z defined
by d(f, g) = |{x ∈ Fn

2 | f(x) 6= g(x)}|, for all f, g ∈ Bn,
is said to be the Hamming distance between f and g.
An inner product of two vectors u, v ∈ Fn

2 is denoted by
u · v. A function l ∈ Bn is affine if and only if there exist
λ ∈ Fn

2 and ε ∈ F2 such that f(x) = λ · x + ε. Bent
functions on Fn

2 have the maximum distance to the set
of all affine functions on Fn

2 and thus provide maximum
possible resistance to Best Affine Approximation attack.
We denote the group of n × n invertible matrices over
F2 by GL(n,F2). Two Boolean functions f , g ∈ Bn

are said to be affine equivalent, if there exist a matrix
A ∈ GL(n,F2), b, λ ∈ Fn

2 and ε ∈ F2 such that g(x)
= f(Ax + b) + λ · x + ε. Rothaus [12] proved that all
6-variable bent functions are affine equivalent to four bent
functions. This proof requires a computer search of order
215. Preneel [11, page 259] estimated that less than 1%
of 6-variable bent functions is of Maiorana-McFarland
type. Braeken, Borisov, Nikova and Preneel [1] classified
all 6-variable Boolean functions. This classification also
uses computer. It is possible to prove that all 6-variable
bents are affine equivalent to Maiorana-McFarland type
bents directly from the classification due to Rothaus [12].
However it should be noted that the proof is computer
dependent. In this paper we present a proof of the same
fact which does not depend on computer. Whether the
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classification of 6-variable bents can be done without
computer search is still an open question. We expect that
our proof is a step towards that question.

2. PRELIMINARIES

Let x = (x1, x2, . . . , xn) ∈ Fn
2 . The Hamming weight of

x is denoted by wt(x) =
∑n

i=1 xi, where the sum is taken
over the set of integers. The algebraic normal form (ANF)
of a Boolean function f ∈ Bn is as follows

f(x1, x2, . . . , xn) =
∑
a∈Fn

2

µa(

n∏
i=1

xai
i ), µa ∈ F2.

The sum and the product in the above expression are
over F2. The degree of f , denoted by deg(f), is the
maximal value of wt(a) such that µa 6= 0. The Walsh
transformWf of a Boolean function f at λ ∈ Fn

2 is defined
as

Wf (λ) =
∑
x∈Fn

2

(−1)f(x)+λ·x.

For a bent function f ∈ Bn, Wf (λ) = ±2n/2 for all λ ∈ Fn
2 .

Any positive integer z, 0 ≤ z ≤ 2n−1, can be written as
z =

∑n−1
i=0 zi2

i, where zi ∈ F2 and the sum is taken over
the set of integers. For n = 6 corresponding to each z we
define a vector b(z) = (z5, z4, ..., z0) where zi’s are defined
as above which implies that b(z) = (z5, z4, ..., z0) ∈ F6

2.
Consider the two dimensional subspace V of F6

2 gener-
ated by b(1) and b(2). For each i = 0, 1, 2..., 15 denote
the coset b(i22) + V by Vi. The restriction of f to Vi is
defined as

f |Vi(x) = f(b(i22) + x) for all x ∈ V.

Let l0, l1, l2, l3 be 2-variable linear functions and lc0, l
c
1, l

c
2, l

c
3

be their complements respectively. If f |Vi
= lj or f |Vi

=
lcj , then we write f |Vi

= φj . The decomposition of a
Boolean function f ∈ B6 with respect to a two dimen-
sional subspace V is the sequence (f |V0

, f |V1
, ..., f |V15

).
Suppose W is a subspace of Fn

2 of dimension dim(W ).
Any coset of W in Fn

2 (including W itself) is referred
to as a flat of dimension dim(W ) parallel to W . Con-
catenation f ∈ Bn of f1, f2 ∈ Bn−1 is denoted by
f1‖f2. The algebraic normal form of f that is of f1‖f2 is
given by f(x1, x2, . . . , xn) = (1+xn)f1(x1, x2, . . . , xn−1)+
xnf2(x1, x2, . . . , xn−1). The function Li(gh) is recursively
defined as follows:

L(gh) = L1(gh) = g‖h,
Li(gh) = Li−1(gh)‖Li−1(gh) for i ≥ 2.
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The derivative of a function f ∈ Bn with respect to a ∈ Fn
2

is defined as Daf(x) = f(x + a) + f(x), for all x ∈ Fn
2 .

The second derivative at a, b ∈ Fn
2 is DaDbf(x) = f(x +

a+ b) + f(x+ b) + f(x+ a) + f(x) for all x ∈ Fn
2 . The set

of all bent functions which have zero second derivative
is denoted by E .
Let the group of 6 × 6 invertible matrices over F2 be

denoted by GL(6,F2). Define a group action of GL(6,F2)
on F 6

2 by (A, b(z)) 7→ (Ab(z)T )T . Let the matrix I6 ∈
GL(6,F2) be the identity matrix, Tij ∈ GL(6,F2) be the
matrix obtained from I6 by interchanging i-th and j-th row
and Ti+j ∈ GL(6,F2) be the matrix obtained from I6 by
adding the j-th row to the i-th row.
A bent function f on Fm

2 ×Fm
2 , wherem = n/2, is said to

be a Maiorana-McFarland type bent function if and only
if f can be written as f(x, y) = x · φ(y) + g(y), where
φ is a permutation from Fm

2 into Fm
2 and g an arbitrary

Boolean function on Fm
2 . We denote the class of all bent

functions which are equivalent to a Maiorana-McFarland
type bent function under affine transformations by M#,
this class is also referred to as the complete class of
Maiorana-McFarland type bent functions. The following
proposition stated in [4] clearly characterizes the class
M#.
Proposition 1: A Boolean function f on Fn

2 is affine
equivalent to a Maiorana-McFarland function if and only
if there exists a subspace U of dimension m such that
the function f is affine on every coset of U .
We list some more results below.
Lemma 1: A Boolean function f is affine on a two

dimensional space V if and only if f is balanced or
constant on V .
Proof: If a Boolean functions is affine, then clearly it is
balanced or constant. Conversely suppose that a Boolean
function on two variables is balanced. There are six
balanced functions on two variables and there are 8 affine
functions on two variables. Among the affine functions
there are 2 constant functions and rest are balanced.
This proves that any balanced function on two variables
is affine.
Lemma 2: [5, theorem 1] Suppose f is a bent function

on n variables. Let V be any subspace of dimension n
2 .

The function f is constant on some coset of V if and only
if f is balanced on all other cosets of V .
The next lemma is a direct consequence of Corollary 5
of [3]. We state it without proof.
Lemma 3: Any cubic bent function has at least one

second derivative equal to zero i.e. there exist at least
two distinct elements a, b ∈ Fn

2 , such that DaDbf = 0.
Remark 1: Any 6-variable bent function is either

quadratic or cubic. In both these cases it has at least one
second derivative equal to zero. Thus set of all bents on
6 variables form a subset of E∩B6. This fact is repeatedly
used in the next section.
Lastly we prove a result related to the linear transforma-
tions defined above.
Lemma 4: Suppose T ∈ GL(6,F2) is such that the

image of the coset Vi with respect to T is Vj , i.e.,

T (Vi) = Vj . If f, g ∈ B6 such that g(x) = f(T (x)), then

g|Vi
(x) = f |Vi

(T (x)) = f |Vj
(x)

if the following conditions are satisfied:

1) T (b(i22)) = b(j22),
2) T (x) = x for all x ∈ V .

Proof: g|Vi(x) = g(b(i22) + x) = f(T (b(i22) + x)) =
f(T (b(i22))+T (x)) = f(b(j22)+x) = f |Vj (x) for all x ∈ V .

3. ALL 6-VARIABLE BENTS ARE IN M#

First we study the structure of Boolean functions which
have at least one second derivative zero.
Lemma 5: Suppose f is a Boolean function on n vari-

ables. Let V be the subspace generated by a, b ∈ Fn
2

where a 6= b. If y, y′ ∈ Fn
2 such that y + V = y′ + V , then

DaDbf(y) = DaDbf(y
′). Further, DaDbf(y) = 0 if and

only if the restriction of f on y + V is affine.
Proof: Here V is a two dimensional subspace of Fn

2 given
by V = {0, a, b, a+ b}. It is given that y + V = y′ + V for
some y, y′ ∈ Fn

2 , then there exists a permutation ψ on
V , ψ(h) = h′, h, h′ ∈ V such that y + h = y′ + ψ(h) ⇒
f(y + h) = f(y′ + ψ(h)) therefore DaDbf(y) = f(y + a+
b) + f(y + a) + f(y + b) + f(y + 0) = f(y′ + ψ(a + b)) +
f(y′+ψ(a))+ f(y′+ψ(b))+ f(y′+ψ(0)) = f(y′+a+ b)+
f(y′ + a) + f(y′ + b) + f(y′) = DaDbf(y

′).
Next, consider the flat y + V parallel to the subspace

V = 〈a, b〉. The restriction of f on y + V , g, is defined as
g(x) = f(y + x), for all x ∈ V then

DaDbf(y) = f(y + a+ b) + f(y + a)

+f(y + b) + f(y)

= g(a+ b) + g(a) + g(b) + g(0) = 0.

SupposeDaDbf(y) = 0. Then g(a+b)+g(a)+g(b)+g(0) =
0. Therefore g is either a constant or a balanced function
on 2 variables. Thus by Lemma 1 g is affine.
Conversely if g is affine the g(a+b)+g(a)+g(b)+g(0) =

0, then DaDbf(y) = 0.
Corollary 1: Suppose f is a Boolean function on n

variables. For some a, b ∈ Fn
2 , a 6= b,DaDbf(y) = 0, for

all y ∈ Fn
2 , if and only if f is affine on all flats parallel to

the subspace V generated by a and b.
Proof: First suppose that DaDbf(y) = 0 for all y ∈ Fn

2 .
Consider the flat y+V parallel to V for some arbitrary y ∈
Fn
2 . Then by applying Lemma 5, DaDbf(y) = 0 implies

that f is affine on y+V . Hence f is affine on all the flats
parallel to the subspace V .
Conversely suppose that f is affine on all the flats

parallel to the subspace V . Consider the flat y+V parallel
to V for arbitrarily chosen y ∈ Fn

2 . Then by applying
Lemma 5,DaDbf(y) = 0. Since for each y ∈ Fn

2 there
exist some y′ ∈ Fn

2 such that y + V = y′ + V , then from
Lemma 5, for all y ∈ Fn

2 , DaDbf(y) = 0.
Theorem 1: Suppose a bent function f ∈ Bn is affine

on all the flats parallel to a two-dimensional subspace
V of Fn

2 . If n0 and n1 be the numbers of flats on which
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the restrictions of f are l and lc respectively, where l
and lc are affine functions on two variables one being
the complement of the other, then n0 = 2

n
2 −3(2

n
2 −2 + ε)

and n1 = 2
n
2 −3(2

n
2 −2 − ε), where ε ∈ {1,−1}.

Proof: Let S(f, l, V ) = {i|f |Vi = l}, it is given that
the cardinality |S(f, l, V )| = n0 and |S(f, lc, V )| = n1.
Construct an affine function L whose restriction on each
Vi is l. Since f is a bent function∑

x∈Fn
2
(−1)f(x)+L(x)

=

2n−2−1∑
i=0

∑
x∈Vi

(−1)f(x)+L(x)

=
∑

i∈S(f,l,V )

∑
x∈Vi

(−1)f(x)+l(x)

+
∑

i∈S(f,lc,V )

∑
x∈Vi

(−1)f(x)+l(x)

+
∑

i/∈S(f,l,V )∪S(f,lc,V )

∑
x∈Vi

(−1)f(x)+l(x)

=
∑

i∈S(f,l,V )

∑
x∈Vi

(−1)l(x)+l(x)

+
∑

i∈S(f,lc,V )

∑
x∈Vi

(−1)l
c(x)+l(x)

+
∑

i/∈S(f,l,V )∪S(f,lc,V )

∑
x∈Vi

(−1)f(x)+l(x)

= 4n0 − 4n1 + 0 = 4(n0 − n1) = ε2
n
2 (1)

where ε ∈ {1,−1}. Now if V is a two dimensional space,
then for a Boolean function g ∈ Bn we have the following
relation [5]:

∑
v∈V ⊥

Wg(v)
2 = 2n−2

2n−2−1∑
i=0

Wg|Vi
(0)2.

Let us consider g(x) = f(x) + L(x). Then

2n−2.2n = 2n−2
2n−2−1∑

i=0

Wg|Vi
(0)2

2n =

2n−2−1∑
i=0

[
∑
x∈Vi

(−1)f(x)+L(x)]2

=
∑

i∈S(f,l,V )

[
∑
x∈Vi

(−1)f(x)+l(x)]2

+
∑

i∈S(f,lc,V )

[
∑
x∈Vi

(−1)f(x)+l(x)]2

+
∑

i/∈S(f,l,V )∪S(f,lc,V )

[
∑
x∈Vi

(−1)f(x)+l(x)]2

=
∑

i∈S(f,l,V )

[
∑
x∈Vi

(−1)l(x)+l(x)]2

+
∑

i∈S(f,lc,V )

[
∑
x∈Vi

(−1)l
c(x)+l(x)]2

+
∑

i/∈S(f,l,V )∪S(f,lc,V )

[
∑
x∈Vi

(−1)f(x)+l(x)]2

= 16n0 + 16n1 + 0 = 16(n0 + n1). (2)

By solving (1) and (2) we get,

n0 = 2
n
2 −3(2

n
2 −2 + ε)

n1 = 2
n
2 −3(2

n
2 −2 − ε).

Hence proved.
Corollary 2: If f is a 6-variable bent function such that

DaDbf = 0 for a, b ∈ Fn
2 and a 6= b i.e., f ∈ E ∩ B6, then

for any i = 0, 1, 2, 3 the number of flats parallel to the
two dimensional subspace V = 〈a, b〉 of Fn

2 on which the
restrictions of f is φi is exactly 4.
Proof: Since f ∈ E ∩ B6, by Corollary 1, f is a 6-variable
bent function which is affine on all the two dimensional
flats parallel to V . Let A2 = {l0, lc0, l1, lc1, l2, lc2, l3, lc3} be
the set of all 2-variable affine functions. Therefore the
restrictions of the function f on all two dimensional flats
parallel to V belong to the set A2. In the previous section
we have defined the decomposition of f with respect to
V as (f |V0

, f |V1
, f |V2

, . . . , f |V15
). Suppose affine function

l ∈ A2 occurs n0 times and lc ∈ A2 occurs n1 times in
the above sequence. Then by Theorem 1 we get,

n0 − n1 = ±2 and n0 + n1 = 4.

Consider n0 > n1, we get (n0, n1) = (3, 1). Then by the
definition of φi, for any i = 0, 1, 2, 3 the number of flats
on which the restriction of f is φi is exactly 4.
Given any two dimensional subspace V in F6

2 it is
possible to choose the coordinates in such a way that
V = 〈b(1), b(2)〉. Let
P0 = {V0, V1, V2, V3}, P1 = {V4, V5, V6, V7},
P2 = {V8, V9, V10, V11}, P3 = {V12, V13, V14, V15}
be ordered subsets of flats parallel to V = V0. Clearly

the set {P0, P1, P2, P3} is a partition of the set of all flats
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parallel to V . For description of Vi’s we refer to section
??. In the following results we shall always use these
coordinates and this labeling of the flats whenever we
refer to the subspace V .
Lemma 6: Suppose f ∈ B6, V is a two dimensional

subspace of F6
2 and i is a fixed integer such that 4 ≤ i ≤

15. There exists a Boolean function g ∈ B6 which is affine
equivalent to f such that g|Vj

= f |Vj
for j = 0, 1, 2, 3 and

g|V4
= f |Vi

.
Proof: Suppose that 5 ≤ i ≤ 7. If i = 5, then consider
T4+2 ∈ GL(6,F2). T4+2(x) = x for all x ∈ V = V0,
T4+2(V5) = V4 and T4+2(b(5.2

2)) = b(4.22). Therefore by
lemma 4, g(x) = f(T4+2(x)) is such that g|V4

= f |Vi
. If j =

6 or 7, then g(x) = f(T3+2(x)) or g(x) = f(T3+2T4+2(x))
respectively is the function such that g|V4

= f |Vi
. It is to

be noted that for each of the transformations discussed
above the sufficient condition provided in lemma 4 is
satisfied.
If T12 is applied on F6

2, then T12(x) = x for all x ∈ Vi
where Vi ∈ P0 ∪ P3. T (Vi) = Vi+4 where Vi ∈ P1 and
T (Vi) = Vi−4 where Vi ∈ P2. It is also to be noted that
T (b(i22)) = b((i + 4)22) for i = 4, 5, 6, 7 and T (b(i22)) =
b((i − 4)22) for i = 8, 9, 10, 11. Thus if 8 ≤ i ≤ 11, then
g1(x) = f(T12(x)) is such that g1|Vj

= f |Vi
for some 4 ≤

j ≤ 7.
If T1+2 is applied on F6

2, then T1+2(x) = x for all x ∈ Vi
where Vi ∈ P0 ∪ P2. T (Vi) = Vi+8 where Vi ∈ P1 and
T (Vi) = Vi−8 where Vi ∈ P3. It is also to be noted that
T (b(i22)) = b((i + 8)22) for i = 4, 5, 6, 7 and T (b(i22)) =
b((i− 8)22) for i = 12, 13, 14, 15. Thus if 12 ≤ i ≤ 15, then
g1(x) = f(T1+2(x)) is such that g1|Vj

= f |Vi
for some

4 ≤ j ≤ 7.
Then again for 4 ≤ j ≤ 7 by applying the transformation

discussed above we can find g ∈ B6 affine equivalent to
g1 such that g|V4 = g1|Vj = f |Vi .
Lemma 7: Suppose f ∈ E ∩ B6 and V is a two dimen-

sional subspace of F6
2. If f |V0

= φ0, then there exists
a bent function g ∈ B6 affine equivalent to f such that
g|V0

= φ0, g|V1
= φ0, g|V2

= φ0 and g|V3
= φ0.

Proof: If f |V1 = φ0, f |V2 = φ0 and f |V3 = φ0, then there
is nothing to prove. So consider the case that f |V1 6= φ0
(f |V2

and f |V3
may or may not be equal to φ0). According

to Corollary 2, since restriction of f on four flats parallel
to V is φ0 there exists at least one i, 4 ≤ i ≤ 15 such
that f |Vi

= φ0 then by Lemma 6, there exists a Boolean
function g1 ∈ B6, affine equivalent to f , with respect to a
transformation T such that g1|Vj

= f |Vj
for j = 0, 1, 2, 3,

g1|V4
= f |Vi

= φ0 and T (b(i.22)) = b(4.22). Consider
T24 ∈ GL(6,F2). T24(x) = x for all x ∈ V ∪ V1 = V0 ∪ V1,
T24(V4) = V1 and T24(b(4.2

2)) = b(1.22). Therefore by
Lemma 4 the function g2(x) = g1(T24(x)) is such that
g2|V1

= g1|V4
= φ0.

Hence we get the function g2, affine equivalent to
f , such that g2|V0

= g2|V1
= φ0. If g2|V2

= φ0 and
g2|V3

= φ0, then there is nothing to prove. So consider
the case g2|V2 6= φ0 (g2|V3 may or may not be equal to
φ0). According to Corollary 2, since restriction of g2 on
four flats is φ0 there exists at least one i, 4 ≤ i ≤ 15

such that g2|Vi
= φ0 then by Lemma 6, there exists a

Boolean function g3 ∈ B6 affine equivalent to g2 with
respect to a transformation T ′ such that g3|Vj

= g2|Vj
for

j = 0, 1, 2, 3, g3|V4 = g2|Vi = φ0 and T (b(i.22) = b(4.22).
Consider T23 ∈ GL(6,F2). T23(x) = x for all x ∈ V = V0,
T23(V4) = V2 and T23(b(4.2

2)) = b(2.22). Therefore by
Lemma 4 the function g(x) = g3(T23(x)) is such that
g|V2

= g3|V4
= φ0. Thus we get a bent function g affine

equivalent to f such that g|V0
= φ0, g|V1

= φ0, g|V2
= φ0.

Suppose if possible g|V3
6= φ0. For definiteness assume

g|V0
= l0 and g|V1

= l0. Now consider the function g1 =
g+L4(l0l0), then g1 is 0 over V0 ∪V1 and is not balanced
over V2 ∪ V3. This is not possible by Lemma 2, since
V0 ∪ V1 and V2 ∪ V3 are two parallel flats of dimension 3.
Thus g|V3

= φ0.
Theorem 2: Suppose f ∈ E ∩ B6 and V is a two

dimensional subspace of F6
2 such that DaDbf = 0 for

a, b ∈ V where a 6= b. There exists a Boolean function
g ∈ E ∩ B6, affine equivalent to f such that g|Vi = φ0 for
i = 0, 1, 2, 3 and g|Vi = φ1 for i = 4, 5.
Proof: Since f ∈ E ∩ B6, by Corollary 1, f is a 6-variable
bent function which is affine on all the two dimensional
flats parallel to V = V0. Without loss of generality suppose
that f |V0 = φ0, then by Lemma 7, it is possible to find a
bent function g1 affine equivalent to f such that g1|Vi

= φ0
for i = 0, 1, 2, 3. Thus on each flat of P0 the restriction
of g1 is φ0. Since φ0 occurs exactly four times in the
decomposition of f and hence of g1, there is no flat Vi
present in P1, P2 and P3 such that g1|Vi

= φ0. Thus the
restriction of g1 on at least two flats belonging to P1 is φi
for some i ∈ {1, 2, 3}. Without loss of generality let i = 1.
If g1|V4

6= φ1, then by using appropriate transformation
as given in Lemma 6, it is possible to find out a Boolean
function g2 affine equivalent to g1 such that g2|Vi = φ0 for
i = 0, 1, 2, 3 and g2|V4 = φ1.
If g2|V5 = φ1, then the proof is complete. Otherwise

g2|V5 6= φ1 which implies that either g2|V6 = φ1 or g2|V7 =
φ1. If g2|V6 = φ1, then by applying the transformation T34
which transforms V6 to V5, permutes the flats of P0 and
is identity transformation on V0 it is possible to find a
function g affine equivalent to f such that g|Vi

= φ0 for
i = 0, 1, 2, 3 and g|Vi

= φ1 for i = 4, 5.
If g2|V7

= φ1, then by applying the transformation T3+4

which transforms V7 to V5 and satisfies all the other
properties as given above it is possible to find a Boolean
function g affine equivalent to f such that g|Vi

= φ0 for
i = 0, 1, 2, 3 and g|Vi

= φ1 for i = 4, 5.
Finally we prove that any 6-variable bent functions

is affine equivalent to a Maiorana-McFarland type bent
function.
Theorem 3: If a Boolean function f ∈ E ∩B6, then f ∈

M#.
Proof: Since f ∈ E ∩ B6, by Theorem 2, we get a
bent function g ∈ E ∩ B6 affine equivalent to f such
that g|Vi

= φ0 for i = 0, 1, 2, 3 and g|Vi
= φ1 for

i = 4, 5. Suppose g|Vk
= g|Vl

= φ1 where k, l /∈ {4, 5}.
Since by Lemmas 2 and 7 above Vk ∪ Vl is a three
dimensional flat parallel to flat V4 ∪ V5, the ordered
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pair (k, l) ∈ {(6, 7), (8, 9), (10, 11), (12, 13), (14, 15)}. We
show that if (k, l) ∈ {(10, 11), (12, 13), (14, 15)}, then it
is possible to find elements of GL(6,F2) which trans-
form g to g′ such that g′|V8 = g′|V9 = φ1 along with
g′|Vi = φ0 for i = 0, 1, 2, 3 and g′|Vi = φ1 for i = 4, 5.
If (k, l) = (10, 11), then we apply the transformation T3+1

to obtain g′ such that g′|V8 = g′|V9 = φ1. If (k, l) = (12, 13)
or (k, l) = (14, 15), then we apply the transformation
T2+1 or T2+1T3+1 respectively to obtain g

′ with the above
property. In all these cases it is to be noted that g′|Vi

= φ0
for i = 0, 1, 2, 3, g′|Vi

= φ1 for i = 4, 5 and for each of the
transformations discussed above the sufficient condition
provided in Lemma 4 is satisfied. Thus without loss of
generality assume (k, l) ∈ {(6, 7), (8, 9)}.
Case 1. Suppose (k, l) = (6, 7). Without loss of generality
assume that g′|V8

= φ2. Suppose g
′|V9 6= φ2. Then in case

g′|V10
= φ2 apply the transformation T34 and construct

a function g′′(x) = g′(T34(x)) such that g′′|V9
= φ2.

Otherwise if g′|V11
= φ2, then apply the transformation

T3+4 and construct a function g′′(x) = g′(T3+4(x)) such
that g′′|V9 = φ2. It is to be noted that both these transfor-
mations keep the set P0 and P1 invariant.
Case 2. Suppose (k, l) = (8, 9). If g′|V6

= g′|V7
= φ2, then

by using the same argument as in Lemma 7 we infer that
there exists (i, j) ∈ {(10, 11), (12, 13), (14, 15)} such that
g′|Vi = g′|Vj = φ2.
Suppose if possible g′|V7

6= φ2 then V =
{Vi1 , Vi2 , Vi3} ⊂ P2∪P3 where the restrictions of g

′ on Vi1 ,
Vi2 and Vi3 are φ2. It can be checked that if V ⊂ P2 ∪ P3

then both V6 ∪ Vi1 and Vi2 ∪ Vi3 cannot be flats parallel
to a 3-dimensional subspace of F6

2. The same is true if
V ⊂ P3. This proves that g

′|V7 = φ2.
From the above discussion we observe that any

6-variable bent function is affine equivalent to a function
which is affine on all the flats parallel to V0∪V1. Therefore
all the 6-variable bent functions are in M#.

REFERENCES

[1] Braeken A., Borisov Y., Nikova S., Preneel B., ”Classification of
Boolean Functions of 6 Variables or Less with Respect to Cryp-
tographic Properties”, International Colloquim on Automata, Lan-
guages and Programming ICALP 2005, Lecture Notes in Com-
puter Science 3580, M. Yung, G.F. Italiano and C. Palamidessi
(eds), Springer-Verlag, 2005, pp. 324-334.

[2] Canteaut A., Carlet C., Charpin P., Fontaine C., ”On cryptographic
properties of the cosets of R(1,m)”, IEEE Transactions on Infor-
mation Theory, 47, 2001, pp. 1494-1513.

[3] Canteaut A., Charpin P., ”Decomposing Bent Functions”, IEEE
Transactions on Information Theory, 49 no. 8, 2003, pp.
2004-2019.

[4] Canteaut A., Daum M., Dobbertin H., Leander G., ”Finding non
normal bent functions”, Discrete Appl. Math., 154, 2006, pp.
202-218.

[5] Charpin P, ”Normal Boolean functions”, Journal of Complexity, 20,
2004, pp. 245-265.

[6] Dillon J. F., ”Elementary Hadamard Difference sets”, PhD Thesis,
University of Maryland, 1974.

[7] Dillon J. F., ”Elementary Hadamard difference sets”, In Proceed-
ings of 6th S. E. Conference of Combinatorics, Graph Theory, and
Computing, Utility Mathematics, Winnipeg, 1975, pp. 237-249.

[8] Hou X. D., ”GL(m, 2) acting on R(r,m)/R(r − 1,m)”, Discrete
Math. 149, 1996, pp. 99-122.

[9] Hou X. D., ”Cubic bent functions”, Discrete Math., 189, 1998, pp.
149-161.

[10] Lidl R., Niederreiter H., ”Introduction to finite fields and their
applications”, Cambridge University Press, 1994.

[11] Preneel, B., ”Analysis and design of cryptographic hash func-
tions”, PhD thesis, Katholieke Universiteit Leuven, 1993.

[12] Rothaus O. S., ”On bent functions”, Journal of Combinatorial
Theory, Series A, 20, 1976, pp. 300-305.

Sugata Gangopadhyay did M.Sc. and Ph.D from In-
dian Institute of Technology Kharagpur. At present he is
an associate professor at the Indian Institute of Technol-
ogy Roorkee. His research interests are in Cryptology and
Discrete Mathematics.

Deepmala Sharma completed her Ph.D. from Indian
Institute of Technology Roorkee in the area of cryptog-
raphy. after completing her doctorate she joined Birla
Institute of Technology and Sciences, Pilani and worked
as Assistant Professor for about four and half years. At
present she is working as Assistant Professor at national
Institute of Technology, Raipur. Her research interest is
in Cryptology.

24



Defeating Steganography with Multibit

Sterilization using Pixel Eccentricity
Imon, Mukherjee; Goutam, Paul, and Jawahar, Altrin Jarvis

Abstract: Image sterilization is a technique to remove any
secret data concealed within an image. Eccentricity of an
image is estimated by the ratio between the maximum
and the minimum distances between the centroid and
the boundary of the image. Analogously, we define the
eccentricity of each pixel using central moments within
a 3 × 3 window centered around that pixel. We propose
a blind sterilization technique by finding the eccentric-
ity of each stego pixel that can annihilate utmost four
least significant bits of the stego images formed using
steganography algorithm, irrespective of how the algorithm
embeds information inside the images. We ran simulations
over three kinds of stego images (viz. cartoon, nature and
busy nature) created by different state-of-the-art algorithms
and our technique succeeded in sterilizing around 50%
to 90% stego bits on average (depending on a particular
algorithm).

Index Terms: Data Hiding, Eccentric Pixels, Spatial Do-
main, Steganalysis, Steganography, Sterilization

1. INTRODUCTION AND MOTIVATION

W
ITH the emergence of Internet as a widely preferred
mode of communication, there has been an in-

creasing need for security in communication between a
sender and a receiver. Secret messages which are being
transferred between them can easily be intercepted and
copied or duplicated by an unauthorized person. Hence
secure transmission of data via Internet is of utmost
importance. The process of encrypting and sending in-
formation in such a way that no person, other than the
intended recipients, can decipher the information sent by
the sender is known as cryptography. The main aim of
cryptography is to achieve confidentiality. It also provides
other added advantages like authentication, data integrity
and non-repudiation [13]. On the other hand, the art of
hiding secret message in various media such as textual
media, image files, audio files and video files without any
suspicion is known as steganography [1], while the art
and science of uncovering the existence of steganogra-
phy in a particular media is known as Steganalysis [5].
The most common steganographic method is the LSB

(Least Significant Bit) based technique, which modifies
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the LSB of the pixels of the cover image to embed the
secret message. LSB modification is the easiest method
available and is computationally least intensive [3]. Multi-
bit Steganography can also be employed which helps us
in achieving greater efficiency in embedding secret data
in the LSBs (more than one position) of the pixels of the
cover image. Care is taken to ensure that the final stego
image formed is visually very similar to the cover image
used [6], [7], [9], [14]. Bit Plane Complexity Segmentation
(BPCS) [11] is also a steganographic technique which
can be implemented to hide messages in an image. High
embedding rates can be achieved using this technique
with low distortion. Low distortion is due to the fact
that noisy area in a cover image are replaced by noisy
like secret data which results in minimal loss in image
quality of the stego image. In method [9], an occurrence
of an edge is used to embed greater number of bits
in the pixels, while in smoother areas; less number of
bits are embedded. In method [7], four-pixel differencing
and modified LSB substitution method is used. Using
this, four pixel's average difference is calculated. This
difference helps us to determine the value of k in the
k-bit LSB substitution method for embedding hidden data
into the image. The authors [14] describe a single digit
sum function based steganographic technique which can
withstand statistical attacks.

After the well-known tragic incidents of 11th Septem-
ber, 2001, both steganography and steganalysis have
become very important discipline to the researchers.
According to the report of ``Federal Plan for Cyber Se-
curity and Information Assurance Research and Devel-
opment" [2], the statement ``…immediate concerns also
include the use of cyber-space for covert communica-
tions, particularly by terrorists but also by foreign intelli-
gence services…" and ``International interest in R&D for
steganographic technologies and their commercialization
and application has exploded in recent years…" prove
that the plan considers steganography as a potential risk.
The report also mentioned the importance of identification
of secret message.

To defeat steganography, steganalysis may play an
important role. Most of the state-of-the-art steganalysis
techniques [5], [15] detect whether information is embed-
ded in the media or not. The more secret data embedded
in an image the easier it is for steganalytic methods
to detect them [18]. Extracting the actual hidden mes-
sage is very difficult and is rarely the target of practical
steganalysis. Moreover, most of the steganalytic attacks
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are algorithms-specific. In this scenario, disturbing the
message without altering the image features could be a
viable option to defeat malicious use of steganography.

The concept of image sterilization for preventing
steganographic communication was introduced for the
first time in [10]. The goal of such technique is not to
recover the secret information, rather to annihilate stego
information transmission without the occurrence of any
perceptible distortion in the image. While the method
of [10] can sterilize only the LSB of each pixel intensity
of the stego image, a later work [8] extended the method
for sterilizing up to two bits.

One obvious method of performing LSB sterilization
may be to replace the LSBs of all the pixel intensities
by zero (or one). But this immediately gives a clue to
the recipient that the image might have been modified
in transit. On the other hand, randomly sterilizing each
LSB to 0 or 1 would achieve an average efficiency of
50% only. Thus, designing a sterilization algorithm that
does not leave any signature and preserves the pseudo-
randomness of the sequence of the LSBs in an image is
a challenging task.

In our current work, we propose a new algorithm for
sterilizing at most 4 bits. Our method uses pixel eccen-
tricities that depend on determining the two-dimensional
moment invariants for planar geometric figures [4]. It is
to be noted that mostly the eccentric pixels having higher
values (i.e., the pixels in the edge area of the image)
contain higher number of stego bits, hence in our method
we determine the number of bits for sterilization based
on the eccentricity of each image pixel. Section 2 shows
how the eccentricity value is calculated in terms of central
moment and Section 3 describes our proposed algorithm.
We present detailed performance analysis in Section 4.

2. FUNCTION TO DEFINE THE eccentricity OF
PIXELS

All circular objects have a centre. For an irregular
polygon, which is a complex object, the center is indicated
by the centroid or the centre of gravity of that object as
shown in Figure 1.

Fig. 1. Centroid of an object.

The centre of gravity or centroid of a two-dimensional
object can be determined as follows.

Xc =
1∑M

x=1

∑N
y=1 f(x, y)

·
M∑
x=1

N∑
y=1

x · f(x, y), (1)

Yc =
1∑M

x=1

∑N
y=1 f(x, y)

·
M∑
x=1

N∑
y=1

y · f(x, y), (2)

where f(x, y) denotes the density distribution function at
location (x, y) of an object.

Hu et al. [4] have estimated the two-dimensional {(p+
q) : p, q ∈ R}th order moments of a density distribution
function f(x, y) in terms of Riemann integrals as:

mp,q =

∫ ∞

−∞

∫ ∞

−∞
xp · yq · f(x, y)dx dy (3)

It is assumed that moment of all order exist when
f(x, y) is a piecewise continuous or bounded function
with non-zero values in the finite part of the XY -plane.
The Uniqueness Theorem shows that mp,q is uniquely
determined by f(x, y) and conversely, f(x, y) is uniquely
determined by mp,q.

Modifying Equation (3) for discrete grayscale image of
size M × N with γ(x, y) representing the image pixel
intensities, we can determine image moments of order
(p+ q) after padding `0' at the surroundings of the image
intensity matrix as follows:

mp,q =

M∑
x=1

N∑
y=1

xp · yq · γ(x, y) (4)

The zero-order moment m0,0, the first order moments
{mp,q : p+ q = 1} and the second order moments {mp,q :
p+ q = 2} are as follows (Equation (5) to (10)).

m0,0 =

M∑
x=1

N∑
y=1

γ(x, y), (5)

m1,0 =

M∑
x=1

N∑
y=1

x · γ(x, y), (6)

m0,1 =

M∑
x=1

N∑
y=1

y · γ(x, y), (7)

m1,1 =

M∑
x=1

N∑
y=1

x · y · γ(x, y), (8)

m2,0 =

M∑
x=1

N∑
y=1

x2 · γ(x, y), (9)

m0,2 =

M∑
x=1

N∑
y=1

y2 · γ(x, y). (10)

The centroid of an image can be calculated using the
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aforesaid image moments as follows.

Xc =
m1,0

m0,0
, (11)

Yc =
m0,1

m0,0
. (12)

The central moments of the image are defined as

µ(c)
p,q =

M∑
x=1

N∑
y=1

(x−Xc)
p · (y − Yc)

q · γ(x, y). (13)

The ratio between the maximum and the minimum
distance between the centroid and the boundary of the
image is called the eccentricity of the image. It can be
shown that the eccentricity of the image can be ex-
pressed in terms of the central moments as follows [12].

ε
(c)
image =

(µ
(c)
2,0 − µ

(c)
0,2)

2
+ 4 · µ(c)

1,1

2

µ
(c)
0,0

. (14)

All the above definitions apply to the entire image. We
divide the image into 3×3 overlapping blocks in row major
order and define the central moment of the central pixel
of each block as

Ω(c)
p,q =

x+1∑
i=x−1

y+1∑
j=y−1

(i−Xc)
p · (j − Yc)

q · γ(i, j). (15)

where (i, j) represents the co-ordinates of the pixels of
each block.
Analogous to Equation (14), we define the eccentricity

of the central pixel as

ε
(c)
pixel =

(Ω
(c)
2,0 − Ω

(c)
0,2)

2
+ 4 · Ω(c)

1,1

2

Ω
(c)
0,0

. (16)

3. PROPOSED METHOD

The set of pixels having higher eccentric values (ε
(c)
pixel)

can be considered as potential candidate for message
bearer. Such pixels lie in the busy area of the image
where there is a great change in color/intensity.
Using Equation (16), we find the eccentricity (ε(c))

values of each individual pixel of the stego images
obtained by applying methods [7], [9], [14]. Then the
intensity values of each pixel component is sorted in
descending order according to their eccentricities. The

maximum and minimum eccentricity value (say, ε
(c)
max and

ε
(c)
min respectively) are determined.
The probability of embedding bits into higher bitplanes

increases in busy part of the image where the eccentricity
of the image pixel is very high. In other words, we can
say that the pixels having lower eccentricity contain stego
information at its lower bitplanes. Hence based on the
above assumption our algorithm sterilizes varying number
of bits for the pixels of the stego image as shown in Step 6
of Algorithm 1. Note that we divide here the range of

Πx−1,y−1 Πx−1,y Πx−1,y+1

Πx,y−1 Πx,y Πx,y+1

Πx+1,y−1 Πx+1,y Πx+1,y+1

Fig. 2. 3× 3 window.

ε
(c)
max − ε

(c)
min into four non-overlapping parts for sterilizing

different number of bits (say, Nsteri) for determining this
number.
Let γ(x, y) be the intensity value of the pixel Πx,y.

Based on the value of Nsteri, we calculate the likelihood
of getting a 0 or 1, considering the Nsteri LSBs of all the
pixels of that block.
A 3×3 window, as shown in Figure 2, is taken with the

pixel in consideration being the central pixel. The Nsteri

LSBs are found for all the pixels falling in this window. The
central pixels' LSBs are substituted with a 0 or 1 based on
the maximum occurrence of 0's or 1's in their respective
bitplanes. In other words, we find the majority bit among
Nsteri bitplanes of the neighboring pixels and the center
pixel. Then replace the bit of the corresponding bitplane
of the central pixel in that window with majority bit. We
present the step-by-step procedure in Algorithm 1.
Example: Calculate the eccentricity of first pixel (i.e.,

intensity 50) of the following sample image (as shown in
Figure 3).

50 56 201 5
42 195 200 10
200 75 150 143
200 80 147 173

Fig. 3. Sample pixel intensity matrix.

Solution: We pad the sample image with 0's along
the boundary as shown in Figure 4. Considering the
whole image we calculate the zero, first and second order
moments as follows.

m0,0 =

M∑
x=1

N∑
y=1

γ(x, y) = 1927,

m1,0 =

M∑
x=1

N∑
y=1

x · γ(x, y) = 7237,

m0,1 =

M∑
x=1

N∑
y=1

y · γ(x, y) = 6649,

m1,1 =

M∑
x=1

N∑
y=1

x · y · γ(x, y) = 24976,

m2,0 =

M∑
x=1

N∑
y=1

x2 · γ(x, y) = 9359,

m0,2 =

M∑
x=1

N∑
y=1

y2 · γ(x, y) = 25065.
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Input: A stego image.
Output: The sterilized version of the input stego image.

1 Read the intensity values from the the stego image;
2 for each image component do

3 Determine the ε
(c)
pixel of each pixel using Equation (16);

4 Sort the image pixels in decreasing order according to their eccentricity values (break tie in the
row-major order);

5 Find the maximum and minimum eccentricity (say, ε
(c)
max and ε

(c)
min respectively) amongst all the

pixels;
6 Determine the number of bits Nsteri to be sterilized as follows:

Nsteri =


4 if ε

(c)
max ≥ ε

(c)
pixel >

3
4 · (ε(c)max − ε

(c)
min),

3 if 3
4 (ε

(c)
max − ε

(c)
min) ≥ ε

(c)
pixel >

1
2 · (ε(c)max − ε(c)min),

2 if 1
2 (ε

(c)
max − ε

(c)
min) ≥ ε

(c)
pixel >

1
4 · (ε(c)max − ε

(c)
min),

1 if 1
4 (ε

(c)
max − ε

(c)
min) ≥ ε

(c)
pixel ≥ ε

(c)
min.

7 Divide the image into 3× 3 blocks (overlapping);
8 for each block do
9 for i = 1 to Nsteri do

10 Find the majority bit among the Nsteri bitplanes of neighbouring pixels (including center pixel);
11 if majority bit= 1 then
12 Replace the i-th bitplane of the central pixel with 1;

end
13 else
14 Replace the i-th bitplane of the central pixel with 0;

end
end

end
end

15 Output the transformed image;

Algorithm 1: Sterilization of Stego images.

50 56 201 5
42 195 200 10
200 75 150 143
200 80 147 173

Padding the boundary with zeros
−−−−−−−−−−−−−−−−−−−−−−−−−→

0 0 0 0 0 0
0 50 56 201 5 0
0 42 195 200 10 0
0 200 75 150 143 0
0 200 80 147 173 0
0 0 0 0 0 0

Fig. 4. Sample image intensity matrix before (at left) and after (at right) padding.

The centroid of the image can be calculated as

Xc =
m1,0

m0,0
= 3.7556

Yc =
m0,1

m0,0
= 3.4504.

Now considering a 3×3 block (as shown in Figure 5), we
calculate the central moments and eccentricity value:

Ω
(c)
1,1 =

3∑
i=1

3∑
j=1

(i−Xc)
1 · (j − Yc)

1 · f(i, j) = 283.9979

0 0 0 0 0 0
0 50 56 201 5 0
0 42 195 200 10 0
0 200 75 150 143 0
0 200 80 147 173 0
0 0 0 0 0 0

Fig. 5. Selection of 3× 3 block from the intensity matrix.

Ω
(c)
0,2 =

3∑
i=1

3∑
j=1

(i−Xc)
0 · (j − Yc)

2 · f(i, j) = 244.4749
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Ω
(c)
2,0 =

3∑
i=1

3∑
j=1

(i−Xc)
2 · (j − Yc)

0 · f(i, j) = 462.0010

From Equation (16), we calculate the eccentricity value
from the central moments as

ε
(c)
pixel =

(Ω
(c)
2,0 − Ω

(c)
0,2)

2
+ 4 · Ω(c)

1,1

2

Ω
(c)
0,0

= 191.9755.

4. PERFORMANCE ANALYSIS

The performance of our algorithm can be analyzed by
observing the perceptible visual quality of the images as
well as checking for their structural changes. We have
tested our technique on images obtained by applying
methods [7], [9], [14] on 100 of each type of bitmap
images, viz., cartoon, nature and busy nature.

4.1. Accuracy Measurement

To determine the accuracy of our technique, we need
to take some sample stego images as inputs for which
we know which pixel bits are actually changed due to
the embedding. Let

S := the number of stego bits,
S′ := the number of stego bits (out of S) having different
intensity value from their cover counterpart,
S′′ := the number of recovered stego bits (out of the S′)
due to the sterilization process.

Then the accuracy of sterilization for this image is
defined as :

ACCsteri(I) =
S′′

S′ (17)

Table 1 and 2 show the accuracy of 24 bit color image
and grayscale image of three different types viz. cartoon,
nature and busy nature respectively.

4.2. Structural Analysis

The structure of the image file format may get changed
when we apply steganographic or sterilization techniques
on the image. Care should be taken for different file
formats, especially in such cases where we are recon-
structing the image after manipulating the pixel inten-
sities, that there are no perceptible visual changes in
the reconstructed image. For example, for an image
of the GIF file format undergoing a similar algorithm,
changes may occur at all the bit layers to some extent
since 256 values are used to represent 224 colors [17].
In our algorithm, we have worked with bitmap images
and have noticed that the structure of bitmap images
do not change before or after the steganographic and
sterilization process. We come to the conclusion that
our proposed method can withstand structural analysis
without any ensuing discernible errors.

4.3. Visual Quality Analysis

The visual quality of the analyzed images can be ex-
amined by looking at them (before and after processing)
with naked eyes and also checking their histograms and
bitplanes obtained before and after applying sterilization
algorithm.

1) Visual Perceptibility and their Histogram Analy-
sis
As said before, we have tested our algorithm con-
sidering stego images obtained using methods [7],
[9], [14] and we have not found any perceptible
difference between the stego and sterilized images.
Figure 6 shows both stego and sterilized version
of three types (viz. cartoon, nature, busy nature)
of sample images. The histograms are shown in
Figure 7.

2) Bitplane Analysis
The bitplanes of the stego and sterilized images
are analysed in this section. Table 3 shows the bit-
planes of both the stego (obtained using method [7],
[9], [14]) and sterilized version of the stego image.
Wayner [16], and Westfeld [17] have suggested
that every bitplane (including the least significant
bitplane) is non-random. Suppose the i-th bitplane of
an image is denoted by B′

i and the expected value
of the corresponding bitplane for a suspect image
is denoted by E(Bi). It should then be a relatively
simple task to spot arbitrary modifications on any
bitplane when analysing the suspicious bitplane B′

i
against E(Bi). There are two possibilities:

E(Bi) = B′
i, (18)

E(Bi) 6= B′
i. (19)

If Equation (18) is satisfied, then there is no dif-
ference between the bitplanes of the two examined
versions of the image, i.e., the image has not been
altered; but if Equation (19) works well, then the
two bitplanes are inconsistent, and the examined
image is suspicious. Using our method we do not find
any differences in bitplanes of stego and sterilized
version of analyzed image.

3) Analysis through MSE and PSNR
Let {A(x, y): x = 1, 2, 3, . . . ,M and y = 1, 2, 3, . . . , N }
denote the intensity values of the sterilized image of
dimensionM×N and {B(x, y): x = 1, 2, 3, . . . ,M and
y = 1, 2, 3, . . . , N } denote that of the cover image of
same dimension (considered as referenced image) in
the spatial domain. The imperceptibility of the image
is measured in terms of Mean Squared Error (MSE)
and Peak-Signal-to-Noise-Ratio (PSNR) as below.

MSE =
1

MN

∑
M,N

((A(x, y)−B(x, y))
2
, (20)

PSNR = 10 log10

(
T 2

MSE

)
, (21)
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TABLE 1. Accuracy (minimum, average and maximum) of sterilization over three hundred 24-bit color images for three different algorithms
A [7], B [9], C [14].

No. of Bits
Sterilization Performance (%)

Minimum Average Maximum
A B C A B C A B C

Image Type

Cartoon

R

LSB 49.59 50.46 50.06 49.84 54.30 51.24 59.64 55.64 53.37
2-LSB 50.30 76.35 79.67 51.05 79.23 80.48 53.87 86.06 81.02
3-LSB 50.42 82.13 64.96 51.86 85.23 69.74 55.13 90.33 75.32
4-LSB 63.78 88.25 83.35 67.06 89.38 85.01 73.02 93.15 87.50
Average 53.64 73.75 70.60 55.46 76.76 71.59 60.29 78.19 73.30

G

LSB 47.05 50.78 49.20 49.59 53.80 49.83 50.26 55.65 50.28
2-LSB 48.94 74.54 72.98 50.72 80.01 76.82 54.05 85.45 79.85
3-LSB 50.35 82.02 65.13 51.13 86.86 68.82 53.33 92.94 72.59
4-LSB 63.68 87.60 83.67 67.56 90.13 84.12 71.55 94.62 84.85
Average 53.66 74.10 67.83 54.70 78.04 69.82 56.08 80.61 71.12

B

LSB 47.18 48.46 49.77 50.19 54.62 53.17 53.67 57.57 54.93
2-LSB 49.79 76.17 77.00 50.60 80.05 84.09 51.54 85.20 89.08
3-LSB 50.56 81.80 74.30 52.09 86.10 79.75 56.09 92.96 87.19
4-LSB 62.88 85.93 87.55 68.17 91.26 89.97 75.77 95.06 93.91
Average 53.58 74.20 71.01 55.10 77.10 75.17 58.24 82.71 79.96

Nature

R

LSB 49.71 50.76 49.74 50.07 53.16 50.00 50.73 55.08 50.11
2-LSB 50.06 71.63 73.55 50.59 74.57 78.47 51.77 77.98 80.76
3-LSB 50.08 75.06 67.55 50.75 79.09 68.30 52.24 83.39 69.14
4-LSB 53.22 80.81 83.46 57.71 84.55 84.00 63.64 89.85 84.43
Average 51.03 70.52 69.15 52.24 74.21 70.09 53.54 76.11 70.67

G

LSB 49.85 49.82 49.91 50.1 53.21 50.09 51.19 56.52 50.32
2-LSB 49.92 70.53 76.08 50.59 74.51 78.72 51.48 78.65 79.91
3-LSB 50.17 75.05 67.39 50.82 79.07 68.02 52.50 82.76 68.98
4-LSB 52.69 80.09 83.37 59.10 84.80 84.12 64.29 88.95 84.70
Average 50.93 70.61 69.92 52.56 74.31 70.18 53.63 78.01 70.67

B

LSB 49.73 49.59 50.07 49.96 53.18 50.34 51.29 56.97 50.85
2-LSB 50.22 71.43 78.61 50.48 74.33 79.63 51.50 78.96 80.78
3-LSB 50.20 74.09 68.00 50.98 80.34 69.02 52.33 85.44 70.34
4-LSB 53.83 79.26 82.96 62.19 85.47 83.83 67.75 92.47 85.14
Average 51.38 69.01 69.73 53.22 74.01 70.33 54.64 78.06 71.00

Busy Nature

R

LSB 49.80 49.72 50.20 49.96 53.82 50.34 50.17 55.09 50.58
2-LSB 49.76 72.92 75.19 50.48 80.83 79.97 54.02 89.64 84.17
3-LSB 50.04 75.16 58.77 50.98 85.71 67.53 55.55 94.61 75.48
4-LSB 54.85 78.50 82.16 62.19 89.05 85.37 71.53 96.24 89.98
Average 51.47 68.91 65.84 53.22 74.77 69.64 55.55 82.77 72.55

G

LSB 49.90 50.47 50.07 50.11 54.17 50.21 50.63 56.65 50.45
2-LSB 50.00 73.23 75.26 50.64 80.08 81.07 54.11 87.99 88.50
3-LSB 50.02 79.02 58.80 50.76 86.04 68.71 55.30 94.77 80.06
4-LSB 57.13 82.52 82.35 62.96 89.66 84.71 72.67 97.96 87.97
Average 52.00 71.85 65.88 53.42 75.94 70.10 56.12 84.54 74.34

B

LSB 48.64 49.65 50.73 50.09 53.95 50.18 51.73 56.03 50.30
2-LSB 49.99 74.00 75.24 50.89 79.38 83.28 54.12 87.15 94.05
3-LSB 50.05 78.36 58.80 51.44 86.12 71.56 56.26 93.13 87.60
4-LSB 58.24 82.63 82.19 63.93 87.09 83.81 72.34 96.88 85.18
Average 52.26 71.72 65.83 53.88 77.09 71.04 57.50 82.16 76.80

TABLE 2. Accuracy (minimum, average and maximum) of sterilization over hundred grayscale images for three different algorithms A [7],
B [9], C [14].

No. of Bits
Sterilization Performance (%)

Minimum Average Maximum
A B C A B C A B C

Image Type

Cartoon

LSB 49.42 48.91 57.51 50.13 49.87 60.17 51.31 50.43 62.38
2-LSB 47.35 72.98 77.17 50.35 76.81 78.18 53.80 81.89 79.67
3-LSB 49.89 76.66 68.27 50.83 82.11 69.85 55.27 86.92 74.28
4-LSB 57.13 80.95 83.30 68.05 86.01 84.81 75.55 90.61 87.67
Average 51.87 70.09 72.15 54.77 73.64 73.92 57.49 77.17 76.43

Nature

LSB 49.91 49.78 57.65 50.78 50.76 57.85 57.74 57.90 58.01
2-LSB 49.98 71.01 76.85 50.68 76.91 78.63 53.37 91.00 79.55
3-LSB 50.07 72.63 67.60 50.78 80.32 69.63 53.61 96.25 70.81
4-LSB 52.77 74.94 83.92 58.53 82.95 84.18 72.74 97.43 84.40
Average 50.83 67.07 71.73 52.72 72.48 72.03 55.71 83.63 72.27

Busy Nature

LSB 49.82 49.80 57.84 49.98 50.08 58.39 50.11 50.57 59.23
2-LSB 49.67 73.89 75.42 50.33 81.61 78.48 52.57 96.53 81.85
3-LSB 49.97 76.47 68.49 51.13 86.22 70.05 54.16 97.27 71.86
4-LSB 53.75 78.78 84.22 65.81 89.24 84.98 78.66 97.25 85.87
Average 50.94 69.94 71.49 54.00 76.55 72.45 56.16 84.21 73.20
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Fig. 6. Sample stego images (cartoon, nature and busy nature respectively) using methods [7], [9] and [14] (Rows 1, 3 and 5 respectively) and their 
sterilized versions (Rows 4, 5 and 6 respectively). 
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Fig. 7.  Histograms of sample stego images of Fig. 6. 
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TABLE 3. Bitplane analysis of stego and sterilized version of beyblade.bmp obtained using [7], [9], [14].

Bitplane No. Stego(using [7]) Steri (using [7]) Stego(using [9]) Steri (using [9]) Stego(using [14]) Steri(using [14])

All Bitplanes

Bitplane 7

Bitplane 6

Bitplane 5

Bitplane 4

Bitplane 3

Bitplane 2

Bitplane 1

Bitplane 0

where T denotes the maximum possible intensity
value in an image.
The MSE represents the cumulative squared error
between the two analyzed images. The estimation of
MSE is very popular as it can correlate reasonably
with subjective visual analysis and also is mathemat-
ically tractable. Small distortion between the cover
and sterilized image provides a low MSE value and
high PSNR value. We experimentally find satisfac-
tory MSE and PSNR value as shown in Table 4.
Figure 8 shows the comparative analysis of PSNR
calculated from the analyzed images obtained from
the methods [7], [9], [14].

Fig. 8. PSNR comparison for methods [7], [9] and [14] with respect to
some sample images.
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TABLE 4. MSE values and PSNR values of tested images
obtained from methods [7], [9] and [14].

MSE PSNR (dB)
Grey Color Grey Color
Image Image Image Image

Method [7] 11.7883 11.8390 37.42 37.40

Method [9] 3.6342 3.5067 42.53 42.68

Method [14] 3.9872 3.5856 42.12 42.58

5. CONCLUSIONS AND FUTURE WORK

Robust steganographic methods are being used with
malicious intent to cause harm frequently on a regu-
lar basis. Our proposed method is a blind sterilization
technique that gives good results against several leading
steganographic methods. We have demonstrated, with
substantial data, that our method can render embedded
information unreadable in almost all cases.
With the need of security in data transfer increasing ev-

ery day, advanced methods of Steganography are being
looked into as the future protocols for communication. As
a result, such techniques are also being used by people
with harmful intentions. Hence, our first and foremost
future objective is to keep looking into the upgrading of
the proposed method to keep it at par with the leading
steganography techniques.
We would like to increase the ability of our method to

sterilize more than four bits of the stego image. We intend
to extend our method to the frequency domain as well.
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Abstract: If we want to realize a scientific 
approach to cybersecurity, we need objective and 
reproducible evaluation of security. Although some 
of cryptographic technologies have rigorous 
security proofs, a lot of cybersecurity technologies 
rely on experimental evaluation which needs good 
datasets. One may expect that sharing such 
datasets would help at least the reproducibility of 
the evaluation. At the same time, one may be afraid 
that effective mechanism design is difficult 
because there have been a lot of studies on 
disincentive problems (e.g. free-riding) associated 
with information sharing in cybersecurity. 
However, the requirements and typical solutions 
for data sharing would be different from those for 
information sharing. In this paper, we 
comprehensively discuss the features of “data 
sharing for cybersecurity research” based on a 
systematic comparison with “information sharing 
for cybersecurity practice”. We also report a 
Japanese case in the field of malware analysis. One 
important finding is that considering human 
resource development is an important factor in the 
activities associated with data sharing. 

 
Index Terms: Cybersecurity, Data sharing, 

Information sharing, Mechanism design 

 

1. INTRODUCTION 

HE U.S. Cybersecurity Act of 2009 
emphasizes the importance of scientific 

approaches to cybersecurity. A governmental 
report in 2010 [1] supported this direction from 
various viewpoints. And in academia, IEEE 
published a special issue on cybersecurity science 
in 2011 [2]. A common understanding is that many 
incidents are caused by the lack of scientific 
evaluation of security. In fact, heuristic evaluation 
is usually insufficient for quality management 
regarding security properties. In the case of 
cryptography and security protocols, there are 
several approaches to objective and reproducible 
evaluation of security such as reduction-based 
provable security [3], information-theoretic security 
[4], and logic-based formal methods [5]. Although 
there are several attempts at applying the above 
approaches to security evaluation of other 
cybersecurity technologies, successful examples 
are rare. As a result, researchers often rely on 
experimental evaluation. The experiments are  
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required to be realistic and reproducible. Satisfying 
this requirement is more difficult than one might 
think due to trade-offs between security and other 
important properties. 

If we use a common and appropriate dataset 
under a common and appropriate environment, 
the experimental evaluation can be objective and 
reproducible. This is a general approach in 
engineering. However, sharing a dataset can 
cause a privacy problem.  For example, let us think 
of a common image (photo) of a girl that is often 
used in the research of digital image processing 
[6]. By making the image publicly available, we 
achieve the reproducibility of the evaluation 
results. This disclosure threats the girl's privacy. 
Likewise, privacy problems can occur in a wide 
variety of security researches. Such problems are 
often tackled by using anonymization technologies 
[7-8], and discussed from legal points of view [9]. 
However, comprehensive studies from the 
viewpoints of mechanism design are rare. 

In cybersecurity research, one may expect 
higher security if the evaluation uses a larger 
dataset. This implies a security-privacy trade-off. 
For example, in the research of e-mail filtering, we 
need both malicious e-mails and non-malicious 
(i.e. ham) e-mails. One might think that collecting 
and disclosing malicious traffic is more important 
and difficult in security engineering. However, in 
the case of e-mail filtering, a good dataset of ham 
e-mails is more difficult to obtain due to the privacy 
problem of individuals and the confidentiality 
problem of firms. Another trade-off is between 
prevention of malicious use of a dataset and 
openness of the dataset. For example, malware 
researchers often find this is a severe problem. 

Another issue is the effectiveness of shared 
datasets. In fact, even in the case of a popular 
exhaustive vulnerability database such as the 
National Vulnerability Database, the effectiveness 
is questionable [10]. In order to solve this problem, 
a lot of efforts would be required in the research 
community. In order to make those efforts 
sustainable, we need well designed mechanisms. 

When we look at actual data-sharing activities, 
the followings are existing approaches to mitigate 
the above problems. 

Mechanism Design of Data Sharing for 
Cybersecurity Research 

Matsuura, Kanta and Hosoi, Takurou 

T

35



 

Table 1: Information sharing for practice versus data sharing for research in cybersecurity. 

 Information sharing Data sharing 

Who prepare data 
Their skill 

Their incentive 

Provider, Vendor 
High 

Medium 

Researcher, Collaborator 
High 

Medium 
Primary user 

Their skill 
Their incentive 

Provider, Vendor 
High 

Strong 

Researcher 
Medium 
Strong 

Secondary user 
Their skill 

Their incentive 

Consumer 
Low 

Can be weak 

Researcher 
Medium 
Strong 

Data update 
Focus 

Malicious data 
Non-malicious data 

Frequent (e.g. daily) 
Exhaustiveness and promptness 

Necessary 
Usually unnecessary 

Less frequent (e.g. annual) 
Scientific quality 

Necessary 
Usually necessary 

Education 
Results after use 

Not that related 
Usually not disclosed 

Highly related 
Usually disclosed by publication 

 
Approach (I) restricts the use of the dataset 

provided by an authority or a collaborator within a 
specific academic community where continuous 
participation in the community's activity and 
agreement of a data-usage contract are required 
for the eligibility regarding the use of the dataset 
[11-12]. 

Approach (II) uses almost the same 
mechanism as used in Approach (I) except that 
the data are provided by participants (users) 
themselves [13-14]. Simultaneous deployment 
with Approach (I) is possible [11]. 

Approach (III) uses a shared testbed rather 
than a shared dataset [15-16]. 

In this paper, we firstly identify the features of 
data sharing for cybersecurity research (hereafter, 
we just say data sharing) based on a 
comprehensive comparison with information 
sharing for cybersecurity practice (hereafter, we 
just say information sharing) in Section 2. We then 
show a case of Approach (I) and Approach (II) in 
Japan (Section 3), followed by the conclusion in 
Section 4. 

2. INFORMATION SHARING AND DATA SHARING 

In the economics of information security, 
information-sharing problems (e.g. how to share 
vulnerability information efficiently and effectively 
with preventing free riding) have been studied a lot 
[17-19]. Therefore, when we want to identify and 
understand the features of data sharing, a 
comprehensive comparison with information 
sharing is helpful as summarized in Table 1. 

2.1 Who Prepare Data 

A fundamental concern is who provides reliable 
information/data to be shared. We need highly 
skilled parties in order to improve the productivity 
of research. Fortunately, their incentives are not 
weak for the following reasons: 

 They know the public nature and importance 
of cybersecurity. 

 They find a social responsibility and/or a 
possibility of advertisement effects 

(reputation). 
However, their incentives are not strong 

because it is usually difficult to expect a direct 
benefit. The above features are common to 
information sharing and data sharing. Therefore, 
when we design a data collection mechanism for 
data sharing, we can refer best practices and 
lessons obtained from activities and studies of 
information sharing; for example, we should 
consider how to increase the incentives 
particularly of the agents with low benefit-cost 
ratios. 

2.2 Primary User 

In the case of information sharing, primary users 
of the information are providers and vendors. They 
have similar skills to those of the information 
providers. By contrast, in the case of data sharing, 
primary users include people with lower skills (e.g. 
students who have just started cybersecurity 
research). We should pay attention to not only 
technical skills to use the data but also 
trouble-shooting skills and the ability to fulfill 
responsibilities. Since they have a strong incentive 
to the use of a dataset, collaboration or 
combination with educational activities is worth 
consideration in the mechanism design regarding 
data sharing. This is very different from the case of 
information sharing. 

2.3 Secondary User 

In the case of information sharing, the 
information is eventually delivered from highly 
skilled primary users (providers and vendors) to 
poorly skilled secondary users (consumers) 
through somewhat automated update of software 
and so on. Therefore, incentive mechanisms for 
secondary users should be discussed in a different 
way from those for primary users. 

By contrast, in the case of data sharing, 
secondary users are similar to primary users; 
secondary users are researchers including 
students who are involved with related studies, 
re-experiments, comparison, and so on. For 
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instance, they try an experimental comparison of 
their technologies with the primary users’ 
technologies proposed in existing literatures. Such 
secondary users have similar problems to those of 
primary users. Therefore, in the case of data 
sharing, cares similar to those of primary users are 
important. 

2.4 Data Management 

When we compare information sharing and data 
sharing, the requirements for data management 
are quite different as shown in the lower rows of 
Table 1. 

In the case of information sharing, the 
information must be updated very frequently so 
that no information is missing in real systems. If 
this feature is unsatisfied, IT systems can have 
security holes such as software vulnerability and 
obsolete firewalls. By contrast, in the case of data 
sharing, too frequent update can reduce the 
scientific quality of the data such as the availability 
of relevant datasets, the integrity of data collection 
and pre-analysis processes (e.g. anonymization), 
and the possibility of generalization of results. 
Carefully labeled data can even further improve 
the quality and the productivity of research [20]; for 
example, lineage and provenance information 
regarding malware is helpful [21]. It should be 
noted that non-malicious data (e.g. ham e-mails, 
access log of legitimate users, and so on) plays an 
important role in data sharing; false positive rates 
and false negative rates are used as important 
evaluation criteria in many cybersecurity 
researches, and we need to use not only malicious 
data but also non-malicious data in the 
experiments to compute those rates. 
Non-malicious data often require privacy and 
confidentiality cares. As a result of the above 
needs of careful data manipulation before being 
shared, the data update is typically done annually 
or even less frequently. 

2.5 Surrounding Issues 

When we compare information sharing and data 
sharing, we find some more important surrounding 
issues. 

The first issue is education, or human-resource 
development. As mentioned in Section 2.2, 
primary users are quite different; in the case of 
data sharing, we need to assume primary users 
whose skills and responsibilities are insufficient. In 
order to tackle this problem, data sharing activities 
sometimes have close relation to human-resource 
development. In this respect, shared testbeds are 
similar to data sharing [22]. We will see this aspect 
of the Japanese case later in Section 3. 

The second issue is an intrinsic nature of 
science: the openness of the results. That is, 
researchers are highly encouraged to publish 
research results after using the shared datasets so 
that a progress as a science will be enhanced in an 
open research community. As a result, 
data-sharing activities are often coupled with 
academic conferences where the use of the 

corresponding datasets is encouraged [11], [23]. 

3. A CASE IN THE FIELD OF MALWARE ANALYSIS 

In this section, with paying attention to the 
features of data sharing identified in Section 2, we 
have a close look at MWS (anti-Malware 
engineering WorkShop) [11]: a Japanese case of 
sharing data for malware researches. 

MWS was originally organized by CCC (Cyber 
Clean Center) Steering Committee and IPSJ 
(Information Processing Society of Japan). CCC is 
a governmental project, and IPSJ is a big 
academic society. The purpose of this workshop is 
to improve the environment for anti-malware 
researches. Also it was intended to enhance 
collaboration between the academic field 
researchers and the enterprise field engineers. In 
the early years of MWS, CCC collected data by 
using honeypots, and provided them for 
researchers who signed their names to the 
data-usage contract. Paying attention to legal 
issues is a common practice of data sharing [24], 
and the scheme for the contract was designed as 
such. The above way is similar to that in the US 
case called PREDICT (The Protected Repository 
for Defense of Infrastructure against Cyber 
Threats) [13-14]. For readers’ convenience, we 
here revisit the key items shown in [14]. 

 In determining whether a dataset is suitable 
for inclusion, the following factors are 
considered in PREDICT [14]: 
 Who is the provider of the data? 
 Who owns the data? 
 How was the data obtained? 
 What are the data provider’s privacy 

policies and operating procedures? 
 What is contained in the data? 

 In accepting a user into the community and 
granting access to data, the following 
factors are considered in PREDICT [14]: 
 Who is the researcher and does he/she 

have a legitimate cyber security 
research role? 

 What organization is the researcher 
affiliated with, and will that 
organization sponsor the researcher? 

 Are the requested datasets suitable for 
the proposed research? 

Unfortunately, the CCC project was finished in 
2011. When the first author served as the chair of 
SIG-CSEC (Special Interest Group on Computer 
Security) of IPSJ, a special committee for MWS 
was established under SIG-CSEC so that it can 
continuously and even extensively manage the 
MWS activity. The structure of the special interest 
group and the committee is summarized in Fig. 1. 
In the activities of this committee, we devote a 
special care to education/cultivation aspects 
based on the features identified in Section 2. As a 
result, the current MWS activity has the following 
two unique features. 
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Figure 1: Committee structure of SIG-CSEC. 

 
The first feature is extension of shared datasets 

by different sectors and their collaboration. This 
dynamism is from the collaborative nature of an 
academic society and its effects on 
human-resource development. It should be noted 
that the structure shown in Fig. 1 realizes a trust 
relationship among the data providers, users, and 
the academic society. The followings are example 
datasets realized so far. 

 FFRI Dataset: Behavior logs of many 
malware samples observed in an 
automated analysis system. This is 
provided by industry. 

 NICTER Darknet: Continually-observed 
darknet traffic data, including both normal 
and malicious traffic such as address/port 
scan. This is provided by the public sector. 

 D3M: Traffic data of browsing malicious 
Websites in the context of Web-based 
infection, obtained by a Web-client 
interactive honeypot. This is provided by 
industry. 

 PRACTICE Dataset: A long range (up to one 
week) packet capture data of malware 
behaviors, file sizes of the malwares, and 
the results of using anti-virus software 
against the malwares. This is from 
collaboration among government, 
academia, and industry. 

 
The second feature is in its co-located 

malware-analysis competitions aiming at 
human-resource development. We introduced 
such competitions both to the annual domestic 
conference organized by SIG-CSEC and to the 
annual international conference (IWSEC: 
International Workshop on Security) co-organized 
by SIG-CSEC and another special interest group 
on information security called ISEC of IEICE. The 
data used in the competitions are managed in the 

same way as in the case of datasets. 
In the competitions, we consider an additional 

incentive mechanism by introducing a unique 
educational aspect. In particular, the competitions 
are based not only technical components but also 
on artistic components. 

 Technical components 
 To achieve high scores in the technical 

components, participating teams need 
to provide many correct answers to the 
challenge questions. 

 The questions are classified into two 
types: the first type is for the analysis 
of datasets distributed on site, and the 
second type is for the analysis of 
datasets distributed in advance. Both 
types are needed for education 
because both examinations and 
homework play important roles. 

 Artistic components 
 To achieve high scores in the artistic 

components, participating teams need 
to make a presentation in an 
instructive manner; the parent 
conference has a presentation 
session of the competition, and 
presenters should explain how they 
analyzed the dataset and derived their 
answers in front of the judges and the 
audience. 

 Even when their answers to challenge 
questions are wrong, high scores in 
the artistic components are given if the 
presentation is instructive. 

Innovative (and potentially effective) ideas in this 
field sometimes achieve only low performance in 
their initial stage of research. The use of such 
immature techniques would result in low scores in 
the technical components. However, depending 
on the presentation, high scores would be possible 
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in the artistic components. Thus, the above 
scoring system can encourage the use of 
challenging methods, and have good effects on 
the human-resource development in the research 
community. 

Most of the participating teams so far can be 
classified into the following three: 

 Type 1: Members are poorly-skilled 
(beginner-level) students. However, the 
number of members is sometimes large 
because there is no restriction regarding 
the number of team members. 

 Type 2: Members are highly-skilled specialists 
of malware analysis. However, the number 
of members is small. 

 Type 3: A highly-skilled member shows a 
leadership and collaborates with the other 
members whose skills are poor. 

In the competitions we have observed so far, 
teams of Type 1 sometimes achieved high scores 
comparable to (or even better than) the scores 
achieved by teams of Type 2. We can see that the 
competitions with our scoring system can motivate 
both data providers and various users to 
participate continuously in the data-sharing 
activities. A questionnaire-based survey in our 
case study supported the above observations. 

4. CONCLUSION 

In this paper, we discussed data sharing and its 
surrounding issues for scientific cybersecurity 
research, and showed a case in the field of 
malware analysis in Japan. Its mechanism is 
basically well designed from the viewpoints 
highlighted in the discussion, and the data-sharing 
activity survived the termination of the original 
governmental project. One important finding is that 
considering human resource development is an 
important factor in the activities associated with 
data sharing. We believe sustainable and 
productive research infrastructures would improve 
the productivity of cybersecurity researches. 
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Abstract: This paper describes a methodology 

for supply chain analysis, and suggests 

cryptographic research to support the security of 

cyber-physical systems (CPS). CPS are a diverse 

group of systems used to physically manipulate 

critical infrastructure such as energy and water, 

industrial systems, transportation systems, 

medical devices, security systems, and many other 

systems vital to infrastructure security. It will focus 

on the vulnerabilities of the electric power 

infrastructure, the role and importance of supply 

chain security to overall infrastructure security, 

and how cryptographic research may be able to 

enhance CPS security.  
 

Index Terms:  Cryptography, Critical 
Infrastructure, Cyber-Physical Systems, Energy, 
Smart Grid,  Supply Chain, Analysis  

 

1. INTRODUCTION 

 

 The Internet and the pervasive inter- 

connections of government and non-government 
networks leave any nation, open to cyber attacks, 
exploitation, manipulation and other threats that 
can result in a compromise of the service or 
product delivered through a supply chain. The 
interrelationships and dependencies between 
supply chains for critical infrastructure and other 
areas must be analyzed and well understood.   
When something is ordered, where it’s going to be 
made and by whom and how, to what 
specifications, etc. are all subject to cyber attack, 
exploitation and manipulation [1].  
 
 Supply chains (SC) provide goods and services 
essential to the functions of any nation, its 
economy, the well-being of its citizens, and the 
support and protection of global national and 
corporate interests. The vast majority of SCs rely 
on information technologies to function and 
process. Cyber security is a key element of supply 
chain security.  However, asymmetric strategies to 
disrupt or destroy an adversary’s supply chain  
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operation have long been fundamental to war 
fighting. (Blockades, sieges, raids, bombing and 
sabotage are traditional examples.) So, it is 
necessary to consider cyber-physical 
dependencies and linkages. 
 
 Many traditional supply chains are evolving into 
digital supply chains. This trend is evidenced by 
the double digit compounded annual growth rate 
(CAGR) predicted for e-book sales (30%) and 
electronic health record systems (12.6%).  At the 
same time, innovations such as 3D printing 
promise to shorten at least some linkages in the 
physical supply chain. This transition poses risks 
to certain supply chain actors – notably logistics 
providers whose role could shift markedly within 
an evolving digital supply chain. It also introduces 
new cyber risks to the supply chain itself. Supply 
chain actors need to demonstrate they can master 
digital resilience to assure the upsides of digital 
supply chains, such as greater accessibility and 
faster fulfillment times [2].  Given the growth in 
non-physical supply chain flows, their inherent 
cyber risks must be understood and incorporated 
into overall integrated security approaches. 
 This paper is organized as follows:  
Section 1: Introduction, Section 2: Background 
and Current Situation, Section 3: The Energy 
Infrastructure, Section 4: Supply Chain Analysis, 
Section 5: Future Research, Section 6: Conclusion 

2. BACKGROUND & CURRENT SITUATION 

CPS research is still in its infancy. Professional 
and institutional barriers have resulted in narrowly 
defined, discipline-specific research and 
education venues in academia for the science and 
engineering disciplines. Research is partitioned 
into isolated subdisciplines such as sensors, 
communications, networking, control theory, 
mathematics, software engineering, and computer 
science. For example, systems are designed and 
analyzed using a variety of modeling formalisms 
and tools. Each representation highlights certain 
features and disregards others to make analysis 
tractable. Typically, a particular formalism 
represents either the cyber or the physical process 
well, but not both. Whereas differential equations 
are used for modeling physical processes, 
frameworks such as Petri nets and automata are 
used to represent discrete behavior and control 
flows. Workforce expertise is similarly partitioned, 
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to the detriment of productivity, safety, and 
efficiency. Although this approach to modeling and 
formalisms may suffice to support a 
component-based “divide and conquer” approach 
to CPS development, it poses a serious problem 
for verifying the overall correctness and safety of 
designs at the system level and 
component-to-component physical and behavioral 
interactions [3]. 
 Future CPS have many sophisticated, 
interconnected parts that must instantaneously 
exchange, parse, and act on detailed data in a 
highly coordinated manner. Continued advances 
in science and engineering will be necessary to 
enable advances in design and development of 
these complex systems. Multiscale, multi-layer, 
multi-domain, and multi-system integrated 
infrastructures will require new foundations in 
system science and engineering. Scientists with 
an understanding of otherwise physical systems 
will need to work in tandem with computer and 
information scientists to achieve effective, 
workable designs. Standards and protocols will be 
necessary to help ensure that all interfaces 
between components are both composable and 
interoperable, while behaving in a predictable, 
reliable way. Work in CPS is moving rapidly 
forward on a global scale. In the European Union, 
the ARTEMIS program has proposed spending $7 
billion on embedded systems and CPS by 
2013—with a view to becoming a global leader in 
the field by 2020. Japan is capitalizing on its 
traditional strengths in this field to make 
technology advances, and currently hosts the 
largest tradeshow in the world on embedded 
systems. The great potential of CPS is motivating 
countries such as India and China to forge ahead 
into the field [4]. 
 Advancement in CPS requires a new systems 
science that encompasses both physical and 
computational aspects. Systems and computer 
science has provided a solid foundation for 
spectacular progress in engineering and 
information technology; a type of new systems 
science is now needed to address the unique 
scientific and technical challenges of CPS [5].   
 The potential of CPS to change every aspect of 
life is enormous. Concepts such as autonomous 
cars, robotic surgery, intelligent buildings, smart 
electric grids, smart manufacturing, and implanted 
medical devices are just some of the practical 
examples that have already emerged. These 
systems all rely on a computational core that is 
tightly conjoined and coordinated with components 
in the physical world [6]. 

 
 The Advanced Research and Technology 
Embedded Intelligence and Systems (ARTEMIS) 
Industry Association is the association for R&D 
actors in Embedded Systems. It was founded in 
January 2007 and continues the work of the 
European Technology Platform. The Industry 

Association is open to: SMEs, universities, R&D 
canters and Large Enterprises. It is a network of 
more than 200 members. Together they form a 
meeting place where key industry and R&D actors 
identify topics for major R&D project proposals 
and form successful quality consortia. ARETMIS 
action will disseminate among the transport and 
logistics world an innovative perspective, 
enhancing knowledge in the freight logistics sector 
and fostering advanced methods and procedures. 
The goal will be achieved through a targeted 
marketing and training campaign and the 
cooperation between multi-modal stakeholders 
and public administrations of different EU Member 
States will be the main driver for the action [7]. 
 One cyber-physical system that has drawn a 
great deal of attention in recent years is the 
information and communications technology ICT 
area.  The U.S. National Institute of Standards and 
Technology (NIST) is one of the leading agencies 
in this field.  The NIST perspective is the ICT 
supply chain is a complex, globally distributed 
system of interconnected networks that are 
logically long, with geographically diverse routes 
and multiple tiers of outsourcing. This system of 
networks includes organizations, people,  
processes, products, and services and the 
infrastructure supporting the system development 
life  cycle, including research and development 
(R&D), design, manufacturing, acquisition, 
delivery,  integration, operations, and 
disposal/retirement) of an organization’s ICT 
products (i.e., hardware  and software) and 
services. Today’s ICT supply chains have 
increased complexity, diversity, and scale, while 
federal  government information systems have 
been rapidly expanding in terms of capability and 
number, with an increased reliance on outsourcing 
and commercially available products. These 
trends have caused federal departments and 
agencies to have a lack of visibility and 
understanding throughout the supply chain of how 
the technology being acquired is developed, 
integrated and deployed, as well as the processes, 
procedures, and practices used to assure the 
integrity, security, resilience, and quality of the 
products and services. This lack of visibility and 
understanding, in turn, has decreased the control 
federal departments and agencies have with 
regard to the decisions impacting the inherited 
risks traversing the supply chain and the ability to 
effectively manage those risks [8].. 

 On 29 January 2014,The Department of 
Defense (DoD) and U.S. General Services 
Administration (GSA) jointly released a report 
entitled, “Improving Cybersecurity and Resilience 
through Acquisition,” announcing six planned 
reforms to improve the cybersecurity and 
resilience of the Federal Acquisition System. The 
ultimate goal of the recommendations is to 
strengthen the federal government’s cybersecurity 
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by improving management of the people, 
processes, and technology affected by the Federal 
Acquisition System.  GSA and DoD will continue to 
engage stakeholders to develop a repeatable 
process to address cyber risks in the 
development, acquisition, sustainment, and 
disposal lifecycles for all federal procurements. 
The report provides a path forward to aligning 
federal cybersecurity risk management and 
acquisition processes.  It provides strategic 
recommendations for addressing relevant issues, 
suggests how challenges might be resolved, and 
identifies important considerations for the 
implementation of the recommendations [9].  

The six recommended reforms are: 

• Institute baseline cybersecurity requirements as 
a condition of contract award for appropriate 
acquisitions 

• Include cybersecurity in acquisition training 

• Develop common cybersecurity definitions for 
federal acquisitions 

• Institute a federal acquisition cyber risk 
management strategy 

• Include a requirement to purchase from original 
equipment manufacturers, their authorized 
resellers, or other trusted sources  

• Increase government accountability for cyber risk 
management [10] 

3. THE ELECTIC POWER INFRASTRUCTURE 

  The U.S. electric grid is a vast physical and 
human network connecting thousands of electricity 
generators to millions of consumers - a linked 
system of public and private enterprises operating 
within a web of government institutions: federal, 
regional, state, and municipal. The grid will face a 
number of serious challenges over the next two 
decades, while new technologies also present 
valuable opportunities for meeting these 
challenges. A failure to realize these opportunities 
or meet these challenges could result in degraded 
reliability, significantly increased costs, and a 
failure to achieve several public policy goals [11]. 
 
Opportunities for improving the functioning and 
reliability of the grid arise from technological 
developments in sensing, communications, 
control, and power electronics. These 
technologies can enhance efficiency and reliability, 
increase capacity utilization, enable more rapid 
response to remediate contingencies, and 
increase flexibility in controlling power flows on 
transmission lines. If properly deployed and 
accompanied by appropriate policies, they can 
deal effectively with some of the challenges 

described above. They can facilitate the 
integration of large volumes of renewable and 
distributed generation, provide greater visibility of 
the instantaneous state of the grid, and make 
possible the engagement of demand as a 
resource [12] 
. 
 To make effective use of these technologies, 
the electric power industry should fund increased 
research and development in several key areas, 
including computational tools for bulk power 
system operation, methods for wide-area 
transmission planning, procedures for response to 
and recovery from cyberattacks, and models of 
consumer response to real-time pricing. To 
improve decision making in an increasingly 
complex and dynamic environment, more detailed 
data should be compiled and shared, including 
information on the bulk power system, 
comprehensive results from “smart grid” 
demonstration projects, and standardized metrics 
of utility cost and performance [13]. 
 
 As a result of perceived threats to the power 
grid, the U.S. government (USG) took steps to 
improve electric sector cybersecurity in support of  
smart grid modernization. For example, in 
September 2010, the Department of Energy (DoE) 
announced investments of $30 million to enhance 
electric grid cybersecurity. One of these projects is 
the National Electric Sector Cybersecurity 
Organization (NESCO). NESCO was the first 
public-private partnership of its kind in the electric 
sector. NESCO was supported by NESCOR (the 
“R” stands for resources) and represents 17 
supporting organizations. NESCOR established a 
number of working groups (WG) to help support 
NESCO and the utility industry. [14] 
 
 In parallel, to address the cross-cutting issue of 
cybersecurity, NIST established the Cyber Security 
Coordination Task Group (CSCTG) in March 2009. 
This was moved under the NIST Smart Grid 
Interoperability Panel (SGIP) as a standing 
working group and was renamed the Cyber 
Security Working Group (CSWG). Later, the SGIP 
transitioned to SGIP 2.0, and the group was 
renamed the Smart Grid Cybersecurity Committee 
(SGCC) [15].   
 
  One result of the SGIP and SGCC efforts 
described above is the NISTIR 7628 Users’ Guide, 
finalized in February 2014. ((NIST Interagency or 
Internal Reports (NISTIRs) describe research of a 
technical nature of interest to a specialized 
audience.))  The Users’ Guide focuses on the 
High-Level Security Requirements and Logical 
Reference Architecture in NISTIR 7628. Additional 
industry guidelines will be leveraged as 
appropriate to complement the information from 
NISTIR 7628. This User’s Guide contains 
Activities that include brief descriptions, Steps to 

43



 

 
 

complete the Activities, and examples to help 
implement the eight Activities detailed below, 
: 
Activity 1: Identify Smart Grid Organizational 
Business Functions 
Activity 2: Identify Smart Grid Mission and 
Business Processes 
Activity 3: Identify Smart Grid Systems and Assets 
Activity 4: Map Smart Grid Systems to Logical 
Interface Categories 
Activity 5: Identify Smart Grid High-Level Security 
Requirements 
Activity 6: Perform a Smart Grid High-Level 
Security Requirement Gap Assessment 
Activity 7: Create a Plan to Remediate the Smart 
Grid High-Level Security Requirement Gaps 
Activity 8: Monitor and Maintain Smart Grid  
 
High-Level Security Requirements Example 
artifacts included in the User’s Guide are 
presented as Microsoft Word tables; however, 
organizations may find it more useful to populate 
this information in a table or relational database. 
[16] 

 
     4.    SUPPLY CHAIN ANALYSIS  

 
 Effective supply chain analysis should select 
some of the most critical digital assets (CDAs) of a 
cyber-physcial system CPS,  say a smart grid, and 
collect information documenting their cyber 
security related supply chains for the purposes of 
determining vulnerabilities in those supply chains. 
The methodology employed will identify to what 
extent this cyber infrastructure and its related 
physical elements have been, or could be, 
exploited by malicious entities and the methods 
these entities might use, such as malware, 
phishing, compromised or counterfeit products, 
physical attack, and front companies. 
 

 The goal is to create graphical/visual 
depictions of the sequence in which each 
supply chain link contributes to the final 
product/system and then define and 
visualize the links that have been or could 
be exploited by hostile actors. 

 
 The process will develop and implement a 

methodology to gather data and 
information from all sources and to 
disseminate findings through 
public–private, two-way information 
sharing, analysis, and updates that could 
provide early warning of new threats and 
attacks. 

 
 The methodology will serve as a framework 

to address similar issues and threats 
throughout the electric sector and, as 
appropriate, the oil and gas sectors. 

 

 The scope of the initial project will be a limited 
test of small, identified target data sets, in which 
the participating organizations will test and assess 
the abilities of the work processes, assessments, 
and relevance of the project to the national 
government and private sector partners. The 
Smart Grid, outlined above, is a good place to 
possibly start a pilot project on, with a look at the 
meter suppliers and their supply chains, to include 
the designers, suppliers and implementers of the 
information security solutions.  
     
  5.   FUTURE RESEARCH 

 
 Information/cyber security is recognized as one 
of the key issues  effecting the deployment of the 
Smart Grid because its critical components (such 
as smart meters, sensors,  control systems, and 
energy management systems) must interconnect 
via IP networks, creating a complex ”system of 
systems” which connects various elements of the 
infrastructure and people. Accordingly, the security 
of the Advanced Metering Infrastructure (AMI) is a 
critical subsystem [17]. 
 
The Security Content Automation Protocol (SCAP) 
extension to cover cyber-physical systems is 
necessary in order to:  “Provide a standardized, 
measureable, automated method of continuous 
monitoring for Smart Grid components, increasing 
efficiency and accuracy, reducing costs of secure 
implementations, and improving capability and 
interoperability of implementations”.  Research in 
lightweight, low-power cryptography is essential in 
order to enable encryption for millions of smart 
meters and other devices for the Smart Grid with 
limited computational power [18]. 
(Note: The Technical Specification for the Security Content 

Automation Protocol (SCAP): SCAP Version 1.1)  

 

 The foundation for the above requirements is 
based on cryptographic services including 
cryptographic key management and cryptographic 
operations for a number of purposes. Examples of 
future research that would support these are the 
following: 
:    

• Cryptographically authenticate metering 
assets to the network to ensure that only 
known and approved devices participate 
in the network;  

 
• Authenticate and integrity check system 

commands, at the meter, to ensure they 
are authorized and haven’t been 
tampered;  

 
• Encrypt meter data to protect consumer 

privacy. 
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6.  CONCLUSION 
 
 The overall security of cyber-physical systems 

(CPS) requires integrated analysis of supply 
chains and suppliers.  The designers, suppliers, 
integrators and maintainers of the cryptographic 
and information security elements of these 
systems are a high priority because of the potential 
impact of failures in these systems.  This is the 
foundation for security of any CPS.  
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