
 

 
 

 

Abstract: This paper describes a methodology 

for supply chain analysis, and suggests 

cryptographic research to support the security of 

cyber-physical systems (CPS). CPS are a diverse 

group of systems used to physically manipulate 

critical infrastructure such as energy and water, 

industrial systems, transportation systems, 

medical devices, security systems, and many other 

systems vital to infrastructure security. It will focus 

on the vulnerabilities of the electric power 

infrastructure, the role and importance of supply 

chain security to overall infrastructure security, 

and how cryptographic research may be able to 

enhance CPS security.  
 

Index Terms:  Cryptography, Critical 
Infrastructure, Cyber-Physical Systems, Energy, 
Smart Grid,  Supply Chain, Analysis  

 

1. INTRODUCTION 

 

 The Internet and the pervasive inter- 

connections of government and non-government 
networks leave any nation, open to cyber attacks, 
exploitation, manipulation and other threats that 
can result in a compromise of the service or 
product delivered through a supply chain. The 
interrelationships and dependencies between 
supply chains for critical infrastructure and other 
areas must be analyzed and well understood.   
When something is ordered, where it’s going to be 
made and by whom and how, to what 
specifications, etc. are all subject to cyber attack, 
exploitation and manipulation [1].  
 
 Supply chains (SC) provide goods and services 
essential to the functions of any nation, its 
economy, the well-being of its citizens, and the 
support and protection of global national and 
corporate interests. The vast majority of SCs rely 
on information technologies to function and 
process. Cyber security is a key element of supply 
chain security.  However, asymmetric strategies to 
disrupt or destroy an adversary’s supply chain  
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operation have long been fundamental to war 
fighting. (Blockades, sieges, raids, bombing and 
sabotage are traditional examples.) So, it is 
necessary to consider cyber-physical 
dependencies and linkages. 
 
 Many traditional supply chains are evolving into 
digital supply chains. This trend is evidenced by 
the double digit compounded annual growth rate 
(CAGR) predicted for e-book sales (30%) and 
electronic health record systems (12.6%).  At the 
same time, innovations such as 3D printing 
promise to shorten at least some linkages in the 
physical supply chain. This transition poses risks 
to certain supply chain actors – notably logistics 
providers whose role could shift markedly within 
an evolving digital supply chain. It also introduces 
new cyber risks to the supply chain itself. Supply 
chain actors need to demonstrate they can master 
digital resilience to assure the upsides of digital 
supply chains, such as greater accessibility and 
faster fulfillment times [2].  Given the growth in 
non-physical supply chain flows, their inherent 
cyber risks must be understood and incorporated 
into overall integrated security approaches. 
 This paper is organized as follows:  
Section 1: Introduction, Section 2: Background 
and Current Situation, Section 3: The Energy 
Infrastructure, Section 4: Supply Chain Analysis, 
Section 5: Future Research, Section 6: Conclusion 

2. BACKGROUND & CURRENT SITUATION 

CPS research is still in its infancy. Professional 
and institutional barriers have resulted in narrowly 
defined, discipline-specific research and 
education venues in academia for the science and 
engineering disciplines. Research is partitioned 
into isolated subdisciplines such as sensors, 
communications, networking, control theory, 
mathematics, software engineering, and computer 
science. For example, systems are designed and 
analyzed using a variety of modeling formalisms 
and tools. Each representation highlights certain 
features and disregards others to make analysis 
tractable. Typically, a particular formalism 
represents either the cyber or the physical process 
well, but not both. Whereas differential equations 
are used for modeling physical processes, 
frameworks such as Petri nets and automata are 
used to represent discrete behavior and control 
flows. Workforce expertise is similarly partitioned, 
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to the detriment of productivity, safety, and 
efficiency. Although this approach to modeling and 
formalisms may suffice to support a 
component-based “divide and conquer” approach 
to CPS development, it poses a serious problem 
for verifying the overall correctness and safety of 
designs at the system level and 
component-to-component physical and behavioral 
interactions [3]. 
 Future CPS have many sophisticated, 
interconnected parts that must instantaneously 
exchange, parse, and act on detailed data in a 
highly coordinated manner. Continued advances 
in science and engineering will be necessary to 
enable advances in design and development of 
these complex systems. Multiscale, multi-layer, 
multi-domain, and multi-system integrated 
infrastructures will require new foundations in 
system science and engineering. Scientists with 
an understanding of otherwise physical systems 
will need to work in tandem with computer and 
information scientists to achieve effective, 
workable designs. Standards and protocols will be 
necessary to help ensure that all interfaces 
between components are both composable and 
interoperable, while behaving in a predictable, 
reliable way. Work in CPS is moving rapidly 
forward on a global scale. In the European Union, 
the ARTEMIS program has proposed spending $7 
billion on embedded systems and CPS by 
2013—with a view to becoming a global leader in 
the field by 2020. Japan is capitalizing on its 
traditional strengths in this field to make 
technology advances, and currently hosts the 
largest tradeshow in the world on embedded 
systems. The great potential of CPS is motivating 
countries such as India and China to forge ahead 
into the field [4]. 
 Advancement in CPS requires a new systems 
science that encompasses both physical and 
computational aspects. Systems and computer 
science has provided a solid foundation for 
spectacular progress in engineering and 
information technology; a type of new systems 
science is now needed to address the unique 
scientific and technical challenges of CPS [5].   
 The potential of CPS to change every aspect of 
life is enormous. Concepts such as autonomous 
cars, robotic surgery, intelligent buildings, smart 
electric grids, smart manufacturing, and implanted 
medical devices are just some of the practical 
examples that have already emerged. These 
systems all rely on a computational core that is 
tightly conjoined and coordinated with components 
in the physical world [6]. 

 
 The Advanced Research and Technology 
Embedded Intelligence and Systems (ARTEMIS) 
Industry Association is the association for R&D 
actors in Embedded Systems. It was founded in 
January 2007 and continues the work of the 
European Technology Platform. The Industry 

Association is open to: SMEs, universities, R&D 
canters and Large Enterprises. It is a network of 
more than 200 members. Together they form a 
meeting place where key industry and R&D actors 
identify topics for major R&D project proposals 
and form successful quality consortia. ARETMIS 
action will disseminate among the transport and 
logistics world an innovative perspective, 
enhancing knowledge in the freight logistics sector 
and fostering advanced methods and procedures. 
The goal will be achieved through a targeted 
marketing and training campaign and the 
cooperation between multi-modal stakeholders 
and public administrations of different EU Member 
States will be the main driver for the action [7]. 
 One cyber-physical system that has drawn a 
great deal of attention in recent years is the 
information and communications technology ICT 
area.  The U.S. National Institute of Standards and 
Technology (NIST) is one of the leading agencies 
in this field.  The NIST perspective is the ICT 
supply chain is a complex, globally distributed 
system of interconnected networks that are 
logically long, with geographically diverse routes 
and multiple tiers of outsourcing. This system of 
networks includes organizations, people,  
processes, products, and services and the 
infrastructure supporting the system development 
life  cycle, including research and development 
(R&D), design, manufacturing, acquisition, 
delivery,  integration, operations, and 
disposal/retirement) of an organization’s ICT 
products (i.e., hardware  and software) and 
services. Today’s ICT supply chains have 
increased complexity, diversity, and scale, while 
federal  government information systems have 
been rapidly expanding in terms of capability and 
number, with an increased reliance on outsourcing 
and commercially available products. These 
trends have caused federal departments and 
agencies to have a lack of visibility and 
understanding throughout the supply chain of how 
the technology being acquired is developed, 
integrated and deployed, as well as the processes, 
procedures, and practices used to assure the 
integrity, security, resilience, and quality of the 
products and services. This lack of visibility and 
understanding, in turn, has decreased the control 
federal departments and agencies have with 
regard to the decisions impacting the inherited 
risks traversing the supply chain and the ability to 
effectively manage those risks [8].. 

 On 29 January 2014,The Department of 
Defense (DoD) and U.S. General Services 
Administration (GSA) jointly released a report 
entitled, “Improving Cybersecurity and Resilience 
through Acquisition,” announcing six planned 
reforms to improve the cybersecurity and 
resilience of the Federal Acquisition System. The 
ultimate goal of the recommendations is to 
strengthen the federal government’s cybersecurity 



 

 
 

by improving management of the people, 
processes, and technology affected by the Federal 
Acquisition System.  GSA and DoD will continue to 
engage stakeholders to develop a repeatable 
process to address cyber risks in the 
development, acquisition, sustainment, and 
disposal lifecycles for all federal procurements. 
The report provides a path forward to aligning 
federal cybersecurity risk management and 
acquisition processes.  It provides strategic 
recommendations for addressing relevant issues, 
suggests how challenges might be resolved, and 
identifies important considerations for the 
implementation of the recommendations [9].  

The six recommended reforms are: 

• Institute baseline cybersecurity requirements as 
a condition of contract award for appropriate 
acquisitions 

• Include cybersecurity in acquisition training 

• Develop common cybersecurity definitions for 
federal acquisitions 

• Institute a federal acquisition cyber risk 
management strategy 

• Include a requirement to purchase from original 
equipment manufacturers, their authorized 
resellers, or other trusted sources  

• Increase government accountability for cyber risk 
management [10] 

3. THE ELECTIC POWER INFRASTRUCTURE 

  The U.S. electric grid is a vast physical and 
human network connecting thousands of electricity 
generators to millions of consumers - a linked 
system of public and private enterprises operating 
within a web of government institutions: federal, 
regional, state, and municipal. The grid will face a 
number of serious challenges over the next two 
decades, while new technologies also present 
valuable opportunities for meeting these 
challenges. A failure to realize these opportunities 
or meet these challenges could result in degraded 
reliability, significantly increased costs, and a 
failure to achieve several public policy goals [11]. 
 
Opportunities for improving the functioning and 
reliability of the grid arise from technological 
developments in sensing, communications, 
control, and power electronics. These 
technologies can enhance efficiency and reliability, 
increase capacity utilization, enable more rapid 
response to remediate contingencies, and 
increase flexibility in controlling power flows on 
transmission lines. If properly deployed and 
accompanied by appropriate policies, they can 
deal effectively with some of the challenges 

described above. They can facilitate the 
integration of large volumes of renewable and 
distributed generation, provide greater visibility of 
the instantaneous state of the grid, and make 
possible the engagement of demand as a 
resource [12] 
. 
 To make effective use of these technologies, 
the electric power industry should fund increased 
research and development in several key areas, 
including computational tools for bulk power 
system operation, methods for wide-area 
transmission planning, procedures for response to 
and recovery from cyberattacks, and models of 
consumer response to real-time pricing. To 
improve decision making in an increasingly 
complex and dynamic environment, more detailed 
data should be compiled and shared, including 
information on the bulk power system, 
comprehensive results from “smart grid” 
demonstration projects, and standardized metrics 
of utility cost and performance [13]. 
 
 As a result of perceived threats to the power 
grid, the U.S. government (USG) took steps to 
improve electric sector cybersecurity in support of  
smart grid modernization. For example, in 
September 2010, the Department of Energy (DoE) 
announced investments of $30 million to enhance 
electric grid cybersecurity. One of these projects is 
the National Electric Sector Cybersecurity 
Organization (NESCO). NESCO was the first 
public-private partnership of its kind in the electric 
sector. NESCO was supported by NESCOR (the 
“R” stands for resources) and represents 17 
supporting organizations. NESCOR established a 
number of working groups (WG) to help support 
NESCO and the utility industry. [14] 
 
 In parallel, to address the cross-cutting issue of 
cybersecurity, NIST established the Cyber Security 
Coordination Task Group (CSCTG) in March 2009. 
This was moved under the NIST Smart Grid 
Interoperability Panel (SGIP) as a standing 
working group and was renamed the Cyber 
Security Working Group (CSWG). Later, the SGIP 
transitioned to SGIP 2.0, and the group was 
renamed the Smart Grid Cybersecurity Committee 
(SGCC) [15].   
 
  One result of the SGIP and SGCC efforts 
described above is the NISTIR 7628 Users’ Guide, 
finalized in February 2014. ((NIST Interagency or 
Internal Reports (NISTIRs) describe research of a 
technical nature of interest to a specialized 
audience.))  The Users’ Guide focuses on the 
High-Level Security Requirements and Logical 
Reference Architecture in NISTIR 7628. Additional 
industry guidelines will be leveraged as 
appropriate to complement the information from 
NISTIR 7628. This User’s Guide contains 
Activities that include brief descriptions, Steps to 



 

 
 

complete the Activities, and examples to help 
implement the eight Activities detailed below, 
: 
Activity 1: Identify Smart Grid Organizational 
Business Functions 
Activity 2: Identify Smart Grid Mission and 
Business Processes 
Activity 3: Identify Smart Grid Systems and Assets 
Activity 4: Map Smart Grid Systems to Logical 
Interface Categories 
Activity 5: Identify Smart Grid High-Level Security 
Requirements 
Activity 6: Perform a Smart Grid High-Level 
Security Requirement Gap Assessment 
Activity 7: Create a Plan to Remediate the Smart 
Grid High-Level Security Requirement Gaps 
Activity 8: Monitor and Maintain Smart Grid  
 
High-Level Security Requirements Example 
artifacts included in the User’s Guide are 
presented as Microsoft Word tables; however, 
organizations may find it more useful to populate 
this information in a table or relational database. 
[16] 

 
     4.    SUPPLY CHAIN ANALYSIS  

 
 Effective supply chain analysis should select 
some of the most critical digital assets (CDAs) of a 
cyber-physcial system CPS,  say a smart grid, and 
collect information documenting their cyber 
security related supply chains for the purposes of 
determining vulnerabilities in those supply chains. 
The methodology employed will identify to what 
extent this cyber infrastructure and its related 
physical elements have been, or could be, 
exploited by malicious entities and the methods 
these entities might use, such as malware, 
phishing, compromised or counterfeit products, 
physical attack, and front companies. 
 

 The goal is to create graphical/visual 
depictions of the sequence in which each 
supply chain link contributes to the final 
product/system and then define and 
visualize the links that have been or could 
be exploited by hostile actors. 

 
 The process will develop and implement a 

methodology to gather data and 
information from all sources and to 
disseminate findings through 
public–private, two-way information 
sharing, analysis, and updates that could 
provide early warning of new threats and 
attacks. 

 
 The methodology will serve as a framework 

to address similar issues and threats 
throughout the electric sector and, as 
appropriate, the oil and gas sectors. 

 

 The scope of the initial project will be a limited 
test of small, identified target data sets, in which 
the participating organizations will test and assess 
the abilities of the work processes, assessments, 
and relevance of the project to the national 
government and private sector partners. The 
Smart Grid, outlined above, is a good place to 
possibly start a pilot project on, with a look at the 
meter suppliers and their supply chains, to include 
the designers, suppliers and implementers of the 
information security solutions.  
     
  5.   FUTURE RESEARCH 

 
 Information/cyber security is recognized as one 
of the key issues  effecting the deployment of the 
Smart Grid because its critical components (such 
as smart meters, sensors,  control systems, and 
energy management systems) must interconnect 
via IP networks, creating a complex ”system of 
systems” which connects various elements of the 
infrastructure and people. Accordingly, the security 
of the Advanced Metering Infrastructure (AMI) is a 
critical subsystem [17]. 
 
The Security Content Automation Protocol (SCAP) 
extension to cover cyber-physical systems is 
necessary in order to:  “Provide a standardized, 
measureable, automated method of continuous 
monitoring for Smart Grid components, increasing 
efficiency and accuracy, reducing costs of secure 
implementations, and improving capability and 
interoperability of implementations”.  Research in 
lightweight, low-power cryptography is essential in 
order to enable encryption for millions of smart 
meters and other devices for the Smart Grid with 
limited computational power [18]. 
(Note: The Technical Specification for the Security Content 

Automation Protocol (SCAP): SCAP Version 1.1)  

 

 The foundation for the above requirements is 
based on cryptographic services including 
cryptographic key management and cryptographic 
operations for a number of purposes. Examples of 
future research that would support these are the 
following: 
:    

• Cryptographically authenticate metering 
assets to the network to ensure that only 
known and approved devices participate 
in the network;  

 
• Authenticate and integrity check system 

commands, at the meter, to ensure they 
are authorized and haven’t been 
tampered;  

 
• Encrypt meter data to protect consumer 

privacy. 
 
 
 



 

 
 

6.  CONCLUSION 
 
 The overall security of cyber-physical systems 

(CPS) requires integrated analysis of supply 
chains and suppliers.  The designers, suppliers, 
integrators and maintainers of the cryptographic 
and information security elements of these 
systems are a high priority because of the potential 
impact of failures in these systems.  This is the 
foundation for security of any CPS.  
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