
 

 

Abstract: If we want to realize a scientific 
approach to cybersecurity, we need objective and 
reproducible evaluation of security. Although some 
of cryptographic technologies have rigorous 
security proofs, a lot of cybersecurity technologies 
rely on experimental evaluation which needs good 
datasets. One may expect that sharing such 
datasets would help at least the reproducibility of 
the evaluation. At the same time, one may be afraid 
that effective mechanism design is difficult 
because there have been a lot of studies on 
disincentive problems (e.g. free-riding) associated 
with information sharing in cybersecurity. 
However, the requirements and typical solutions 
for data sharing would be different from those for 
information sharing. In this paper, we 
comprehensively discuss the features of “data 
sharing for cybersecurity research” based on a 
systematic comparison with “information sharing 
for cybersecurity practice”. We also report a 
Japanese case in the field of malware analysis. One 
important finding is that considering human 
resource development is an important factor in the 
activities associated with data sharing. 
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1. INTRODUCTION 

HE U.S. Cybersecurity Act of 2009 
emphasizes the importance of scientific 

approaches to cybersecurity. A governmental 
report in 2010 [1] supported this direction from 
various viewpoints. And in academia, IEEE 
published a special issue on cybersecurity science 
in 2011 [2]. A common understanding is that many 
incidents are caused by the lack of scientific 
evaluation of security. In fact, heuristic evaluation 
is usually insufficient for quality management 
regarding security properties. In the case of 
cryptography and security protocols, there are 
several approaches to objective and reproducible 
evaluation of security such as reduction-based 
provable security [3], information-theoretic security 
[4], and logic-based formal methods [5]. Although 
there are several attempts at applying the above 
approaches to security evaluation of other 
cybersecurity technologies, successful examples 
are rare. As a result, researchers often rely on 
experimental evaluation. The experiments are  
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required to be realistic and reproducible. Satisfying 
this requirement is more difficult than one might 
think due to trade-offs between security and other 
important properties. 

If we use a common and appropriate dataset 
under a common and appropriate environment, 
the experimental evaluation can be objective and 
reproducible. This is a general approach in 
engineering. However, sharing a dataset can 
cause a privacy problem.  For example, let us think 
of a common image (photo) of a girl that is often 
used in the research of digital image processing 
[6]. By making the image publicly available, we 
achieve the reproducibility of the evaluation 
results. This disclosure threats the girl's privacy. 
Likewise, privacy problems can occur in a wide 
variety of security researches. Such problems are 
often tackled by using anonymization technologies 
[7-8], and discussed from legal points of view [9]. 
However, comprehensive studies from the 
viewpoints of mechanism design are rare. 

In cybersecurity research, one may expect 
higher security if the evaluation uses a larger 
dataset. This implies a security-privacy trade-off. 
For example, in the research of e-mail filtering, we 
need both malicious e-mails and non-malicious 
(i.e. ham) e-mails. One might think that collecting 
and disclosing malicious traffic is more important 
and difficult in security engineering. However, in 
the case of e-mail filtering, a good dataset of ham 
e-mails is more difficult to obtain due to the privacy 
problem of individuals and the confidentiality 
problem of firms. Another trade-off is between 
prevention of malicious use of a dataset and 
openness of the dataset. For example, malware 
researchers often find this is a severe problem. 

Another issue is the effectiveness of shared 
datasets. In fact, even in the case of a popular 
exhaustive vulnerability database such as the 
National Vulnerability Database, the effectiveness 
is questionable [10]. In order to solve this problem, 
a lot of efforts would be required in the research 
community. In order to make those efforts 
sustainable, we need well designed mechanisms. 

When we look at actual data-sharing activities, 
the followings are existing approaches to mitigate 
the above problems. 
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Table 1: Information sharing for practice versus data sharing for research in cybersecurity. 

 Information sharing Data sharing 

Who prepare data 
Their skill 

Their incentive 

Provider, Vendor 
High 

Medium 

Researcher, Collaborator 
High 

Medium 
Primary user 

Their skill 
Their incentive 

Provider, Vendor 
High 

Strong 

Researcher 
Medium 
Strong 

Secondary user 
Their skill 

Their incentive 

Consumer 
Low 

Can be weak 

Researcher 
Medium 
Strong 

Data update 
Focus 

Malicious data 
Non-malicious data 

Frequent (e.g. daily) 
Exhaustiveness and promptness 

Necessary 
Usually unnecessary 

Less frequent (e.g. annual) 
Scientific quality 

Necessary 
Usually necessary 

Education 
Results after use 

Not that related 
Usually not disclosed 

Highly related 
Usually disclosed by publication 

 
Approach (I) restricts the use of the dataset 

provided by an authority or a collaborator within a 
specific academic community where continuous 
participation in the community's activity and 
agreement of a data-usage contract are required 
for the eligibility regarding the use of the dataset 
[11-12]. 

Approach (II) uses almost the same 
mechanism as used in Approach (I) except that 
the data are provided by participants (users) 
themselves [13-14]. Simultaneous deployment 
with Approach (I) is possible [11]. 

Approach (III) uses a shared testbed rather 
than a shared dataset [15-16]. 

In this paper, we firstly identify the features of 
data sharing for cybersecurity research (hereafter, 
we just say data sharing) based on a 
comprehensive comparison with information 
sharing for cybersecurity practice (hereafter, we 
just say information sharing) in Section 2. We then 
show a case of Approach (I) and Approach (II) in 
Japan (Section 3), followed by the conclusion in 
Section 4. 

2. INFORMATION SHARING AND DATA SHARING 

In the economics of information security, 
information-sharing problems (e.g. how to share 
vulnerability information efficiently and effectively 
with preventing free riding) have been studied a lot 
[17-19]. Therefore, when we want to identify and 
understand the features of data sharing, a 
comprehensive comparison with information 
sharing is helpful as summarized in Table 1. 

2.1 Who Prepare Data 

A fundamental concern is who provides reliable 
information/data to be shared. We need highly 
skilled parties in order to improve the productivity 
of research. Fortunately, their incentives are not 
weak for the following reasons: 

 They know the public nature and importance 
of cybersecurity. 

 They find a social responsibility and/or a 
possibility of advertisement effects 

(reputation). 
However, their incentives are not strong 

because it is usually difficult to expect a direct 
benefit. The above features are common to 
information sharing and data sharing. Therefore, 
when we design a data collection mechanism for 
data sharing, we can refer best practices and 
lessons obtained from activities and studies of 
information sharing; for example, we should 
consider how to increase the incentives 
particularly of the agents with low benefit-cost 
ratios. 

2.2 Primary User 

In the case of information sharing, primary users 
of the information are providers and vendors. They 
have similar skills to those of the information 
providers. By contrast, in the case of data sharing, 
primary users include people with lower skills (e.g. 
students who have just started cybersecurity 
research). We should pay attention to not only 
technical skills to use the data but also 
trouble-shooting skills and the ability to fulfill 
responsibilities. Since they have a strong incentive 
to the use of a dataset, collaboration or 
combination with educational activities is worth 
consideration in the mechanism design regarding 
data sharing. This is very different from the case of 
information sharing. 

2.3 Secondary User 

In the case of information sharing, the 
information is eventually delivered from highly 
skilled primary users (providers and vendors) to 
poorly skilled secondary users (consumers) 
through somewhat automated update of software 
and so on. Therefore, incentive mechanisms for 
secondary users should be discussed in a different 
way from those for primary users. 

By contrast, in the case of data sharing, 
secondary users are similar to primary users; 
secondary users are researchers including 
students who are involved with related studies, 
re-experiments, comparison, and so on. For 



 

instance, they try an experimental comparison of 
their technologies with the primary users’ 
technologies proposed in existing literatures. Such 
secondary users have similar problems to those of 
primary users. Therefore, in the case of data 
sharing, cares similar to those of primary users are 
important. 

2.4 Data Management 

When we compare information sharing and data 
sharing, the requirements for data management 
are quite different as shown in the lower rows of 
Table 1. 

In the case of information sharing, the 
information must be updated very frequently so 
that no information is missing in real systems. If 
this feature is unsatisfied, IT systems can have 
security holes such as software vulnerability and 
obsolete firewalls. By contrast, in the case of data 
sharing, too frequent update can reduce the 
scientific quality of the data such as the availability 
of relevant datasets, the integrity of data collection 
and pre-analysis processes (e.g. anonymization), 
and the possibility of generalization of results. 
Carefully labeled data can even further improve 
the quality and the productivity of research [20]; for 
example, lineage and provenance information 
regarding malware is helpful [21]. It should be 
noted that non-malicious data (e.g. ham e-mails, 
access log of legitimate users, and so on) plays an 
important role in data sharing; false positive rates 
and false negative rates are used as important 
evaluation criteria in many cybersecurity 
researches, and we need to use not only malicious 
data but also non-malicious data in the 
experiments to compute those rates. 
Non-malicious data often require privacy and 
confidentiality cares. As a result of the above 
needs of careful data manipulation before being 
shared, the data update is typically done annually 
or even less frequently. 

2.5 Surrounding Issues 

When we compare information sharing and data 
sharing, we find some more important surrounding 
issues. 

The first issue is education, or human-resource 
development. As mentioned in Section 2.2, 
primary users are quite different; in the case of 
data sharing, we need to assume primary users 
whose skills and responsibilities are insufficient. In 
order to tackle this problem, data sharing activities 
sometimes have close relation to human-resource 
development. In this respect, shared testbeds are 
similar to data sharing [22]. We will see this aspect 
of the Japanese case later in Section 3. 

The second issue is an intrinsic nature of 
science: the openness of the results. That is, 
researchers are highly encouraged to publish 
research results after using the shared datasets so 
that a progress as a science will be enhanced in an 
open research community. As a result, 
data-sharing activities are often coupled with 
academic conferences where the use of the 

corresponding datasets is encouraged [11], [23]. 

3. A CASE IN THE FIELD OF MALWARE ANALYSIS 

In this section, with paying attention to the 
features of data sharing identified in Section 2, we 
have a close look at MWS (anti-Malware 
engineering WorkShop) [11]: a Japanese case of 
sharing data for malware researches. 

MWS was originally organized by CCC (Cyber 
Clean Center) Steering Committee and IPSJ 
(Information Processing Society of Japan). CCC is 
a governmental project, and IPSJ is a big 
academic society. The purpose of this workshop is 
to improve the environment for anti-malware 
researches. Also it was intended to enhance 
collaboration between the academic field 
researchers and the enterprise field engineers. In 
the early years of MWS, CCC collected data by 
using honeypots, and provided them for 
researchers who signed their names to the 
data-usage contract. Paying attention to legal 
issues is a common practice of data sharing [24], 
and the scheme for the contract was designed as 
such. The above way is similar to that in the US 
case called PREDICT (The Protected Repository 
for Defense of Infrastructure against Cyber 
Threats) [13-14]. For readers’ convenience, we 
here revisit the key items shown in [14]. 

 In determining whether a dataset is suitable 
for inclusion, the following factors are 
considered in PREDICT [14]: 
 Who is the provider of the data? 
 Who owns the data? 
 How was the data obtained? 
 What are the data provider’s privacy 

policies and operating procedures? 
 What is contained in the data? 

 In accepting a user into the community and 
granting access to data, the following 
factors are considered in PREDICT [14]: 
 Who is the researcher and does he/she 

have a legitimate cyber security 
research role? 

 What organization is the researcher 
affiliated with, and will that 
organization sponsor the researcher? 

 Are the requested datasets suitable for 
the proposed research? 

Unfortunately, the CCC project was finished in 
2011. When the first author served as the chair of 
SIG-CSEC (Special Interest Group on Computer 
Security) of IPSJ, a special committee for MWS 
was established under SIG-CSEC so that it can 
continuously and even extensively manage the 
MWS activity. The structure of the special interest 
group and the committee is summarized in Fig. 1. 
In the activities of this committee, we devote a 
special care to education/cultivation aspects 
based on the features identified in Section 2. As a 
result, the current MWS activity has the following 
two unique features. 



 

 
Figure 1: Committee structure of SIG-CSEC. 

 
The first feature is extension of shared datasets 

by different sectors and their collaboration. This 
dynamism is from the collaborative nature of an 
academic society and its effects on 
human-resource development. It should be noted 
that the structure shown in Fig. 1 realizes a trust 
relationship among the data providers, users, and 
the academic society. The followings are example 
datasets realized so far. 

 FFRI Dataset: Behavior logs of many 
malware samples observed in an 
automated analysis system. This is 
provided by industry. 

 NICTER Darknet: Continually-observed 
darknet traffic data, including both normal 
and malicious traffic such as address/port 
scan. This is provided by the public sector. 

 D3M: Traffic data of browsing malicious 
Websites in the context of Web-based 
infection, obtained by a Web-client 
interactive honeypot. This is provided by 
industry. 

 PRACTICE Dataset: A long range (up to one 
week) packet capture data of malware 
behaviors, file sizes of the malwares, and 
the results of using anti-virus software 
against the malwares. This is from 
collaboration among government, 
academia, and industry. 

 
The second feature is in its co-located 

malware-analysis competitions aiming at 
human-resource development. We introduced 
such competitions both to the annual domestic 
conference organized by SIG-CSEC and to the 
annual international conference (IWSEC: 
International Workshop on Security) co-organized 
by SIG-CSEC and another special interest group 
on information security called ISEC of IEICE. The 
data used in the competitions are managed in the 

same way as in the case of datasets. 
In the competitions, we consider an additional 

incentive mechanism by introducing a unique 
educational aspect. In particular, the competitions 
are based not only technical components but also 
on artistic components. 

 Technical components 
 To achieve high scores in the technical 

components, participating teams need 
to provide many correct answers to the 
challenge questions. 

 The questions are classified into two 
types: the first type is for the analysis 
of datasets distributed on site, and the 
second type is for the analysis of 
datasets distributed in advance. Both 
types are needed for education 
because both examinations and 
homework play important roles. 

 Artistic components 
 To achieve high scores in the artistic 

components, participating teams need 
to make a presentation in an 
instructive manner; the parent 
conference has a presentation 
session of the competition, and 
presenters should explain how they 
analyzed the dataset and derived their 
answers in front of the judges and the 
audience. 

 Even when their answers to challenge 
questions are wrong, high scores in 
the artistic components are given if the 
presentation is instructive. 

Innovative (and potentially effective) ideas in this 
field sometimes achieve only low performance in 
their initial stage of research. The use of such 
immature techniques would result in low scores in 
the technical components. However, depending 
on the presentation, high scores would be possible 



 

in the artistic components. Thus, the above 
scoring system can encourage the use of 
challenging methods, and have good effects on 
the human-resource development in the research 
community. 

Most of the participating teams so far can be 
classified into the following three: 

 Type 1: Members are poorly-skilled 
(beginner-level) students. However, the 
number of members is sometimes large 
because there is no restriction regarding 
the number of team members. 

 Type 2: Members are highly-skilled specialists 
of malware analysis. However, the number 
of members is small. 

 Type 3: A highly-skilled member shows a 
leadership and collaborates with the other 
members whose skills are poor. 

In the competitions we have observed so far, 
teams of Type 1 sometimes achieved high scores 
comparable to (or even better than) the scores 
achieved by teams of Type 2. We can see that the 
competitions with our scoring system can motivate 
both data providers and various users to 
participate continuously in the data-sharing 
activities. A questionnaire-based survey in our 
case study supported the above observations. 

4. CONCLUSION 

In this paper, we discussed data sharing and its 
surrounding issues for scientific cybersecurity 
research, and showed a case in the field of 
malware analysis in Japan. Its mechanism is 
basically well designed from the viewpoints 
highlighted in the discussion, and the data-sharing 
activity survived the termination of the original 
governmental project. One important finding is that 
considering human resource development is an 
important factor in the activities associated with 
data sharing. We believe sustainable and 
productive research infrastructures would improve 
the productivity of cybersecurity researches. 
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