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Abstract: Security evaluation of a Personalized Public
Key Cryptosystem (P2KC) based on Niederreiter Public-Key
Encryption (PKE) is given. A security enhanced variant of
the considered P2KC is proposed based on the random
selection paradigm. This enhanced P2KC is employed for
construction of an authentication protocol which provides
privacy preserving authentication and which is suitable for
implementation under heavy constraints.
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1. INTRODUCTION

M
ACHINE-to-Machine (M2M) communications are one
of the rapidly growing communications paradigms,

and particularly within the Internet of things. This paper
addresses a scenario where a machine approaches a
server and should authenticate its access rights but in
a privacy preserving manner. In the considered scenario,
the machine is a tiny device with very limited capabili-
ties implying heavy implementation constraints. On the
other hand, the server is a much more powerful device.
Accordingly, authentication with asymmetric complexity at
the machine’s and server’s side which provides authen-
tication of the machine preserving its privacy/anonimity
appears as an interesting issue.

As an illustration of the considered problem we assume
the following communications scenario employing a dedi-
cated public key encryption (PKE) paradigm: (i) a number
of legitimate parties send messages to the center; (ii) the
center takes into account only messages obtained from a
group of legitimate parties, and (iii) in certain settings the
center should not learn identity of the message senders,
i.e. the center is only able to distinguish weather the
message comes from a group of legitimate senders or
not.
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2. BACKGROUND

2.1. Niederreiter Public-Key Encryption

Niederreiter’s public key encryption (PKE) [15] is a
knapsack-type cryptosystem which employs an (n, k, 2t+
1) linear code C over GF(q), but in this paper we restrict
our consideration to GF(2).
Let:
- H be an (n− k)× n parity check matrix of C,
- S be any (n− k)× (n− k) nonsingular matrix, and
- P be any n× n permutation matrix,
all over GF(2).

Accordingly, Niederreiter’s PKE is defined as follows.

• Private Key: H, S, and P.
• Public Key: Q = S · H · P and the parameter t.
• Messages: n-dimensional binary vectors m with the
Hamming weight t.

• Encryption: c = Q ·m is the ciphertext in form of a
binary (n− k)-dimensional vector.

• Decryption: Since c = (S · H · P)×m the decryption
is performed as follows:
(i) S

−1 · c = (H · P) ·m;
(ii) Use the known (fast) decoding algorithm for C to
find P ·m and thus m = P

−1(P ·m).

2.2. Personalized Niederreiter Public-Key Encryption

A concept of Personalized Public Key Cryptosystem
(P2KC) and a particular instantiation based on Nieder-
reiter’s PKE have been proposed in [7]. An application
of this P2KC for a light-weight authentication protocol is
reported in [16].
As an illustration of P2KC we assume the following

communications scenario between a center and mem-
bers of its group:
(i) A center should communicate with each group member
employing a public key paradigm;
(ii) The center should be able to recognize source of any
encrypted message it receives. In the considered setting,
basic P2KC based on Niederreiter’s PKE can be specified
as follows.

• System Setting by the Center:
- Center selects a suitable instantiation of Niederre-
iter’s PKE over GF(2) adopting the integers n, k, t,
and the matrices H, S, P. In addition Center suitably



selects the parameters n1 < n and t1 < t.
- Center randomly generates a list of different (n −
n1)-dimensional binary vectors v(`) each of the Ham-
ming weight t− t1, and assigns the vector v(`) to the
group member `, ` = 1, 2, ..., L, assuming a group of
L members and L <

(
n−n1

t−t1

)
;

- Based on the matrix Q = [qi,j ]
n−k
i=1

n
j=1 = S · H · P,

Center generates the following two matrices Q1 =
[qi,j ]

n−k
i=1

n1
j=1 and Q2 = [qi,j ]

n−k
i=1

n
j=n1+1;

- Center makes publicly available the matrix Q1;
- Center evaluates (n−k)-dimensional binary vectors

z(`) = [z
(`)
i ]n−k

i=1 , ` = 1, 2, ..., L, as follows:

z(`) = Q2 · v(`) ; (1)

- To each group member `, Center delivers in a
secure way the vector z(`), ` = 1, 2, ..., L.

• Initialization and Encryption at Group Member ”`”,
` = 1, 2, ..., L:
- Receives from the center through a secure channel
the vector z(`) and the parameter t1, and it keeps
these two items as the secret data.
- Sends encrypted messages to the Center as fol-
lows: Generate a message in form of an (n −
k)-dimensional vector m of the Hamming weight t1
and generates the ciphertext c as

c = (Q1 ·m)⊕ z(`) . (2)

• Decryption and Authenticity Control at the Center:
- upon receiving an encrypted message c, Center
taking into account that

c = (Q1 ·m)⊕ z(`) = (Q1 ·m)⊕Q2 · v(`) =

= Q · [m||v(`)] (3)

performs decryption as follows:
(i) S−1 · c = (H · P) · [m||v(`)];
(ii) Use the known (fast) decoding algorithm for C to
find P·[m||v(`)] and thus [m||v(`)] = P−1(P·[m||v(`)]);
- Center checks wether the evaluated v(`) is in the
list of legitimate group members and if it is, Center
accepts the message m.

3. SECURITY EVALUATION AND ENHANCEMENT
OF PERSONALIZED NIEDERREITER PUBLIC-KEY

ENCRYPTION

3.1. Cryptanalysis

The main origin for cryptanalysis of the considered
P2KC is implied by the statement of the following lemma.

Lemma 1. In the statistical model, each ciphertext c is
a noisy version of the corresponding vector z(`) after the
binary symmetric channel with the crossover probability
ε,

ε =
1− (1− t1

n1
)

n1
2

2
. (4)

Proof. Assuming that m = [mi]
n1
i=1, z

(`) = [z
(`)
i ]n−k

i=1 and

c = [ci]
n−k
i=1 , from (18) we have:

ci = z
(`)
i ⊕ (

n1⊕
j=1

qi,jmj) . (5)

In the statistical model, eachmi is a realization of a binary
random variable Mi such that

Pr(Mi = 1) =
t1
n1

= 1− Pr(Mi = 0) , (6)

because each m is a random vector of dimension n1

and with the Hamming weight equal to t1. Accordingly,⊕n1

j=1 qi,jmj can be considered as a realization of a
binary random variable E∗

i , and

Pr(E∗
i = 1) = 1− Pr(E∗

i = 0)

= 1− Pr(

n1⊕
j=1

qi,jMj = 0)

= 1− Pr(
⊕

j:qi,j=1

Mj = 0)

where, for each i = 1, 2, ..., n − k, the expected number
of the the expected value of

∑n1

j=1 qi,j = 1 is equal to n1

2
assuming that the matrix Q1 is a realization of a random
binary process.

Now the probability that an even number of digits are
1 in a sequence of n1 independent binary digits is [3,
Lemma 1]

1 + (1− 2p)n1/2

2

if p is the probability that every digit is 1, yielding that

Pr(E∗
i = 1) =

1− (1− 2 t1
n1

)n1/2

2
(7)

which is the lemma statement.

Lemma 2. Let D be a random variable defined as

D =

τ∑
i=1

(X ⊕ Ei) (8)

where τ is an integer, X is a binary random variable such
that Pr(X = 1) = Pr(X = 0) = 1/2, and Ei is an i.i.d.
binary random variable such that Pr(Ei = 1) = ε, i =
1, 2, ..., τ . The probability distributions of D when x = 0
and x = 1 are given by the following:

Pr(D = d|X = 0) =

(
τ

d

)
εd(1− ε)τ−d , (9)

Pr(D = d|X = 1) =

(
τ

d

)
(1− ε)dετ−d . (10)

Proof. The lemma is a straightforward consequence of
the fact that D is a random variable corresponding to the



Hamming weight of binary vector of dimension τ which
elements are realizations of the binary random variables
which take value ”1” with the probabilities ε and 1 − ε
when X = 0 and X = 1, respectively.

Underlying ideas for cryptanalysis:
- Lemma 1 implies that whenever a group member sends
a ciphertext to the center, it discloses a noisy version of
the corresponding secret vector z(·);
- According to Lemmas 1 and 2, the main underlying
ideas for the cryptanalysis are as follows: (i) collect the
ciphertexts sent from a group member to the center,
(ii) consider the concatenation of all these ciphertexts
as noisy codeword of a repetition code, (iii) perform
bit-by-bit decoding and recovering of the secret vector
z(·).

Algorithm for Cryptanalysis

• Input.
The parameters n− k, n1, t1, τ and `.

• Processing

1) Sample Collection
Record the following set S(`) of τ different cipher-
texts corresponding to the communication ses-
sions of the group member ` and the center:

S(`) = {c(t) | c(t) = Q1 ·m(t) ⊕ z(`)}τt=1 .

2) Evaluation of a Statistic over the Sample S(`)
Assuming c(t) = [c

(t)
i ]n−k

i=1 , evaluate

di =

τ∑
t=1

c
(t)
i , i = 1, 2, ..., n− k .

3) Bit-by-Bit Recovery of the Vector z(`) Estimation

ẑ(`) = [ẑ
(`)
i ]n−k

i=1
For each i = 1, 2, ..., n,
- ẑ

(`)
i = 0 if di ≤ τ

2 ;

- ẑ
(`)
i = 1 if di >

τ
2 .

• Output
The estimation ẑ(`) of z(`).

The Probability of Correct Recovery. Each di evaluated
at the step 2 of the algorithm for cryptanalysis is a
realization of the random variable Di,

Di =

τ∑
t=1

(Z
(`)
i ⊕ E∗

i (t)) , i = 1, 2, ..., n− k , (11)

where Z
(`)
i is a binary random variable such that

Pr(Z
(`)
i = 0) = Pr(Z

(`)
i = 1) = 1/2, and Pr(E∗

i (t) = 1) = ε
is given by Lemma 1. The decision rule employed in the
algorithm step 3 implies the following probability of error:

Perr = (Pr(Z(`) = 0)

τ∑
d= τ

2+1

Pr(Di = d|Z(`)
i = 0)) +

(Pr(Z
(`)
i = 1)

τ
2∑

d=0

Pr(Di = d|Z(`) = 1)) , (12)

where according to Lemma 2

Pr(D = d|Z(`) = 0) =

(
τ

d

)
εd(1− ε)τ−d , (13)

Pr(D = d|Z(`) = 1) =

(
τ

d

)
(1− ε)dετ−d , (14)

and according to Lemma 1

ε =
1− (1− t1

n1
)

n1
2

2
. (15)

Obliviously, Perr is the probability that ẑ
(`)
i 6= z

(`)
i for any

i ∈ {1, 2, ..., n−k}. Consequently, the probability of correct
recovery Pcorr that ẑ(`) = ẑ(`) is:

Pcorr = (1− Perr)
n−k . (16)

Complexity of the Algorithm for Cryptanalysis. The
algorithm for cryptanalysis directly implies that its com-
plexity is O(τ), and the value of τ depends on the
parameters n1 and t1 in order to provide Perr → 0.

3.2. Security Enhanced Version

The algorithm for cryptanalysis given in the previous
section originates from the fact that in each communica-
tion session a group member uses the same secret vector
z(·). In order to immunize the considered P2KC regard-
ing the developed cryptanalysis, this section proposes
employment of the random selection paradigm recently
reported as an approach for construction of lightweight
authentication and considered in [1], [4], [8] and [9].
The paradigm of random selection employed in certain

authentication protocols can be described as follows.
Suppose that the verifier Alice and the prover Bob run
a challenge-response authentication protocol which uses
a lightweight symmetric encryption operation

E : {0, 1}n ×K → {0, 1}m

of block length n, where K denotes an appropriate key
space. Suppose further that E is weak in the sense that
a passive adversary can efficiently compute the secret
key K ∈ K from samples of the form (u,EK(u)). This is
obviously the case if E is linear.
Random selection denotes a method for compensat-

ing the weakness of E by using the following mode of
operation. Instead of holding a single K ∈ K, Alice and
Bob share a collection K1, ...,KL∗ of keys from K as their
common secret information, where L∗ > 1 is a small
constant.

• Upon receiving a challenge u ∈ {0, 1}n from Alice,
Bob chooses a random index `∗ ∈ {1, 2, ..., L∗}, and
outputs the response y = E(u,K`∗).



• The verification of y with respect to u can be ef-
ficiently done by computing E−1

K`∗
(y) for all `∗ =

1, 2, ...L∗.

Accordingly, this section yields the following security
enhanced P2KC which is based on the randomization
approaches reported and discussed in [12], [5], [13], [14]
and [2].

A Security Enhanced P2KC based on Niederreiter’s PKE

• System Setting by the Center:
- Center selects a suitable instantiation of Niederre-
iter’s PKE over GF(2) adopting the integers n, k, t,
and the matrices H, S, P. In addition Center suitably
selects the parameters n1 < n, t1 < t, L and L∗ such
that L · L∗ <

(
n−n1

t−t1

)
.

- Center randomly generates a list of different (n −
n1)-dimensional binary vectors v(`,`

∗) each of the
Hamming weight t − t1, and assigns the vectors
v(`,`

∗), `∗ = 1, 2, ..., L∗, to the group member `,
` = 1, 2, ..., L, assuming a group of L members;
- Based on the matrix Q = [qi,j ]

n−k
i=1

n
j=1 = S · H · P,

Center generates the following two matrices Q1 =
[qi,j ]

n−k
i=1

n1
j=1 and Q2 = [qi,j ]

n−k
i=1

n
j=n1+1;

- Center makes publicity available the matrix Q1;
- Center evaluates (n−k)-dimensional binary vectors

z(`,`
∗) = [z

(`,`∗)
i ]n−k

i=1 , `
∗ = 1, 2, ..., L∗, ` = 1, 2, ..., L, as

follows:
z(`,`

∗) = Q2 · v(`,`
∗) ; (17)

- To each group member `, ` = 1, 2, ..., L, Center
delivers in a secure way the vectors z(`,`

∗), ` =
1, 2, ..., L∗.

• Initialization and Encryption at Group Member ”`”,
` = 1, 2, ..., L:
- Receives from Center through a secure channel the
vectors z(`,`

∗), `∗ = 1, 2, ..., L∗, and the parameter t1,
and it keeps these items as the secret data.
- Sends encrypted messages to the Center as fol-
lows: Generate a message in form of an (n −
k)-dimensional vector m of the Hamming weight t1
and generates the ciphertext c as

c = (Q1 ·m)⊕ z(`,`
∗) , (18)

where `∗ is a randomly selected index from the set
{1, 2, ..., L∗}.

• Decryption and Authenticity Control at the Center:
- upon receiving an encrypted message c, Center
taking into account that

c = (Q1 ·m)⊕ z(`,`
∗) = (Q1 ·m)⊕Q2 · v(`,`

∗)

= Q · [m||v(`,`
∗)] (19)

performs decryption as follows:
(i) S−1 · c = (H · P) · [m||v(`,`∗)];
(ii) Use the known (fast) decoding algorithm for C
to find P · [m||v(`,`∗)] and thus [m||v(`,`∗)] = P−1(P ·

[m||v(`,`∗)]);
- Center checks wether the evaluated v(`,`

∗) is in the
list of legitimate group members and if it is, Center
accepts the message m.

4. PRIVACY PRESERVING LIGHT-WEIGHT
AUTHENTICATION EMPLOYING A VARIANT OF
NIEDERREITER PUBLIC-KEY ENCRYPTION

• System Setting
The system operator performs the following opera-
tions for the initial setting of a system with L tags,
and given number of readers.

1) Selection of the system parameters, the integers:
n, k, t, n1 < n, t1 < t, L and L∗ such that L ·L∗ <(
n−n1

t−t1

)
.

2) Selection of the components of the underlying
Niederreiter Public-Key Encryption over GF(2):
- H be an (n − k) × n parity check matrix corre-
sponding to an (n, k, 2t+1) linear code C for which
exists an efficient decoding algorithm D(·) which
can correct t errors, where t is the given system
parameter
- S be any (n − k) × (n − k) nonsingular matrix,
and
- P be any n× n permutation matrix,
all over GF(2).

3) Construction of the matrices Q, Q(1) and Q(2) as
follows:
- Q = [qi,j ]

n−k
i=1

n
j=1, Q = S · H · P;

- Q(1) = [qi,j ]
n−k
i=1

n1
j=1, where n1 is a parameter;

- Q(2) = [qi,j ]
n−k
i=1

n
j=n1+1;

Obviously Q = Q(1)||Q(2).
4) Selection of a required number L · L∗ of

(n − n1)-dimensional binary vectors v(`,`
∗) =

[v
(`,`∗)
i ]n−n1

i=1 , of the Hamming weight equal to t−t1,
where t1 is a parameter and ` = 1, 2, ..., L, `∗ =
1, 2, ..., L∗.

5) Construction of the following L · L∗, n −
k-dimensional binary vectors

z(`,`
∗) = Q(2) · v(`,`

∗) ,

` = 1, 2, ..., L , `∗ = 1, 2, ..., L∗ .

6) Distribution, in a confidentiality secure manner, to
each reader the following: Q, S, H, P, and the
decoding algorithm D(·); The readers keep the
obtained items as the secret ones.

7) Distribution, in a confidentiality secure manner,
to the tag ”`”, ` = 1, 2, ..., L, the vectors z(`,`

∗),
`∗ = 1, 2, ..., L∗. Distribution to each tag in a non-
confidential manner Q(1) and the parameters n1

and t1.
8) Tags and readers share a secure hashing function

h(·).
• Authentication Procedure at Tag
After Tag, with the index `, ` ∈ {1, 2, ..., L}, receives



a random vector r as a challenge from a reader, it
constructs the response as follows.

1) Generate a random n1-dimensional binary vector
m of the Hamming weight t1;

2) Evaluate n− k-dimensional binary vector c,

c = (Q(1) ·m)⊕ z(`,`
∗)

where `∗ is randomly selected from the set
{1, 2, ..., L∗}.

3) Evaluate the binary vector a,

a = h(r||m||z(`,`
∗))

4) Send the following response to the reader: (c,a).

• Authentication Procedure at Reader
Upon receiving the response (c,a) from a tag, the
reader performs the following.

1) Evaluate S−1 · c.
2) Perform the decoding D(S−1 · c) and inverse per-

mutation P−1(D(S−1 · c)) obtaining as the result
m̂||v̂

3) Evaluate ẑ = Q(2) · v̂
4) Evaluate â = h(r||m̂||ẑ)
5) If â = a the tag has been authenticated preserving

its privacy.

Regarding the above algorithm, note that taking into
account z(`,`

∗) = Q(2)·v(`,`∗), ` = 1, 2, ..., L, ` = 1, 2, ..., L∗,
we have:

c = (Q(1) ·m)⊕ (Q(2) · v(`,`
∗))

Also note the following. Assuming that c = [ci]
n−k
i=1 , m =

[mi]
n1
i=1, and v(`,`

∗) = [v
(`,`∗)
i ]n−n1

i=1 we have:

ci = (

n1⊕
j=1

qi,j ·mj)⊕ (

n⊕
j=n1+1

qi,j · v(`,`
∗)

j−n1
) ,

i = 1, 2, ..., n− k ,

and accordingly

c = [Q(1)||Q(2)] · [m||v(`,`
∗)] = Q · [m||v(`,`

∗)]

Amazingly, a tag exactly performs Niederreiter public-key
encryption of [m||v(`,`∗)] without knowledge of the entire
matrix Q but only its part Q(1) and its secret (person-
alized) vector z(`,`

∗). Obviously, sending the vector c to
the reader, tag provides reader with possibility to recover
[m||v(`,`∗)] because reader has secret keys S and P and
the decoding algorithm D(·).

5. CERTAIN SECURITY ISSUES

This section points out to certain issues on previously
reported and related security evaluation results, which
provide a background for formal security evaluation of the
proposed authentication protocol, but this formal security
evaluation is out of the scope of this paper.

5.1. Background on Complexity of Random Selection
Problem

Paradigm of RandomSelect(n, a, L). Let n, a and L
be publicity known positive integers, and f1, ..., fL :
{0, 1}n → {0, 1}a be secret GF(2)-linear functions. The
learner seeks to deduce the unknown functions f1, ..., fL
from an oracle which outputs in each round an example
(u, w) ∈ {0, 1}n×{0, 1}a in the following way. The oracle
chooses independently and uniformly a random input
u ∈U {0, 1}n, then chooses secretly a random index
` ∈U |L|, computes w = f`(u) and outputs (u, w).

Preliminaries. Following [9], let e1, ..., en denote the stan-
dard basis of the GF(2)-vector space {0, 1}n noting that
{0, 1}n = GF(2)n ⊆ Kn, where K denotes the field
GF(2a). For all i = 1, 2, ..., n, and ` = 1, 2, ..., L, we denote
by x`

i a variable over K representing f`(e
i). Analogously,

let A denote the (n × L)-matrix with coefficients in K
completely defined by Ai,` = f`(e

i). The matrix A as
a strong solution of the learning problem noting that
its coefficients fully characterize the underlying secret
GF(2)-linear functions f1, ..., fL.

Recovering of the Secret Functions. It is claimed in [9]
that observing an example (u, w), where u =

⊕
i∈I e

i, the
only we know is that there is some index ` ∈ |L|, such
that w =

⊕
i∈I Ai,`. This is equivalent to the statement

that A is a solution of the following degree-L equation in
the x`

i -variables.

(
⊕
i∈I

x1
i ⊕ w) · ... · (

⊕
i∈I

xL
i ⊕ w) = 0 . (20)

Employing the linearization as in [9], the nonlinear equa-
tion (20) with nL variables {x`

i}ni=1
L
`=1 transforms into a

linear one with T (n,L) variables:

T (n,L) =

L∑
`=1

(
n

`

)
(L− `+ 1) . (21)

Accordingly, the following approach is proposed in [9] for
recovering the secret functions of RandomSelect(n, a, L):
(a) Collect a set of T (n;L) examples;
(b) Compute the weak solution of our learning problem,
by using an appropriate algorithm which solves systems
of linear equations over K;
(c) Compute the strong solution A.
The previous step (c), as also claimed in [9] is the main
difference between the described approach and the well-
known algebraic attack approaches for cryptanalyzing
LFSR-based keystream generators.

Complexity Issues. It has been shown in [9] that the com-
plexity of the above approach is dominated by the above
step (b), i.e., the complexity of solving a system of linear
equations with T (n,L) variables. On the other hand it is
well known that the time complexity of solving a system
of T (n,L) linear equations is at least O(22.7log2T (n,L)).



5.2. Random Selection and Noise

In [6], as an important advances over all previously
reported ones, the following three protocols, provably
secure assuming hardness of the underlying (decisional)
LPN problem, have been proposed and discussed.

Authentication Protocol Secure Against Active At-
tacks - Protocol A1, [6]. Employing the secret key
s ∈ Z2`

2 , for the vector v ∈ Z2`
2 , such that wt(v) = `

obtained from the verifier, the prover selects R ← Z`×n
2 ,

and e ← Ber
n
τ , evaluates z : RT · s↓v ⊕ e, z ∈ Zn

2 ,
and sends the pair (R, z) to the verifier, where s↓v is
an `-dimensional sub-vector of the vector s obtained
by selection of the elements of s corresponding to the
elements equal to 1 in the vector v, and Ber

n
τ denotes

the Bernoulli distribution with the parameter τ ≤ 0.5 and
n is an integer. The verifier accepts the verification if
wt(z⊕ RT · s↓v) ≤ nτ .

The First MAC based Construction of Authentication
Protocol Secure against MIM - Protocol MAC1, [6].
The employed secret key is K = (s, h(·), π(·)) where
s ∈ Z2`

2 , h(·) : M × Zν
2 → Zµ

2 is a pairwise inde-
pendent hash function and π(·) is an (almost) pairwise

independent permutation (PIP) over Z`×n+n+ν
2 . Using the

message m ∈ M obtained from the verifier, the prover
selects R ← Z`×n

2 , b ← Zν
2 and e ← Ber

n
τ , evaluates

v := C(h(m,b)), where C : Zµ
2 → Z2`

2 , wt(C(x)) = `,
wt(C(x) ⊕ C(x)) ≥ 0.9`, and z := RT · s↓v ⊕ e, z ∈ Zn

2 ,
and sends π(R, z,b) to the verifier. The verifier evaluates
π−1(R, z,b), v := C(h(m,b)) and accepts the authentica-
tion response if wt(z⊕ RT · s↓v) ≤ nτ assuming that the
rank of R = n.

The Second MAC based Construction of Au-
thentication Protocol Secure against MIM - Pro-
tocol MAC2, [6]. The employed secret key K =
(s0,s1, ..., sµ, h(·), π(·)) where si ∈ Z`

2, i = 1, 2, ..., µ, and
h(·) and π(·) are as defined in the above Protocol MAC1.
Using the message m ∈ M obtained from the verifier,
the prover selects R ← Z`×n

2 , b ← Zν
2 and e ← Ber

n
τ ,

evaluates v := h(m,b), s(v) = s0 ⊕
⊕

i:v[i]=1 si, and

z := RT · s(v) ⊕ e, z ∈ Zn
2 , and sends π(R, z,b) to the

verifier. The verifier evaluates π−1(R, z,b), v := h(m,b),
s(v) = s0 ⊕

⊕
i:v[i]=1 si and accepts the authentication

response if wt(z⊕RT ·s(v)) ≤ nτ assuming that the rank
of R = n.

It has been shown in [6] that above described protocol
A1 is secure under the active attacking scenario, and the
protocols MAC1 and MAC2 are secure under the man-
in-the-middle (MIM) attacking scenario, assuming that
the underlying (decisional) LPN`

τ and related subset LPN
(SLPN) are hard.

6. CONCLUDING DISCUSSION

Security evaluation of a personalized public key cryp-
tosystem (P2KC) based on Niederreiter public-key en-

cryption (PKE) is given. A security enhanced variant of
the considered P2KC is proposed based on the random
selection paradigm. This enhanced P2KC is employed for
construction of an authentication protocol which provides
privacy preserving authentication and which is suitable
for implementation under heavy constraints.
As a background for security of the proposed authen-

tication protocol the following has been pointed out: (i)
hardness of the random select problem which is the core
security element of the protocol; (ii) certain similarity of
the underlying security model of the proposed protocol
and the protocol based on the LPN problem and employ-
ment of a randomly selected sub-keys of the secret key,
reported in [6].
The implementation and processing complexities of

the proposed authentication protocol at the tag’s and
reader’s sides are different: At the tag the complexities
are very low, and at the reader side they are moderate,
which appears as very appropriate in the considered
authentication scenario.
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