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Abstract: In this paper, we provide significantly improved
results over the work of Priemuth-Schmid and Biryukov
(Indocrypt 2008) in obtaining the slid pairs of Trivium. We
show that while this existing work presented slid pairs
up to 115 shifts, we can obtain such pairs with a shift
of 212 with significantly improved efficiency. Our strategy
involves the inclusion of new variables to limit the degree
of the equations that are processed using a SAT solver.

Index Terms: Algebraic Cryptanalysis, SAT Solver,
Stream Cipher, Trivium.

1. INTRODUCTION

A
LGEBARIC cryptanalysis [4], [5] has received a se-
rious attention in a lot of security evaluation ap-

proaches. This kind of attack relies on solving a system of
multivariate equations. When the underlying field of the
cipher is GF (2), a SAT solver is one of the promising
tools in this direction, that tries to solve the famous
satisfiability (SAT) problem. In such solvers, the Boolean
formula is given in the Conjunctive Normal Form (CNF).
Massacci [14] introduced the idea of using SAT solvers
towards cryptanalysis.
A SAT solver does not provide any magic but it is

indeed a very well studied and well developed algebraic-
algorithmic tool that can solve certain problems with
significant improvement if the equations are formed pru-
dently. In this paper, we present an example of this in
mounting the slide attack on the Trivium stream cipher.
There are several works related to cryptanalysis of Triv-
ium where SAT solvers have been used. The stream
cipher Bivium (a simpler version of Trivium) was attacked
using SAT solver in [9]. SAT solver has also been used
to analyse the stream cipher Trivium under fault attack
in [15].
The stream cipher Trivium [6] is in the hardware profile

of the eStream portfolio [8] that has been designed by De
Cannière and Preneel. It is a synchronous bit oriented
cipher. It is standardized within ISO 29192 [11]. The
cipher is allowed to generate up to 264 key stream bits
from an 80 bit secret key and an 80 bit public IV. The
design of Trivium is simple as well as elegant and it has
been designed so as to require low hardware complexity.
This cipher has the state size of 288 bits, consisting
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of three interconnected non-linear (degree 2) feedback
shift registers of length 93, 84 and 111 bits respectively.
While there are lots of cryptanalytic results on Trivium, so
far none of them could break any security claim by the
designers [6].
Raddum [16] proposed an algebraic attack on Trivium

of complexity 2164. Further, Maximov and Biryukov [12]
proposed an attack of complexity 2100. This attack
showed that the longer size of key may not increase
the security of Trivium immediately. Trivium runs for 1152
rounds in the Key Scheduling Algorithm (KSA). Turan
and Kara [18] cryptanalysed Trivium for the reduced
round key set up. Later, Dinur and Shamir [7] described
a full key recovery in less than 230 complexity for 735
rounds of KSA. Aumasson et al. [1] built a distinguisher
for Trivium considering 790 rounds in initialization. Very
recently, using Möbius transform, Fouque and Vannet [10]
mounted full key recovery of Trivium with 784 rounds
in KSA. A Differential Fault Attack on Trivium with only
2 faults has been presented in [15] that exploits SAT
solvers.
Biryukov and Wagner first introduced slide attack [2].

The slide attack on stream cipher is to study how given a
key-IV, one can efficiently obtain another key-IV such that
the generated output key-streams in Pseudo Random
Generator Algorithm (PRGA) are exact shifts of each
other throughout the key-stream generation. These Key-
IV pairs are referred as slid pairs following [13, Section
3.2]. That is, in this model, the attacker needs to provide
two different key-IV pairs (Key(1), IV(1)) and (Key(2), IV(2)),
such that they can generate identical key-streams with
c bit shifts. These pairs are denoted as [(Key(1), IV(1)),

(Key(2), IV(2)), c].
There is no slid pair for shifts < 111, the reason is

stated in [13]. The work of [13] could achieve slid pairs
up to 115 shifts. As commented in [13]:

“There are much more slid pairs for longer shifts,
but the equations would be much more compli-
cated.”

In this paper, we have improved slide attack on Trivium
up to 212 shifts with very little amount of time (in a few
minutes to a few hours) in contrast to the huge time
required (more than two months) in [13, Table 4]. Our
main idea is to introduce new variables so that the degree
of the equations that are processed using a SAT solver
can not increase substantially. It may be asked that how
one can compare the complexities of two approaches in
minutes and days given the different computer hardware
and algorithmic or implementation related developments
in the year 2008 [13] and this date. In this direction, we
have carefully studied the scenarios where new variables



have been introduced and where they are not. This
clearly shows that even with the current facilities, without
introducing new variables (i.e., increasing the degrees
of the equations substantially), achieving the slid pairs
beyond a shift of 160 is extremely slower.

1.1. A brief description of Trivium

TABLE 1. Trivium Parameters

Parameters

Key Size 80 bits
IV Size 80 bits
Internal State 288 bits

The parameters of Trivium are as specified in Table 1.
The cipher contains two phases namely, KSA (i.e. key
and IV setup) followed by PRGA. The internal state of
288 bits are denoted by s1, s2, . . . , s288.

Key Loading Algorithm (KLA). The initialization routine
works as following:

(s1, s2, . . . , s93)← (K1, . . . ,K80, 0, . . . , 0)
(s94, s95, . . . , s177)← (IV1, . . . , IV80, 0, . . . , 0)
(s178, s179, . . . , s288)← (0, . . . , 0, 1, 1, 1)

We denote the state after KLA as S(0).
So, S(0) = [K1, . . . ,K80, 0, . . . , 0, IV1, . . . , IV80,
0, . . . , 0, 0, . . . , 0, 1, 1, 1].

Key Scheduling Algorithm (KSA). After the KLA, the
cipher is clocked 4 × 288 times without producing any
key-stream bits. The Key Scheduling Algorithm (KSA) is
as follows:

for i = 1 to 4× 288 do
t1 ← s66 + s91 · s92 + s93 + s171
t2 ← s162 + s175 · s176 + s177 + s264
t3 ← s243 + s286 · s287 + s288 + s69
(s1, s2, . . . , s93)← (t3, s1 . . . , s92)
(s94, s95, . . . , s177)← (t1, s94 . . . , s176)
(s178, s179, . . . , s288)← (t2, s178 . . . , s287)

end for
After i-th round of KSA, corresponding state is denoted

by S(i).

Key-stream Generation. After the completion of the
KSA, Trivium generates the key-streams qi in Pseudo
Random Generation Algorithm (PRGA). The key-stream
generation routine works as following:

for i = 1 to N do
t1 ← s66 + s93; t2 ← s162 + s177; t3 ← s243 + s288;
qi ← t1 + t2 + t3;
t1 ← t1+ s91 · s92+ s171; t2 ← t2+ s175 · s176+ s264;

t3 ← t3 + s286 · s287 + s69;
(s1, s2, . . . , s93)← (t3, s1 . . . , s92);

(s94, s95, . . . , s177)← (t1, s94 . . . , s176);
(s178, s179, . . . , s288)← (t2, s178 . . . , s287);

end for

2. DESCRIPTION OF THE ATTACK USING SAT
SOLVER

In Trivium, we have an 80-bit secret key and an 80-bit
IV. For the first Key and IV, we consider a total of 160
variables. After c rounds of KSA, the internal state S(c) will
be a function of the key and the IV for any non-negative
integer c. Now if S(c) satisfies 128 fixed locations of the
starting state S(0), then S(c) would also be a starting state
of some different key-IV. That is, the locations 81–93 and
174–285 of S(c) should be 0 and the locations 286–288
should be 1. The situation is presented pictorially in
Figure 1.

(Key(1), IV(1))
KLA

KLA

S(0) KSA
c rounds S(c) KSA

(1152 − c) rounds

S′(0)(Key(2), IV(2))
KSA

1152 rounds

Fig. 1. Slid attack on Trivium

Thus, we have 128 equations over 160 variables.
In [13], up to 115 shifts could be analysed where the
F4 algorithm, implemented in Magma, has been used to
solve these equations.
Here we have followed different solution strategy. We

use SAT solver to obtain the solutions. Note that some
locations of the state S(c) would be complicated if we write
the complete expressions in the CNF form as c increases.
For example, the ANF of the first location of S(c) is of
degree 4 and consists of 160 monomials when c = 200.
Moreover, the SAT solver solves a system of polynomial
equations by converting the ANF to their equivalent CNF.
It can be shown that the representation of each d degree
monomial requires d+ 1 CNF clauses. To overcome this
bottleneck, at certain rounds of KSA, we introduce three
new variables xi, yi and zi and replace t1, t2 and t3 by
xi, yi and zi respectively. Thus, at certain rounds, we
introduce three new variables and three new equations
are added to the system of equations to be solved.

2.1. Two schemes

To simplify new variable introduction, here we introduce
them at regular interval and denote this interval by I (1 ≤
I ≤ c). Here we describe two almost identical schemes
for this purpose.
In the first scheme (we name it scheme 160: ‘with’ vari-

ant), we first set 160 variables at the beginning; thereafter
introduce 3 new variables at every I-th round (including
the last round, regardless of whether c is a multiple of
I or not), accounting for 160 + d cI e × 3 variables in total.
Similarly, we have a scheme 160: ‘without’ variant, where
we introduce only 160 variables at the beginning.



For example, if we introduce new variables at each
round (I = 1), after c rounds, we have 128 + 3c equa-
tions (128 fixed values in a starting state) over 160 + 3c
variables.
The other scheme is almost identical: Here we first

introduce 160 + d cI e × 3 variables as in the scheme 160;
after that we again introduce another 160 variables –
thereby making the total number of variables 320+d cI e×3.
The idea is to assign the 1–80 and 94–173 locations
of the newly generated internal state S(c) the last set
of variables. We call this scheme as scheme 320: ‘with’
variant. The scheme 320: ‘without’ variant considers 320
variables only, 160 at the beginning and the rest 160 at
the very end.
Although not apparent, it is interesting to observe that

the same variant of these two schemes perform quite
differently.
Since in all cases, we have more variables than con-

straints, it is expected to find a solution of such a system
of equations. To solve these, we use the SAT solver
Cryptominisat-2.9.5 [17], after installing it in Sage [19].
In [13], no new variable has been introduced. So there

are 128 equations and 160 variables only. Although this
approach [13] considers lesser number of variables and
equations than ours, corresponding equations are much
more complicated. Hence the method of [13] would not
work efficiently for larger values of c.

2.2. Observations

We have implemented all the codes for experiments
in Sage 5.12 on a Linux Mint 16 (64 bit). The hardware
platform is a desktop with an Intel Core i5 processor with
CPU speed of 2.9 GHz and a 4 GB DDR3 RAM.
We first make a detailed study where we introduce the

new variables at all intervals from 1 to c separately (for
both schemes). The results are presented in Figures 2 - 7.
Note that we experiment with 20 samples in each case
and plot the average as well as coefficient of variation
(C.v.) [3]. Due to the very nature of the SAT solvers,
which are randomized, the CPU time required may vary
for different runs. This is the reason we go for several
runs. However, the low values of coefficient of variation
justify the average values can be considered for analysis.
Referring to Figure 2 and Figure 5, one may note that

for c = 111, reducing the number of additional variables
generally helps to reduce the time required for both the
schemes. However, the trend is not clear as c increases;
as evident from our experimental results presented in
Figure 3 and Figure 6 for c = 130 and Figure 4 and
Figure 7 for c = 150. We summarize these results in Table
2 (the values inside parentheses indicate those I ’s for
which time required is minimum), we can see that there
are intervals for which the time required is less than that
of without variable counterpart.
Since obtaining the complete picture for c greater than

150 becomes time consuming, we just consider the cases
where we introduce new variables in each round and also
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Fig. 2. Time required (in sec.) for obtaining slid pairs for c = 111
(scheme 160: ‘with’ variant).
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Fig. 3. Time required (in sec.) for obtaining slid pairs for c = 130
(scheme 160: ‘with’ variant).

where we do not introduce any variable at all. The results
in Table 3 clearly show that introducing variables in each
round is substantially efficient (for both the schemes) than
not introducing any variable at all.

TABLE 2. Comparison between the approaches with introduction
of new variables at each round and without involving new variables (in

both schemes) – smaller rounds.

c Solution time in seconds
‘With’ ‘Without’

Scheme 160 Scheme 320 Scheme 160 Scheme 320

111 0.06 (111) 0.24 (111) 0.13 0.25

130 0.07 (128) 0.20 (126) 0.15 0.32

150 0.09 (94) 0.19 (28) 1.22 5.31

TABLE 3. Comparison between the approaches with introduction
of new variables at each round and without involving new variables (in

both schemes) – larger rounds.

c Solution time in seconds
‘With’ ‘Without’

Scheme 160 Scheme 320 Scheme 160 Scheme 320

160 0.74 0.87 335.22 275.83

170 0.77 0.90 7046.81 982.49

180 105.32 46.44 2164.66 3211.70
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Fig. 4. Time required (in sec.) for obtaining slid pairs for c = 150
(scheme 160: ‘with’ variant).
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Fig. 5. Time required (in sec.) for obtaining slid pairs for c = 111
(scheme 320: ‘with’ variant).

2.3. Examples with c ≥ 200

Here we present four examples for c = 200, 204, 208
and 212 where we use both scheme 160 and scheme
320, with new variable introduced at each round. The
results are as follows (we doenote initial key-stream bits
obtained from (Key(i), IV(i)) by ks(i); i = 1, 2).

In the first example, we obtain (Key(1), IV(1)) and

(Key(2), IV(2)) in 62.07 seconds using scheme 160 (‘with’

variant), and these key-IV pairs produce 200 bit shifted
key-streams.

Key(1) 0373e09ece30fcf3802a
IV(1) 07b51d16bda8306667c7

ks(1)

9a28f7adfcc796f18ba43374f8b
b4c964576671905d7444c2a
11b5c174db0f3bc8ba6faa07df10cf6a. . .

Key(2) 9ce91893d80dd8a7ba96
IV(2) 1654593259c6c1745ee5
ks(2) 11b5c174db0f3bc8ba6faa07df10cf6a6. . .

In the second example, we obtain (Key(1), IV(1)) and

(Key(2), IV(2)) in 2026.23 seconds using scheme 160

(‘with’ variant), and these key-IV pairs produce 204 bit
shifted key-streams.

0 20 40 60 80 100 120 140
Interval of introducing variables (I)

0.20

0.25

0.30

0.35

0.40

0.45

0.50

0.55

A
ve

ra
ge

of
ti

m
e

re
qu

ir
ed

0 20 40 60 80 100 120 140
Interval of introducing variables (I)

0.00

0.02

0.04

0.06

0.08

0.10

C
.v

.o
ft

im
e

re
qu

ir
ed

Fig. 6. Time required (in sec.) for obtaining slid pairs for c = 130
(scheme 320: ‘with’ variant).
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Fig. 7. Time required (in sec.) for obtaining slid pairs for c = 150
(scheme 320: ‘with’ variant).

Key(1) d92631bb247730170633
IV(1) ba648062c06d47d3ce1d

ks(1)

15f0b2b90f44499ee26494f8ff5
17e53168dad25a1f986429a0
6337b451df1571c91843d55990dd9ca6. . .

Key(2) 4292ed4a7045d5cbabdc
IV(2) 5545ebef451b31e59e05
ks(2) 6337b451df1571c91843d55990dd9ca66. . .

In the third example, we obtain (Key(1), IV(1)) and (Key(2),

IV(2)) in 1454.02 seconds using scheme 320 (‘with’ vari-
ant), and these key-IV pairs produce 208 bit shifted key-
streams.

Key(1) b656ade731cfc64565d2
IV(1) fb79d34ce6ed44f1c242

ks(1)

591aea64dd30b38462145cf4cf83
8d41f14570f5e5d15dad3bc0
e652085848e1c56a7ddf9a4516b383fb. . .

Key(2) ae0a3c482e64be22eae2
IV(2) eb1aa295b0fe106f8bf3
ks(2) e652085848e1c56a7ddf9a4516b383fb6. . .

In the fourth example, we obtain (Key(1), IV(1)) and

(Key(2), IV(2)) in 43240.14 seconds using scheme 320

(‘with’ variant), and these key-IV pairs produce 212 bit
shifted key-streams.



Key(1) f7a3714291bfc3e20fb2
IV(1) 13620822b097027307ea

ks(1)

4c922cc526dde6cf725f0cf492f
7a038c4961b6ff9d77e08ff5fd
16dc8280e5d3895b83dade867aa11eeb. . .

Key(2) fa3a24b15b9fa904efa7
IV(2) 466ea6489ea35e058a67
ks(2) 16dc8280e5d3895b83dade867aa11eeb6. . .

We expect that a determined effort with highly efficient
hardware, customized software and considerable amount
of time (say a few days) will be able to obtain slid pairs
with a shift of 220 or even more.

3. CONCLUSION

In this paper, we have presented an example how
the slide attack on the stream cipher Trivium can be
significantly improved by judiciously forming the multi-
variate equations and then solving them using a SAT
solver. Our results significantly improve the existing work
in [13]. The important observation in our work is to include
new variables so that the degree of the equations, that
are processed using a SAT solver, does not increase
much. Naturally, obtaining slid pairs with a larger shifts will
provide a substantial increase in the number of the key-IV
pairs that are related in the sense that they will provide
the same key-stream bits, just with a shift. While this
is an important tool in cryptanalysis of a stream cipher,
this work does not contradict to any security claims of
Trivium [6].
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